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Jaaasi#d dpaiy npescTaBjeH UCKIIOYUTEJIBHO B
O3HAKOMHUTENBbHBIX HeaAaX. Ilocyie o03HaKOMJIEHUA C

cozmepkaHmeM gaHHOro ¢aisa Bam caeayer ero
He3aMeJJIUTEJNbHO yaanuTth. Coxpanasa JaHHBIU paua

BHl HECETE OTBETCTBEHHOCTh B COOTBETCTBHH C
3aKOHOJATEJbCTBOM.

JIrn60e KOMMepUYECKOE U HHOE UCIHOJIb30BaHHUE KPOME
NpeABAPUTEIBHOTO O3HAKOMJIEHHUA 3alpPEMEHO.

Ilybnumkanusa JaHHOTO AOKYMEHTAa He IMpecjeayeT 3a

co60if HHKAaKOA KOMMEPUYECKOH BBITOJBI.

dTa KHHATA cnocobcTByeT NpoeCCHOHAIBHOMY POCTY

YUTaATEJIEH U ABJAAETCA PEKJIaMOUN OyMarKHBIX U3JaHUH.

Bce aBTOpCKHE MpaBa NPHHAJAJIEXKAT UX yBaKaeMbIM BJIaJebIlaM.
Eciu Bpl ABAAeTeCh aBTOPOM JJaAHHOM KHHUTH M €€ pacOnpoCTpPaHEeHHE
ymeMaseT Bamu aBTOpCcKHe mpaBa UJH ecau Bel XxoTuTe

BHECTH UBMEHEHHUA B JaHHBIA NOKYMEHT WU ONMyOJIHKOBATH
HOBYIO KHUTY CBAKHUTECHh C HAMH IO email.
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MaHudect xakepa

MaHudecT xakepa

Ceuuac smo Hawt MUup... Mup 31eKmMpOHUKU, USMEHEHUU U
npenecmu 600.

Mpui nonvzyemcs yorce umerowumMucs ycay2amu, He niams
oaoice 3a Mo, Yo Modxicem Oblmb OUeHb OeUesbIM, U Mbl MOIHCEULb
HA3b18AMb HAC NPECMYNHUKAMU.

Mpui uccnedyem... Mot cywiecmeyem b6e3 ysema kooicu, oes
HAYUOHATIbHOCMU, 0e3 PeUSUO3HBIX YKIOHOS. .

Tb1 coz0aeub amomuvie boMObL, Bo0eULb, YOUBAEULD, Ml
JIICeULb HaM, U NbIMAeubCsl 3aCmMasUums HAC NOBEPUMb 8 C80U
cobcmeennvle 0elticmaus, Mol 8ce eule NPecmynHuK.

Ia, s — npecmynnux. Mou npecmynienus paou
arobonvimcemaa. Cyos no pazeo80pam u MblCAIM TH00el, MOU
npecmynjieHus ne 8vleasosam npusmusimu. Mou npecmynienus
0J151 mo20, umoowsl nepexumpums meos, u 4moobvl Mbl HUK020d He
npocmun mens. A xaxep u smo mou manugecm. Toi cmodiceuiv
OCMAHOB8UMb MEHS, HO Mbl He CMOMCEUb OCIMAHOSUMb HAC 6CEX...

S PeKTUBHLIN XaKUHI




UdTO TakKoe XOpOollo M YTO TaKoe ILJIOXO?

UTOo Takoe XOpollo M YTO
Takoe IIJIOXO0?

N3yyas uHdopmaiiuio o mpodiaeMax KOMIbIOTEPHOTO
B3JI0Ma, OOpallaeT Ha ce0si BHUMaHUE TOT (PaKT, UTO HUTJIEC HE
IIPOBOJIUTCS Ta rpaHb, KOTOpas, Y€TKO pa3AeiseT BCeX, TaK
WJIM MHAY€ CBSA3aHHBIX C KOMIIBIOTEPHOM 0€30I1aCHOCTHIO. B
OCHOBHOM, MHEHHE KOMITBIOTEPHOI'O MHUPa 10 3TOMY ITOBOJY
1100 cyry0o oTpuliaTebHOE (XaKepbl — ATO IMPECTYITHUKH),
100 — CKPOMHO-TIOJIOKUTEIBHOE (XaKephl — «CaHUTAPbI
jeca).

Ha camoM nene, y 3Toit 1ipo0JieMbl CYIIECTBYET, 10
MEHBIIICH Mepe, IBE CTOPOHBI: OJHA MOJ0XKUTEIbHAs, ApyTas
— OTpHULATEIbHAS U MEXKYy HUMU IIPOXONUT YEeTKAS TPaHUIIA.
DTa rpaHulia pa3iesisieT BceX NMpo(eccuoHaaoB, CBA3aHHBIX C
nHGOpMAIIMOHHOM 0€30I1acHOCThI0, Ha XakepoB (hackers) u
Kkpakepos (crackers). 1 Te u npyrue, BO MHOTOM, 3aHUMAKOTCS
peIlIEHUEM OJTHUX M TeX K€ 3a7la4 — IMOMCKOM YSI3BUMOCTEH B
BBIYHCIIUTEIBLHBIX CUCTEMAaX M OCYIIIECTBICHUEM aTaK Ha
JTAHHBIE CUCTEMBI («B3JIOMOMY). Ho camoe riaBHoe U
IPUHIUITHAIBHOE OTINYHE MEXY XaKepaMU M KpaKepaMu
COCTOMT B IIEJISIX, KOTOPBIE OHU MPECTCAYIOT.

OcHOBHas 3ajJ1a4a Xakepa, UCCIENYS BBIYUCIUTEIbHYIO
CUCTEMY, OOHAPYXKUTh ca0dblie MecTa (YSI3BUMOCTH) B €€
cucteMe 0€30MacHOCTH C LEIbI0 HHHOPMUPOBAHUSA
MOJIb30BaTENEN U Pa3pabOTUYUKOB CUCTEMBI JIJIS MOCIIETYFOIIETO
YCTpPaHEHUs HAMJICHHBIX YA3BUMOCTEH. [pyras 3agada xakepa,
IPOAHAIM3UPOBAB CYIIECTBYIOIIYIO O€30IMaCHOCTh
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UTo Takoe XOpOLIO U YTO TaKoe NNoxo?

BBIYUCIIUTEIBHON CUCTEMBI, CPOPMYITHPOBATH HEOOXOAMMEIE
TpeOOBaHMS U yCIOBHS MOBBIILICHUS YPOBHS €€
3aIIUIICHHOCTH.

C npyroii cTOpOHBI, OCHOBHAA 3a7a4a Kpakepa COCTOUT B
HETNOCPEICTBEHHOM OCYIIECTBICHUN B3JIOMa CUCTEMBI C LENbIO
NOJIyYeHUS! HECAHKIIMOHUPOBAHHOTO JAOCTYIIA K UYXKOM
uHpopMaIUuu — WHAYE TOBOPS, IS €€ KPaXku, MOIMEHBI WU
s 00bsABIeHUs (hakTa B3ioma. To ecTh, Kpakep, Mo CBOCH
CyTH, HUYE€M HE OTIUYACTCS OT OOBIYHOIO BOPA,
B3JIaMBIBAIOIIETO YY>KHUE KBAPTUPHI U KPATYLIETO Yy>KUE BEIIH.
Kpakep ke B31aMbIBaeT 4y’>kue€ BHIYUCIUTEIbHbBIE CUCTEMBI U
KpaJeT 4yKylo HH(POPMALHUIO.

BOT B 4em cOCTOHT KapIuHAIBHOE OTINYHE MEKY TEMH,
KOT'0 MOXXHO Ha3BaTh XaKepaMU U KpaKepaMu: MepBble —
UCCIICIOBATEIIN KOMITBIOTEPHOM 0€30MacHOCTH, BTOPhIC —
IPOCTO B3JIOMIIUKH, BOPHI Wi BaHAanbl. [Ipu aTom, Xakep, B
JAHHON TEPMHUHOJIOTUH, — 3TO, [0 OMPEACICHHUIO,
CHECIUAIHCT.

Xakepbl

910 — UHAMBUAYYM, KOTOPBIA MOTYyYAET YIOBOJIbCTBUE
OT M3yYCHHs JeTalled PYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX
CHUCTEM U OT PAaCLIUPEHUS UX BO3MOKHOCTEH, B OTIIUYUE OT
OOJNBIIMHCTBA MOJIb30BaTENIel KOMIIBIOTEPOB; KOTOPbHIE
MPEANOYUTAIOT 3HATHh TOJIBKO HEOOXOIUMBII MUHUMYM.

OT0 — DHTY3HACT NPOTPAMMHUPOBAHHUS, MMOJTYHaIOIIUNA
yAOBOJIbCTBUE OT CAMOT0 Ipoliecca MpPOrpaMMUPOBaHUs, a He
OT TEOPETUZUPOBAHUS IO ITOMY TTOBOAY.

JlanHas TpaKTOBKa MOHATHS «XaKep» OTJIMYAETCS OT
MPUHIATON B CPEACTBAX MacCOBOM MH(MOPMAIUU, KOTOPHIE,
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UTo Takoe XOpOoLIO U YTO TaKoe NMoxo?

CO6CTB€HHO, " IIPUBCJIK K ITIOAMCHEC noHaTHi. B IIOCIICOAHEC
BpEMsS MHOTHEC CIICHUAIIUCTEI 11O KOMHI)IOTepHOﬁ 0e301acHOCTH
HavaJiIl aKKypPaTHCC OTHOCHUTLCA K 3TUM TCPMHUHAM.

Kpakepbl

HusMeHHOCTH MOTHBOB KpaKkepoB MPUBOAUT K TOMY, YTO
9 u3 10 U3 HUX ABIAIOTCS «YaHHUKAMM», KOTOPbIE
B3JIAMBIBAIOT TNIOXO aIMUHUCTPUPYEMbIE CUCTEMBI, B
OCHOBHOM 0J1aro/1apsi HCIOJIb30BAHUIO YY>KUX MPOrPaMM
(06Bp1yHO 3TH TporpaMMbl Ha3biBatoTcs exploit). (IIpudem, sTo
MHeHue Tex cambix 10% npodeccuoHanbHbIX KPaKepoB).

Otu npodeccruoHanbl — OBIBIINE XaKepPhl, CTABIINE Ha
MyTh HapylIeHus 3aKkoHa. X, B oTnuune oT Kpakepos-
«4aWHUKOBY», OCTAHOBHUTH JICHCTBUTEIFHO OYE€Hb CII0KHO, HO,
KaK MOKa3bIBaeT MPAKTHUKA, OTHIOIb HE HEBO3MOXKHO (151
IpuMepa BCIIOMHUM MPOTUBOOOPCTBO MUTHUKA U
[umomypsl).

OueBHIHO, YTO AJIS MPETOTBPALICHUS BO3MOKHOTO
B3JIOMa WJIM YCTPAHEHUs €ro MOCIeICTBHH, Tpedyercs
IPUTIACUTH KBATU(GHUIIMPOBAHHOTO CIEIHAINCTA IO
MH(}pOpMaLMOHHON 6€30MaCHOCTH — MPOPECCUOHATBLHOTO
Xakepa.

Opnnaxo, Op1T0 OBI HECTIPABEUTMBO MEUIATh B OJIHY Kydy
BCEX KPaKepoB, OJHO3HAYHO HA3BAaB UX BOPAMHU U BaHJATaMH.
[To HameMy MHEHHIO, BCEX KPAKEPOB MOKHO pa3JeIuTh HA TPU
CJIEYIOIINX KJIacca, B 3aBUCUMOCTH OT LIEJIH, C KOTOPOH
OCYIIECTBIIIETCS B3JIOM: BaH/AJbl, «IIyTHUKU» U
npodeccuoHaIbl.

A heKTUBHLIN XaKUHT




Yro Takoe XOopoumo M 4YTO TakKoe IUIOXO?

BaHpansbi

Bannansl — camas uzBecTHas (BoO MHOroM OJiaromapsi
IIOBCEJHEBHOCTHU BUPYCOB, a TAK)KE TBOPEHUIM HEKOTOPBIX
)KypHaHI/ICTOB) Hu, HaOO0 CKa3aTh, CaMadad MaJIOYHUCJICHHAaA 4aCTh
KpaKepOB. I/IX OCHOBHaA4 1ICJIb — B3JIOMAThH CI/ICTeMy 1A €€
paspymeHus. K HIM MOKHO OTHECTH, BO-TIEPBBIX JTIOOUTENEH
koManyg tuna: rm -f -d *, del *.*, format ¢: /U u T.1., 1, BO-
BTOpBIX, CIICIIMaJInuCTOB B HAIIlUCAHUN BI/IPYCOB HniIn TpOHHCKHX
koHel. COBEpIICHHO €CTECTBEHHO, YTO BECh KOMIBIOTEPHBII
MHp HEHAaBUJIUT KPAKEPOB-BaHAAIO0B JOTONH HEHABUCTHIO. JTa
CTaJus KpaKepCcTBa OOBIYHO XapaKTepHA JIsi HOBUUKOB U
OBICTPO MPOXOJHT, €CIU KPAKePy yAaeTCs
COBEPIIIEHCTBOBATHCS (BEh JOBOJIBLHO CKyYHO OCO3HABATh CBOE
MPEBOCXOACTBO HaJ O€33aIUTHBIMU MMOTH30BATEISIMU).

KpakepoB, KOTOpbIE Ja’)ke C TEUEHUEM BPEMEHU HE
MUHOBAJIU 3Ty CTaJMIO, a TOJIBKO Bce Ooliee
COBEPILIEHCTBOBAJIM CBOU HaBbIKU pa3pyIlEHUs, HHAYE, YEM
COLIMAJIbHBIMU IICUXONATaMHU, HE Ha30BElIb.

LUyTHWMKK

lyTHuKM — Haubosiee Oe300uIHAS YaCTh KPAKEPOB
(KOHEYHO, B 3aBUCUMOCTH OT TOTO, HACKOJIBKO 3JIbIe OHU
MPEATNOYUTAIOT IYTKH), OCHOBHAS II€JIb KOTOPBIX —
HU3BCCTHOCTL, AOCTHUIracMasd IMyTEM B3JIOMAa KOMIILIOTCPHBIX
CUCTEM U BHECCHHUEM TyJa Pa3IHYHbIX 3P PEKTOB,
BBIPAXKAIONIUX WX HEYIOBJICTBOPECHHOE TYBCTBO FOMODA.
«IIlyTHUKM» OOBIYHO HE HAHOCAT CYIIECTBEHHBIHN yIiepo
(pa3Be uTo MopanbHbIi). Ha ceronnsmuaunii 1eHp B Internet aTo
Hanbosee pacCIpOCTPAHEHHBIN KIIacC KPaKepOB, OOBIYHO
OCYIIECTBISAIOMUX B310oM Web-cepBepoB, ocTaBmsis
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Y10 Takoe XOpoLwo U 4YTO TakKkoe nnoxo?

TaM ynoMuHaHue o cebe. K «IyTHHMKaM» TakKxKe MOXHO
OTHECTHU COo3JaTesieii BUPYCOB C Pa3IMYHBIMU
BH3YaJIbHO-3BYKOBbIMH 3(pdexkTamu (My3biKa, IPOXAHUE WU
[IepeBOpauYrBaHUe SKpaHa, PUCOBAHUE BCEBO3MOXHBIX
KapTUHOK 4 T.11.). Bce 310, B npuHuuie, 1nb60 HEBUHHbBIC
[IAJIOCTH HAYMHAIOWHUX, JIMOO — PeKIIAMHbIE aKLIMU

PO eCCUOHAJIOB.

-BanomMiumku’

Banomuiuku — npodeccCUOHaNbHBIE KPAKEePHI,
NOJNB3YIONIMECT HAaUOOJIBIIMM [IOYETOM U YBAXCHUEM B
KpaKepCcKo# cpelie, OCHOBHAsI 3aaya KOTOPBIX — B3JIOM
KOMITBIOTEPHOM CUCTEMBI C CEPhE3HBIMU LIEIAMHU, OyIb TO
Kpaxa Wil IOAMEHA XpaHsueicsa TaM uagopmanvu. B
obuIieM ciyvae, Jisl Toro, YTo6sl OCYIIECTBUTH B3JIOM
CHUCTEMbI, HEOOXOAMMO NPOWTU TPU OCHOBHBIE CTANVM:
HCCJICIOBAHUE BHIYUCIUTENILHON CUCTEMBI C BbISIBICHUEM
MU3BSIHOB B HEM, pa3paboTka MpOrpaMMHON peain3aliuy aTaku
Y HENOCPEICTBEHHOE €€ OCylleCTBIeHHE. EcTecTBEHHO,
HaCTOSIIIUM MPOPECCUOHATIOM MOXHO CUYMTATh TOr0 Kpakepa,
KOTODBIA 11 JOCTHXECHUSI CBOCH LIeJIM NMPOXOAUT BCE TPH
CTaguu.

C HEKOTOPOH HATSIXKOM TaKKe€ MOXHO CYUTATh
Npo@eCCUOHAIOM TOTO KpakKepa, KOTOPhIM, MCITONb3Ys
JIOOBITYIO TPETHUM JIMLIOM MH(POPMALUIO O YI3BUMOCTH B
CUCTEME, MULIET MPOrPaMMHYIO PeaU3al|i0 JaHHOM!
ys13BUMOCTU. OCYIIECTBUTh TPETHIO CTA[AUI0, OYEBHIIHO, MOXET
B NPUHLIMIIE KaXIBIN, UCTIONB3Ys YyXue pa3padotku. Ho o,
YeM 3aHMMAlOTCA B3JIOMIUUMKHM — 3TO OOBLIYHOE BOPOBCTBO,
ec/id abCcTpardpoBaTbCs OT IpeaMeTa Kpaxu. K coxaneHuio, y
Hac, B Poccuu, Bce He Tak npocro. B cTpane, riae 6oiblias
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Y10 Takoe XOpoLwo U 4YTO Takoe nnoxo?

YacTh IPOTPAMMHOro 00eCTeYeHUs, UCIIOJIb3YeMOTO KaXIbiM
II0JIb30BATEJIEM, SIBJIIETCSI [TMPATCKOM, TO €CTh YKPaJIcHHOW He
0e3 MOMONIX TEX XE& B3JIOMILMKOB, ITOYTU HUKTO HE MMEET
MOpPAJILHOTO MpaBa «OpOCUTHh B HUX KaMeHb». KoHeYHOo, B3/1oM
KOMITLIOTEPHBIX CUCTEM C IEJIbI0O KpaXd HU B KOeM CIyyae

- HeJIb3S Ha3BaTh JOCTOWHBIM JIEJIOM, HO U YIIPEKATh
KpaKepOB-BIJIOMIIMKOB MOTYT TOJIBKO T€, KTO JIETAJIbHO
puodpes BCe MCIIOJb3yeMOE MPOrpaMMHOE oOecIIeyeHue.

Jlo cuX TIOp MBI BCE BpeMSI PaCCMATPUBAIH <
XaKepOB-KPaKEePOB C MO3ULMMA paclpeNeIeHHbIX CHCTEM, HO He
HYXHO 3a6bIBaTh, YTO CaMasi MHOTOYUCJICHHAs] KATErOpusI
KpaKepoB 3aHUMaeTcs 6oJiee OOBIICHHBIMU BelIaMMU, a
UMEHHO: CHSITUEM 3aIMUThI C KOMMEPYECKUX BEPCHIA
IPOrPaMMHBIX IPOAYKTOB, M3rOTOBJICHUEM PErMCTPAlMOHHBIX
ximoyeit (registration key) Juist ycIOBHO-0€CIUIATHBIX TIPOrPaMM
U T.IL 1

ONEeKTPOHHbIE B3NIOMLLMNKN

Llenb, KOTOPYIO TIIpeCHeayeT OOBIKHOBEHHBIN BOP MK
MOIIIEHHUK, JOCTaTOYHO npocra. Kak mpasuio, ero
IIPUBJIEKAIOT HAJIMYHBIE AEHBIM WIM MaTepUaJIbHbIE LIEHHOCTH,
KOTOpBIE MOXHO JIETKO 1poaath. [IpaBia, CylecTByIOT
YMEJIbIIbI, KOTOPbIE B3JIaMbIBAIOT CEM(PBI U YTOHSIOT
ABTOMOOWIM UCKIIOYUTEIHLHO — TI0 UX CJIOBaM — U3 «JII0DBU
K MCKYCCTBY». HO B MCKpPEHHOCTb TaKMX IPU3HAHUHA YTO-TO
He BepuTcs!

C xakepaMu Jiejio OOCTOMT CJIOXHEe. XOTs Obl OTOMY,
yTO 00pa3 «BUPTYATBHOTO» B3JIOMUIMKA HE COIJIACYETCS C
IIPUBBIYHBIM 00pa30M KPUMMHAJIBHOIO 3JEMEHTA — CJUIIKOM
YX CHWIBHO BBIIE/ISAETCS MHTE/UIEKTYAIbHBIA YpOBEHDb XaKepa, U
€ro 3HaHUA B 00JIACTH KOMIBIOTEPHOMN TEXHUKM KaXYTCS
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Y10 Takoe Xopowo U 4YTO Takoe nnoxo?

npocto peHomeHanbHbIMU! HekoTopbie MOIb30BaTEM BIIOJIHE
PE30HHO CYUTAIOT, YTO XaKEepbl — 3TO CBOCOOpPA3HbBIC
CaHUTapbl KOMIIBIOTEPHBIX CETEH, KOTOPHIE BBISIBISIIOT CIa0bIe
MeCTa B TOM MM MHOM CETEBOM IIPOAYKTE U MOMOTAIOT TEM
CaMBbIM ONpPEACTSITh CKPBIThIC AEMEKTH TEXHUKU U
HeopaboTku nporpaMMm. CTOPOHHUKM JAHHOTO MHEHMSI 4acTO
OIEPUPYIOT TeM (haKTOM, YTO Ha PAaHHEM ITare Pa3BUTHUS
KOMITBIOTEPHOM MHAYCTPUU IOHATUE «XaKEp» ONPEACIISIIIOCH
KaK «MporpaMMuUCT-(haHaTUK, BUPTYO3, IKCIEPT 110
IporpaMMam». B NpUHLMIIE, C 3TUM ONPEAETIEHHEM MOXHO
cornacuthcsa. OnHako He OyaeM 3a0bIBaTh, YTO K
MOJIOXUTEIBHOMY «IIOPTPETY» XaKepa JOOaBUIUCh CETOMHS
HOBBIE YEPThI, KOTOPBIE HE COMIACYIOTCS C OOJIHUKOM
6J1arOpOJHOTO phILIApsI.

Eciu BBl OTKpOETe KHUTY pekopaoB I'mHHeca, To Ha
OIHOM U3 €€ CTpaHWUII, PSAIOM C MMeHaMU YOIl ¥ MaHbBSIKOB,
MOXHO YBUAECTb HAYEPTAHHYIO MEJIKUM IIPUGTOM (PaMUIIMIO
amepuxkanua C. M. Pudxuna, craBuiero rnepBbiM
KOMIBIOTEPHBIM MOIIEHHMKOM, 3aperUCTPUPOBAHHBIM
ounmraibHO, T.€. peuieHueM cyna. [ToBbIIEHHBIH UHTEPEC K
auydoct C. M. Pudkuna BbI3BaH TEM, BEPOSITHO, YTO
YIOJIOBHBIC eJIa HaJ 3JOYMBIIUICHHMKAMH BCTPEYAIOTCS
peako. M TeMm Gosiee MOHSITEH MHTEpEC K JUYHOCTH MEPBOIO
oduIIMaIBLHOrO Xakepa!

[Ipouecc no peny 32-1eTHEr0o aMepUKaHCKOIO
rpaxjaaHuHa PudxuHa, pUCKHYBILETO COPBATh 3alPETHLINA
IO/l HA HUBE KOMIIBIOTEPHOI'O KPUMUHAJA, COCTOSUICS B
cepenuHe 70-x TonoB, B 3MOXy «M3iHpeiMoBy. Jleno
00CTOSLIO TaK.

I'ocrioguH Pudxun ObL1 BaajaenbiieM HEOOIbIHON
(hupMBI, KOTOpas CrelMalIn3upoBaiach Ha IIATHBIX
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Y10 Takoe XOpoLwWO U YTO Takoe nioxo?

KOHCYJIBTALIUSIX 110 BOIPOCAM KOMITLIOTEpHOM TexHUKU. OH
XOpOIO 3HaJl BEIYMCIUTEIbHbBIE CUCTEMbl CBOMX KJIMEHTOB. B
YacTHOCTH, eMy OblIa 3HaKOMa CHCTEMa aBTOMATH3UPOBAHHBIX
miatexeil B TUX0OKeaHCKOM HallMOHAJIbHOM OaHKe B ropoje
Jloc-AHmxenece.

OpHaxnpl PudxkuH aBuics B BBIYMCIMTENBHBIN LEHTP
3TOro 0aHka; cayXxeOHblil BXOH ObLIT OTKPHIT. PugpKuH BhAAN
ceDOg 3a IpeACTaBUTE/ISI TOCYAAPCTBEHHON PEBU3MOHHOMN
CJIyObl ¥ TIOMHTEPECOBAJICA Y OAHOrO U3 pabOTHHUKOB OaHKa,
KaKoW MapoJjib ACHCTBOBAI B TOT ACHb IS Mepeaayun
JEHEXHBIX CYMM MeXIy 0aHKOM M €ro napTHepaMmu.
Cnyxamuii, He 3aayMbIBasiCh, Ha3BaJl CEKPETHHIN T1apoJib,
MEHSIBIIMICS €XEeIHEBHO.

B ToT xe neHr PudkuH no3BOHWI B OaHK C
TesiehoHa-aBTOMATA, MOJ MUMEHEM OJHOIO M3 COTPYAHUKOB.
OH Ha3Baj TMAapoJb U NOMPOCWI MEPEBECTH HA CUYET
(OTKPBITHIM UM CHELHUAIHHO ISl 3TOW MPECTYITHOU 1Ie/In)
«Kpyriayio» cymmy B $10 MiIH. YIUBUTEIBHO, HO Yepes
HEKOTOPOE BPEMS MOIIEHHUK CIIOKOMHO IMOJYYNJI AEHBIU U
ckpbuics. ITomuuuy NpUIIOCh HEMAJIO TIOTPYAUTHCS, YTOOBI
3aMaHUTh IPECTYITHUKA 0OpaTHO, HA TEPPUTOPUIO
Coenunennnix IlltatoB, 1 apecToBath. OgHAKO €llE TPyOHEE
0Ka3aJ10Ch, KaK HU CTPAHHO, YOEAUTh PYKOBOJICTBO
TuxookeaHcKoro 6aHka 1moaaTh UCKOBOE 3asiBJIEHUE B CY/I.
OOMaHyThIe KJIEPKU YIIOPHO OTpULIAIM (PAaKT MPEeCTYIUICHMS;
OHY YTBEPKIATH, YTO B UX KOMIIbIOTEPHOM «XO3SICTBE» BCE
HOPMaJIbHO — M0 KPaWHENH Mepe, «HU KOMIIBIOTEPBI, HU JIIOAU
He omunbarTcs!»

B duHane atoit ncropuu Pudkun nomyunn 8 ner
TIOpbMbI, a B TuxookeaHckoM 6aHKe ObLUIa MpOBeAeHA
cepbe3Has peopraHusaiuys. B yacTHOCTH, ObUT 3aMETHO YCUJIEH
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YTo Takoe XOpoLwWo U 4YTO Takoe nJoxo?

KOHTPOJIb HaJl BKJIaJaMM, a Y JBEPEeil aBTOMAaTH3UPOBAHHOIO
MYHKTA TUIATeXeil NMOSBWICS BOOPYXEHHBI OXpaHHHK.

Camoe yIMBUTENHHOE, YTO 3a I'OMbI, MPOUIEIIINE C
MOMEHTa cyja Haji PUGKUHBIM, B OTHOIIECHUSIX MEXITY
MOJMIMENR - 6GaHKaMK MaJIO YTO M3MEHMIOCh.

Kak paHbIlie, Tak ¥ CEroiHs, IMocTpajaBliie OT XaKepoB
¢UHAHCOBBIE YIPEXKICHUSI KpaiiHE HEOXOTHO COTJIAIIAIOTCS Ha
ouranbHbie paccienoBanusd. B yem Tyt aeno?
OxaspiBaeTcsi, KIepku 1pocTto 6osTest ornacku! JIxo0oit
0aHKMp, yBaxalouuii cebsa u cBOM Ou3Hec, IyboKo
00eCITOKOEH peryTalueil cBoeil GupMbl. A NTOCKOJIbKY B
JIeJIOBOM MHUpE LIEHUTCS, TIPEXIE BCEro, HaAeXXHOCTh U
PECIEeKTabeIbHOCTh, TO €CTh MOJHBIN PE30H MOJYATh O CBOMX
npobaemax. ITogymaiite, 0 Kakoii HageXHOCTH MOXET MATH
pedYb, KOrjia B KOMIIBIOTEPHOM CHCTEME OaHKa «I1acyTcs»
xakepni?!

Ha IIOBEPXHOCTDh BCIUIBIBAIOT, KaK IPAaBWIO, CaMbIC
«I'POMKHE» M HAIJIbIC NMPECTYIICHUA.

B nayane 90-x rogoB, HaIpuMep, B cpencmax MAacCCOBOI
UHGOpMaIUKM NOSBUIOCH COOOIIEHHE O rPaHAUO3HOM
LIAaHTaXe, NPEANPUHITOM HEM3BECTHBIMM JIMIIAMH B
OTHOWICHUM (HM MHOTO, HM MAJIO) Cpasy IISITH BEJLyIIMX
OputaHcKuX OaHKOB!

[anTaxucTsl TPeOOBAIX KPYIMHBIX AEHEXHBIX CYMM.
OHU yOeXIeHHO 3asBJIsUIM, YTO 3HAIOT MyTh B KOMITbIOTEPHLIE
CHCTEMBI KaXI0T0 M3 MATU 0aHKOB. B 3HaK cepbe3HOCTH
CBOMX LieJIeii, TIPECTYIIHUKHU AEMOHCTPUPOBAIU, KaK JIOBKO
OHHU YMEIOT NMPOHUKATh B KOMITBIOTEPHBIE CUCTEMBI, KOTOPbIE,
Ka3aJloCh, ObLIA HAAEXHO 3aliuileHbl. JIeCTBUS XaKepoB
BBIZBAJIM CWIbHeMHIee OECIIOKOMCTBO PYKOBOAUTEICH 0aHKOB
(Benpb MOBpEeXIEHHWE KOMIBIOTEPHOM CUCTEMBI TpeOyeT
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Y10 Takoe Xopowo M 4YTO Takoe nNnoxo?

OrPOMHBIX JEHEXHBIX CPEACTB Ha BoccTaHOBieHue!). U,
‘Pa3yMeeTCsl, pyKOBOJAUTEIN OaHKOB HAOTPE3 OTKA3bIBAIUCH OT
KaKUX-TUOO0 KOMMEHTApHEB 110 MOBOAY IIAHTaXa.

ITpakTHKa 3aMaJlYMBaHKs HE JaeT BO3MOXHOCTH
NOJYYUTh TMOJHYIO W JOCTOBEPHYIO CTATUCTUKY O XaKEPCKHUX
TNPECTYIUICHUSIX; KOJIMYECTBO «B3JIOMOB», HABEepHsIKa, Ooblie,
YeM OTPAXEHO B KPUMMHAJABHBLIX CBOAKax!

A Terneps obpaTuMcs enie pa3ok K aeay C. M. Pudkuna.
Hano 3aMeTHTh, YTO YPOBEHb OpPraHU3aLIMKA 3TOTO
NPECTYIUIEHMSI BIIOJIHE COOTBETCTBOBAJI YPOBHIO Pa3BUTHS
KOMITIBIOTEPHBIX cpeAacTB 70-x rogoB. HeTpyaHo joragarsces,
YTO C Pa3BUTHMEM KOMIBIOTEPHON TEXHUKU «apCEHAIbI»
XaKepOB MOMNOJHUIUCH HOBBIMU MOIIHBIMU CPEICTBAMU.

Xakep — 3710 noytu pakup

«PeMeciio» CKIOHHOTO K HaXUBE KOMIIBIOTEPHOI'O
nupata UMECT MHOXECTBO HIOAHCOB, OJHAKO MOXHO BbIAC/INUTD
JBE€ OCHOBHBIC JJUHHMU IIOBEACHUS XaKepa, KOTOprC
OIIpEACAAIOT €ro JIMLO.

[ ] IIpouenypa 3/1€KTPOHHOIO B3JIOMa C BBEICHHEM B
CHCTEMY CIIeLIMaJbHOM IOANIPOrpaMMbl, HAalIUCAHHOM,
Kak IIpaBWIO, Ha SI3bIKE acceMbJjiepa WiM CII0Co0
«TPOSTHCKOI'O KOHSI». B TEXHHMYECKOM OTHOLICHUU TaKOH
METOM AOBOJIBHO CJOXEH U JOCTYIIEH HEMHOTHM.

|| BriBeabiBaHME Naposiel ¥ KOMOB Y JIMII, paboTalolux B
“HpOpMaLIMOHHbIX LieHTpaX. Hanpumep, y
OyXraJITepcCKux pabOTHUKOB WM Y ClyXamux OaHka.

O6a cnocoba HanpaB/I€HbI, KaK JIErKO JI0rajaThCs, Ha
MOJIy4YeHUE HE3aKOHHOW MaTepuaibHOW nmpuObliv. OHU cTanu
BO3MOXHBI 0/1arofapsi IMPOKOMY BHEAPEHUIO B MUPOBOM
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Y710 Takoe XOpoLwWwo U 4YTO TaKkoe njnoxo?

COOOIECTBE PA3HOrO poJa CUCTEM DIEKTPOHHBIX IUIATEXEH
(xorma KJIMEHTbl CHUMAIOT NEHBIM IPU NOMOINU KPEAUTHBIX
KapTo4ekK yepe3 CrielUalbHble aBTOMAThl WX II€PEBOIAT
KPYIIHbIE CYMMBI C OIHOTO CY€Ta Ha APYroi, He BHIXOAS U3
cBOero oduca, ¢ yIaJleHHOTO TEPMUHAJIA).

C yBEJIMYEHUEM YHUCIA TTOAOOHBIX CUCTEM, 3HAYUMOCTh
3aIIKUTHl MH(pOPMAallMK MOBBICHJIACH BO MHOTO pas.
(PUHAHCOBbIE YIPEXAECHUS BCEro 3eMHOro lIapa 06eCIOKOEeHB!
0€30I1aCHOCTHIO CBOMX KOMITBIOTEPHBIX CETEH, Ha
YCOBEPLUIEHCTBOBAHME KOTOPBIX TPATITCS MUUIMOHBI
JI0JUIapOB; CUMTAECTCSI, CUCTEMA 3allMThI JOJIKHA OOHOBJISITHCS,
MHaye Xakephbl NOAOEPYT K HEi KIoyu!

CeromgHsi MbI HA0JIIOaeM YIMBUTENIbBHOE SIBJICHHE, KOTIa
U B KpUMUHAJIBHBIX Kpyrax 3amajga, ¥ B CIyX0ax TeXHUYECKOM
0e301acHOCTH OaHKOB, pPE3KO IOBBICHJICS MHTEpEC K
KJIACCHBIM IIPOrpaMMMUCTaM M CIELMaJIMCTaM-3JIEKTPOHIIMKAM.
Nx 6oppba HaNOMHUHAET CBOCOOPA3HOE «COCTS3aHUE
UHTEJUIEKTOB», TAe NnobeauTeneM (C MepeMEHHBIM YCIIEXOM)
OBbIBaeT TO 3alMINAIONIASCS, TO Hamaaaomas CTOPOHa.

Ho 1e/1pi0 NPeCTYIUIEHU} 2IEKTPOHHBIX B3JIOMIIUKOB
JIAJIEKO HE BCer/a SIBIsETCS o0OTrallleHUe; HAMEPEHUS MOTYT
OBITH pasHble. B 4acTHOCTH, OYEHb OCTPO IMPOSIBISIETCS
cTpeMIeHHE cleath cebe M. Y mosToMy, BEpOSTHO, B
YUCIIE XaKEPOB HEMAJIO CTYAEHTOB M JaXe€ IIKOJLHUKOB.

IOHBI roIaHOCKMEI XaKep, B3JIOMABLINN KOMIIBIOTEPHI
apmuu CIIIA, He 3apabotaj HM LIEHTa, HO OH BEChbMa
«I'POMKO» IPOJAEMOHCTPUPOBAJI CBOM CIIOCOOHOCTH, ClE/aB
cebe, KaK CHeLMaIUCTy, O4EHb HEIUIOXYlo pexiamy. Ero
IIOCTYTIOK MOXHO CpaBHUTb ¢ moJietoM Pycra Haa KpacHoii
TJI01IAbIO.
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Y10 TaKoe XOpollo U YTO TaKkoe njaoxo?

OTMETHM 3JIECh X€, YTO KOMITBIOTEPHOE ITUPATCTBO
MMEET XOPOLIO 3aMETHYIO TEHAEHIMIO K OOBbEIMHEHUIO. YXe
CYIIECTBYET CIICLIMaIbHBIA MEXIYHAPOIHBIN XaproH XaKepos,
KOTOpBIN MOApa3yMeBaeT NpuOaBieHHe Ha KOHIIE CJIOB OyKBbI
«-Z» BMECTO «-$», CyIIEeCTBYIOT U CIIeLIMa/IbHbIE CAlTH B
npoctpaHcTBe Internet, rime BemeTcss OTKPHITHIN 0OMeH
IOXUIIEHHBIMU [IPOrpaMMaMH.

PaccmaTtpuBas B Internet MaTepraibl O Xakepax, MOXHO
HaTH HEMAJIO YOUBUTEJIBHOIO. 31€Ch MOTYT, HallpUuMep,
COYMHUTH KaKYIO-HUOYIb MEP30CTh M MOANMUCATh 3TO «4THUBO»
MMEHEM U3BECTHOIO M BIOJIHE OJIArONpUCTONHOIO Mucarens,
M 1aXe yKas3aTb €ro BUPTYAJbHBIN agpec C NpeaIoXEeHUEM
BBICKA3aThCSl O HANIMCAHHOM. 3[€Ch MOTYT 3alpoCTO
NOAOPOCUTH KOIUIO CUCTEMHOTO (hailyia, 3apax€HHOro
BUPYCOM. 3[1€Ch MOIYT... Jla MaJlo JiM 9TO 3AeCh MOTYT ele!
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Internet u Intranet

O6wuMe NpMHUMNbI NOCTPOEHUS, aapecaums

Internet — xpymnHeiinass KOMIBIOTEPHAs! CETh B MUPE,
00BEIMHSIONIASI MHOXECTBO KOMITHIOTEPOB, COEAMHEHHBIX
CaMbIMU Pa3HOOOPA3HBIMU CIIOCOOAMHU OT TeIe(OHHBIX JTUHUM
JI0 CUCTEM CIIYTHUKOBOU CBsi3u. B Internet ucnonn3yetcs
KoMruieKT npoTokonoB TCP/IP, xoTophiit BKIIO4aeT B ceos:

B P (Internet Protocol) — MexceTeBoil MpoOTOKO,
KOTOpBIN 00ecneunuBaeT TPAaHCIIOPTUPOBKY Oe3
JIOTIOJIHUTENBHON 00pabOTKM TaHHBIX C OAHOM MaIMHBI

Ha JIPYTyIo;

| UDP (User Datagram Protocol) — nmpoToko
M0JB30BaTEIbCKUX AaTarpamMmM, obecreuuBarOIui
TPaHCIIOPTUPOBKY OTAEIBHBIX COOOIIECHUN C IIOMOIIbBIO
IP 6e3 npoBepkH OIIUOOK;

B TCP (Transmissin Control Protocol) — npoTokon
yIpaBieHUs Nepenayeid, ooecrneyrBaonmi
TPAHCTIOPTUPOBKY ¢ nomoibio IP ¢ npoBepkoii
YCTaHOBJIEHMS] COEIUHEHMS.

Kaxnpiii KOMITbIOTEDP, NMOAKIIOYaeMbIi K Internet,
NoJjiyyaeT CBOM yHuKaabHbIi [P-ampec.

Internet-agpec UMeeT B IJIMHY YEThIpE OaiTa U COCTOMT
M3 IBYX YacTeH: ceTeBOW U MalmMHHON. IlepBast yacTthb
03HAYaeT JIOTUYECKYIO CETh, K KOTOPOM OTHOCHUTCSI a[Ipec; Ha
OCHOBAaHHMU 3TOW MH(pOPMAIMKA NTPUHUMAIOTCSI PELIEHUS O
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Mapipytu3anuu (routing). Bropast yacts ymeﬂmdmunpyeT
KOHKPETHYIO MaIllMHY B CETH. :

Ho cornamenuio, IP-agpeca 3anuchiBaloTCsl Kak

JleCATUYHBIE YKCIa (10 OJHOMY Ha KaXblil 6aifT),

pasjieJieHHble ToOYKaMH, Hanpumep 194.85.31.20

p,bmeﬂuasl cucrema umeH (DNS)

DNS (Domain Name System) — 3T0 pacnpeneneHHast
0a3a JaHHBIX, KOTOPasl COACPXUT UH(POPMALIMIO O
KOMITBIOTEPaX, BKJIIOYEHHEIX B ceTh Internet. XapakTep
JIAHHBIX 3aBUCHT OT KOHKPETHOI MalliMHBbI, HO Yallle BCETo
HH(popMaLsa BKIIOYaeT UM MalluHbl, IP-aapec u JaHHbBIE
JUIS MapuIpyTU3ayMu mouTsl. st ynobcrea, 00JIBIIMHCTBO
KOMIIBIOTEPOB UMEIOT MMeHA. JJoMeHHasl cucTeMa UMEH
BBIITOJIHAET HECKOJIBKO 33/1a4, HO OCHOBHAs €€ ‘
paboTta — npeobpazoBaHue MMEH KomIbioTepoB a IP-aapeca u
HaoOopot. [IpocTpancTBo uMeH DNS umeeT Bua aepena
JIOMEHOB, C TOJTHOMOYMSIMM, BO3PACTAIOILMMHU 10 MeEpe
NpUOIMXKEHUST K KOPHIO JiepeBa. KopeHb jiepeBa UMEET UMs,
NoJ, HUM HAXONSATCSl IOMEHBI BEPXHETO YPOBHS (KOpHEBbBIE
JnomeHbl). ITo ucropuyeckuM NpUYMHAM CYIIECTBYET JBa BUAA
IOMEHOB BepxHero ypoBHs. B CIIIA moMeHb! BEpXHETO YPOBHS
OTPAXAIOT OPraHU3ALMOHHYIO CTPYKTYpPY, M, KaK IpaBuio,
UMEIOT TPeXOYKBEHHbIE UMEHA:

B .20V — roCymapCTBEHHbIE YIPEXICHHUS;
.mil — BOEHHBbIE YYPEXIECHUS;
.COm — KOMMEpYECKME OpraHU3alUu;

.net — JIOCTaBIUIMKKW CETEBBIX YCIYT;

HE B B R

.0rg — OecnpubbUIbHbIE OpPraHU3aluHY;
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n .edu — y4yeOHbIE 3aBEICHMUSI.

Hnsa noMmeHoB BHe CIIIA, B COOTBETCTBUM C
TEPPUTOPHUATBHBIM PACTIONOXEHUEM, UCIIOIB3YIOTCS
JNByXOyKBeHHBIE Konbl cTpaH ISO. Hanpumep:

B  www.spm.ru — B Poccuy;
m  www.berlin.de — B Iepmanuu;

B www.hotex.nl — B Hunepnanugax.

Pao6oTta B Internet

Be1 MoxeTe pabGoTaTh B Internet ¢ nomompio’
CIIelMaIbHBIX TTporpaMM. BoT HEKOTOphIE U3 HUX;
B ping — MO3BOJSET ONPEICIUTD BpeMSI npoxome}mg
rakera 0 XOCTa.

M  traceroute — IMOKa3bIBAET ITYTh ITPOXOXICHUS MAaKETOB IO
cetd. (B Windows 95 u Windows NT — tracert.exe).

B  nslookup — MO3BOJIET ITPOCMATPUBATH COAEPKUMOE
B  DNS cepsepos.

B telnet — ycTaHaBIMBAET COCIUHEHUE C YAATCHHOMN
MalIMHOM (23 mopT) U ITO3BOJLIET BaM paboTaTh B
pexxuMe yIaJeHHOrO TepMHUHAaNa.

B ftp — no3BoJsigeT nepeaaBaTh Qaiabl MeXay MallMHaAMHU
o nporokony FTP (File Transfer Protocol) (21 nopT).

B finger — moka3sbiBaeT UHGOPMALMIO O IOJb30BATEISX,

HaxOOAILIMXCS B JaHHbBIM MOMEHT Ha KaKou-1ubo b

MallliHE.

Ina pabotsr ¢ WWW (World Wide Web) HCTIOIB3YIOTCS
nporpamMbl Netscape Navigator, Internet Explorer u
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HEKOTOpBIE Apyrue. DT NMporpaMMbl YCTaHABJIMBAIOT
coeauHeHue ¢ cepBepoM (80 mOpT) U paGoTAIOT MO ITPOTOKOIY
HTTP.

Baxwno: mig pabotsl ¢ ftp, telnet, finger m www
HeoOXoMMMO YTOObI Ha MalIWHE, C KOTOPOIi BhI
YCTAHABJIMBAETE COeAMHEHUE, ObUTM 3aIyleHbI
' COOTBETCTBYIOILME ITPOrpaMMBI-CEpBEpa.

Kak nonyuuTtb poctyn B Internet

DT0, BEPOATHO, OJUH M3 CaMbIX HACYLIHBIX BOMPOCOB
JUI JI060r0 HAYMHAIOLIETO I0JIb30BATENS.

Kak mokasplBaeT nmpakTuka, s TOro, 4ToObl Ha4yaTh
JIoMaTh KOMIIbIOTEPHL B Internet, HEOOXOAMMO YXe UMETH TyIa
BBIXOJI, ITYCTh JIaXkKe BPEMEHHBIN WM MUHUMAaIbHBIN. He BCE
TaK CJIIOXHO, KaK Bbl QyMaeTe. B Haie Bpems IONY4UThH
noctyn B Internet He cocTaBisieT HUKaKuX npobyieM. Bor
HEKOTOPBIC U3 HUX:

B CaMplif JIETKMI — €CJIM Ball HHCTUTYT (ECTM BBl
paboraere Ha Kadenpe, TO BCE MHOTOKPATHO
YIIPOUIAeTCs) yXe noaxioyed K Internet, To
MOIBITAUTECH JOTOBOPUTHCS O MPEJOCTABICHWM BaM (I -
Baulei Kadeape) BeIXOAa Tyna.

B Eciu B BaiieM MHCTUTYTE HeT Internet, To 3TO maxe
Jiy4ille — Bbl MOXETE CTaTh OCHOBATEJIEM, OCTAETCS
TOJIBKO MOWTHU K PYKOBOJCTBY U YOEIUTh UX B
HEOOXOAMMOCTH MOIKJIIOUEHUS.

(KAK?!'Y nawezo arobumozo uncmumyma nem 6bix00a 8
Internet?! Hem co6cmeennozo WWW-cepsepa?! Hem daxce
anekmponHot noumst?! Jla Hac He 6yoym yeaxcamy!
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Kaxcowiii yeaxcarowjuii cebss BY3 donxcen umemn 6bix00 6
Internet!)

Ecin BaM ynanoch yoenuTh Ha4aabCTBO — Bbl- BBIMIPAJIH,
U y Bac Oyner cBoii, OecruratHbIi Internet.

Eciii Bbl BCEPbE3 XOTUTE BCEM 3THM 3aHMMATHCS, 3TO
OIMH M3 CaMBIX IIPOCTHIX ITyTei HayaTh. Yepes
HEKOTOPOE BpeMsI XeJIaHUE YTO-TO JIOMATh IIPOMNAIET.

Ecnu BBl paboTaere B COMUIHOM (pUpMe, HE UMEIOLIEH
BhIXxoJa B Internet, To BBIIIEIIPHBEJCHHbIE
pPEeKOMEHAANUHU TIPUMEHUMBI U B 9TOM CiIy4ae.

Ha 3TOM CTOMT BPEMEHHO MPepBaTh NEPEYUCICHUE U

3aMETUTB: €CJIM Y BaC €CTh BO3MOXHOCTh BOCIIOIE30BATHCH
BBIIIIENIEPEYNCICHHBIMU CIIOCO0aMM, HE YUTANTE nvam?me‘- Ty
IJIaBy, a MOMBITAATECH MTPOCTO BOIUIOTUTH MX B XW3Hb, U Y Bac
HE BO3HUKHET MHOXECTBA IIPOOJIEM. :

20

HJis1 BceX OCTabHBIX — HPOMOIKUM:

IInatHeiit goctyn K Internet mpemaocTaBasioT
HaxoIsiIuecs B BaiieM ropoje ¢pupMel (Tak Ha3bIBaeMbIe
npoBaiaepsl). MOXHO 3aMETUTBH, YTO OOJIBIIUHCTBY
JIonei oruiaTta MX YC/IYr IOKa He To KapMaHy, 0COOeHHO
€CJIM JIOCTYI HYXeH 0e3 OIpeie/IeHHOM 1e)IH, T.e. Bbl He
3apabaTpiBaeTe JeHer, ucnoiab3ysa Internet.

Kpome Toro, yciyramu 1o nperocTaBlI€HUIO AOCTYIA B
Internet MoryT 3aHuUMaThCs GUPMBI, HAXONAIIWECS 3a
NpeiejaMu Ballero ropofa Wid CTpaHbl, UCMOJb3Ys B
KauecTBe TpaHcnopra X.25 cetd (Hanpumep SPRINT).
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Banom npoBanpepa

Ecau y Bac Het UNIX-shell'a B cepBep npoBaiifepa, Bbl
MoxeTe oULHUATBHO KYIIUTh €r0 WM Moxo06paTh (TOJBKO Ha
cnabo 3anuiieHHbIx cucteMax) mapoiab (UNIX/UNIX;
ROOT/ROOT; ADMIN/ADMIN; SHELL/SHELL
GUEST/GUEST u 1.1.).

Ha nmio6oM UNIXe (ecnu He ucnonb3yeTcs cucteMa
CHELMAIBHON 3a1UThl) (aiyl ¢ NapoJasIMU HAXOAUTCS B
aupekTopuM ete, B (aitie passwd. Paiiy, KOHEYHO,
3amu@poBaH U IPOrpaMMbl i €ro 06paTHOro
JNEKOAMPOBaHUS IIPOCTO HE CYIIECTBYET, HO €CTh Apyras
BO3MOXHOCTB: KOAMPOBATh C/I0Ba (BO3MOXHbIE 1ApOJIN) U
CPaBHUBATh MOJYYUBIIUNCS KOAUPOBAHHBIN BapHaHT CO BCEMU
3amu@poBaHHBIMM TIapOJsIMU B (aiine passwd.

Xakepbl CO34aJIM NPOrPaMMBbl, JeJAIOLIME 3TO
aBTOMATHUYECKH, HO ISl MOJHOLIEHHOM paboThl BaM
MOHAAOOUTCSI TOBOJBHO OBICTPHI KOMIIBIOTEP U XOPOIIUIA
CI0Bapbh C BO3MOXHBIMM MapoissMu. Ha ceromHsilHui AeHb,
CaMblil MTOMHBINA cJIOBapb 3aHUMaeT 10 MerabGaiiT AUCKOBOTO
IPOCTPAHCTBA M IIOMOraeT BCKpbITh Oosiee 200 maposieit
MOJIL30BATENIEN M3BECTHOIO POCCUMCKOro nposainepa. 13
BCEro, YTO MOKa MMEETCS, caMasl Jiyqilas IporpaMma ajisi
nemmdpanmu nmaposs nog UNIX 6suta Crack Aneka
Myderra, a non DOS — CrackerJack.

HexoTtophie npoBaiiaepbl UCIONB3YIOT CUCTEMY CKPBITHS
naponiei, B 3TOM Cay4yae BMECTO ILM(MPOBAHHOrO NapoJs
MOXHO OyAeT yBUIETh YTO-TO Hanomobue ¥, a HacTosIue
mudpoBaHHbIE MAPOIU HAXOHAATCS B ApyroM Mecrte. Eciu Bbl
MMeEETE JAENO0 C TAKMM IPOBaiiIepOM, HE paccTpauBalTeCh, Yy
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Bac BCE PaBHO €CThb LIAHC CTaTh-oONafarTeseM JecsTouKa
napoJjieil monb3oBaTeei.

g Havana, monpoOyiTe MOUCKaTh CIPATAaHHBIA daiin ¢ |

MapoJIsIMU B CJIEAYIOIIMX MECTaX:
/etc/security/passwd
/tcb/auth/files//
/tcb/files/auth/?/ j
/etc/master.passwd
/etc/shadpw
/etc/shadow
/etc/tcb/aa/user/
/.secure/etc/passwd
/etc/passwd|.dir].pag]
/etc/security/passwd.adjunct
##username
/etc/shadow
/etc/shadow
/etc/security/* database
/etc/auth[.dir|.pag]
/etc/udb

Ho MoXeT ObITh M TaK, YTO HYXXKHOIO pe3yjibTaTa OT
IIOUCKA B 3TUX AUPEKTOPUSIX Bbl He nobberech. Torma Bam
MPUOETCS BOCMOJIb30BATLCS CIELUANbHO HAITMCAHHOM

MporpaMMoii Jisl oTIoBa (aiiia ¢ nmapoisiMy. OTa nporpaMma,

paboTarouias Ha MHOTMX CUCTEMax (XOTs He Ha BCeX),
Ha3biBaeTcs getpwent (), €€ UCXOOHUK MOXHO HalTH Ha
cepepe www.spider.ru B py6puke «XAKEPDBI».
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Eme ogHa BO3MOXHasi HETIPUSITHOCTh, CBSI3aHHAS C
genmdppauveit daina ¢ mapoasMu, MOXET CIyYUThCS TOLAA,
Korma Bbl OTKpoeTe ¢aii passwd M yBUAUTE TaM YTO-TO
NIOXOX€EE Ha:

+::0:0::: /

DTO rOBOPUT O TOM, YTO B CHCTEME MCIIOJIb30BaHa
cuctema NIS (Network Information Server)/YP (Yelow Pages).
Ecnu y Bac BO3HMKIIA Takas Npobjema, TO Bam Oyner
HeoOX0OMMO BOCIOJIB30BAaThCs KOMaHA0M ypecat passwd 1ig:
MIPOCMOTpPa HacTosIIero ¢daiia ¢ napoiasMu.

Ecnau BaM mpuaeTcs nocTaBaTh (aiiyl ¢ mapossMu non
VMS, To nomnpo0byiite MoCMOTPETh:

SYS$SYSTEM:SYSUAF.DAT

s B3moma mapoaeit nmox VMS BaM Hazo
Bocnoyib3oBaThesd nporpammoit CHECK _PASSWORD wuinu
GUESS_PASSWORD, a eciu y Bac €CTbh HaBBIKM
[IPOrpaMMMPOBAHUsA, TO BaM OYIET He CIIOXHO HAIUCAThH
IIporpamMMmy, KoTopas OyIeT CpaBHUBaTh KOAUPOBAaHHbIE CI0BA
M3 BalIETo CIOBaps C NMapojissMu U3 ¢aia.

Huorga ang B3noMa mpoBaiiepa TpeOyeTcsl B3J10MaTh
orpaHu4yeHHbIN shell-gocTyn. st 3TOro BaM cienyer
3aIyCTUTb NIPOrPaMMYy Vi U MCIIOIB30BaTh 3Ty KOMaHAY:

set shell=/bin/sh,

riocsie yero shell HCIOMb3YET CAEAYIONIYIO KOMAHIY:

shell.

*I/ITaK, €CJIM BaM YAQJIOCh BBbIYIUTb HECKOJIBKO MapOJeH
NIOJIB30BaTeJiel U3 passwd, TO BaM CledyeT «3aMECTU CIIEAbI».
BTO nenaercst HOBOJBHO MPOCTO, BaM Haao Oymer
OoTpefaxTupoBarh Gdainsl /etc/utmp, /usr/adm/wtmp,
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/usr/adm/lastlog. IIpaBaa, 3Tk ¢aitipl HamKCaHbl He
OTKPBITBIM TEKCTOM, U PyKaMM IpU MOMOIIY Vi
OTPENAKTUPOBAaTh €ro Yy Bac He MOJYYUTCS, NPUAECTCA
BOCII0JIb30BaThCSl CIELMAIBHON NMPOrpaMMOii, UCXOMHUK
KOTOpPOii Bbl MOXE€Te HAWTH Ha cepBepe www.spider.ru B
pyopuke «XAKEPDBI».

' Internet Ha xanaBy

g Hayana HeboIbIION KCKYpC' B UcTOpUio. Bo Bce
BpeMEHa ObUIM JIIOAM, KOTOpPbIE€ CTAPATUCh YTO-TUOO YTaUTh O
apyrux. Ho 6bU1M M Ipyrue: Te, KOTOphIE C 3TUM ObUIM He
COIJIaCHBI U MOITOMY BCSYECKHU CTAPAIUCH TAHBI MEPBBIX
y3HATh — TaKOBa YX 4YeJioBeyeckas cymHoctb. M BOT, :
NpUAyMaiu nepBbie Bxod B Internet ¢ maposneMm, n6o aeHer
CTOMT, a BTOPBIE CPa3y HAYAIM STOT Mapojib OTHICKUBATh
BCEMHU BO3MOXHBIMM U HEBO3MOXHBIMHU CIIOCOOAMU.

Hrak, cranus nepBas. bbuin BpeMeHa, Korjaa naposib
I0JIb30BaTe/Ib MOT BbIOMpaTh caM. be3yc/IoBHO, C OXHOM
CTOPOHBI, 3TO ObUIO YOOOHO: €C/IM CaM CJIOBO 3TO 3aBETHOE
IpUAYMal, TO yX He 3a0ymelib HUKOraa (ec/au TOJbKO
npeObIBaJI B 3TOT MOMEHT B 3IpaBOM yME U TBEPIOM MaMSITH,
HO 3TO yXe€ K ey He oTHocuTcs1). T1apons Xe BbiOMpascs He
MPOCTO TaK: JUISl YKA3aHHOTO IOJIb30BaTe/sl OH OOBIYHO HEC
OIpelIeICHHYIO CMBICJIOBYIO Harpy3ky. M B aToM ObU10 Cllaboe

' MECTO HAHHOTO METOJA.

Teneppb TONBKO B AEIIEBBIX GHIbMaX YBUAMIIL HEKOETO
rpaxJaHWHa, KOMAaIOUWErocss B MyCOPHOM KOpP3UHE CBOEH
Oyayuieit XepTBbl, B HaJieX/e y3HaTh MMeHa, GaMUIUM, JaThl
POXIEHHUS BCEX POACTBEHHMKOB TaKOBOM, BILUIOTh O AECATOrO
KOJIEHA, a TaKX€e BCeX MX cobak, KOIIEK, KPbIC, XOMSIKOB U
npouei XuBHOCTH. M He 0e3 ycnexa! A Kak Xe ellie: a 4To
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BaM, Hanipy¥Mep, NMEepPBBIM NPUXoaUT Ha YM? — KOHEYHO: UMS
| Ballell (WM He Bauluei) IOAPYIrM, WIM KIMYKa Ballei cobaky,
HY, WIKX CJIOBO KaKO€, HENorpebHoe (HO 3TO yX€ OT

" BocnuTaHus 3aBucuUT)! Haubosee npoaBUHYTHIE XaKepPhbl

. HaYaIM JaxKe COCTaBJISITh CIIELMAIbHBIE CIOBAPH C YYETOM
HauboJiee YacTO BCTPEYAIOLIMXCS B MApOJISIX C/OB.

Bce 3TQ, B KOHILie KOHIIOB, MOJOXIIO KOHEL| IepBOii
CTa[uH, U HaYajaach BTOpas: TeNepb I1apojb BHAAET
KOMIIBIOTED, TO €CTh T€HEPUPYET HEKOTOPYIO
TICEBAOCIYYaiHYIO MOCIEAOBATEBHOCT OYKB, [U(P U Pa3HBIX
3HaKOB IpenuHaHus. X0opolo-To Kak crano: «tHa73?Lp» —
noau-xa nondepu! Ho Tyt Bo3HMKIIA Apyrasa mpobiieMa: a
noau-ka 3anomMHu! Iloab30oBaTe/ i HAHIM HAaYaId MX Ha
OyMaXkax 3aIMchbiBaTh, HY Y NEPUOANYECKH... TIPABUILHO:
OyMaXXKy TepsUIMCh, MOXUILAIKUCH, NONAJAIA B MYCODHYIO
KOP3UHY M T.[. — OT Yero yuuid, K TOMy ¥ NpULUIH!

W Torma, kakasi-To yMHasi rojioBa JOragajiach, YTO

- IIapOJIb MOXHO XPaHUTb HE B IOJIOBE, a IIPSAMO Ha XECTKOM
aucke. B DialUp-okHe rajiouky IOCTaBUTh U 3aTIOMHUTh
Napojib. ¥ KOMIIbIOTEpPa MO3I'M KPEMHUEBbIE — €My BCE PaBHO,
y10 3artoMuHaTh. Hy, a pa3s 3anioMHWIM, TO, caMO cODOii, 1
sanucath Hajgo. Hy, a pa3 3anucaTs, TO... IPaBWIBHO:
OTBEPHYJICSl HAlll MOJIb30BATENb, a TYT XaKephl TOJNOMH
HIETeJIM — U HY, TIapOJib NOACMATPUBATD.

Y Torga 3aroMHEHHbIE AP0 CTAIH IHQPOBATh...

HTak, Halle JMPUKO-HUCTOPUYECKOE BCTYILIEHHUE
3aKOHYWIOCh. Terneps moluia npo3a.

Ine xpansrca naponu B Windows 95? 3ammdpoBaHHbIe
napoinu B Windows 95, kak U3BECTHO, XpaHSITCSI B OCHOBHOM
Katajore, B (ainax ¢ pacuupenuem .PWL. C yueTom Toro,
YTO HE TOJBKO «Y HAC 3[€Ch», HO U «y HUX TaM» ObIBAIOT
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TIEPCOHATBbHBIE KOMITbIOTEPHl KOIEKTUBHOTO MOIb30BAHMUS, ;
U CETH JIOKAJIbHbIE MECTaMU BCTPEYAIOTCS, HAa KaXIOro
rojib3oBaTess 3aBoaurcs cBoil PWL. Kcratu, Ha3BaHue dait
COOTBETCTBYET JIOTUHY (MMEHHU... HET, CKOpEe, KIMYKE)
JAHHOTO I0JIb30BATEIS.

3amugpoBaHbl 3TU ¢ailibl, B IPUHIIUIIE, JOCTATOYHO
npuwindHo. Ecinu KoMy-1ub0 MHTEPECHO, TO, B3SIB B PYKHU
Kakou-Huoyap ausacceMoaep (HIEW, QVIEW), MoxHO
TIOCMOTPETh MpoLeaypy wrdposanus. OHa HAXOAUTCA B
¢daiine MSPWL32.DLL, B Bepcuu OSRZpus CO CMEUICHUEM
488(hex).

Bot yx rne HaprquO. HNMeeTrcs cyeTyuk (HA30BEM er

N) oT Hyas 00 «CKOJBKO Hano». Melorcst Tpu tabmuusl B

COOTBETCTBUH €O cueTYUKOM N Oepercs OaiiT U3 nepBoi
tabmuubl (X). Ilo cMemienuio X+N, ypesaHHOMY 10 8 OuT, 1
BTOpO# Tabimuel 6epercs Apyroit 6aiT (Y). 3ateM, no aapec
X+Y, onsite Xe ype3aHHOMY 0 8 OUT, U3 TpeThei TaOJIMILIbI
6epetcst Tpetuit 6aiiT (Z). ITocne CToMb XUTPHIX MAHUITYJISLY
koMmanjoit XOR ¢ Gaittom Z mudpyercsa 6ait uHdopMauyu
[OCJe Yero CYETYMK MHKPUMUHUDPYETCS, U BCE MOBTOPSIETCS
CHayaja.

Kcraru, Tabnuil, Ha caMOM Hgjie, MOXET OKa3aThCs U
IBE, ¥ OHa (MCIIONBL3YIOTCS HECKOJBKO Pa3 Ha pasHBIX
atanax). PacuindpoBbIBaETCS BCE 3TO aHAJOTMYHO (M TOM X¢
npoueaypoit), nbo xkomannma XOR obpatuma. Ecnu Xe y Bac
CTOMUT Kakasi-To Apyras Bepcusg Windows 95, To 3To gena He
MEHSIET,

HeusBecTHO, B UbUX HE3JOPOBBLIX MO3rax Morjia
MOSIBUTHCS MBICJIb KCIIONb30BaTh A1 LIM(POBAaHUS KOMaHIY
xor byte ptr [eax+ebp],cl. Moxert, 3anmyTaTth xoteau? Ho
KOMaH/la yHUKA/IbHA, TAKUE KOMaHbl B OOBIYHBIX IPOTPaMM
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ele rnouckarb Hamo. Ctajno ObITh, UIIEM COOTBETCTBYIOLIYIO
et komO6uHaumio 30h, OCh, 28h — u Bce mena.

Haneme — npocto. bepeM MSPWL32.DLL u co cMemeHueM
511h (wnu TaM, roe HaWgem) ctaBuM 90h, 90h,

90h — xomanael NOP (HYCTaSI onepaum[) Y Bce, koMaHIa He
BBIITOJIHSIETCS!

Yro npu 3ToM npousoiaer? da Huyero! Huuero
CTpaITHOIO Y JaXe He OYeHb CTpalllHoro. Y maxe HUKTO
Huyero He 3aMeTuT!!! Bce ocTaHeTcst Kak Bcerna, ¢ OTHUM
mumpb uexoyenueM: BCE norunsl/naponu 6ynytr BUJHBI,
TaK CKa3aTh, HEBOOPYXXEHHBIM I1a30M!

Tyr, npaBaa, eCTh IBa HENPUSATHHIX MOMEHTA.
Bo-mniepBeIx, BO BpeMsi pabothl Windows BaM He yHactcsl
MOAOOHBIM  00pa30M HAaLPYraThCsl Hal UX «CBSITas CBATHIX»:

| mucath B 3TOT (aitn Henb3s. 3HAYUT, TIPUIETCS

Ieperpyxarecs B pexume smyasauuu MS-DOS, a 31o nuiiiHee
BpeMsl, KOTOPOTrO MOXeT He ObITh. BO-BTOpHIX, a 3TO ellle
xyxe, BaM Hano 6ynxer crepeth BCE PWL's1, nHaye maxe B
Windows He MycTST: a BOT TYT Y 3aKOHHBIX IOJIb30BaTeei
MOTYT BO3HUKHYTb JIUIIHME BONPOCHI ¥ MOJO3PEHMS.

A MmoxHo nipouie? be3 nu3zacceMbaepoB U
«HACWJIBCTBEHHBIX AcHCTBUIl»? MoxHo! M BOT 3mech ciaemyer
CKa3aTb TO, 3a 4TO (M 3a MHOroe€, yBbI, Ipyroe) Wmdows 95
uHaye Kak MustDie o mpaBy HUKTO He Ha3bIBaeT.

Bbl, HaBepHOE, AyMaeTe, YTO MapoJu
pacuIn(pOBBIBAIOTCS TOJIBKO TOINA, KOTAa 3TO HAJo, 4 3aTeM
«BbDKMTAIOTCS» U3 NaMSTH «KaJleHBbIM Xene3oM»? — Hy BoT
enie... OTKPBITBIE MAPOJIU MOCTOSTHHO XPaHSTCS B CUCTEME: C
MOMeHTa Bxoaa B Windows JaHHOTO ITOJIb30BaTeNs U IO
MOMeHTa ero Bbixoma! Bot Bam u 6esomacuocts! Ho 3toro
MaJiO: OHHM JOCTYITHBI JIIOOBIM NpuIOXeHUsIM yepe3 API
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Windows. Y1 BOT pe3ysbTaT: MOSBISIETCS IIpOrpaMma
PWLVIEW, KoTopast ClIOKOITHO MOKA3bIBAET BaM «BCIO
MOJHOTOTHYIO» Balllei (WM He Balieit) MamiMHbl. B ToM 4ymcIie
u DialUp, u cereBnie nmaposu. PopMart BbIAABaEMOi
HMH@OpMaLIMY TAKOB:

*Rna\1-e coeaunenue\1-ii gorun 1-ii naponn
*Rna\2-e coeannenne\2-ii Jorun 2-it napos
M TaK Jajiee.

- a, 270 Bce xopoiuo, HO oHa paboraer B okHe DOS, a
9TO YHU3UTEJbHO: MEIKUiA pUdT, OEABIM 110 YepHOMY... A
HET JI ele yero-Hudbynb, 6iamxe u ponHee? Ectb. Ecth eme
onHa wtyka, PEEPER Ha3eiBaeTcd. Dta MIET elile Jablie.
ITaposnp, KaK Bbl MOXETE 3aMETUTh, HE MOKa3bIBaeTCs, BMECTO
Hero 3Be3n04ku. Tak BoT: 3anmyckacM PEEPER, 3anyckaem
coeIMHEHHE, HaBOIUM MBI Ha 3Be3Mbl, U B okHe PEEPER
BHIUM... IPABWIBHO — OTKPBITHI IIApPOJib.

Bbl ckaxeTe: y MEHSI HET HM BPEMEHM, HU BO3MOXHOCTHU
KOBBIPSITBCSI B UyXO# MmaruHe. Henws3sg iy CTIHYTh y cocena
aTot cambiii PWL, a noToMm, noma, pa3odbpats? MoxHo,
TOJIBKO 3TO BaM HHMYEro He JacT: He OydeT OH y Bac paboTaTh.
Bepunee, on OIAUH He 6yner.

Hyxno ynectu eme 1 USER.DAT. Ilocie yero moma
«co3garb» User'a ¢ umeHeM u3 PWL, 3aMeHHTD CBOI
USER.DAT Ha Ue/JbHOTSHYTHIA U elle 100aBuUTh B Windows
TsHyThIH PWL. Ilocne yero Boiitn B Windows noxn
COOTBETCTBYIOLIMM MMEHEM ... Jlasbllle B UTPY BCTYNAeT
PWLVIEW.

51 Bce Tak M cliejajl, cKaxere Bbl, a BoT TOT User B
Windows,c napojiem BXOaWI, & MHE Te€Nepb HE BOWTH —
NapoJis-TO A HE 3HAIO.
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Yrto nenatb? — He 6ema! EcTb cnocod npouie! YHOCHM
TOJIbKO USER.DAT! A teneps eumie pa3: Windows 95 —

- MustDie!

Kak BaM M3BE€CTHO, KPOME€ MHTEPAKTUBHOIO AOCTYIa B
Internet, npoBaiiaepsl npemiaraioT euie ¥ e-mail. Tak BOT,
y100BI 32JI€3TH B Balll IOYTOBBINA SIMK, B TOT, YTO y BaC Ha
JIECTHUIIE, HYXEH K04 (WiM JioM). YToOsl 3a1€3Th B Balll
e-mail, HyXeH naponb (WIM BUPTYaIbHbI# JioM). U TyT
CKaxeM: npoBaiifiepsl B ciaBHOM ropone CaHkt-Ilerepbypre
BCE INIOI'OJIOBHO — MustDie! ITapons K POP3 ~SIIUKY
Bceraa Tot xe, yto u DialUp!

Hy n ut0? — A BoT yro: [Tapons e-mail HaXOIMTCS HE B
PWL'e, a B USER. DAT, n 3amu¢dposaH OH He TaK CHJIBHO,
BEPHEE, TIOYTH COBCEM HE 3amnd)poBaH' '

A 570 KaK? — A BOT Kak! Meron «myubponaﬂpm»
HaniomuHaetr UUE-koaupoBaHue, MHaYe roBopsi, U3 Tpex

| GaiiTOB JIENAIOT YETHIPE WIM M3 BOCBMU GUTOB — JECSITD.

Bech MCXOMHBII NapoJib pa3OUBAETCA HA YACTH 1O TPU
Oaiita. B pe3yabTHpYIOLIEl CTPOKE Ha OAWMH CHMBOJI
orBoautcs 10 6utoB. Teneph: K KaxXaoMy 0aiTy UCXOMHOI
cTpoku npubasnsercsa 30h, ecau cymma Gonbiue, yem 7Ah, To
OH cTaHoBHUTCS paBeH 30h, a X mape 9 u 10 6uToB
Aobasngercs eaMHuua. OnHako ectb uckmoyeHus. Eciu
001ast JUIMHA CTPOKM Mapois HE KpaTHa TPEM, TO OHA
JononHsgerca 6aitamu 3Dh. Cyng no Bcemy, 3to ODh (koHen
ctpokm)+30. B KOHLIE cmoxn ODh, OAh: cranzapTHOe

. 3aBEpILECHME.

[Togo6paTth napoJsib BpyYyHYIO MPOLIE, YEM HAITUCATh
COOTBETCTBYIOILYIO [TpOrpaMMy: HE KaXIbli Xe€ I€Hb Bbl 3TU
napony noadbupaere! I'ie HaXoaAUTCS IMAPOJb — OTTYIA €ro U
bepeM. A NpUHLIMN NpOCT: 3anmyckaeMm Internet Mail, 3axonum
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B CooGuenne = ITapamerpbi & Cepsep. 3anyckaeM
REGEDIT, nepexoaum B HKEY CURRENT _USER =
Software £ Microsoft = InternetMail and News = Mail =
POP3 & Bam cepsep:, cMmorpuM Password.

Ynanaem maposb B Internet Mail. IlepBeiit mogdupaeMb
CMMBOJ1 BJIMSIET Ha MEPBBIA U BTOpPO¥ GaiiThl, BTOpO — Ha
BTOpPOM M TPETHUIA, TPETUN — Ha TpPETHi U YeTBepThil. Temep.
noadrpaeM CHUMBOJ TakK, YTOOBI NEPBbIA OANAT COBMAJ C
OPUTHMHAJIOM, a BTOPOW WM COBHaJ, WIM ObUI caMblil
OOJIBIIION, HO MEHBIIIE OPUTHMHANIA. AHAJOIMYHO, IJISI BTOPOIC
U TpeThero cuMBoIOB. C 11oa60pOM TPEThEro CMMBOJIa BCE
geThipe OaiTa JOXKHBI coBMacTh! ECIM HET — M3BMHUTE, BB
omubaucek. ECTECTBEHHO, MOC/IE KaXA0W 3aMeHBI CUMBOJIa
HaxrMaeM IIpumenuTs. Pe3ynbTaT KOHTPOIMpPYEM
REGEDIT oM, iepexofsi Bblllle/HUXe NI OOHOBIICHMUS
uHpopMarmu. Korna nepBbie TpyU CMMBOJIA MOAOOPaHBbI,
BO3BpalllaeMCsl ISl CAEAYIOWIMX TPeX U T.A., 10 KOHIIA.
Pazymeercsa, 6aiT(b1) 3Dh nogbupate He HyxHo! ITocie
HEKOTOpPOU TPEHMPOBKU Ha BCE 3TO YXOTUT MEHBIE 15 MUHY

A tae 910 cuactbe xpaHutca? U, kcrat, Belb KpoMe
JIOTMIHA M T1apoJIsl ellle MHOIoe HYXHO 3HaTbh. A oTkyma? He
3BOHUTH X€ mpoBaiinepy? — He Hamo HuKoMy 3BOHUTH! Bce
HeM, B USER.DAT.

HKEY_CURRENT_USER = RemoteAccess = Addresse:
Y MbI UMEEM CIIMCOK IOIKIIIOYEHUH.

Bribupaem 6GaifT, KoTOporo 6oJible BCero, u aemudpye
UM Bce ocTasibHble (00bIYHBIM XOR). B pe3ynbraTe B Kyue
BCSIKOM epyHIbl ronydaeM ASCII-cTtpoky ¢ HoMepoM
MOIEMHOro TesnedoHa rpoBaiaepa.

HKEY_CURRENT_USER = RemoteAccess =
Profile & <moakmouenue> = IP: co cmemeHus OCh yeTnipe

30 : AP PeKTUBHbIA XaKM|




! Internet u Intranet

' OaiiTa 3an0M Hanepea — nepBuYHb DNS, 3areM ele
' YeThIpE — BTOPUYHBIA, U T.H.

HKEY_CURRENT_USER = RemoteAccess ® Profile &
<MOAKJIIOYEHHUE > $ User: JIOruH.

HKEY_CURRENT_USER = Software = Microsoft =
Windows = CurrentVersion ® InternetSettings = ProxyServer:
Proxy-cepsep u mopr.

HKEY_CURRENT_USER = Software = Microsoft =
Internet Mail and News = Mail:

= DefaultPOP3Server:

= Default SMTPServer:

& SenderEMail:

= Name:

= Organization: 3T0-BCE M TaK MOHATHO.

= POP3 -r <POP3-cepsep>: -> Account: 3T0 MOHSATHO.
=) Password: Hy BOT ¥ OH, DOINMMBIIL.

A 4TO AenaTh, €C/IM MOJb30BaTeb — Mazoxuct? He
XpaHUT IapOJIM B KOMITBIOTEPE, @ BBOAUT MX KaXIbIi pa3 C
KnaBuatypbl? — M 3TOMY ropio MoXHO noMoyb. CylecTBYIOT
nporpaMMbl Tuna SPYWIN unu HOOKDUMP. Ouu
3aMMUCBIBAIOT BCE NEUCTBUSI, TPOU3BOAUMBIE HA KOMITBIOTEDE.
J0oCTaTOYHO MOACAAUTH OJHY M3 HUX H... €CJIM BaM ITIOTOM He

' IeHb OyaeT pa3dupaTh T€ AECATKU KUIO0ANUT, KOTOpEIE OyayT
MOPOXAEHBI ATUMU LINMUOHaMH. ECTECTBEHHO, UX MOXHO
UCIIOJb30BaTh U JUIS APYTUX LICJIEH.

B 3akmioyeHre MOXHO CKa3aTh Cleayloliee: He 6epute u
yX TeM 6ojiee He 3amycKaiiTe y cedsl BCIKUE «KpSKEPbI
Internet», noyepnHyTteie ¢ BBS u u3 FIDO. Ouu moryr
«KpSIKHYTh» TOJIBKO MH(pOpMaLMIO Ha BaiieM BuHuYecTepe! 6o
TOT; KTO MOXET B3JIOMaTh IpoBaiiiepa, HUKOTAA HE OyHeT
pacnbUISITECSl HA TaKyl0 Me€J04Yb, a ApYTHUe, B JY4IlieM clydae,
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MOTYT NOAOMpaTh NapoJU MO CIOBAapI0 — a 3TO OECHONE3HO, B
XyAIIEM — HaJ BaMH IPOCTO XOTAT MOCMESTHCS WIH, TOTO
XyXe, clieJlaTh BaM rajiocTh (IpEeUEACHTH YXe ObUIN).

KynbT MepTBO KOPOBbI WX TeMHas
crtopoHa Internet

AnmuHucTpaTropy IP-ceTH noHeBoJie IPUXOIAUTCH
U3y4yaThb BO3MOXHBIE Opelir B 6€30MaCHOCTH JIOKAJIbHON CeTH
B KOHTEKCTe noakiodeHus e€ K Internet. OxHako yis MHOTMX/
MOJIb30BaTe/Ieil 3Ta TeMa OCTAETCS 3arajikoi, a TAMHCTBEHHbIE |
XaKephl CIIOCOOHBIE, HANIPUMEP, HAXONACh B APYroM KOHIE |
36MHOI0 1Iapa «MOABECUTH» YYXXKOH KOMIIBIOTED, BbI3bIBAIOT Y
HEKOTOpHIX Os1aroroBeHue. JIIOOONBITHBIM MOJIb30BaTEIIM
Internet u agpecoBaHa 3Ta IJiaBa.

Yrpo3a JIOKaJIBHOM CETH WIH JaXe OXHOMY KOMIIBIOTEDY, |
NOAKJIIOYEHHOMY K Internet, MOXeT ObITh IByX THUIIOB:
3JIOYMBIIIUIEHHUK MOXET COBEPINUTD JECTPYKTUBHBIE neﬁcmnm
IIPOTUB KOMITBIOTEPA XEPTBbI (HAIIPUMED, IPOCTO «YPOHUTDH» i
MalllMHY) WIM MOXET YKpacTb MHMopMaumio. OxqHako |
NOTEHUMAIBHBIE ONMACHOCTH JUISI Pa3IMYHbIX onepaunonnux
CHCTEM Pa3TUYHBI. : |

N3o6paxenue SATAN'bL sBISIETCS JIOTOTUIIOM Security
Administrator's Tool for Analyzing Networks. |

HecMoTps Ha KoJOCCaJIbHOE AaBJIEHHE CO CTOPOHBI
Windows NT, onepauuoHHbie cucteMbl Unix 10 cux mop
SBJSIOTCS CTaHAapToM B Internet. BeposTHO, 3TO CBSI3aHO €
TeM, 4To Unix M3HayaJbHO pacCYMTaH Ha pabOTy C CETHIO U B
Cetu. HeBo3MOXHO MpenctaBuTh Linux 6e3 ceTeBbIX I€MOHOB
(mporpamMmM, TIpENOCTABISIIONIMX HEKUI cepBUC B ceThb) ftpd,.
httpd, named, telnetd u T.1. Hanuuue neMOHOB CTaHAAPTHBIX
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CEPBHUCOB IIOOANILHOM CETH SIBJISIETCS HOPMOW st

. mpuwinuHoro TCP/IP creka. [1oaToMy He NMPUXOAUTCS
YOMBISITBCA, YUTAsl B HOBOCTSAX O TOM, YTO 3JIOOHbIE XaKephl
YKpaIi JTaHHbIE C IOHUKC-CEpBEpA.

_ OpHako MPUYMHOM B3JIOMOB SIBJISIETCSI HE YSI3BUMOCTD

. CHCTeMbI KaK TaKOBOIA, a, KaK MpaBWIO, XaJaTHOCTh
aIMUHUCTPATOPOB. OTINYUTENLHONH 0COOEHHOCThIO Linux
ABJISIETCS IOCTYITHOCTh MHOXECTBA OECIUIaTHBIX YTWIMT,
MPOBEPSIOIINX HATUYME BO3MOXHBIX IbIP B 0€30IIaCHOCTH U

- JAIOIIMX a6COJIIOTHO KOHKPETHBIE COBETHI THUMA: «OOHapyXeHa
crapast Bepcus sendmail. Bo uzbexanue npobysieM HEOOXOAMMO
3aMeHUTD €€ OoJiee cBexeil». B kauecTBe npuMepa Takoi

‘| mporpaMMbl MOXHO IPUBECTH, HaIlpUMEp, 3HAMEHUTYIO

SATAN (Security Administrator's Tool for Analyzing
Networks).

KpoMme Toro, nungopmauusi 06 06HapyXeHHBIX AbIpax B
3aIMUTE TOSIBISIETCS PAKTUYECKHU OMHOBPEMEHHO C
UCIIPABJICHUSIMU, TIO3TOMY TOJILKO JIEHb WIN COOCTBEHHAs
JpeMyyecTb MOTYT IOMelaTh aiMUHUCTpaTopy Linux-cepBepa
00e30macuTh ceds1 OT BTOpXEHUs. 3a OOHOBJIEHUEM
koMMepueckux Bepcuit UNIX, Kkak npaBwio, BHUMATENbHO
CJIEAAT MX U3rOTOBUTEIIH.

I'opa3no MeHbIIE IOBE3JI0 apMHUU T10JIb30BaTENIEH
nponyktoB MS Windows. C oxHO¥M CTOpOHBI, YKPacTb
uHGopmanmio u3 Windows 3aTpyIHUTENIBHO, 32 UCKIIOYEHUEM
BO3MOXHOCTH MCITOJb30BAHMS BEIMKOJEITHOIO MIPOAYKTA
BackOrifice. C npyroii, nojib30BaTeJsiM IpO3AT NIOCTOSHHBIE
«3aBUCAHUSI» KOMIIbIOTEPA, & 3TO TOXE HE CJIUIUKOM IPUSITHO,
K TOMY X€ YpeBaTo MOTepeil JaHHBIX WIM, JaXe, HapymeHneM
paboTOCIIOCOOHOCTU OTEPALIMOHHON CUCTEMBI.
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BripoueM, Kako# 3ApaBOMBICIISIIMNA YEN0BEK TOBEPUT
OTBETCTBEHHBIEC JaHHbIE OINEPALMOHHONW CUCTEME, KOTOpasl B
MPUHIIMITE HE CIIOCOOHA Ha GoJibliee, YeM ObITh IIaThOpMOi
IUISL UTPYLLIEK, IeYaTHONM MallMHKO! M KaJIbKYJISITOPOM?

CNOXHOCTB IMOXUILECHUST MH(pOpMaLMY BbI3BaHA,
KoHe4YHO, He 6e3ynpeyHocTsio TCP/IP creka Windows, a ero
yOOroCThIO U, KaK CJIeICTBUE, MPUHIIUITUAIHHOMN
HECIOCOOHOCTH OINEPaLlMOHHBIX CUCTEM 3TOrO KJIaHa
HOPMAaJIbHO MPENOCTaBISITh MHOOPMAIIUOHHBIE PECYPCHI B ]
ceTh. [Tog yborocTbio cTeka noapasymMeBaeTcsl OTCYTCTBUE B ]
(CTaHIapTHOM IIOCTaBKE CETEBBIX IEMOHOB U KpanHe
orpaHuyYeHHbIN Habop kiumeHTekux yruaut (hest, nslookup,
talk ¥ T.0.) 3aTO CyIIECTBYET OTPOMHOE MHOXECTBO
MPOrpaMMOK IO CaMble PasHbIe MIATGOPMBI, UCIOJb3YIOIMIUX
OIIMOKM B CTEKE IPOTOKOJIOB M3rOTOBIEHMA MicroSoft u
CIIOCOOHBIX «YPOHUTh> Windows...

Curyauus ycyrybasiercss 6e3yMHOM NOMYJISIPHOCTHIO
Bestaeckux Windows ¥ He CIMIIKOM MOPSIIOYHBIM TOBEICHUEM |
U3TOTOBUTENISI ATHX ONEPAMOHHBIX cucTeM. [1oaToMy, !

i
|
:

JIIOOUTENAM «(POPTOUYEK», XKEJAIOIIUM 00€301acuTh cedsi OT
arpeccopoB u3 Internet uau OT IIYTHUKOB M3 JIOKAJIBHOMN CETH,
PEKOMEHAYETCS CIAEIUTH 3a IaTyaMu, MOSBISIONIMMUCS
NIEPUOANYECKM Ha WWW.microsoft.com, a B Cjly4yae JIOKaIbHOA |
CEeTH, TOAKIIOUEHHOM K Internet, Jiyuie pacKOUIEJIUTLCI Ha §
KaKoi-HUOYAb CEPHE3HBIA NMPOAYKT TPETHETO MIPOU3BOLUTENIS,
Haripumep, Firewall-1 komnanuu CheckPoint. B npotuBHOM
cinyyae, paboTa OymeT.BO3MOXHA TOJBKO 0 TeX IOp, Moka

Baml IP He momang€t B pyKu KakKoMy-HUOYIb paccepXEeHHOMY
JIOOUTEI0 NMOU3AEBATLCI Hal MalKpocOTCKUMU Oaramu.

Takum o06pa3oM, eciu npobdaemMa 6e301acHOCTA B
Unix — 310 npobiema KOHGUACHIMAIBLHOCTH MH(pOopMaLyu,
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T0 npobsieMa B6e3onacHocT B Windows — 310 npobieMa
paboTOCNOCOBHOCTH 3TOM ONEPALIMOHHON CHUCTEMBI.

Henb3s He cka3aTh HECKOJNBKO CJIOB O 3allMINEHHOCTH
0S§/2. 0S/2, B oimune oT Linux, KoMMepueckas CUCTEMa,
HO, B T0 Xe Bpems, IBM 3HauuTenbHO Gosee OTBETCTBEHHO,
yeM, HanpuMep, MicroSoft oTHOCHUTCA K KayecTBy
NpoAaBaeMbIX €10 NMpOAYKTOB. C MOABIEHUEM IIATHOIO
obHoBneHus creka TCP/IP 4.1 cutyaums ¢ 6e30NnacHOCTHIO
TONBKO YIY4LINIACh — [OSABUJICS BCTPOEHHBIM B cTex firewall,
telnetd cran MHOronoab30BaTeNbCKUM U T.A. CBOeOOpa3HOM
rapadTieit 6e3onacHocTH pa6orsl OS/2 B Internet asnsiercs eé
HeGonblas pacrpoCTPAaHEHHOCTh U MAIOU3YYEHHOCTD €€ :
CTeKA 3JIOYMBILJIEHHUKaMH.

Ilepen TeM, Kak pacCMOTpPETb HEKOTOPHIE BMABI aTaK,
BCIIOMHUM OCHOBHBIE TEPMUHBI, TEM WA MHBIM 06pa30M
CBsi3aHHbIE ¢ Oe3onacHocThIO B IP-ceTsx:

M  proxy — cepBep-NOCPEIHUK, T.C. IPOrpaMma,
MOChLIAIONIas OT CBOEro MMEHHU MaKeThli BO BHEHIHIOI
ceTh No 3anpocy KineHTOB. [Ipokcu OBIBAOT pa3HBIX
TUINOB. YPOBHSA NPUWIOXEeHUH — http, ftp, TpaHCOpTHOrO
ypoBHss TCP/UDP — socks U HEKOTOpBIE ApyrMe.

M  router (OH X€ MapUIpyTU3aTOp, OH X€ poyTep, CTapoe
Ha3BaHUE — gateway) — nporpaMma Wiu XeJje3o,
o6ecneynBaloe MapilupyTU3alMio MTAKETOB MEXIY
uHTepdeRcaMy 1o 3aJaHHBIM IIPaBUJIaM.

B firewall (oH Xe OpaHaAMay3p) — €AUHCTBEHHOE
onpeleNcHue, KOTOpoe yaanoch HauTU B Internet,
3BYYMT, MPUOIU3UTENBHO, TaK: «CHCTEMA,
OTPaHUYMBAIOLIAA JOCTYI U3 OMHOMN CETH B APYIyIO».
[Toa 310 onpeneneHue MonagaeT, HanpuMmep, 1060k
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pOYyTEp C HACTPaMBAEMBIMM [IPaBaMK JOCTYNA,
paboTalolmii B CBA3KE ¢ NpoKcH-cepeepoM. OnHako
NPUHATO HasbIBaTh OpaHAMAay3paMH TOJBKO
CITELIMATU3UPOBAHHBIE NPOTPAMMHEBIE KOMILIEKCHI.

Huxe TNPUBECACHBI TUITMYHBIC aTAKH. K HUM oTHOcATCS:

IP spoofing

Cny(duHroM Ha3bIBaeTCs NOAMEHA anpeca OTINPAaBUTENS |
3arojioBke IP-nakera ¢ uenwio npobuth ayre HTUUKALIHIO,
OCHOBaHHYIO Ha onpefeneHun IP-anpeca ucroyHuka nakera.
HecMoTpst Ha TO, YTO OTBETHHIM NMAKET HUKOTAA HE BEPHETCS |
aTaxyolleMy, Cry(UHT SBISETCS JYYUIMM JPYTOM Xakepa-
3MIOYMBILIEHHUKA M NIPUMEHSIETCH B Ka4eCTBE COCTaBSIOLIEH
MHOX€ECTBA APYrUX aTax.

SYN flooding

SBnserca pa3HOBUAHOCTBIO aTak Tumna denial-of-service
(oTka3 ot ob6cayxuBaHuAa). OCYLIECTBISETCSI OHA C NOMOIUBIO
CO3J1aHUs MOJYOTKPHITHIX WK HeAoOTKphIThIX (half-open)
coenqHeHUN. Bl moABepXkeH cTeK JiIoOo# onepariMoOHHON
CHCTEMBl WIM JIaXe CTEK MapllipyTH3aTopa, €CIY OH elIE U
npenocTtapisier xakoi-nmoo TCP-cepBuc, Hanpumep, echo.

PaccMoTpuM HOpMaIbHBIN NPOLIECC YCTAHOBJIEHUS
coemMHeHUs knueHTa (ftp, http, telnet) ¢ cepBepom:

B HayuHaeT KJIMEHT ¢ OTnpaBKM 3anpoca SYN Ha
YCTaHOBJIEHWE COENUHEHHUS C CEPBEPOM.

[ | cepBep NMOATBEPXOAET rnojyyeHue 3anpoca SYN
oTrnpapkoit xineHTy coodiieHus SYN-ACK.

B KJIMEeHT 3aBepllaeT NPOLECC YCTAHOBIEHHUS! COCAVMHEHHUS
otrnipaBkoi cooduenus ACK.
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Takum 06pa3oM, COEIMHEHHE OTKPBITO, M CEPBEP MOXET
OOMEHMBATLCS C KIMEHTOM cneludHYHBIMM JJIsT KOHKPETHOIO
NPUWIOXEHUA MaHHBIMU. Eciu cepBep He MONy4uJ cooblieHue
ACK, 10 6yaer oXuaath €ero B TeY€HHEe HEKOTOPOIro BpEMEHHU
(timeout) mpexie, 4eM 3aKpOeT MOJNYOTKPBITOS COSAMHEHME.
Jlo 3aKpBITHA CEPBEP COXpAHSET B NMAMATH CTPYKTYPY JaHHBIX,
ONMCHIBAIOLMX OXUIAIOIINE YCTAHOBJIEHUS COSAUHEHMS. JTa
CTPYXTYPa CO BPEMEHEM IEPENONHACTCS, U CEPBEpP, B JyylieM
cJiyyae, JIMIIAeTCd BO3MOXHOCTH OTKPHIBAThR HOBbiE
COSIMHEHMs A0 TeX HOp, MOKA CMUCOK MOMYOTKPHITHIX
COeMHEHH He OYMCTUTCA. B XyaiieMm ciydae cepsep MOXET
BHIATU M3 CTPOS.

' SMURF
Taxxe OTHOCUTCS K atakam Tvna denial-of-service u

paboraeT Ha 6a3e Internet Control Message Protocol. (ICMP).
B03MOXHO, He KaXablii MONB30BATENb 3HAKOM C HA3BaHUEM
3TOro MPOTOKOJIa, OJHAKO MojAasisliouiee 6ONbIIMHCTBO
pabortaioniux ¢ CeTblo, CTAIKUBAIOCH C NPOrpaMMoOi,
peannsyomieit ogHy U3 ero GyHkumii — komaHnoi PING. 91a
6e300maHas nporpaMMa IpenHa3HayeHa A1l OnpeneieHuns
HOCTYMHOCTH Kakoro-Jnbo xocta (YoaNn€éHHOro yCTpOKCTBa,
uMmelomero IP-aapec) mocwuikoif nakera 3xo-3anpoca ICMP.
EcinM mosyyeH Mmaker ¢ 9X0-OTBETOM, TO XOCT CYMTAETCH
poctynHbiM. OOHAKO IMakeT MOXeT ObITh OTIPaB/AEH HE MO
afipecy KOHKPETHOTO XOCTa, a M0 WHPOKOBELIATENILHOMY
(broadcast) aapecy ceru. (ILInpoxoBeuiaTesbHbI aapec
npeacTapiseT coboil anpec, B KOTOPOM pa3psiibl, OTBEAEHHbIC
noa anpec xocta, paBHbl equHuue. Hanpumep, 10.255.255.255
— 3T0 WMpoKoBeliareabHbIA agpec 1ia cety 10.0.0.0. Ecin
Takasi ceTh Kinacca A pa3douTta Ha 256 noacereii, To
uMpoKoBenaTeabHblit anpec mig noacetn 10.50.0.0 6yner
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10.50.255.255. BripoyeM, ceTeBoii agpec, B KOTOPOM pa3psiibl,
OTBEAEHHBIE MO aApeC XOCTa, PaBHBI HYJIO, TOXE MOXET
00ecIeynTh MPOKOBEUIATENbHBINA OTKIMK.) B 3TOM ciyyae
nmakeT GyneT JOCTaB/ieH BCEM MallliHaM B STOMH CeTH.
O4eBUAHO, YTO €CJIM Ha IUMPOKOBENIATENbHbIH MAKET OTBETAT
(MOTYT ¥ HE OTBETUTb) HECKOJILKO COTEH WM THICAY MaLIMH,
TO KOMIBIOTEP-UHULIMATODP HX0-3aIp0Oca MOXET. HE CIIPaBUTHCA
¢ 00pabOTKOM 3X0-OTBETOB.

Ho, BepHEMCS K HegOOpBIM NOMBICTAM
3JIOYMBILIIEHHUKOB. CxeMa MX ACHCTBUM NpOCTd — OHHU
nocbuialoT ICMP naker, B KOTOpoM anpec OTIpaBUTENSA
SIBJISIETCS aApecOM XepTBhbl (Cny(dHUHT), a B KayeCTBe
MOoJIy4aTeisl YKa3bIBaeTCs IIMPOKOBEINATENbHBIN aapec
HEKOEro nocpeaHuka. KoMIbioTeps! NMOCpeAHUKA OTBEYAIOT Ha
MOJYYEHHBII 3X0-3aNpPOC MOChUIKON TAKETOB MO agpecy
OTIIPaBUTEJIS, T.€. BHIOpAHHOM 3/I0YMBILIUIEHHUKOM XepTBe.
JlanbHeuinee npeacka3aTh TPYAHO: KOMITBIOTED MOXET
BPEMEHHO 0Ka3aTbCSd HECIIOCOOHBIM pabOTaTh B CETH, MOXET
«3aBUCHYTb», HO BO3BMOXHO W HapyuleHHe
(DYHKLIMOHHPOBaHUA CaMOM CETH M3-3a YPE3MEPHOIo
Tpadduxa.

Cnenath HeBodaMOxHOM ataky SMURF moryr
MapLIpyTU3aTOpbl B CETH MOTEHUMAIBHOIO NocpeaHuKa. Eciu
OHM QWIBLTPYIOT IUMPOKOBeMIaTeIbHBINA Tpad UK, TO COBECTD
HaCTPOMBILIETO MX CETEBOr0 aAMUHUCTPATOPA MOXET ObITh
YUCTa — KOMITBIOTEPHI BO BBEPECHHOM eMy ceTu He OyayT
MOCPEIHMKAMU B AECTPYKTUBHBIX AEHCTBUSIX BHEIIHETO
3JIOyMBIILJIEHHUKA NTPOTUB HEM3BECTHOM XepTBhl. Bripoyewm,
MHULIMATOP aTaku MOXET HAXOAUThCSA U BHYTpM ceTu. B 3ToM
cy4ae MaplipyTH3aTOphl HE MMOMOIYT, U OTBETCTBEHHOCTH 3a
aTaKy BO3/AracTcs Ha XOCThI, KOTOPBIE TAKXE HE MOJDKHbI
orBeyaTth Ha broadcast ICMP naxers!.
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OT onMCaHHBIX aTaK MOXHO 3allIMTUTBLCS, MOXATYH,
TOILKO MpUAMYHBIM OpanamayspoM. Tenepb paccMOTpUM
HEKOTOPBIE BHUABI aTdK, PACCYUTAHHBIX UCKIIOYUTENBHO Ha
«KpHBOH» CTEK.

Land&Teardrop

BepositHO, HauboIbIlIEE KOTUYECTBO peaIM3alMii UMeeT
UMEHHO 3Ta napoyka. Ilpu xenauuu, B CeT MOXHO HaHTH
MHOXECTBO [POrPaMM, UCIOJb3YIOIIMX KMEHHO 3T ABa BUIA
aTaK.

[MpuHuMn paGoThl MEPBOI JOCTATOYHO npoc*r — XepTse
oTnpaBasieTcd naker, Hanpumep, SYN ¢ 3anpocom Ha
COEAMHEHME, B KOTOPOM aJIpecC IMojyyarens, 1.e. aapec
XEPTBbI, MACHTUYECH apecy OTNpaBUTENSI (CHOBA CITy(HHT).
Ecim TCP/IP-cTeK onepaLiMOHHON CUCTEMBI XEPTBbI HMEET
COOTBETCTBYIOLIMIA 6ar, U HE CMOXET pa306paThsCs C
HCKYCCTBEHHO CO3/aHHOM 3JI0YMBIIUIEHHUKOM CUTyalMel, TO
NMOCAEACTBUSI MOTYT ObITH CaMbl€ ITE€YAIbHBIE — BIUIOTH 10
JAaMmmna namsTH...

Bosneiticteue Teardrop TakXXe OCHOBaHO Ha
UCITONIB3OBAHUM BO3MOXHBIX omnbox B TCP/IP-cTeke
XepTBH. 3JIOYMBILIEHHUK (OPMUDYET MOCAEN0BATENILHOCTD
($parMeHTHUPOBAHHBIX MaKeTOB, PParMEHTHI KOTOPBIX
nepekpuiBaoTcs. Ecnu nmpu ux cOopke NpoucxoauT omuoKa,
TO MOJIb30BATENS MOXET «I[MOpPagOBaTh» AaMIT MAMATH, WIK
MalllHa MOXET NMPOCTO HAMEPTBO 3aBUCHYTD.

Windows NT 4.0 He moaBepXeH 3Toi aTake TOJBKO C Service
Pack 3 u postSP3fix, Windows 95 Takxe HyXnaercsi B
COOTBETCTBYIOLMX pHUKCax.
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Back Orifice, ox xe BO

3T1a CKPOMHAS MPOrpaMMyNibKa pa3MepoOM BCEro B
120kB(!) saBnsiercs «TpOSAHCKUM KOHEM». MOXeT OHa He
CJIMIIKOM MHOTO€ — OHAa «BCEro JIMib» IPEAOCTABIIET
AHOHUMHOMY YIAJIEHHOMY I10JIb30BATEI0 MOJHBIA KOHTPOJIb
Han Windows 9x, noaxioyeHHoMy K Internet. Cyaure camu:

JOCTYII K XECTKOMY AHCKY XepTBbl Yepe3 0003peBaTeJip;
peaakTUPOBAHHUE PeeCTpa; !
MOJIHBIA KOHTPOAb Hax ¢ailyIoBOi CUCTEMOIA;

OTYET O BBEAEHHBIX NApONAX;

KOMus 5KpaHa;

IPOCMOTP CETEBBIX PECYPCOB, MOAKIIOYEHHBIX K XEPTBE;
yIpaBJI€HUE CIIMCKOM IPOLECCOB;

yOan€HHas repe3arpy3ka;

YIAN€HHOE BBITIOJITHEHUE MPOTrpaMM ¢ BO3MOXHOCTbBIO
IepeHanpaplieHus KOHCONIM KJIMEHTY (CBOero poaa
TEJIHET).

IlpuBeaeHHBIN CIIMCOK BO3MOXHOCTEN He ITOJIOH, TaK
ytro Back Orifice mo4yTH cepré3HO MOXHO PEKOMEHAOBATh
CeTeBbIM aJIMMHUCTPATOPaM B KayecTBe OeCIUIaTHOIM
aJITEPHATHBbl TAKMM HeAeEBBIM NpoaykTaM, Kak Landesk
Management Suite wiu Managewise, ToyHee, BXOASIIIUM B 3TH
NakeThl CPEACTBAM NOCTYINA K JICKTONAM IO3€POB.

3arpy3utb BO 1 HaiiTH NOAHYI0 UHGOPMAUMIO MOXHO
no anpecy http://www.cultdeadcow.com.

BecesMa npuMeyaTenbHO# ObU1a peakuusa MicroSoft Ha
Back Orifice: «Mbt He npudaem 60abui020 3HAEHUA NOAGAEHUIO
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3mMoll NPOZPAMMbL, U He Oymaem, Ymo Ha Heé caedyem obpawamo
BHUMGHUE HAWIUM KAUEHMAaM».

B camoM gene — Hy, «yepe3 Internet», Hy,
«AQHOHUMHBIV» , HY, «ITOAHBIA KOHTpONb», HO BackOffice-to
ayque! A ecny NMOAB30BATENN BAPYT B3BOJTHOBAIO, YTO HEKMIA
anonymous OyIeT BTUXapsa YyXOi peecTp peaakTHpOBaTh, TaK
3T0 MpOoGAEMBI MOJB30BATENS. .. '

Kak u Bce cpencTsa ynanéHHOro aiMMHUCTPUPOBAHHS,
BO cocrouT U3 AByX YyacTeil — cepBepa v KiaueHTa. Cepsep
3amycKaeTcsi OMH pa3 Ha MallMHe XEPTBLI, OH OBICTPO
oTpabaTbiBaeT M ynansier ceba, HO 10 YOAJIEHUS OH yCreBaeT
cnpsaTaTeCst B Heapax Windows 95 Tak, 4To HailTh ero ciaenbl
.Henerko. Pacnpoctpansercs BO oyeHb NpOCTO — HEKOTOpHIE
yxe noayywm «yckoputean IRC», «<natyu x 1CQ», npuyem
OIHOro U Toro xe pasmepa 120kB.

Kimenrsl Back Orifice cymectsyior moa Unix, OS/2 u
Win32. Kpome Toro, cepeep 3anpocro npeaocTaBuT JroOoMy
yaanéHHOMY 0003peBaTeNIO XeCTKHIM UCK, HA KOTOPOM
oxkonanach Windows 9x. OH xe no3BoauT U3 obo3peBaTens
. caenatk download wim upload... KiMeHT npencrapinseT coboi
| TEKCTOBYIO 0GO0JIOYKY CO BCTPOSHHOH! IOMOIIBIO, JOCTATOYHO
YAOOHYIO B UCTIONBL3OBAHHM.

ITog Win32 ectb GUI-xunenT, ogHako, ero
(byHKuuouaanocrb BBI3BIBAET COMHEHHUA (KaK U Bc€ Win32).
Hurepecen emé onuH daxr: Windows 95 ¢ yCTaHOB/IEHHBIM
cepeepoM BO Hanpoub OTKasancs nagarh nopu Bo:meﬁcmneM
- arak. Moxer ObITh, BO Bce Oaru ucnpaBun?!

| He crour YHOBaTb Ha aMOMLIMO3HBIE NMPOAYKTHI,

. Hanonobue cucTeMbl 6e30MacHOCTH, TOCTYIHOM MO aapecy
-~ http://lockdown2000.com, paHee U3BECTHOMY KaK
www.hackerfree98.com.
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Hrak, ecau Bbl — nonb3oBarenb Linux, To caM JInHyc
TopBanbic Benen BaM pa3dbUpaThCs B BONpPOcax paboThI .
IP-cereii. Tak 4ytO, BOBpeMsi HabupaiiTe make u He
oOBelIMBaiiTe CBOIO MAIMHY BCEMHM M3BECTHBIMM M, 3a4aCTY)
HE HYXHBIMU BaM CEpBHUCAMU. '

Ecnu Bl — nonb3oBatenb Windows, TO 3TO TOXE He
datanbHO. Y Bac ecTh Hag€xHenmmi cnocod obecrieyutsb
0e3011aCHOCTh BAlIMX AAHHBIX — HE IMOAKIIOYaUTECh K
Internet. Bnipouem, 310 mytka. He crout aymarh, uto Cetb
MepeHachIllieHa CTPalllHBIMM XaKepaMu, KOTOpPHIE TONBKO U
3aHATBI TEM, YTO CTPOAT KO3HM NPOTHB NOAL3OBATENEH
Windows, KOMX MOKa MOIABJISIOLIEE. GONBIIMHCTBO. O,tu{axo
nonb3yacsk IRC i ICQ, T.e. cayx06aMu, ¢ IIOMOILBIO
KOTOpBIX, MOXHO y3HaTh IP-azpec, aydie 06e30nacuThb cebs
OT BO3MOXHBIX JUBEPCHI BaLIMX COOECENHMKOB M MOCTABHTI
COOTBETCTBYIOLIME (PUKCHI M T1aTYM, CIM, KOHEYHO, Bac He

3almiaeT 6paHaMayap.

Vn.aneHHblé aTakm Ha xocTtbl Internet

B cBg3u ¢ Oonpumiof nONyasdpHOCTHIO ceTH Internet
OrpPOMHOE 3HauyeHue Nnpuodperaer npodaema
MHOOpMALIMOHHOM Oe30macHOCTU B ceTH. M3-3a cloxHON
HHOpacTpyKTypH cetd Internet, 6oNbIIOro YKC/IA Pa3TAUYHBL
npoTokonoB ooMeHa Ha 6a3e TCP/IP, cnpoekTHpPOBaHHBIX 6
yyeTa TpeOOBaHUI K UX 6€30NaCHOCTH, BO3MOXHBI pasAUYHE
croco0bl HapyuieHUs1 6€30NaCHOCTY KOMITBIOTEPHOM CETU CO
crexoM nporokosios TCP/IP. PaCCMOTpHM CIeAYIOLIUE BUAE
YIaJIE€HHbIX aTaK Ha XOCThl Internet:
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Uccnepnosavue cereeoro rpaddpuka

JaHHOe BO3IEHCTBUE IIMPOKO UCIIONB3YETCS XaKepaMu B
cety Internet pisi noay4eHWsl CTAaTUYECKMX MApOJIEH,
UCTIOIB3YEMBIX TMOIL30BATEASAMM IJIST AOCTYIA K YAAIECHHBIM
xoctaM no npotrokonaM FTP u TELNET. B nanHbix

JTIPOTOKOJIaX OOMEHa He MpenycMOTPEHO udgpoBaHue

Mapoiei nepea nepeaadyent Ux no CeTy, CACAOBATENLHO,
MPOCTOM MEPEXBAT UMEHM IOJIb30BaTeNss U NApOJIs ITO3BOJIUT
XaKepy NoJyYuTh HECAHKLIMOHUPOBAHHBIA AOCTYIT K
YOAIEHHOMY XOCTY.

Hassa3uviBaHne xoc'ry JIOXHOrOo Mapulpy'ra c
nomotuubio nporokona ICMP

B cetu Internet CYILECTBYET CIELHUANBHBIH TIPOTOKON
ICMP (Internet Control Message Protocol), onHo# u3
GyHKLMENR KOTOpOro fsnsieTcss UHGOPMUPOBAHKUE XOCTOB O
CMEHE TeKyllero Mapuipyrusartopa. JlaHHoe ynpasisioniee
cooOmieHue HOCUT Ha3paHue redirect. CymiecTpyer
BO3MOXHOCTb MOCBUIKH € J1I060r0 XOCTa B CErMeHTe CETH
JIoXHOro redirect-coob1eHnss OT UMEHM MaplIpyTU3aTOpa Ha'
aTaKyeMblii XOCT. B pesynbrate, y XO0CTa U3MEHAETCH TEKYllas
TabMLa MaplIpyTU3alMM M, B JaJIbHEHIIEM, BECH CETEBOM
TpadPUK NAHHOIO xocTa OyaeT NPOXONUTh, HANIPUMED, YEpe3
XOCT, OTOC/HaBIIMIt TOXHOe redirect-coobuieHue. Takum
00pa3oM, BO3MOXHO OCYLUECTBUTh aKTUBHOE HaBsi3bIBAHUE
JIOXHOTO MapuipyTa BHYTPM OJHOro cerMeHTa cetv Internet.

JNoxHblih ARP cepBep

B cetu Internet KaXablit XOCT MMeET YHUKATBbHBIA
IP-agpec, Ha KOTOPBIA NMOCTYIAIOT BCE COOOLIEHUS U3
rnobanbHOM ceT. OnHako npotokon IP, 3T0 He CTONBKO
CETEBOM, CKONLKO MEXCETEBOM NpPOTOKOJ OOMEHa,
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NpeAHAa3HaYEeHHDIH VIS CBA3M MEXJYy OOBEKTaMH B
DJI0DAIBHON CeTH.

Ha kaHaJIbHOM ypOBHE MaKeThl afpecyIOTCA IO
amnmnapaTHbIM ajipecaM ceTeBbiX KapT. B cetu Internet pua
B3aMMHO OHO3HayHOro coorsercTsug IP u Ethernet anpecos
ucnoansdyercs nporokos ARP (Address Resolution Protocol).

ITepBoHAYaNLHO XOCT MOXET He UMeTh MHGbOPMAIIMH O
Ethernet-ajgpecax ApPYyrux XoCTOB, HAXONAIIUXCSE C HUM B
OXHOM cerMeHTe, B ToM yuciae u o Ethernet-anpece
Mapuipytu3aropa. COOTBETCTBEHHO, IPH NMEPBOM O0OpanieHUH
K CETEBbIM pecypcaM, XOCT OTIpPaBIseT HIMPOKOBEHIATENbHBIM
ARP-3anpoc, KOTOPbIif MoJyyaT BCe CTAHUMH B JAHHOM
cerMeHTe ceT. IToyuuBs AaHHbIA 3aMpoc, MapUIpyTU3ATOD
OTNpAaBJISET Ha 3anmpocHBLINA XocT ARP-0TBeT, B KOTOpOM
coobuiaet cBoit Ethernet-anpec. JlaHHas cxeMa paboTsl
MO3BOJISIET 3JIOYMBILUIEHHHUKY MOCIATh JOXHbIA ARP-oT1BeT, B
KOTOPOM OOBSIBUTH ‘C€0s1 HCKOMBIM XOCTOM (HanpHMep,
MapuIpyTU3aTOpOM) U, B JIbHEHIIIEM, aKTUBHO
KOHTPOJIMPOBATh BECh CeTeBOi Tpad(PUK «0OOMaHYTOro» XocTa.

Noxubiidi DNS cepBep

HOns obpaiieHns K xocraM Intermet mo uMeHaM, a He Mo
IP-agpecaMm, B cetd Internet cyniectsyer nporokon DNS
(Domain Name System). OcHoBHas 3amaya ciayx0os1 DNS, mu
KOTOpOM B ceTH co3AaloTcs cnenuaibHbie DNS-cepBepsl,
COCTOMT B noiydeHHH oT xocta DNS-3anpoca Ha nouck
cepBepa, NoUcKa 1o nosydyeHHoMy B DNS-3anpoce nMeHH
IP-anpeca cepBepa U ero-riepeadya Ha 3anpOCUBLIMI XOCT.
Ilpu aHanu3e 6€30NMacCHOCTH AAHHOIO MPOTOKOJIA BHISICHWIOCH
4YTO NpH nepexsare XxakepoM DNS-3anpoca Ha MOMCK cepBepa
CYLIECTBYET BO3MOXHOCTb T1OCJIaTh JIoXHbI DNS-oTBeT, B
KOoTOpoM B KauecTBe uckomoro I1P-anpeca ykasartp IP-aapec
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CTAaHUMK 37IOYMBIIIUIEHHUKA, YTO MPUBEIET K TOMY, 4TO, B
JaNbHEHIIEM, BECh Tpad UK MexXay 3alPOCUBIIUM XOCTOM U
cepBepoM Bynet nepexsayeH JOXHbIM DNS-cepsepoM.
JlaHHas aTaka BO3MOXHa B CJIy4yae HaXOXAECHUS B OHOM
cermMeHTe ¢ HacTossmuM DNS-cepeepoM M MO3BOJISET
OPraHuU30BaTh MEXCErMEHTHYIO aTaky Ha xocthl Internet.

Kak peiicTBUTENbHO Obi1 B3NNIOMaH
{ Cutu-bank

. Jleto 1995 rona 6pu10 NEACTBUTEIBHO XApKUM, B 3TO
BpeMs. MUPOBast 0O1IECTBEHHOCTh BCKOJIBIXHYAACH OT
CEHCALIMOHHOM HOBOCTH — IIPOCTON POCCHIMCKHUIt XaKep IO
uMeHM Branumup JIeBUH B3noMasl 3JIEKTPOHHYIO 3aILUTY
Cutu-banka u nmoxutwn 400 000 nonanapos.: [Tonpobyem
NPOAHAIU3UPOBATE 3TY UCTOPUIO euie pa3 ¢ BHICOT 1999 rona.

Jlis 3TOrO npepjiaraeM paccMOTPETh TPH BEPCUM,
KOTOpBIe Ha AaHHBIH MOMEHT HUMEIOT MECTO.

HauneM ¢ opuumanbhoit. CornacHo €if, Bo B3IoMe
0aHKa yJacTBOBaJIO HECKONBLKO yenosek. CHavyana paboran
l OIMH KOMIBIOTEP, ITOTOM BTOpPOiA, IIOTOM TPETHHA M T.A.
brnaronaps TakoMy <IITYpMY» CUCTeMa 3aUIUTH APOTHYJA U
XaKepaM YAaJ0oCh NOXHTUTh AeHbrd. UM ynanoch nepeBecTy Ha
noacrasHeie cueTa 10 000 000 monnapos. BepHee, OHM Tak
CUMTAIM, YTO MepeBeNn. B kaKoi-10 MOMEHT BpEMEHH
aIMUHUCTPATOPY 0aHKa yIanoch 3aceyYb MX NEATEILHOCTb U
BepHyTh 960 000 nos/iapoB obpatHo. Ho.
400 000 nonnapoB TaK A0 CUX MOP W HE HalIeHo.

! Btopasi Bepcusi poxaeHa HallMMH
NPaBOOXPAHMTENBHBIMH OPraHaMU, KOTOPbIE TAKXE UMEIOT
CBOM B3MIsA HA Npou3ouienmue cobbits. He UCKIIOUEHO,
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4YTO B OMnpedcJeHHbIH MOMEHT Ha BBS 6anka Haxoawnocek
HECKOJIbKO HallMX YeJOBEK, KOTOPHIM OBLIO MPOCTO
MHTEPECHO, YTO HAXOAUTCS HAa MX CEpBEpE.

Hukakoro orpabyieHus, COGCTBEHHO roBopsi, He OBLIO.
3ayeM Xe TOrAa BECh 3TOT LIYM, CNPAaBELIUBO CIIPOCUTE BhI?
Ja Bce IOCTaTOYHO NMPOCTO — YTOOBI HAIIOMHUTBH CBOEMY
MPaBUTEJILCTBY O TaK Ha3bIBAEMOW «COBETCKOM» yrpose,
KOTOpast Terepb UMEET MECTO B TaKOW MHTEepeCHOH dopMme.
Eciu BepuTh 3TOH BEpCUH, TO MOXHO ITOHATh KaKUM 0Opa3on
rocnoauH JIeBUH BhieXall B AHIVIMIO, IJie ero COOCTBEHHO
TOBOPSI M «CKPYTHIIH». ;

BCrioMHUTE ITEPBYIO BEPCUIO, COIJIACHO KOTOPOU
aAMUHUCTpATOp ycnen BepHyTh 960 000 mowiapoB, a TaKkxke
BBIYUCIAUTH OTKYAAa UAET KOMaHIa o nepeBoje aeHer. Eciu a1
TaK, TO HaBEPHOE JIOTMYHO ObUTO OBl CBA3ATHCHA C HAIIMMU
NPaBOOXPAHUTEJIbHBIMA OpraHaMu M 3alepXaTh NPECTYNHUKA
Ha Tepputopun Poccun. Ho 31010 He 6bUTO CENaHO.
ITouemy? HeunssectHo. MHBIMU clioBaMu, rocnioadHa JIeBuHa
KPYTO MOACTABWIM, Pal KaKUX-TO TaM MHTEPECOB.

Tenepp nepeineM K BEPCUM TeX JIOAEH, KOTOPBIE JIUYHO
3Hanu JleBuHa. B cBoe BpeMsi OH ObUI OAHUM M3
CaHxr-Ilerepbyrckux HOdos cetu FIDONet. ITo or3piBaMm,
OH YUCTO NCHUXOJIOIMYECKU HEe MOr coBepliuTh Kpaxy. Hy, He
TOT MEHTAJIUTET Y HETO.

Yr0o Xe aAyMaioT caMU XakePbl OTHOCUTEIBLHO BCEX TUX
.COOBLITHI? 3aH0/r0 10 TOro, Kak Bce 3TO MPOMU3OILIO,
HECKOJIBKO poccuiickux xakepoB n3 Caukr-Ilerepbypra
npouuxjio Ha BBS 6anka. Caenarb 310 4OCTaTOYHO MPOCTO,
nonb3ysick cetbio’Internet. OnepaunoHHON 060504K0i B CHUTI
baHke ciayxuna Unix, koTopasi sBjisieTcsl OMHON 60b1IoN
JBIPOM, IPOHUKHYTD Yepe3 KOTOPYIO AOCTATOYHO JIETKO.
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OaHUM U3 TeX, KTO NPOHUK B BaHK GBbUT YXXe JOCTATOYHO
U3BECTHBIN Xakep mo uMeHU Merasonn. Ha camom pene, non
'3THM MMEHEM CKPBHIBAETCHA OIMH U3 CaMbIX TANAHTIUBBIX
nporpamMmmucToB CaHkT-IleTepbypra (Gonee U3BECTHAs KiIMyYKa
[Mporoszonn). Ero xocraroyHoO 4acTo MOXHO BCTPETUTH B Gape
«Fish Fabrique», xorophiit HaxonuTca Ha ITylIKMHCKOM yaue.
Ha KOHTaKT BBIATH ¢ HUM AOCTAaTOYHO CIIOXHO. O Cepbe3HBIX
Jieiax MPEeNIIOYNTAET HE TOBOPUTH. XOTS, €CIM HalOUTD
[IMBOM, TO CEHCAlLlMM BaM OOECIEUYEHbI.

IIp1 3T0M, HE CTOUT AYMaTh, YTO NMPOHMK OH Tyaa C
LeNbio nepeBoaa cebe kakux-1o aeHer. IlpocTto xakepel — 310
Takue JIIO[AH, KOTOPbIM WHTEPECHO MOCMOTPETh, YTO TaM, 3a
yeproit. Merasouna, Haxousch B 6aHKe, Halie] HECKOJIBKO
<IbIp> B CUCTEME 3ALUUTHI U HEKOTOPOE BpeMs XOMWI IO
HEeMy, KaK IO CBOEMY pOaHOMY noMy. OH aaxe cMor
NpoHabnoaaTh, KaK pabOTHUKH DaHKa Mepee3xaly ¢ 3Taxa Ha
9TaX M B CrelIKe 3a0bUTM AMCKETY B ONHOM M3 KOMIIBIOTEPOB,
' a IOTOM TP AHA €€ UcKanu. EcTecTBEHHO, YTO
Fa.nMnHHcrpamp cety 6aHKa OYEHb CKOpPO 3aMETHJI, YTO B
CHCTEME €CTh KTO-TO nMocTopoHHMMA. [Ipuuem, caenan oH
TaKHe BHIBOABI TOJIBKO MO TOW nMpuyMHe, uto Merasoua, no
CPaBHEHUIO C APYTMMHM IONB3OBATEISAIMU GaHKa, caenan cede
HOCTATOYHO MaJIeHbKHE NpaBa. :

Hamynas Meraszonaa, atMUHHMCTPaTop HEMHOIO
YAMBUIICA M Hayal aKTUBHO BBINMXMBATh €r0 U3 CeTH. B oTBeT,
Merazoua Hanmucar eMy MUCBMO C MPUONU3UTETBHO
CEAYIOIUM cogepxaHueM: «f GeqHBIH pycCKUi xakep U3
ITurepa, He TporaiTe MeHs, TOXaIy#cTa, a st BaM 3a 3TO
NOKaXxy, rne y Bac 6peury B CUCTEME 3alllUTHL.»

Ha camoM nene Merasous HeMHOro cxutpuwi. OH Hauien
HECKONbKO NMpPOOOMH B CUCTEME, a paccKa3all TOJILKO 00
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onHoi. [Tocne Toro, Kak OH MOKa3saju, rae HaXOAUTCS ABLIPA B
3all[UTe, AAMUHUCTPATOP IMOBEJ CeOs aDCONIOTHO He
MO-IXXEHTEJIbBMEHCKH, U 3JIEMEHTAPHO €ro BHIPYOHII.

B otBer Ha 310 Meraszoua 3auien BO BTOpYIO Opelib 1
HaBECTUJI €r0 CHOBA C IUITAaMEHHBIM NpuBeTOM U3 IluTtepa.

HasepHoe BaMm OyaeT MHTEPECHO y3HaTh, Ha Kakom
MallKHe paboran B 3T0T MOMEHT Meraszoua. Ecau Bu
QYMaeTe, YTO 3TO CYNMepHaBOpPOYEHHbBIN TTeHTHYM, TO BBI
rny6oko ommnbaerech. Ha camoM aesne 31o 661 TEpMHUHAI, T.€.
dakTHYeCKH OIMH MOHMTOp ¢ MoaeMoM. Ha xecTkoM maucke
KoMrnbloTepa 6aHka Mera3oua oTees1 ce6€ HEMHOrO MECTa, Ha
KOTOPOM JepXaJl BeCb CBOM CO(T. :

B onuH npeKpacHBI MOMEHT Mera3ouay CpovyHO
noTpeGOBaANCh NEHBIM M OH MPOJAT YK€ MeYaIbHO
u3BectHomy B. JleBuny 3a 100 nosuiapoB cekper
MMPOHUKHOBEHUS Yepe3 CUCTEMY 3alllUThl OaHKa.

A manblie... cpaborana nmbo nepsas, 1M00 Bropas, 100
TpeThbs Bepcuu. Ilocne Toro, KaKk NpoU3oLIEa BECh 3TOT
CKaHJaJl, KOMIIETCHTHbIE OpraHbl XOPOLIEHbKO MOYUCTUWIH
Bcex Haubosiee U3BeCTHBIX Xakepos. /o cux mop B MB/1
CYLLIECTBYET LIEJIBIA OTAEN, OAHOM M3 33434 KOTOpPOro Kak pas
U SBJISETCS OTCIEXUBAHUE «JICKTPOHHBIX» B3JIOMILIMKOB.

Back-Orifice: kak UM nonb3oBaThCs

HaroroBuia 3710 rpynna «Kynst Mepreoit kopoBbl» (Cul
of the Daed Cow) u npuHsuiacs G6€CIUIaTHO PacIipOCTPAHATb.
Kak oHU yTBepXIaloT, cpa3y nocje 3anycka, nporpamma
MHCTATUPYET MOAY/Ib, KOTOPBIA HEBO3MOXHO OOHAPYXUTH
WM YHUYTOXWUTB CTaHIAPTHBIMU cpeacTBamu Wiridows miy
AHTUBUPYCHBIMH TMPOraMH. STOT MONYJ/Ib J€J1aeT BO3MOXHBIM
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YOANEHHOE YNPaBACHUE KOHTYNEPOM, Ha KOTOPDOM YCTAHOBJIEH
Back Orifice, uepe3 Cerb. OH MCNONAB3YET CBON NMPOTOKON
MU(PPOBAHKA KU MOC/AE YCTAHOBKM HAYMHAET CTy4aTh KOMY
Hafo: «5, Mo, yxe roros» YTo MOXHO caenarb yepe3 Hero:
3a8BUTH O MPOCYLIKE MOPTOB, NPOCMOTPAX PErHCTPOB,
NOAHOM AocTyne K aiioBoil cucreMe, CKAHUPOBAHUH
BBOAMMOI ¢ KnaBuaTypbl MHGOPMAIIUH.

3areM «cDc» Beimyctunu cabx mig UNIX u Windows
NT. Tak Xe yxe ectb Java-anmier, KOTOpblii HHCTAUIUPYET
cabXx, He yBeJOMJISI1 O TOM, YEro 3T0 OH TaM Ha BUHT NMLUET.

Kacnepckunit roBoput, yro HamyMmesmas npora FastICQ
(www.fasticq.com), xak Obl yckopsiomas pabory ;
acbki — OOMH U3 NPUMEPOB YAAYHOTO NMPOABHXKEHHUS cabxa,
YTO HA3BIBACTCA, «B HAPOO»...

IIporu, KoTopsle 3asBAEHbl KaK CPEACTBO OOHApYXEHMUs
1 60pBr0bI ¢ cabGxeM, MOXHO HaDbITh Ha
www.sinnerz.com/tp.html 1 www.bardon.com.

B LIEHTpe BHUMaHMSI MUPOBOH KOMIBIOTEPHON
obiecrBenHOCcTH ocTaercd Back Orifice. TToTMXOHBKY cTanM
MOATATMBATLCS U HecrenuaiusnpoaHHele CMU, kak
BOAMTCSA, ced NMaHHUKY U CAyxH. JJONONHUTEIbHOE
HENMOHMMaHME BbI3BaJ (bakT oOHapyXXeHUs1 cBeXuM AVP Ha
MalIMHe ¢ YCTAHOBNEHHBIM cepBepoM BO yero-to nojg
Ha3BaHueM Trojan.Win32.BO. '

[ToMUMO HECKONBKHMX HEJOYMEHHBIX MUCEM, BCTPETHUIICH
KaK MUHUMYM OIMH ceTeBOi 0030p, rie Ha OCHOBE 3TOro
3asBJSIOCH O KOBApCTBE 3N00HBIX XaKepoB, BCTaBUBILKMX B BO
KaKHX-TO TPOAHLEB. XOTA MCKII0YATh HAIMYHE 3aK/IaN0K B
BO Henw3s, TyT BCE ropasno npouwe — B JlabopaTopun
Kacnepckoro peuinim, 4ro HeKOTophix ocobeHHocTeit BO
JOCTATOUYHO, YTOOBI CYUTATH BCIO MpOrpamMMy TposHuUeM. Uro,
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GE3YCNIOBHO, BEPHO, a ONEPATUBHOCTb JOCTOMHA BCAYECKMX
MOXBaJl.

AHaAJIOrMYHOr0 MHEHMS npuaepxusaercsd U Network
Associates, nobaBuBIuass ooHapyxeHue BO B nocnenHue
ooHomnenus misi McAfee VirusScan. KpoMe Toro, nosiBUnuch
U IpyTMe BCIIOMOTaTe/IbHbIE YTUIUTHI 11l
obHapyxeHusi/yganeHnss BO: AntiGen 1 .0 or Fresh Software i
Toilet Paper 1.0.

XOpolio, YTO CYIIECTBYIOT MOAXOASAIIME YTUIUTBI, HO HE
MEILaeT U CaMOMY IpeACTaBIATh, Yero OXuaath oT Back -
Orifice. ITo yMonyaHuIO cepBep TMPEANPUHUMAET CEAYIONINE
1Iary:

Konupyer ce6s1 B CUCTEMHBIH KaTaIOT 1101 UMEHEM .exe.
Tyna xe xonupyetcs windll.dil.
Jlo6aBnsger cebd B

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\RunServices ¢ onucanuem (Default).

XKnaer coenuHenusa Ha 31337-M nopty.

HMsa ucnonHsiemoro ¢aiia, onucaHue ¥ HOMEP IopTa
MOI'YyT OBITH U3MEHEHBI TMOJIB30BaTENEM, HO €CNIA Y Bac B
RunServices 3aBes10Ch YTO-TO, Yero TaM OBITH HE HOJIKHO, U
3TO YTO-TO YKa3bIBaeT Ha ¢aitn pasmepoM okoso 125«B, ects
1iaHe, YTo U Bac nocyuranu. Hano emre OyaeT nocMoTpeTs,
BUOAT JIM €ro YTUIMTHL TUMNA pview9dS u xrun.

HUcnonHsempiit ¢aitn Taxcke coaepXurt ctpouky windll.dll
nepe/laBaeMble AaHHbIE LU(GPYIOTCS, HO OYEHD CN1abo — Ha
OCHOBE 1apoJig T€HEPUPYETCS ABYXOANTHBINA X311,
UCIIONB3YEeMBINt fanee B KauecTBe kiioya. Ilepsbie § Gaitr
KJIMEHTCKOI'O 3arpoca Bcerga comepxar cTpouky *!*QWTY?,
YTO IMO3BOJISAET JIETKO ONPEACTNUTE X31U, a [TOTOM U
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noxxoasmuit napoas (no oueHke ISS X-Force Bcs npouenypa
3aHuUMaeT napy cexyHa Ha P133). INapons v KOH}Urypauuo
MOXHO BHITALIUTL U U3 MCNoJHAeMOoro ¢aiina cepBepa. B
Clly4ae KOH(UrypalMy 0 yMOJYaHMIO B KOHUE (baiiia MOXHO

HalTH CTPOYKY
88$8(8,8084888<8@8DSHSL8P8T8X8\8'8d8h8I8

B cnyyae U3MeHeHHOU KOH(MUTrypauuu, oHa
3aIKCHIBAETCA B KOHLUE paitna: !

B umid daitna

ONHCaHUe

HOMep IopTa

napoib

JonosHuTensHass uHbopMmaums pig plug-in

Taxum 06pa3oM, BOCTIONB30BATHCS YCTAHOBIEHHBIM
BO-cepBepoM TEOPETHYECKH MOXET HE TOMBKO TOT, KTO €ro-
| YCTAaHOBWI, TaK YTO HE PEKOMEHIYETCS TMOJb30BaThCA UM B
aMUHUCTPATOPCKUX LieJisIX. BripoueM, OH ¥ He i TOro
CO31aBaJICA. :

Kakue 13 BCEero cxa3aHHOro MOXHO CAE€/aTh BBIBOIBI.
Bo-nepBrix, yyaec He ObIBaeT, YTOOB BOCIONB30BaThCS Back
Orifice, ero crnepBa Hafo YCTaHOBUTh. IIpOCTO TaK 3aBJjafeTh
pecypcaMy YyXOH MalIMHBI HE ITOJYYUTCH, KaK Obl 3TOro He
xorenock. CaMm no cebe BO He KCIOAB3YET KAKYIO-TO HOBYIO
Asipky B OC, HO ero nNpucyTCTBHE MOXET YKa3blBaTh Ha
HaIMYKE ObIp B 3aluTe (euie pa3 obpaljaeM BHUMAHHUE Ha
BAAJle/IblieB JOMAIIHUX CETe: eCNU YX 3aXOTe/U: pa3ie/UuTh
JUCK Ha MaluuHe, MOAKIIOYaEMOI K CETH, ITOCTaBbTe XOTH Obl
napons). IIporpaMMHBIX ALIp MOXET U He OLITh, HO BCeraa
OCTAeTCA rJiaBHaA AbIpa — MOJIL30BATENb.
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ITons3oBatenn Windows NT u apyrux OC moryt
paccnabutecsi — BO pabortaer Tonbko Ha Windows 9x.

Ob6emaerca noprt noa Windows NT, roroBa I0HUKCOBast
Bepcus (C UCXOMHWKAMH), HO pedb I0Ka UIET TOJILKO O
KineHTcKoi yactd. ITons3oBarensm xe 95-Ku, paBHO KakK H
AIMAHUACTPATOPAM, MOJ YbUM HAYyaJiOM HAXOIMUTCS CETh C
NOJXOOHBIMU MAaIlIMHAMM, HE OCTaeTCsl HUYEro KpoMe Kak
NOJIyYIlie NPEAOXPaHSITLCS M Moyauie rnpoBepsThea. Brnpouem,
3TO YHUBEPCAIbHBII COBET HA BCE CIydyau XU3HU. YacTh
FOJIOBHOM OOJIM BO3BMYT Ha ce0s 3a00TIMBBIE AHTUBUPYCHUKU

Bupyc Moppuca, knaccu4eckuii npumep
CeTeBoro Bupyca '

2 Hos0ps 1988 roma Pobepr Moppuc Maanmuid,
acnupaHT ¢axkynbTeta UHGOopMaTUKM KOpHENbCKoro
YHUBEPCUTETA ¢ MIOMOILBIO HAMMCAHHOIO UM BHUpYyca
m—xcbuuuposan 00JIbIIOE KOJMYECTBO KOMIBIOTEPOB,
MOAK/IIOYEeHHBIX K ceTH Internet.

Bupyc Moppuca nopaxaji ToJbKO KOMIIBIOTEPH! THNA
SUN 3 u VAX, xotopbie ucnonb3oBaiu Bapuantel OC UNIX
Bepcuu 4 BSD.

Jnsi cBOEro pacnpoCTpaHEHUsI BUPYC MCIOIb30BA
HexoTopble AedeKTh CTaHAAPTHON ONepPaALMOHHON CUCTEMBI
UNIX, ycraHOBNeHHOIT HA MHOTMX KoMNbloTepax. OH TaKxe
MCIOJNIb30BAI MEXAHU3M, MpPEeAHA3HAYCHHBIA 1S JOCTYyNa K
YAAJICHHBIM KOMMNbIOTEPaM B JIOKAIBHBIX CETSIX.

Bupyc coctosin U3 OBYX YacTei: rIaBHOM nporpaMmsl U
nporpamMmsl, 06€CNEYNBAIOILEH €ro pacnpoCTpaHeHHE.
InaBHas mporpaMMa Mocje 3anycka Ha ouepefHoN MallluHe
cobupana MHGOPMALMIO OTHOCUTEIBLHO APYTMX MAIIHH B CETH,
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C KOTOpDBIMHM OHa MMeeT cBs3b. OHa BBINOJHAIA 3Ty paboTy ¢
NOMOIIbIO aHAIM3a KOHGUTYPALIMOHHBIX (ailioB U nmyTeM
3aNycKa CHCTEMHOM YTWIMTHI, KOTOpasi AaeT HHGOPMALMIO O
TEKYIIEM COCTOSSHMM COSAMHEHUH B CeTH. 3aTeM,
NPOM3BOAWIACH NEPECHLUIKA NMPOrpaMMBbl PACITPOCTPAHEHUA HA
HalileHHBIE MalIMHbI, 3aTEM OHa 3amyckaiach U obecneynBaia
MEepPEChUIKY M KOMIMIALMIO OCTAIbHOM YacTH BHpYyca. 3aTeM
BECh MPOLECC MOBTOPSUJICS.

Haubonee 3ameTHbIM 3¢ ¢dEeKTOM NMPH pacnpoOCTPaHEHHH
BMpYca, ObUla HENPEPLIBHO BO3pacTaBlllas 3arpyskKa
MOPaXEHHbIX BUPYCOM MalIMH. ITo MCTeYeHUH HEKOTOpOro
BPEMEHM PSAIl MAlIMH OKAa3aJIMCh HACTOJBKO 3arpy>X€HHbIMMU
pPacnpoCTPaHEHUEM KOIMiA BUpYcCa, YTO HE OBbLIM CIIOCOOHBI
BBIMIOMHATH, HUKAKO#H MOJIe3HOM paGoThl, HEKOTOPBIE MAlIMHBI
MCYEpNbIBAIM NMAMSTh Uit CBOIIMHIA WM Ta0GAMLy TEKYLIMX
HPOLIECCOB U UX NPUXOAWIOCH NMEPErpyXarh.

CkanmposaHue nopros

HHoraa y Bac MoXeT BO3HMKHYTb MOTPEOHOCTD Y3HATh,
KaKue CEpBHCHI NMPEAOCTABISAET ONpeleseHHbI XocT. s
3TOI0 CYUIECTBYET Al PasNiUYHBIX NPOrpaMM CKaHUPOBAHHSA
noproB. [IpocTeiuinii BapyaHT — 3TO NPOrpaMMbl THNA
SATAN (Security Analysis Tool for Auditing Networks),
KOTOPbI€ YCTAHABJIMBAIOT COCAMHEHME C KAaXIbIM
TCP-noproM, otkphiBas nosiHoe TCP-coeanHeHue.
[IpeuMynIECTBa HTOTO METOAA 3aKJII0YAIOTCS B TOM, YTO
NOAB3OBATEMIO, 3aHUMAIOIIEMYCSE CKAHHPOBAHUEM, HE HYXHO
CaMoOMY COCTABJSATD ip-TMaKeT, KOTOPHI OyaeT MCNOIL30BaH
NSl CKAHUPOBAHUA, MOTOMY YTO OH HUCIONB3YET CTAHJAPTHBIE
CHUCTEMHbIE BBI30Bbl, U €My HE HYXEH NOCTYI aAMMHUCTPATOpa
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06BIYHO HYyX€eH, yToObl Ucnonb3oBaTe SOCK_RAW win
oTkpbiBaTh /dev/bpf, /dev/nit u 1.1.).

HenocraTok 3TOro MeTofa 3akjl04aeTcsl B TOM, YTO €ro
Jierye O6HAPYXUTb, IPUYEM HECKOJIBKMMU CIIOCO0aMH, B
yactHoctu TCP Wrapper by Wietse Venema. 115 ycTpaHeHu s
3TOro HENOCTaTKa ObUTM NMPUAYMaHbl METObl CKAHUPOBAHUS
0e3 yctaHOBAeHUs nojHoro TCP-coenuHeHus, Tak
Ha3bIBAEMOE <«MOJYOTKPHITOE CKAaHUPOBAHUEY.

IIpouiecc ycraHoBku TCP-coeauHeHHsE COCTOMT U3 TpeX
a3: cropoHa, ycTaHaBIUBawOIas COSAMHEHHUE, CHAYaIa
nocoutaer TCP-naker ¢ ycraHoBAeHHBIM ¢aarom SYN, mocne
4yero npuHUMalolias ctopoHa noceutaetr TCP-naker ¢
ycraHOBJIeHHBIMH (aramMu SYN u ACK B ciyyae, ecnu nopr ‘
OTKPBIT, WM cOpaceiBaeT coenuHeHue ¢ ¢aarom RST, ecin
nopt He akTuBeH. TpeThs (haza MPOMCXOAUT, KOraa CTOpPOHa,
YCTaHaB/IMBAIOILAsl COCAMHEHUE, NOChUIAET CUTHABHBIN
TCP-naket ¢ yctaHoBieHHBIM ({iiaroM ACK (camo coGoil, Bce
3TH NMakeThl UMEIOT COOTBETCTBYIOUIME sequence- 1
ack-Homepa, ¥ T1.1.). Tenepb coeAMHEHUE YCTAHOBIECHO.

CxanupoBanusa ¢ SYN-dnarom

SYN-ckaHep nochUIaeT TOABKO MEPBBINA MaKeT U3 TPeX U
xnetr SYN ACK wiu RST. Koraa oH noayyur ambo 1o, 1160
Apyroe, oH OyneT 3HaTb, aKTUBEH 3TOT TMOPT UJIU HET.
OCHOBHOE NMPEUMYIIECTBO 3TOI0 METOAA 3aKJIIOYAETCS B TOM,
4TO OH He OOGHapyxusBaeTcd nporpammamu tuna SATAN uau
TCP Wrappers by Wietse Venema.

OCHOBHbIE HEAOCTATKW 3TON0 METOoAA:

B 3TOT MeTox OOHApYXHBAeTCs HEKOTOPBIMU
NpOorpaMMaMu, KOTOPbIE NIPOBEPAIOT MOMBITKM KOHHEKTA
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¢ SYN-bnarom (Hanpumep, tcplog) a TaKXe OH
obHapyxuBaeTcs netstat(1);

B CTOpOHA, yCTaHaBAMBAIOIIAS COEOMHEHUE, OOBIYHO
JOJIXKHA COCTaBngaTh Bech 1P-naker. g atoro
HeobxonuMo uMeTh noctyn K SOCK_RAW (B
'OONBUIMHCTBE ONEPALMOHHBIX CUCTEM:
getprotbyname (raw)) wi /dev/bpf (Berkeley Packet
Filter), /dev/nit (Sun «Network Interface Tap») u T.0. dis

‘ TOr0 HEOGXOAMMO, KaK IMpPaBUJIO, UMETh YDOBEHD
aIMUHKACTPATOPA. \

Stealth-ckanuposaHnue

STOT METOA OCHOBAaH Ha HEKOPPEKTHOM CETEBOM KOJE B
BSD. YuuthiBast T0, 4T0 B OONBIUMHCTBE OINEPALMOHHBIX
cucreM ucnonabsyercss BSD'muHbIi ceTeBoil xon win
NPOU3BOAHBIA OT HEro. JTOT CNocob paboTaeT Ha
bonbuIMHCTBE CUCTEM (Hauboee OYEBUAHOE
© ucKIoyeHue — mapmpyrusarophbl Cisco). DToT MeToA TPYAHO
0bHapyxuTh. JJaxe 3Hasa caM MeToa, pa3paboTka
0BGHAPYXXUBAIOIUETO AITOPUTMa BecbMa npobiemMaTtuyHa Oe3
YCTPaHEHUsA CaMOi OIIUOKMU.

Henocratku atoro criocoba:

8 OTOT METOJ OCHOBAaH Ha OlIMOKaxX B CETEBOM KOHe. ITO
3HAYMUT, YTO BO3MOXHO, a8 TOUHEE — CKOpEe BCEro, 3TU
omnbdxu 6yayr ucnpasnensl. Hanpumep, B OpenBSD
370 yX€ HCIPaBIEHO;

B Henb3s NMOPYYUTHCS, YTO ITOT Crocod OyaeT HOpMANbHO
paboraTth B KOHKpeTHON 00cTaHOBKE. Pe3ynabTaThl MOIyT
ObITH pa3HbIMK B 3aBUCUMOCTM OT MIaTHOpMBI U
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¢ SYN-dnarom (Hanpumep, tcplog), a Takxe OH
ob6HapyxuBaetcsi netstat(1); 3

| CTOpDOHA, YCTAHAB/IMBAIOLIAS COEAMHEHUE, OOBIYHO
JIOJKHA cocTaBsATh Bech IP-naker. s aToro
neobxoaumo umeth goctyn kK SOCK_RAW (s
'DONBLUIMHCTBE ONEPALIMOHHBIX CUCTEM:
getprotbyname (raw)) wiu /dev/bpf (Berkeley Packet
Filter), /dev/nit (Sun «Network Interface Tap») u 1.1. s
TOro HEOOXOAMMO, KaK MpPaBUJIO, UMETh YPOBEHD
aIMUHUCTPATODpA.

tealth-ckanmposaxne

3TOT METOJ OCHOBaH Ha HEKOPPEKTHOM CETEBOM KOJIE B
SD. YuuteiBas 10, YTO B CONBIIMHCTBE ONEPALMOHHBIX
ucTeM ucnons3yerca BSD'mHbIN ceTeBOM Koa Wi
POM3BOAHBIN OT HEro. JTOT Cnocod paboraer Ha
OJILIIMHCTBE cUcTeM (Haubosiee OYeBUAHOE
CKIoYeHue — Mapiupytu3aropbl Cisco). DTOT METOA TPYAHO
GHapyXHuTh. [laxe 3Has caM MeToJ, pa3paboTka
OHapY>XMBAIOUIETO AIrOPUTMA BeChMa INpobaeMaTuyHa 6e3
STPAHEHWA CaMO# OLIMOKH.

Hegoctatku 3T10ro criocoda:

3TOT METOI OCHOBAH Ha OIIMOKAax B CETEBOM KOAE. DTO
3HAYMUT, YTO BO3MOXHO, a2 TOYHEE — CKOpee BCEro, 3TH
ouMbxu 6ynyr ucnpasiaeHsl. Hanpumep, B OpenBSD
3TO YX€ MCIPaBIICHO;

HENb3s1 MOPYYUTHCS, YTO 3TOT CrOCod OyIeT HOPpMAaNbHO
paboraTb B KOHKPETHON 00CTaHOBKE. Pe3ynbTaTsl MOTyT
OBITH Pa3HBIMU B 3aBUCUMOCTH OT IUIATQODPMBI U
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OTIEPALIMOHHOM CUCTEMBI, T.€. 3TOT CHOCOO HE BIOJIHE
HaleXeH. :

B ucnoas3yorcsa TCP nakersl ¢ ycraHoBiaeHHBIMH ACK #
FIN ¢dnaramu. Ux Hafgo Ucnons30BaTh, MOTOMY YTO,
€CJIM TAaKOM makeT nocjaTh B MOPT NMPU HEOTKPHITOM
cOelMHEHHWH, BCerna Bo3BpaTHTCs MnakeT ¢ ¢gnarom RST.

CyLECTBYIOT HECKOJIBKO METONOB, MCITONB3YIOIHUX 3TOT
MPHHLMIT :

metopn #1

Ilocnate FIN-naker. ECIH NpUHHUMAIOLIHIA XOCT
BosBpaliaer RST, 3uaynut nopt HeakTuBeH, eciu RST He -
BO3BpALLAETCs, 3HAYMUT MOPT aKTUBEH. YUUTHIBas TOT (akT,
YTO 3TOT METOXA pabOTAeT Ha TAKOM KOJUYECTBE XOCTOB,
9TO — IPYCTHOE CBUAETEJILCTBO TOMY, KAaKOM HEKOPPEKTHHIMH
ceTeBOi Ko B OOSILIIMHCTBE OIEPalMOHHBIX CHCTEM.

meTon #2

IMocnare ACK-naker. Ecnu TTL Bo3BpaiaeMbix
MAaKeTOB MEHBILE, YeM B OCTANBHBLIX MOJyYEHHBIX
RST-nakerax, Wi €cjin pasMep OKHa Gonblie HyNs, TO,
CKopee Bcero, nopTr akTHBEH.

Y10 Takoe Firewall

Firewall — onuH u3 3¢pdeXTUBHBIX METONOB 3aLIUTHI
BHYTPEHHUX ceTeil. PU3MYECKas peau3alys 3TOro ¢eppuca
MOXeT ObITh pa3iuYHoON, HO OOBIYHO 3TO NMPOrPaMMHBIA WIH
MPOrpaMMHO-aNMNapaTHbI# KOMIUIEKC, 00ecnieYMBalOLIUi
aHau3 U 06paboTKy MPOXOAALIErO CKBO3b HEr0 CETEBOro

tpadduka.
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O6paboTKa MOXET BECTUCh B LUMPOKMX NpeAesax — oT

' pasrpaHUYEHMs TOCTYNA K Pa3IMYHbIM aJPECHBIM
NPOCTPAHCTBAM CETH, 10 Npo3payHoii wudpauuu tpadduka c
LENbIo OPraHH3aUMH BUPTYATbHBIX YaCTHBIX cereii B Internet.

Haubosnee pacripocrpaHeHHOE NMPUMEHEHHE —
opraHu3alms Aoctyna B Internet U3 3aKphITHIX
KOPIOPAaTHBHBIX ceTeil. B aTOM ciydae BHYTpEHHUE
NONB30BATENM TONYYAIOT MOJHBINA WIH OPPAaHUYEHHBIN NOCTYII
B Internet, a OCTYN CHapyXu BO BHYTPEHHIOIO CETh He
JOTIYCKaeTCsl.

Denial of Servige (DoS)

Denial of Service — pasHOBMIHOCTb aTaK, NPUBOASIIAs
K HEKOPPEKTHOM paboTe WK BHIXOAY M3 CTPOSs
YCTAHOBJIEHHOTO Ha KOMITBIOTEPHI NPOrPaMMHOTO
ofecnieyeHUsi. ATaKM NMOJOOHOrO THIA OTHOCATCS CKopee K
9NEKTPOHHOMY BaHIATU3MY, YeM K pPeaJbHOMY B3JIOMY CHUCTEM,
NO03TOMY NOAPOOHEE 3TOT BONPOC He OyleT paccMaTpUBaTHCS.
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CeTy NaKeTHOW KOMMYTaLMK!

CeTn nakeTHO
KOMMYTaLun

O6wme NpuHUUnNbI NOCTPOEHUS

OcHoy X.25 ceérert coctapasior Lentper KoMMmyTanuu
ITakeToB (LIKII), pacnojsioxXeHHbBIE BO MHOTHUX rOpoAax U
obecnieynBaolne J0CTyM K CeTU. OOBIYHO ADOHEHT NONYYaeT
HOCTYN K CETH, coequHssach ¢ bawxkaimum LIKII, T.e. MOXHO
MOJIYYUTh AOCTYIl K CETH U3 JII000Oro Mecrta, rjae ecTh
TesedoHHas CBA3b, 6€3 NpUBA3KU K KOHKpeTHoMYy LIKII.

AGOHEHTHI CEeTH MOAKAKYAIOTCA K HEH 11 TOro, 4YTOObI
nepenaBatb HHGOPMALIMIO WIKX NMPUHUMATH €€ OT APYIHUX
abOHEHTOB WM XOCT-MaluH. 15 3TOro B ceTu
YCTaHaBJIMBACTCS BPEMEHHAs JIOTMYECKasl CBS3b MEXy 3TUMH
aboOHeHTaMH, Ha3blBaeMasi BUPTYAIbHBIM coenqrHeHueM. Tlocne
YCTAHOBJICHUS BUPTYaJIBHOIO COCAMHEHHUS] MeXAy aOOHEHTaMu
MOXET MPOUCXOAUTH OOMEH NaHHBIMM OTHOBPEMEHHO B ABYX
HanpaBJeHUaX (IYIUIEKC), MpUYeM 3aJepXKKa nepeaayu
NMaKeTOB JaHHBIX HE INPEBbIIIAET J0MEH WIM HECKONBKUX
CEKYH/I B 3aBUCMMOCTHU OT 3arpyX€HHOCTH CETH.

TepmMmuHonorua

NUA
(Network Users Address/Cetesoit Anapec [lonb3oBaresst)

Yucno, 3anamoliee CETEBOM aapec MoJb30BaTeN.

4
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CeTy NnakeTHoW KOMMYTaLUN

NUl ‘

(Network User Identificator/Unentuduxarop CereBoro
ITonb3oBarens)

Kon noctyna v mapons. O6GbIYHO NMpPENOCTABIAETCSA
MOCTABUIMKOM CETEBbIX PECYPCOB M MCIIOJIB3YETCS IS
ONpeneNeHUs OTLIaThl 32 YCIYIU.

DNIC ,
(Data Network Identification Code/Koa uaentuduxkaumu
CeTH)
: ~Ilpeacrasnsiet u3 cebs 4 umdpsl, KOTOpBIE B ITOJTHOM
CETEBOM afpece 33fal0T KOJ CETH NAHHBIX. '

PAD
(Packet Assemble Disassembler/C6opiunk/pa36opuk
NaKEeTOB)

: YcTpoicTBO, NMO3BoOMNSIONIEe C MTOMOIIBIO OOBIYHOrO
TepMUHATA paboTaTh C CETAMM KOMMYTAlMM NMaKeTOB, T.K.
TEPMHUHATHI TIEPENaloT He GJIOKM MaHHBIX, 2 CUMBOJIBI.

Paborta c X.25

s pa6otbl ¢ X.25 TpeGyeTcs TEpPMUHAIbHASA POrpaMMa
(Hanpumep Telemate vnu Telix). IT03BOHMB MOAEMOM Ha
Ovxal M y3en CeTy NMakeTHOH KOMMYTalvHU, Bbl
noakntoyaerech K ITAZl, KOTOPBIHA MOAY4aeT CUMBOJBI IS
Nnepefayn no cet ¥ GOPMUPYET M3 HUX MAKEThI, a TAKKE
BBINIONIHSAET U OGPaTHYIO ONnepaLuio pa3bopku NMakeTOB U
nepenayd CUMBOJIOB Ha TEPMUHAJL.

CeTy NaKeTHOM KOMMYTALIMM SBISIOTCH TPaHCIIOPTOM,
TNIO3BONAIOUM BaM paboTaTh CO MHOTMMMU CHUCTEMAaMH,
KOTOpbIE K HEMY MOAKIIOYEHBI. s 3TOro HEOOXOAMMO 3HATh
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CeTyn nakeTHo# KoMMmyTall

afipec CUCTeMbI, C KOTOPOI Bbl mpelrnoaraeTe padoTaTh.
Kpome Toro, 0ONbIIMHCTBO CUCTEM CHAOXEHO CpelCTBaMU
HIEHTUDUKALKUK TI0Ib30BaTEN e, T.€. TpeOyIoT A paboThl
HUMU HMS_N0Ab30BaTE]IA U Napoib. DTO CBI3aHO, B MEPBYIO
ouepelb, C PeBEPCHBHOM OIUIATOM CETEBbIX

yCJIyr — Biaje/iblibl NOAKIIYEHHOH K CETH CUCTEMbI TUIATS
MpoBaiicpy 3a BpeMs COSAUHEHUS IOJb30BaTeNeil ¢ Hell, a
3aTeM MOTYT OpaTh C NOAbL30BaTENEH- n.naTy 3a
npenoc*raBJmeMble YCIYTH.

Pa6ota c NAL 3.

Pabora nonb3osarend ¢ I1AJl npoucxoaut B ABYyX
pexmMax: B KOMAHIHOM M nepejayd JaHHbIX. B Hayase cBo
pa6otnl ¢ [1AJl, nonb30BaTeb HAXOAUTCH B KOMAHIAHOM
pexuMe. TIpy ycTaHOBIEHUH COEAUHEHHS, IONB30BATEND
MEPEXOANT B PEXUM INepeaayy AaHHbIX. B pexuMe nepemayl
JIAHHBIX MPOUCXONUT 0OMeH MHGpOpMalIMel ¢ yIaIeHHbIM
pecypcoM. IIpx Heo6XOAMMOCTH HENOCPEACTBEHHOIO
p3aumoneticteusa ¢ I10 T1AJl, noab30BaTeNb MOXET NEPEeHTY
KOMAHIHBIA pexXuM, BBENs CHMBOJ BHUMaHUA — KaK
npapwio, CTRL-P. B XOMaHAHOM peXUMe IMOoJb30BaTeNb
MOXET UCIIONb30BaTh CICAYIOIINE KOMAHADL:

CON — ycTaHOBJIEHHE COeIMHEHUs yepe3 ceTh X.25;
LOC — ycTaHOBJ/IeHUE JIOKAIBHOIO COEIUHECHHUS;
CLR — pa3pbiB CoeiMHEHMS;

PAR? — npocMOTp TeKyiiMX 3Ha4eHuit napameTpoB X
SET — ycraHOB/IeHMEe HOBbIX 3HAYCHUI MapaMeTpoB X

SET? — ycTaHOBJIeHME HOBBIX 3HAYEHHM NapameTpoB
X.3 ¥ ux nNpocMoTp;
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CeTn NakeTHOW KOMMYTAaLlUU

B PROF — ycraHoBieHHE HOBBIX 3HAYEHUH COBOKYITHOCTH
napametpoB X.3;

B INT — nocbUika CpOYHBIX JAHHBIX;

RESET — cbpoc coenuHeHus;
B STATUS — Texymmii cTaTyC COEAUHEHMS;

B orBeT Ha KoMaHabl nonb3osatens ITAJl BoigaeT
JOMArHOCTUYECKUE COOBIIEHUS:

B OM — coenMHeHHE YCTAHOBJIEHO ,
B ERR — cuHTakcuueckas omimnbka B KOMaHIE

B RESET — Bo3MOXHa# noTeps NaHHBIX Ha naKeTHOM
YPOBHE ' '

B FREE — otser Ha xomaHay ITAJl STATUS, npu
OTCYTCTBMH COCAVMHEHMS _

B ENGAGED — otBer Ha xomaHny I1AJl STATUS, npu
YCTAHOBJIEHHOM COE€IMHEHUU '

B CLR CONF — pazbenquHeHHE BHIITOJHEHO

B CLR — uHIukauusa passeIWHEHHUS IO OQHOMN U3
CREAYIOLINX MPUYMH:

® 0 DTE — ymaneHHbIN DTE.pasopBan COCAVHEHNE;
1 OCC — HoMep 3aHAT;

3 INV — HenpaBWIbHBIN 3aNpoc CPEACTB;

5 NC — ceTb neperosHeHa;

9 DER — xaHan HeMcnpaBseH; ;

11 NS — mocTyn 3anpeliieH;

13 NP — Her aoctyna,
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17 RPE — ynaneHHas npouefypHas olnubka,

19 ERR — MecTHas npoueaypHas omubka;

21 PAD — paspeaunun Mectubnifi ITAJ;

25 NRC — HeT peBepCHMBHOM OIUIATHI;

33 INC — HecOBMeCTHMBIH aipec Ha3HaAYeHUS;
41 NFC — HeTt ObICTpOH BHIOOPKH;

128 DTE — kaHan 3ape3epBHUpPOBaH;

129 DTE — ynanenunit DTE He roros;

130 DTE — xaHan siBjisercs HCXO}ISII.LIPIM;'

131 DTE — DTE pa6oraer o nporokoiay X.28;
132 DTE — DTE orcoeauHeHo; :
133 DTE — DTE HenocTynHo;

134 DTE — kaHan He CYLIECTBYET,

135 DTE — kaHai pecTapTOBaH;

136 DTE — Her cBa3u no X.25;

137 DTE — anpec ynanenHoro DTE He cyuwecTsyer
138 DTE — Her BUPTYaILHOrO KaHaa.
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UNIX

UNIX

UNIX — ocHOoBHan onepaunoHHas CUCTEMaA B
Internet '

Ha Gonpinmux 9BM, UNIX — onHa U3 caMbIX
UCTIONB3YEMBIX ONEPALMOHHBIX cHCTeM. CylIECTBYIOT [BE
OCHOBHBIX KOHUENUMY noctpoeHust kioHoB UNIX:

B BSD UNIX =0 Berkeley Soﬁware Distribution;
"B System V — or AT&T;
W SVR4 — cMech 3TUX ABYX THUIOB.

Kionsl UNIX uMeOT cample pasiinyHble Ha3BaHMA:
Linux, FreeBSD, BSD/OS, Solaris/x86, NetBSD, SCO,
UnixWare (n1a IBM PC), SunOS/Solaris, NetBSD/Sun (mis
SUN), Digital UNIX, Ultrix, OSF/1 (ana DEC'oBckux
MaumnH), a Takxke HP-UX, AIX, Apollo u npyrue.

Hexkoropsie UNIX'BI ¢cBOGOAHO pacnpOCTPaHAIOTCS
BMecTe ¢ ucxogHbeIMU TekcTtaMu: FreeBSD, Linux, NetBSD.
Bonee noapobHyo MHPOPMALUIO O HUX MOXHO MOJYYHTH Ha:

FreeBSD: http://www.freebsd.org
Linux: http://www.linux.org
NetBSD: http://www.netbsd.org

NMaponn B UNIX

B xnaceuueckom UNIX'e uHdopmanys 0 nmoib3oBaTeasax
XpaHUTCs B aitne /etc/passwd. DroT Bain cogepX uT s
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KaXIoro InoJib30BaTeNsi CUCTEMBI, CEMb TOJICH, Pa3ACIeHHBIX
3HAaKOM :.

ITpyMep 3aMMCH HA OJHOrO MOJIb30BaTENA U3

/etc/passwd:
will: 5fg63fhD3d5g:9406:12:Will Spencer:/home/fsg/will: /bin/bash

Kaxnas 3anuchb CONEPXUT:
Wms nonw3osarens (login): will

3amugpoBaHHBIN naponb: Sfg63fhD3dSg
HoMep nmonbs3oBatensa: 9406

Homep rpynmsi: 12

UHbopManus o monas3oBarese: Will Spencer
JloMallHUi KaTaJor: /hofne/fsg/will
O6onouka (Shell): /bin/bash

BaxHoe npuMeyaHue:

B cospemennbix UNIX'ax 3amudpoBaHHbie apony He
XPaHSTCSA B OOCTYITHOM BCeM /etc/passwd, a XpaHSTCH B
(bafine, OCTYyNMHOM TOJIBKO aAMMHUCTPATOPY: '

/etc/master.passwd
WIN
/etc/shadow.

B nosne napons /etc/passwd B 3TOM Ciiyyae CTOUT
cumBoi *. Yrto genars? Ha xoBosbHO cTaphix-Bepcusx SunOS !
MOXET MOMOYb CIETYIONIasl IIporpamMmma:

#include <pwd.h>

main()

{

" struct passwd *p;
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while(p = getpwent())

printf("%s:%s:%d:%d:%s:%s: %s\n", p->pw_name, p->pw_passwd,
p->pw_uid, p->pw_gid, p->pw_gecos, p->pw_dir, p->pw_shell);

daiin naponei

®aitn maposneii 310 /etc/passwd. IIpuueM, MaIEHBEKUMU
OykBamu, €ciM KTO He B Kypce. Ecinu BMecTo naponei cTosT
3BE3A0YKH, ITO 3HAYMUT: JUOO HET BXOAA MO STUM MapOJIsIM,
60 maponu orreHeHsl — shadowed. Toraa naponu xpaHsiTcs
B Qaiine /etc/shadow unu /etc/master.passwd, KoTOphIi
HENOCTYIEH I YTeHUA. EcThb BApHAHTHI, KOTAA B MOJIE
I 1apojis CTOMT TEKCT THIA ##root, ##egor, TO €CTb UMEHA
| nonb3oBareneil — Torga 3amndpoBaHHBIN mapons 6epercs u3
/etc/shadow 1wiu master.passwd, M0 COOTBETCTBYIOILIEMY
nois30Bateno. To €cTh, eC/IM JJOTUH egor UMEET 3aITiCh B
nosie naponen ##quake, Toraa ero nmapons 6epercss U3 Moas
napoysi B Qaiine passwd nons3osarens quake. To ectb, 310
NPOCTO cChUIKA. B Takux cucremax (Hampumep, Minix)
OTTeHEeHUE maponeit apisercsd poaubiM. Daiin maponeit,
KOTOpLIfi BBl MOXeTe ftp’HYTh — 3TO (eii.

FTP-karanor ¢opmupyercs Tak:
/home/ftp/bin/home/ftp/etc/home/ftp/pub/home/ftp/...
Koraa Bl TenHeTuTech Ha nopt 21 (wiu aenaere ftp), To
JUIS BaC KOpHEM CTAHOBUTCA KaTtajior /home/ftp/ ynaieHHOMR
£ MalMHEL. A Ha Hed B /home/ftp/etc ectb U daiin
rpynn — group u ¢aiin passwd, KOTopble SBISIOTCS, IO CYTH,
. deiikom. IMapom B UNIX mudpyiores Tax: salt+naposs.
[ Taxkum obpa3om, ecin Mbl BBoAUM cebe naponb doomii, TO
- o1hoHapHO reHeputcs salt (aBe OykBbl) U NMPOU3BOAUTCS
T Takas 3awudposka: .i — salt, doomii — 1o, yro WUPpyercs, U

doomii — xumoy.
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Ilndposka ocywmectriserca arroputMoM DES. salt —
3TO B OYKBbI, CTICLMATbHAS IPUMOYKA [IJIS XaKEPOB — OHU
reHepAaTcs OTHOHAPHO B MOMEHT MM POBKU. TakuM 00pa3oMm,
UCKJTIOYAETCA HAIMMCaHHWE KOMITHJISTOPOB ‘

C/I0Bapeit — mporpaMmel, KoTopasi 661 OAMH pa3 3amudpoBaia
BeCh (paiin nmaposieit, U nepedop AIUICA 6bl MPUOIUIUTEILHO
ONHY CEKYHAY.

WTtaK, Mbl IPULLIM K TOMY, YTO (PYHKIMST LWIK(POBAHMSA
ABJIsIeTC OMHOCTOPOHHEH. Koraa nonb3osaTensb NpU Bxone
BBOJMT I1apoJib, YATAKOTCS ABe OYKBbI M3 (hailia maponeil —
nepsbie aBe OyKBbI 3alunbpoBaHHOro napois — salt. ITo HuM
MIPOU3BOIUTCS Ta Xe€. ONEpaLsi, YTO M BBIILE, TONBKO, salt’oMm
SBJIsII0TCA 9TH ABe 6yKkBbl. M nocne mmdpoBaHus '
3amudpoBaHHbIe TEKCThI cpaBHUBaIOTCA. M eciu OHM
COBNAAAIOT, TO 3TO JUOO 103ep, TNOO XaKep. 2

ITapoabr MoxeT cocroaTh U3: 32-127. Ilo
ONpelesIeHUI0 — He Kopoye 6 CMMBOJIOB, He IIMHHee 8. Ho!
Hexotopeie UNIX’bI nponyckaloT naponu go60i MINHBI 10 8
CUMBOJIOB, a HeKoTopble — 1o 16. Kak mpaBwio, Koraa Bbl
pelaeTe MeHSITb CBOM mnaponb, UNIX npoepsier
NMPUBEIECHHBIN 1apoJb Ha CIeAYIOLMEe BELIM: YTOObI Bce OYKBBI
He ObLIM OQHOro case’a, U YToOnl 310 He 6bUTO c10BO. UNIX
MpoILIApUBAET Y ceOs C10Baph (OKOJO ABYX METPOB, KakK
MPAaBUJIO) Ha TEMY: a HE BBEJI JIM 103€p OOBIYHOE CI0BO. U
TaKHe MapoJyu OTBEPraer.

EcThb eme HEKOTOpHIE HIOAHCHI, [0 KOTOPBIM, OH
OIpEeaesIsIET, YTO MAapOoJb CAUIIKOM IPOCT IJIS
B3/IOMa — HarpuMep, eclv Bce LU(pbl. 3TOro BCEro He
MIPOUCXOIMUT, €CAW MIAPOib BBOAUT root — IpEAIoNaraeTcs,
YTO PYT MOXET AEJaTh BCE, YTO XOYET, B T.Y. U BBOAUTH
npoctele napoau. Popma aina naposneit Takas:
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login:password: UID:GID:comments:home:shell
roe ‘

B login: UMsA JIOTMHA, HAaMpUMeEp, €gOr, vasya, WiM root.
Kcratu, pyT, Kak npaBuwio, He MOXET JUCTAaHUMOHHO
3aJIOTMHUTBECS Ha MalIWHY.

B password: maposk B TOM CaMOM 3aliM()pOBaHHOM BHUIE.
Hanpumep: "piGHS5\fh32IjPb" — 310 nose, Kak
npaBuno, 13 cuMBonoB. Takxe TYT coaepxarcs
NOATOJNA, KOTOPHIE UCIIONB3YIOTCS U ONpeaeICHUS
BO3pacTa Napojisl — €CNU, CKaXeM, NOCTATOYHO CTap, TO
UNIX notpebyer ero ¢cMEHUTb, WIK HE JACT CMEHHTh,
eCchu HemocTaToyHo crap. Kak npaBwio, Takyio ¢duuy He

UCTIONB3YIOT.

B UID: User ID. HoMep nmons3oBatbes mis GaitioBoit
CHUCTEMBL. _

B GID: Group ID. HoMmep rpymnmns! 5is $aiioBoit
CHUCTEMBI.

B Comments: Kak npaBwio, uMs noap3oBaTensi. Takxe
€CTh MOAIOJs, B KOTOPhIX YKa3bIBaeTCsA OUC, HOMEp
TenedoHa odpuca, foMa U T.A.

B home: nomauiHuit Katanor. 310 oTaenbHas QainoBas
cHucTeMa, KOTOpasi MOHTHUPYETCH Kak /usr, rae
MOAKATANIOr €80r, CKaXeM, sB/sieTcs noMauiHuM. JInbo,
OOMAamHUI KaTajior MOXeT OTHOCUTCS K /home.

B  shell: menn ansa noruna. Kak npaswio, /bin/sh.

®opmMar /etc/shadow aka /etc/master:
passwd:login:password
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Teneppr — Kak ioMath. JloMaTh MapoNM CTATUCTUYECKUM
MeTonoM Henbssl. Ho nomalor xe Kak-T1o? [pocro.
Brute-force meTon — MeTon cinoBapsi. Mbl UMeeM CJIOBapb
AHIJIMHACKMX CJIOB, KOTOPHIY M mepebupaercd. bosbiue
cJIoBaps — OoJblie MaHCOB. MHOTOYUCIEHHBIE NMPOrpPaMMBbI
brute-force Kp3kHHra, yMEOT U3BpallaTh CJIOBA U3 CJIOBAps I0
xony KpakuHra. Takum oOpa3oM, Korja nmomnaiaercs B CJOBape
CJIOBO spaces, TO IporpaMMa MNpoOBEPSIET: spaces, Spaces,
SPACES, SpaceS, spaceS, Hy U TaK Jajee...

IMpakTHKa MOKAa3bIBaET, YTO Mepebop, CKaXEM, MATH JJOTUHOB
JUINTCS IO CNOBApIo ¢ MCIOJIb30BAHHEM MAKCHMAJIbHOTO
Hu3BpanieHus npy ciosape B 800 Kwiobaiit, okono
nonyyaca-yaca. Ecau ¢ MUHUMAJIbHBIMU M3BPALICHUAMM, T.€.
coBceM 0e3 OHBIX — OKOJIO ITOJIYTOPa MUHYT Ha JIOTHH.

salt — 3710 aBe OyKBHI, CrielIMANIbHAS MPUMOYKA IS
XaKE€pOB — OHH reHepsaATcs oTHOHAPHO B MOMEHT IIUGPOBKH.
Takum 00pa3oM, UCKIIIOYAETCS HAlMMCAaHUE KOMITWISTOPOB
CJIOBaped — MporpamMMbl, Kotopasi 661 OIMH pa3 3amudposana
Bech (paiin naposneit, U nepedop miuwics Obl ~1 cek.
YIUBUTENBHO, HO TaKOM MOAXOA BCe PABHO UCHOJb3yeTCS
(nanpumep, B QCrack by Crypt Keeper). 4096 pa3nuyHbIX
salt'oB — He Tak MHoOro. Tem Gonee, eciiv yuecThb, 4TO
JIOCTATOYHO XPAHUThH MO OfHOMY 0aiiTy OT MUPPOBAHHBIX
cioB (1.6. nony4yaeM 4Kb Ha €10BO), T.K. MOXHO
HCIOJNIH30BaTh TAKON aIrOPUTM Fepedopa:; eciiv nepBbiii OaiT
IHGPOBAHHOrO NMaposis HE COBMANAET — K CIEAYIOUIEMY, €CIH
COBMAJAET, HY, HUYETO HE MOAENaTh — BbI30B crypt().

IMonyyaeM OwbicTponeicTare B 256 pa3 Bhilie, YeM B
00bIyHBIX wordlist kpekepax LeHo} pa3mepa wordlist'a,
KOTOpHI# yBeMunTcs npuMepHo B 500 pa3. Tak 4To MOXHO

68 b PexTUBHLIA XaKMHT




UNIX

B3aTh wordlist rae-HuGyab Ha MeraGauT, OAMH pa3
' sammdposathb, 3anmucarb Ha CD-ROM u nmpoznasars.

Kak yanate naponb B UNIX

Bonpeku pacrnpoCTpaHEHHbIM MHEHHUSM, I1apOJU B
UNIX He Moryt 6biTh paciindposanbl. Iliudpyrorca He
naponu. LHludpyercsa Salt. Salt — 310 ABe nepsbie GykshI (5f)
B 5fg63fhD3d5g — 3T0 TO, 4TO BCE CYMTAIOT MU(POBAHHBIM
MmapojieM ¥ HaxoAUTCA B passwd BO BTOPOM ITOJE 3aITUCH.

Kak sapaeTtcs naposnb B Unix

B  Cucrema BeipabathiBaeT Salt — ciygadnbie nBe GyKBBI.
. M 3anpaiuMBaet y I0Jb30BATeNIs N1apOJib.

B Iudpyer Salt ucnonbayh DES, naponb Ucnons3yercs
KaK KJII0Y.

B  3anuceiBaer Salt, rutioc pe3yabTaT WIMPPOBAHUS B
passwd. '

B xayecTBe Merona mmdposaHua kpome DES B
HEKOTOPBIX cHcTeMax Mcnojb3yior MDS.

HWnpentudukauus noap3oBareis NPpOXOAUT B ABA 3Tara:
cHayana Ha 3arpoc Login: monp30BaTe b BBOAUT CBOM
login_name, 3areM nporpamma login mmdpyer Salt, ucrnonnzys
B KayecTBe KK0Ya BBEAEHHOE nocie 3anpoca Password: cioBo,
¥ PE3yNbTaT CPAaBHMBAET C 3alMCAHHON B passwd CTPOKOIA.

K coxaneHuio, B HaCTOSLIEE BPEMS HE UMEETCS

ROCTYITHOM anmapatypbl i1 oAGOpa naposs METOAOM
noAHoro nepebopa 3a npuemiaeMoe BpeMs. IlosTomy
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NpOrpaMMbl JJOMaHUS MapoJei UCIONb3YIOT CIOBapy
(wordlists).

Kaxnoe cioBo U3 CIOBaps UCIIONbL3YeTCS B KaYeCTBE
KJ1I04a A1 INGhpoBKY Salt U pe3y/bTaT CpaBHUBAETCA C
conepXuMbiM passwd.

Hekotopbie meToabl B3anomMma UNIX

%PATH%
Ecnu Baw aiMMHUACTPATOpP 3a0bUT YOpaTh ‘U3 NEpPeMeHHOi
okpyxeHus %PATH% Tekyuuit xatanor, T0 3TUM MOXHO
- BOCTIONB30BATHCA, MOJOXHUB B KaTajJlor NPOrpaMMy-TPOSIHIIA €
MMEHEM KaKo#i-nubo Hanbonee ynorpeOUTEIbHON KOMaHIb
cucTeMbl (Hanpumep, Is). Toraa npu nomneirke
AAMWHMCTPATOPAa NPOCMOTPETh COACPXUMOE ITOrO Kataiora,
MOXET 3aIyCTUTCS Balla MPOrpaMMa, Aejaolias CBO¢ YepHOoe
JIeJI0.

Boobuie, B HEKOTOPBHIX CHCTEMaX CTOMT BHHMATEIbHEE
MOCMOTPETh Ha NOPSANOK NEPEYUCTIEHUS KaTAIOIOB B
nepemeHHOH PATH, a TakXxe pacnosoxeHHe 4acTo
3aIyCKaeMBbIX U3 KOMaHIHOW CTPOKM MPOrpamMM.

UID SHELLS

Korna 6ur UID nocrasiieH y nporpaMMbl — 000JI04KH
(shell), ee BbIMONHEHHEe U3MeHseT Ball user id Ha user id
BNaJeNbLa 3TOM nporpaMMbl, U Bbl OyneTe UCNOJb30BATh
MOJIYYEHHBII account, MOKa HE BHIAAUTE U3 3TOM BTOPUYHOH
000JI0YKHU. BTO JAaET BaM BO3MOXHOCTb MCITOJHSATH JIIOObIE
KOMaHIbl noj user id nmonyyeHHoOro account'a. 3T1o nyviue, Yyem
3HaHUE Iapoid IS account'a, BB MOXETE ITONb30BATHCA
account'oM, MOKa CYIIECTBYET 3TOT daiin B CHCTEME, JaXe
€CJIM BJIaJieel] CMEHUT NapoJib. OObIMHO, KOrJa IoJy4yaloT
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- jocTyn K account'y, nenaioT Konuio shell B kakoit-1o
- nupekTopui, U ctaBsiat UID u GID 6utel. Teneps, ecnu

JOCTYIl K 3TOMY account'y MOTEpSH, MOXHO U3 Ipyroro

sanyctuth UID-shell 1 noayyuTs HeOOXOAUMBIA OOCTYII.

UID u GID 6uThI cTaBsATCs nporpaMmoit chmod.
Hanpumep:
chmod 6555 /tmp/sh

U3menenne UID nporpamm

Eciu Bbl UMeeTe nocTyn 1o 3anucu (write access) k UID
dainy, T0O MOXHO JIETKO MPEBPATUTh €r0 B 00OOYKY.
Cxonupyiite daiti, 3ateM Habepure:

‘cat /bin/sh > [uid daiin]

3T0 3aMEHUT €ro coaepXxuMoe Ha coaepxumoe shell, HO
UID ocraneTcs: npeXHuM. Ternepb 3anycTuTe 3aMEHEHHYIO
nporpammy, ciaenaitite ckpbITelii UID shell, u Bepuure UID
¢daitn B npeXxHee COCTOSIHUE M3 KONUU. B HacTosiiee BpeMs B
nocaeaHux sepcusx UNIX-cucreM npu noneiTKe 3anycu B
daitil ¢ yCTAaHOBIEHHBIM OUTOM §, 3TOT OUT COpachIBaeTCsl, YTO
f€aeT HEBO3MOXHBIM NPUMEHEHME AAHHOIO METOMA.

Kax HaiiTu pyroBckue dainsi ¢ suid
ITonpoGyiire:
find / -user root -perm -6000 -print

CpbiB cTeka

Camasg HoBoMonHas Metoduka BatoMa UNIX. B
MporpamMmax, HalmMcaHHBIX Ha fA3blke C, NoJ MacCHUBBIL.
OTBOAUTCSI MECTO B CTeKe IporpamMmbel. Eciu npu pabore ¢
TAKMM MacCCUBOM, IIPOMCXOMIUT 3alUCh B MACCUB 32 €0
rpaHuled, 3TO NMPUBOAUT K Pa3pyLIEHHUIO CTeKa MPOrpaMMbl U
HenpeacKa3yeMbIM -pe3ynbTaTaM. Hanpumep, npu Beixode U3
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MOZAYJisi, NPOUCXONUT NEepexol MO CAyYakHOMY anpecy.
[MepenonHeHne cTeKa NPUBOANT K M3MEHEHMIO ajipeca
BO3BpaTa U3 (PYHKLIUM U MOXET ObITh UCIIOAb30BAHO IS
HW3MEHEHMS] HOPMAJIbHOTO XO[Aa BBINIOJIHEHUS MPOrpaMMbl.

JlornyHo 6bLIO ObI 3aCTaBUTh NPOTrPpaMMYy BBINIOTHUTH
KaKue-TO He3aTUIaHWPOBaHHbIe AEHCTBHS, HaNlpuMep,
3anyctuth (spawn) shell. Ho ecnu B nporpamme He
ComepXHUTCs Heobxoaumoro Kona? Kak nmoMecTurb
HEOOXOAMMBIN KOJ B aApeCHO€ NMPOCTPAHCTBO MHCTPYKIIMIA?
HeobxonumMo noMecTuTh KO ANst BBUTONHEHWSA B
nepenonHseMblit Oydep K nepenucars agpec Bo3Bpara Ha
TOYKY BHYTpM 3Toro oycepa. Koa, npu BHIOJIHEHHH
KOTOPOro npoucxoaut 3anyck shell, nonyunn Ha3BaHUe
Shell Code. Ecan nporpamma, U3 KOTOPO# MPOUCXOAUT 3aITycK
shell npouHcTanaIKMpoBaHa Kak suid root, To nosny4yaercs root
shell.

Mouck nporpamMm ¢ BO3MOXHOCTBIO CpbiBa CTeKa.

IMepenonHeHus 6ydepa NpoUCXOAsT U3-3a ITIOMEIIEHHUA B
Hero 6onbLIero KoJnu4yecTsa MHGOpMalMu, yem
npearionaranock. Tak Kak fA3pik C He MMeeT KaKMX-TH60
BCTPOCHHBIX CPEACTB A NIPOBEPKU I'PAHML], MAaCCUBOB
IAHHBIX, NepeNIoJIHEHMUS YyacTo BeTpevaloTces. CTaHmapTHas
oubnnoreka C npenocTasisieT psaa GyHKUUA 1S
KONMHUPOBaHMSI U KOHKATEHALIMU CTPOK, U 3TU PYHKUMM He
MMEIOT NPOBEPOK I'PaHULL.

BoT HekoTOpbiE M3 DTUX (PYHKLIVA:
m  streat()

B strepy()
N | sprintf()
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B . vsprintf()

BTH QYHKLUMK MCTIOAB3YIOT CTPOKH, 3aKAHYMBAIOILIUECS
cumBonoM \0 ¥ He NMpOBepsIOT Ha NepeIoJHEHHE MPU
00paboTke NMpPUHUMaEeMOM CTPOKM.

gets() — 310 GyHKUMSI, KOTOpas CYUTHIBAET CTPOKY CO
cTaHmapTHOro Beoaa (stdin) B Oydep no Tex nmop, noka He
BCTPETUT CUMBOJ HOBOM cTpoku win EOF. Dra dyHkuusa He
NPOM3BOJIUT MPOBEPKM Ha MeperonHeHue Oydepa.

C cemeiictBoM yHKUMIA scanf() MOXeT BOZHUKHYTh
TaKasl Xe€ CUTyalusi, €CJId B CTpoke (opMaTa UCNONb3yeTcs: %s
¥ PUHUMAIOIAA CTPOKA HENOCTATOYHO Benuka. Eciu
NPUHHMAIOLUMI MACCUB KaKON-HMOYAb U3 3THX (PYHKLMH
npeacrasasieT coboit Oydep NOCTOSHHON IIMHBL U JAHHBIE,
€ro 3aMnojHsILINEe, KAKUM-JI1M00 00pa3oM 3aBUCST OT BBOAA
WIK Opyroil nHdopMaLvuy, 3aBUCSLIEH OT MOJIL30BaTENS, TO,
€KOpee Bcero, Bbl MOXETe BbI3BaTb CUTYALMIO TNEPEIIOTHEHUS

Oydepa.

Jpyrasi, 4aCTO MCIIONB3YIOIIAsACS NpU _
NPOFPAMMMPOBAHUM KOHCTPYKLIUS, 3TO LMK NMOCHUMBOJIBHOTO |
BBOfia M3 stdin wau aApyroro ¢aitia B 6ydep o Tex mop, noxa
He Oyaer BcTpedyeH cuMBoi KoHLa ctpokH (EOL), KoHLa
daitna (EOF) win npyroit pasznenurens. B Takoi
KOHCTPYKUMHU OOBIYHO MCNOJb3yIoTCs DYHKLUUHU getc(), fgetc()
nwiu getchar(). Ecay npu 3ToM HeT NMpPOBEPOK Ha
TNepernoJHeHUe, TO B TAKOM KOJ€ TOXE JIETKO MOXHO BbI3BaTh
nepenonHeHue Gydepa.

[Tporpamma grep UrpaeT 3HaYUTEIbHYIO POJIb B MOUCKE
cnabbix MecT B mporpammax. McxonHble TEKCTh CBOGOIHO
pacnpoCTPaHSEMbIX OMEPALIMOHHBIX CUCTEM BITOJIHE JOCTYIIHBI.
U 310T haKT CTAHOBUTCA BECbMa MHTEPECHBIM, YYUThIBASA TO,
YT0 MHOIME KOMMEDPYECKHE OIIEPALUOHHBIE CUCTEMBI
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0a3upyloTcs Ha MCXOIHBIX TEKCTaX CBOOOIHO
pacnpocTpaHseMbIx cucTeM. B obieM, M3yyaiTe UCXOAHbBIE
Texctel UNIX!

Kak HayuMTbCa He oCTaBAATL 3a coO0o#
cnenos

®daiinbl nporokonos padorbi (log-files)

UNIX xpaHUT CHCTEMHBIC NPOTOKOJB! B CACAYIOLIMX
daiinax:

B /var/log/ utmp (/etc/utmp) — 3anucCh O BalIEM TEKYLIEM
NpUCYTCTBUM B cucteMe. UEnonb3yercs nporpaMMoii
who. -

m  /var/log/wtmp (/uér/adm/wtmp) — TPOTOKOJ BCEX
BXOXJEHMIA B cucTeMy. Micnons3yeTcs nporpammoii last,

m  /var/log/lastlog (/usr/adm/lastlog) — naTta nmocieaHero
BXOJa B CUCTEMY KaXJA0ro nojs3oBaTeisi. Beiogaerca Ha
9KpaH nporpamMoii login.

D710 HE TEeKCTOBbIE (haiibl M OTPENAKTUPOBATh UX B Vi
pykaMu He nojyuurcs. g Toro, 4Ttobbl CTEPETH
MHbpOpMaLMIO O CBOEM INPUCYTCTBUM, HAIO UCIIOIB30BATh
CMELMATBHYIO MTPOrpaMMy, HallMCaHHYIO Ui 3THX LENei.

YacTo uHdopMaLuMa 0 BXOAAX NOJb30BaTeNeH U 0
HEKOTOPBIX UX ACHUCTBUAX (HAIpUMEp, 3aIyCK su) BBIIACTCA Ha
KOHCO/Nb AAMUHUCTPATOPY U B CUCTEMHBIN JIOr, KOTOPHIH
MOXeT Ha3biBaTecs /var/log/messages. /Ins Mmoagudukaumum
atoro ¢aitsia MOXHO BOCNOAB30BATLCS PEAAKTOPOM ed MM Vi.
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Mporpamma CRON

Cron — nporpamMma, KOTopasi 3aryckaer ApYyrye 3anaqu ¢
HEKOTOPON MepUOgUYHOCTHIO. OnucaHue 3THX 3a1ay U
BPEMCHM MX 3allycKa XpaHUTCA B (aiiax B ABYX AMPEKTOPMSAX:
Just/lib 1 fusr/spool/cron.

@aiin crontab B nupexTopuu /ete wiu /usr/lib
ONMUCHIBACT CUCTEMHbIE 3aayM, KOTOpble HAlO 3aIycKaThb C
onpeacnéHHON nepuoandHOCThI0. @opMar 3Toro aiina:
MHEHYTHI YAChI AeHb_MecAla MecCAl _roja AeHb HEACIHM XKOMAHDHAA CTPOKa .

[0-59] [0-23] [1-31] [1-12] [1-7] [myTs, aprymenm]

IIpuMep cTpoku U3 crontab:

01*** /bin/sync

3T0 3HAYWT, YTO HAO 3aIycKaTh KOMaHIy sync,
COTEPXALYIOCS B MMPEKTOpUH /bin B YaC HOYM KaXIBIH IEHb.

KomaHas!, BoinonHsgeMble U3 /usr/lib/crontab nomayyaior
npuswierum root (UID = 0).

B xaranore /usr/spool/crontabs coaepxarcs Qaitnnl,
MMEIOLIME UMEHA CHCTEMHBIX account'oB. It aisl
COLEPXAaT IMOJsI, CXOAHBIE C colepXaluMucs B ¢daiine
Jusr/lib/crontab, HO KOMaHIbI U3 STUX IOJIEN BBINOJIHAIOTCS C
ID none3oBatens ¢ KUMEHEM, COOTBETCTBYIOIIUM MMEHH 3TOrO
¢aitna. Popmar noneit aHaJIOrMyeH.

OOBIYHO C MOMOIUBIO YTUIUTHI Cron 3aryckKaloTcs
NpOrpaMMbl, NPOBEPSIOILINE LIETOCTHOCTh CUCTEMBI:
NPOBEPAIOTCS MJIMHA U/UIH KOHTPOJIbHbBIE CYMMBI (haitios,
Hatn4ue B cucteMe nonb3oBateneit ¢ UID=0 u T.1. O Bcex
MOAO3PUTENBHBIX SBJICHUSAX MUILETCA MUCHEMO Toot'y. Ilpu
MoauduKaimy GainoB cron NnuIIeTcs NMPOTOKON B (aitn
Jusr/adm/cronlog.

AP PeKTUBHLIA XaKUHI 75




Microsoft Windows NT u Windows 95/9

EctecTBEHHO, paccMaTpUBalOTCS TOJBKO JIMLUEH3UOHHBIE
KOMWM 3TON onepalrOHHONK cucteMbl. O 6€30MacHOCTH
MMUPATCKUX BEPCUIN FOBOPUTH HE IIPUXONUTCA.

MpaBa pocTyna K KOHGUIrypauuoHHbIM
dbannam

B Windows NT no ymMon4aHHIO YCTAHOBJIEHBI TaKHe
Npapa goctyna K ¢aiiiaM KoHuUrypauuu, 4yro Joboi
MIOIB30BaTE/Ib MOXET HE TOJIBKO MPOYMTATH UX, HO U
H3MEHUTh. ITO — OOJIBLIONH HENOCTATOK, TaK KaK
I10JIb30BaTe/Ib, U3MEHAS KOHOUIypaLMIO KaKoH-11bo
[IpOrpaMMBbl, MOXET HAMEPEHHO WM CIIyJaHO BBHIBECTH
MalKHy U3 ctpost. Ilpudem 310 MOXHO caenaTh Jaxe
YIAIEHHO Ha JIIOOOM NOCTYIIHOM cepBepe Wiu paboueit
CTaHUMU (OOBIYHO JOCTYIHBL BCE CEPBEPH U KOMINBIOTEPHI,
KOTOpPBIE€ Pa3pellialoT AOCTYIl BHEIIHUM IONb30BATE/ISIM).

OueBUAHOE PEIICHHUE — 3aMPETUTh JOCTYI
MONb30OBaTENEN K TaKUM ¢ailyiaM UM NMPaBWILHO YCTaHOBHUTD
npaBa goctyna K HuM. IlepBoe pelreHue, K COXaIEHHIO,
peanu30oBaTh HEBO3MOXHO, @ BTOPO¢ — HACTOJIBKO CIIOXHO,
YTO MCYEPMBIBAIOINE PEKOMEHIAUMU U1 ITOr0 MOXET NaTh
ToNbKO Microsoft. MoXHO, KOHEYHO, aHATU3HPOBATh 3aMMUCH
KOH(DUIypaUMOHHEIX (DaiIOB U BHIIEIATH TE U3 HUX, KOTOPHIE
O6BUTM cHenaHbl He aaMuHKHCTpaTopoM. Ho Takoi cnocob He
pewaeT npobyiemel. [yno paspewiath MoOJIb30BATENIO
B3JIaMbIBaTb CUCTEMY, a TIOTOM HAKa3bIBaThb €ro 3a
HETIPaBOMOYHbIE NEHCTBUS.

YT106b1 HE MCKYILIATh MOJBL30BATEIEA U3MEHSITh
KOH(MUIypalHIO CUCTEMbI WIM €€ OTHEAbHbIE YACTH, O4EBUIHO,
HYXHO 3alpeTUTh 3allUCh B KOH(UTYpPALMOHHBbIE (haiibl LIS
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X MoNb3oBaTeNeil, KpoMe aiMHHMCTpaTopa. B Hoa6pe
1995 r. Microsoft BeIYCTHI HOBYIO BEPCHIO

Windows NT — 3.51, B 1OKyMeHTallMM K KOTOpPOM
MOATBEPXIEHA OITAaCHOCTH HETPABMIIBHOTO pacripeaeaeHus
MoMHOMOYM, OMHAKO MpPEUIOXKEHHOE TaM pEellIEHUE
HeapdekTrBHO. Jlaxe ecnu caenatbh I€peBO
HKEY_LOCAL_MACHINE [0CTyTHBIM TOJBKO Ha 4YTE€HHE
MIA BCEX MOJIb30BATENEH, TO Npo6/ieMa BCe PaBHO OCTaeTcs,
TaK KaK afMMHMCTPATOp MPOCTO HE B COCTOSHUHU \
TNpoOaHaIM3MPOBaTh NMpasa gocryna aisg 6000
KOHOUIrypallMOHHBIX (PalinoB U MPaBHJILHO UX YCTAHOBHTD,
OnHaxko y xakepoB JUISL 3TOrO BpeMs Haiaercs.

Ypaneduoe MCNONHEeHNe npoueayp

Ilporpammel Windows NT HCMONB3YIOT yaaleHHBIA
sanyck npouenyp (RPC) mns nocrtyna K apyrum
KoMnbioTepaM. Hanpumep, HMEHHO yIajleHHOE MCIIONIHEHHE -
NpOUEAYP AacT BO3MOXHOCTh M3MEHATh KOHQHUIypallMOHHBIE
¢aitnbl Ha ynaneHHOM KomibidTtepe. RPC-ceprep
Windows NT nposepser uMsa RPC-xnmneHra U Ha OCHOBe
3T0rO JaeT €My COOTBETCTBYIOINME MonHoMouus. U ecnn
MOXHO 3acTaBUTh RPC-cepBep HenpaBWILHO ONpENeNsiTh MMs
NONB30BATENS WIM YCTAHABAMBATh [paBa A0CTYIA, TO XaKephbl
MOTYT TOPXXeCTBOBaTh. K CoXaneHH10, Tonbko Microsoft 3Haer,
HACKOJILKO 3TO BO3MOXHO, Tak kak RPC-cepsep Windows NT
MMEET TUIOXYIO JOKYMEHTALMIO.

SMB

Ceancel npotokona SMB, koTopie UCTIONB3YET
Windows NT ans nepenaym ¢aityioB, MOXHO IMOAAEIATh MK
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nepexBaTUTh €ILe Npolle, yeM ceaHchl nporokona NFS s
Unix. D710 CcyiecTBeHHO, Tak Kak NFS cuuraercs oqHuM u3
OCHOBHBIX HEAOCTATKOB Oe3onmacHoCTH cucteM Unix.
IIIno30Basi MaliHa MOXeT fepexBaTuTh ceaHc SMB u
MONYYUTh TAKOH Xe JaocTyn K ¢GaiinoBoil cucteMe, Kak U
JlerajibHbIA MOJIb30BaTENb, OTKPHIBUIUHA ceanc. Ho, K ¢yacThio
LITIO30BBIE MALLIMHBI PEAKO MCIONBL3YIOTCS B JIOKAJIBHBIX
CceTaX. A €C/IM NOMNBITKY TAKOro HanajeHWus NpeanpuMeT
koMmmeiotep B Ethernet unu Token Ring-cetn, B KoTopoit
HaXOANTCS KJIMEHT UM cepeep SMB, To ataky BBIMOJIHUTD
JOCTaTOYHO TpYAHO. OCHOBHAs NpobiaeMa — nepexBaTbiBaTh
MMaKeThl, NepeaaBaeMble MEXy aTaKyeMOi MauniuHON n
pEeAILHBIM NOAYYATENIEM.

Mpo6Gnemsi Internet

BoaplIMHCTBO KHHUT 10 6e3onmacHocTH Internet nmoapo6H
obcyxnator Henoctatku TCP/IP. U3 3tHX npoToKon0B
HauOONBIIYIO ONTACHOCTH, BEPOSTHO, MPEACTABASIOT CEPBUCHI
SMTP u HTTP, no3toMy peKoMeHAyeTcs 3anycKaTh
COOTBETCTBYIOLIME UM NMPOrpaMMbl OT UMEHH MPOCTOro, a He
CUCTEMHOTO MOAb30BaTENS.

HeobxoaumMo ormetuth, yT0 WWW-Cepiep,
ucnons3yeMblit Windows NT (Microsoft Information Web
Server), caenarh 6€30MacHBIM NOCTATOYHO TpyaHO. Hanpumer
nepBas BEpCHs ITOrO cepBepa NMO3BOJSIA NOJML30BATENIO0
Internet nerko yaanath qobsie Gaiasl Ha KOMIOBIOTEPE, IIe
ycraHasnusancs WWW-cepsep, U Takue JeHCTBUA Naxe He
3aMUCHIBANIMCH B CUCTEMHBIN XYypHaJL.

Cepbe3Hy10 ONTaCHOCTH MOTYT TaKXe NPEeICTaBjsATh
venpaBuabHble CGl-cueHapun. IloatoMy 3anpemaiite
NOJIb30BATENSIM, KOTOPBIE [IOX0 pa3buparoTcs B
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nporpammupoBaHuM, nucath CGIl-cueHapuu. Kuuru no
besonacHocTd Unix 10CTaTOYHO MOAPOOHO OOCYXIAIOT OTY
TeMy, ¥ BCE MX PEKOMEHAALUU CIIPABEUTUBLI U IS
‘Windows NT.

Kpome toro, paboyas craHuus Windows NT mno
YMONYAHMIO paspelaeT AOCTYN BHEIIHUM ITOJIL30BATENsAM 0€3
napons. ECIM MOAKIIOUNATh TaKyIO pabouyio CTaHLMIO K
Internet, To M1060¥ MONBL30BaTE/Ib MOXET IOAYYUTH K Hel
JIOCTYIT M YHUUYTOXUTh JUPEKTOPUHU. 3anpemante JoCTyI
BHEIIHMUX IMOJIb30BATEIEH!

ABTOMaTU4YECKM BbINOJIHAIOLWWUECS MaKpPOCHI

Bo BpeMs yTeHUs noKyMeHTa, WinWord aBToOMaru4ecku
3anycKaeT HEKOTOPbIE MAaKPOChI, KOTOPhIE MOTYT BBIITOJHATH
paIMYHbIe NeHUCTBUS (HarpUMep, YTEHUE WIM 3anuch daiina,
OTMpPaB/IEHUE NOYTOBOIO COOOIIEHMS WIM 3aIyCK IPOrpaMM).
STHM MOXET BOCIIOJIb30BAThCA XaKep, HANMCaB CrielHaIbHbII
AOKYMEHT, collepxaluuii pa3nnyHble Makpochl WordBasic, a
3aTeM IOIMPOCUTH NOJIL30BATENS MPOYUTATH €r0 JOKYMEHT.

Bo BpeMSsl 4TEHMS «IOKYMEHTa-00MOBI» MaKpPOCHI MOTYT
ckomupoBaTh Qaiibl MOAL3OBATENS B JIO0YIO NUPEKTOPUIO U
NoC/aTh HallaJaloleMy coobLeHHe O NMPOAEIaHHBIX
HeiictBuax. Takoil JOKYMEHT OyOeT J0Nro 3arpyXarbCs, HO
NoNb30BATE)b, CKOPEE BCEr0, MOCYUTAET, YTO ITO CBSA3AHO C
AiMHoW moxkyMeHTa. Ilocne 3Toro xakep ynajiuT MakpocChl
WordBasic 13 TekcTta U COOOLIUT MOJIB30BATEMIO, YTO OH
Hanmucan HOBYIO BepCHMIO AOKyMeHTa. Ilonb3oBaTens 3aMEHUT
CTapyl0 BEPCUIO HA HOBYIO, U CaM CKPOET BCE ClieAbl
«MPECTYIUIEHUSI» Hallagalouiero.
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Cnenyer OTMETUTD, YTO MaKpOChl 3aITYCKA€T HE TOJIbKO
WinWord, HO ¥ apyrue nporpaMmsl, Hanpumep, Microsoft
Access, Lotus Ami Pro u MHorue apyrue. Tak e MOXHO
MCIONB30BATh IS HanaaeHusl U si3blK PostScript, koTopblit
UCIIOIB3YETCA ISl PACTIPOCTPAHEHUS MI€YaTHLIX MATEPUAJIOB, K.
(aiinbl nmonckasku ¢ pacumpeHueMm .HLP, xoTopeie Moryt
3anyckarb DLL-nporpaMMbi.

Tak, nosw3oBaTteb MOJYYWI NAKET, CONepXalui (aiin:
¢ pa3nuyHbIMM paciuupeHusiMu — .HLP, .EXE u .DLL. Ana
TOro 4TOObI Y3HATh, YTO AEJIAET ITOT MMAKET U HACKOJIBKO €ro
.EXE-aiinbs1 6e30macHsl, MOAb30BaTE/Ib IIPOCMATPUBAET
NoAcKasKy K HeMy. Ho korna noackaska 3arpyxaercs,
3anyckaerca ¥ DLL-dain, xoropeiit Bei3siBaeT EXE-daiin, u
VK€ MO3AHO 3a00TUTHCH O GE30MACHOCTH. '

WWW-HaBUraTopbl MOTYT aBTOMATUYECKH BbINOIHATH
HEKOTOpble KOMaHAbl. Hanpumep, eciu Nnoab30BaTe/lb 3aX04eT
NPOCMOTPETh AOKYMEHT, UMSI KOTOPOTO OKAHYMBAETCS Ha
.DOC, to nonydyeHHbli U3 Internet gaiin Gyner
aBTOMaTH4eCKH 3arpyxeH B WinWord. Ecim 3toT haiin
COIEPXUT Hebe3onacHble MaKpoChl, TO OHU MCIOJHATCS.

IIporpammel WinWord U Access MOTYT 3arpeTUTh
aBTOMAaTUYECKOE BBIMOJHEHUE MaKpOCOB. OIHAKO YacTo
TNOb30BATEM HE NMPUOETAIOT K 3TOH BO3MOXHOCTH, OCODEHHO
€CJIy OONIBITMHCTBO NOKYMEHTOB s Word unu Access ux
CODCTBEHHBIE M, €CTECTBEHHO, O€30MaCHHI.

MBI nepeYnC/IWIN HE BCE BO3MOXHBIE OIIMOKHU
0€30MacHOCTH, a KPOME TOTO, JAJIEKO He BCE AeEKThI
Windows NT u3BecTHBI. A BeIb MHOTHE NPEANPUATAS
UCIIONB3YIOT NEPCOHAIBbHBIE KOMIIBIOTEPDI C YCTAHOBAEHHOM
Ha HMX onepauunoHHoM cucremon Windows. OOpamarbes ¢
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TAaKAUMH KOMIBIOTEPAMM HYXHO KpaitHe OCTOPOXHO, YTOOH HE
OTKPBITH XaKepaM JOCTYIl B KOPIOPATUBHYIO CETh.

Boobuie, 115 cepbe3HOM paboThI Jiydllle UCNOIB30BaTh
Jpyrie onepalloHHbIE cucTeMbl. Hanpumep, mo6oit UNIX
MOXHO CepTUdULMpOBaTh MO Kiaccy 6e3onacHocty C2. A
CYIIECTBYET JaXe ONepalMOHHasl CUCTeMa C YCUICHHO!
cucteMort 3amuThl — Trusted Solaris. OHa cepTUdHLIMPOBaHA
[0 3HaYMTENbHO 60Jice BHICOKOMY KJIacCy
gammueHHocTh — Bl. KoMMepyeckux onepaiOHHBIX
CHCTEM, CepTUDHUUHUPOBAHHBIX MO 3TOMY KJaccy, O60nblIe HeT.
Jlyuiie 3apanee nogyMarb O 6€30MacHOCTH, YEM MOTOM TEPATH
Ha 3TOM GONBIINE AEHBIH.

Kak yepes Internet noaxkniounTsCa K Apyrom
mawmHe Windows 95

MHorue nons3oBaTenu, paboraomue B Internet, u3
CBOMX JIOKQJIbHBIX CE€TEH OTKPBHIBAIOT JHOCTYN K CBOMM AMCKaM,
HanpUMep U1l TOBapUILEH Mo paboTe UM KaKUX-TU00 Opyrux
uenedt. Ecny takasi nokanbHasa ceTh He 3aluuiueHa Firewall'om,
10 MHGOpMaLIKs 3TUX KOMITBIOTEPOB MOXET CTaThb JOCTYNHOM
u3 Internet 1o nporokosy Netbios-via-TCP/IP.

Ais noAKII0YEHUsT JUCKOB YAaJIeHHON MalllMHbI Yepe3
Internet, nocraroyHo BHectH IP-aapec U MMs MalllMHBI B
daitn %WinDir%\hosts Ha Baieit MalliMHe, 3aTeM
MOAKJIIOYUTD YOAJIEHHBIA AYCK, BOCIIOIb30BAaBILKCH KOMAHIOM
NET USE unu ¢ noMouusio MeHio CereBoe okpyxenune\Haiitu
komnbioTep. OOBIYHO BCe 3TO paboTaer, €CIM MeX]y Balueld U
YIAIEHHON MAIIXHOW €CTh YCTONYMBAs CBAA3b.

BpeMs NIpOXOXAEHHUS NAKETOB MOXHO NMPOBEPUTD,
BOCITO/Ib30BABIUKUCHL NMPOrpaMMoit ping, a JOCTYNHOCTb
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NOPTOB — YCTAaHOBUB telnet-coequHeHue ¢ 139 nopTOM
YOAICHHON MallMHBbI.

Ilapy cnoB o nbtstat. DTa none3Hass nporpaMma,
Bxonsmas B coctas Windows 95 u Windows NT,
nokasbiBaloliass MHGOpMaUMIo 00 yIaIeHHOM KOMIBIOTEpE,
HarpuMmep, IMoab30BaTeed, pabOTAIOIIMX HA MalllUHE.

Kak y3aHaBaTb pa3nu4Hbie naposiv B
Windows 95

Windows 95 XxpaHUT CBOM NapoOJM B JBYX MECTax — B
registry u B *.PWL ¢aiinax. Ilaponu x ScreenSaver'y u x
o6muM (shared) pecypcaM xpaHsiTcs B registry. ITaponu
NOJIb30BATENEN Ha BXOI B MalllMHY — B (daitnax Tumna:

%WinDir%\ "umsa_noas3osarens”.PWL

B oriinuue ot UNIX, nmaponu nonb3oBareieit MOryT
ObITH BOCCTAHOBJIEHBI C HAMMEHbLIEH 3aTpartoi cut. Windows
API nmeeT ManogOKyMeHTUPOBAHHbIE (DYHKUMH
(WNetEnumCachedPasswords) mis nonydeHns: naponei
TEeKYLUEro NMojab30BaTeNs, 3TUM MONB3yeTCs NPOrpaMMa
PWLVIEW by Vitas Ramanchauskas. ITporpamma glide
CaMOCTOSITEJIbHO pacliMPpOBHIBAET UHHOOPMALIMIO B
PWL-daiinax, Ho B cBsI3U C 3TUM paboTaeT He Ha Bcex
Bepcusx Windows 95. Tlporpamma w95rv by Hard Wisdom
MOKa3bIBAET Napoay K OOILMM pecypcaM, XpaHSIUUMCS B
registry:
H_K_L_M\Software\Microsoft\ Windows\ CurrentVersion\Network\LanMan\

Bo u3bexaHue BonpocoB: «I'ne B3sTH?» NMPUBOIUM
anpeca B Internet, tne Haxonsrcs daiinbl naponei:

www.nether.net/~dzh/w95/pwlview.zip
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e

www.nether.net/~dzh/w95/w95rv.zip
www.nether.net/~dzh/w95/pass.zip

'Kak cMeHUTb Naposiib aAMUHMUCTPaTOpa Ha
MawmHe nog ynpasneHunem Windows NT

Jnst CMEHBI NapoJjist Ha yAaJIeHHON MalliuHe Noj
ynpasieHreM Windows NT Moryt ObiTh pa3Hbie NPUYUHBI,
HanpuMep:

B  Bbl HaxoguTeCh JANEKO OT CBOErO KOMIbIOTEPA U HE
uMeeTe GU3NYECKOro A0CTYNa K HEMY, HO '
00CTOATENLCTBA TPEOYIOT HEOTIOKHON CMEHBI MapoIs.

B Bbl NOAY4WIH MOJHBIA AOCTYI K YAAIEHHON MalldHE U
XOTUTE, YTOOBI AAMUHUCTPATOP (KOTOPBINA 3aC/yXXHBaeT
HaKa3aHUs) MOMYYWICS CO BXOAOM H
aIMUHUCTPUPOBAHUEM COOCTBEHHOM MAIIMHBI
(ecTecTBEHHO, IOC/E NMEPe3arpy3Ku NocjaeaHel, YTO BbI
BO3MOXHO OCYLIECTBUTE YIANEHHO).

B Bul noayywin AOCTYI K YOAJIEHHON MalldHe, HO BaM
CTaJI0 U3BECTHO O HAMEPEHUM HEKOTODPBIX JIMIL (TOXE
MMEIONUX K Hel J0CTYN afMMHUCTPATOPA) «3arafuTh»
MHGOPMALIMIO Ha NIEPBOM, YTO IUIsSI BAC HEXENATENBHO,

T.K. ITIOA ITOAO3PEHHUEC MOXETE MOMNMacTb HENOCPCACTBEHHO

BbI. »
Jns Toro, 4ToObl MOMEHATDL NMapoau (WIH UMEHa

TNONb30BATENIEN) HA YIANCHHON MallivHe, Bbl JOMXHBI HMETh K
Helt 1oCcTYN AJIMUHUCTPATOpa MM I0JIb30BATENsl, UMEIOLIEro

NpaBa OCYHIECTB/IATh JaHHbIE AefcTBUA. ECau BBl UMeeTe
BBILLEOIIUCAHHBIE NPUBWIETHH, TO CMEHUTDb I1apOJib OYEeHb
nerko. Lna storo:
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CoefuHsSeTeCh C NPOIIAPEHHBIMUA PECYPCaMHU YAAICHHOH
MaIlMHBI KaK AJIMUHUCTPATOD.

B MeHio Programs (Start ® Programs) BriOupaerte
ccouiky Administrative Tools u, nanee, nporpammy User
Manager for Domains (koTopasi IpUCYTCTBYET B
craHgaptHoM Habope Windows NT Server). 3pech Bbl
YBHAMTE CIIMCOK IOJB30BATENCH Ha Balled JIOKAJIbHOM
MalllMHE.

WUnete B MeHio User U BhiOMpaeTe cChUIKy Select Domain
(User = Select Domain) 1 B rosiBUBLLIEECS MOJIE
BrMChIBacTe JloMeHHOEe MMA YAANEHHOHW MamiMHbl (€CIU
TakoBoe uMmeercs) wiu ee [P anpecy. CoenMHMBIIUCH C
VAAJIEHHOW MAIIMHOMN Bbl YBUAUTE CITUCOK
MOJNIL30BATEJICH, 3apeTUCTPMPOBAHHBIX HA HEH.

C nomowbio ccouiku Properties (User = Properties), Bhl

MOXETE MEHATH I1apOJIK U MMEHA JTIOOBIX IOIB30BaTENEH,
KOPPEKTUPOBATh UX IPaBa U MEHSTh APYrMe MapaMeTphl.

NetBus

Xakepckas rpymnmna «KynsT MepTBOi KOpOBBI» BBIITYCTHJIA

wiaseiiky» x Windows 95/98 uspectHyto kak Back Orifice
(BO). Ora naseiika rno3posisgeT HEABTOPU30BAHHBIM

MOJBb30BATEISIM BBIIIOJHATE IIPUBHUJICTUPDOBAHHBIC OIIEpALIMU Ha

HHUuMpoBaHHOM MaliuHe. Back Orifice ocTapnser cieanl

CBOETro CYIIECTBOBAHUS M MOXET ObITb OOHApYXEH U YIaJIEH.
CymiecTByeT TakXe IporpaMma, foctyrnHas no Internet u

Ha3biBaeMasi NetBus no Bo3MoXHOCTSIM cxoxast ¢ BO u, B
HeKOoTOopbIx cnyyasx, npepocxonsuas BO. Xora NetBus
M3BECTEH JIaBHO, €T0 IIIMPOKOE UCIONBb30BAHME B KAYECTBE
XaKEPCKOI'0 MHCTPYMEHTa HE OTMEYANOCh 0 IOCIEAHETO
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BpeMeHH. B otnmune ot BO, NetBus Ttaxxe paboraer u Ha
Windows NT.

OnucaHue

«Jlazeitka» — nporpaMma, pa3paboraHHas QI CKPBITHS
cedbq B KoMnbiotepe. O6ecrieunBaeT BHEAPUBIIEMY
MOCNEAYIOMIUI JOCTYN K cUCTEME B 006X0a OOBIYHOIM
aBTOPU3alMM WIX C MCIIOJb30BAHUEM YSA3BUMBIX MECT
CUCTEMBL.

BO — naseiika, paspa6oranHas s Windows 95/98. Pa3
MHCTAUTMPOBAHHAS, OHA TO3BOJISIET JIOOOMY, 3HAIOIIEMY MOPT
poctyna 1 napoas BO, ynaneHHO YNpaBiasiTh KOMIBIOTEPOM.
[MonkaounThes K cepBepy BO MOXHO, UCIIONb3ys KIMEHTa,
padoTalouero B TEKCTOBOM MM rpadMYECKOM pexXUMe.
Ceprep BO no3BossieT NMOAKIIOYUBIIEMYCS BBINIOJHSTh
KOMaHAbl, TIpOCMATpUBaTh (haijibl, MCIIOATUIIKA 3aNyCKaTh
CepBUCHI, 3arpyXaTh U BhIrpyXaTh (aiibl, YIIpaBISTh
'PErMCTPOM, YHUYTOXATh MPOILECCHI, IPOCMATPUBAThL MX
CITUCOK XU MHOTO€ ApYroe.

NetBus no3BonsieT yaaIeHHOMY NOJb30BATENIO
BHIMOJIHATH 00JBLIMHCTBO GyHKUMI BO, a Takxke
OTKpbiBaTh/3aKkpbeiBaTh CD-ROM, Bectu auanor B chat,
NPOCAYIINBATE CUCTEMHBII MUKPOGMOH (NpU €ro HaJu4uuu) U

pan apyrux GyHKUMUHA.

Anroputm onpegerneHusi, yctaHosneH nu BO Ha
Balleid MalluHe.
Cepsep BO npu MHCTANIMPOBAHMM HAa MallMHE
BHITOJMHAET CIIeAyIONee:
B YcranaenuBaeT Komnuio cepBepa BO B cucTeMHOM
nupekTopuu (c:\windows\system), 1160 Kak .exe, 1160 C
OPYITYM, YKa3aHHBIM [pU FeHepalMKi, UMEHEM.
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Haywyio B noctaske Windows s MpoBEpKU CUCTEMBI Ha

Co3snaer K09 B PETUCTpE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\ CurrentVersion\RunServices ¢ uMeHeM
cepBepa M onucaHueM noJjs au6o Default, 1mu6o co
3HAYEHHEM, YKA3aHHBIM MPU F€HEPALHH.

Cepsep HauuHaeT ciaymats UDP nopt 31337, aubo mopr
YKa3aHHBIN Npu reHepauud. Bel MoXeTe HaCTpOUTH
RealSecure n1a xoHTposs ceteBoro tpadduka 1o
crangaptHoMy nopty UDP 31337 png BO3MOXHOrO
NpEeAYNpPEeXACHHUS.

YTOOK! OnpeaeNuTh YI3BMMa JIM Ballla CUCTEMA:
3anyctute regedit (c:\windows\regedit.exe).
Haitnure xmoy HKEY LOCAL_MACHINE\

SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
RunServices.

IMouuuTe g0ObIE MOAO3IPUTENBHEBIE (DalIbI KOTOPHIE, Kak
BaM Ka)XeTcs, He Bbl HHCTA/UIMpOBanu. Eciu miuHa
OIHOro U3 3THUX (aiioB 61M3Ka K 124 928, BO3MOXHO
3T0 U ecTb BO.

Brl Takxke MOXeTe MCIOJIb30BaTh MPOrpaMMy netstat,

YS3BUMOCTD. netstat -an NOKaXeT BCe COCAUHECHUA U
CAYLIAIOIME MOPThI, TAKUM 00pa3oM, MOXHO OOHApYXHTh
OTKpbIThIE «wIHIIHKEe» UDP nopThl M npeanpuHATh
COOTBETCTBYIOLLIME ICHCTBUA.

88

Hanpumep, ecu B OTBET Ha KOMaHAy:
C:\WINDOWS>netstat -an | find "UDP"
BbI [TOJIYYWJIM COOOIIEHME:

UDP 0.0.0.0:31337 *:*
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T0 3T0 3HAYMUT, YTO cayinamoluuit mopt 31337. Ot1o Back
Orifice. HeoGs13aTenbHO 3TO MOXeT ObITh 31337, nmosTomy,
€C/IM Bbl BUAUTE YTO-TO IMOJO3PUTENIBHOE — IPOBEPLTE
registry. ;

Anroputm onpeanenenus, ycraHosneH nu NetBus Ha
Baweit mawumuHe.
NetBus ucnionssyer wisa coennHedus TCP u Bcerna
ucnons3yet mopThl 12345 u 12346.
B Ecnu Bl BBeneTe KoMaHny netstat -an | find "12345"
netstat moxaxer BaM, MHCTALIMPOBaH 11 NetBus Ha
Baille MalluHe. ‘

B 3anycrure npofpaMMy telnet ¥ NMOAKIIOYMUTECH K
localhost, x ropty 12345.

B Eciau NetBus ycTtaHOBJIEH, Bbl MOJYYUTE CTPOKY
noxoxyio Ha NetBus 1.53 unu NetBus 1.60 x.

IMporokon NetBus He 1u¢ppoBaH, KOMaHABl UMEIOT
npoctToit popMart: UM KOMaHIbI, TOYKA C 3aISITOM, U 3aTeM
apryMEeHTBHI KOMaHAbl, pa3fie/IeHHbIe TOYKAMHU C 3amATOM.

Ha NetBus cepBep MOXHO YCTaHOBHTb I1ap0Jib, B 3TOM
cnyyae oH xpaHurcs B HKEY_CURRENT_USER\Patch\
Settings\ServerPwd B Buie OOBIYHOIO TEKCTA.

X-Force o6Hapyxunu, uro y camoro NetBus nmeercs
faseiika, NO3BOASIOLIAS KOMY-TMOO MOACOCAMHSATECS K
cepsepy 6e3 naposd. Korna KiMeHT nochuiaeT naposib Ha
CEpPBEP, OH OTCHUIAET CTPOKY ITOXOXYIO Ha

Password;0;my_password.

Eciu ximMeHT ucnonssyer 1 Bmecto 0, oH aBTOpu3yeTcs
6e3 naposd. Ilo ymomyaHuio, cepeep NetBus HasbIBaeTcs
Patch.exe, HO OH MOXeT ObITb W NMEPEUMEHOBAH.
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Ot BO MOXHO M30aBUTHCS, YAANUB CEPBEP U €r0 BXOJ B
registry. I10 BO3MOXHOCTH, CIEAYET COXPAHUTH BCE BAXKHBIE
JaHHble, OT(GPOPMATUPOBATH AUCK U MEPEYCTAHOBUTH BCE
MaTtobecriedyeHne Ha MamuHe. OQHAKO, eClIU VX KTO-TO
ycratoBu BO Ha Bamieii MaiuuHe, 3TO MOXET ObITh TONBKO
YACTBHIO ABIPHI, IPOOUTON B Bauieil auure. - |

Bb1 MoxeTe ymanuTh ycTaHoBIeHHbI NetBus 1.6,
NMOAKJIIOYUBIUKCh K MalIMHeE 110 nopty 12345 u BBens
Password; 1;, 3ateM HabpaTh RemoveServer;1 u HaxaTts Enter.
Mocne atoro Bl oTkitoyurech ot NetBus u cepsep Oyner
3aba0kMpoBaH. Bel Moxere 3aTeM ynanuth Patch.exe u3
aupexropun Windows, eciiv XOTUTE TMOJMHOCTBIO YAAIUTH
NetBus. 3toT MeTon cpaboTaeT Aaxe NpH yCTAHOBJIEHHOM
napone, 0JHaKO, OH HE IOAXOANUT Jiis Bepcui 1.5x.

OnpepenexHue napons n KoHpurypaumm
UHcTannuporaHdoro BO

Hcnonbs3ysa TeKCTOBBINM pelakTop, Hanpumep, notepad,
NMOCMOTpUTE Ha exe-¢aia cepeepa. Ecnu nocnenHsis ctpoka
daita 88$8(8,8084888<8@8DSHSLSPSTEX8\8'8d8h8IS,
3HAYUT CEPBEP MCIIOJNB3YET «CTAHAAPTHYIO» KOHUrypamumo. B
TIPOTUBHOM CJlyyae, KOHGuUrypauus 6yaeT HaXxoAUThC B
NOCJIEAHUX CTpOKax daiina.

— Ay et Ty MM

Plugin’sl k Back Orifice

CymectByeT HecKonbko plugin'oB X BO, numMeHyeMbix
BUTTplugs ¥ Mcnonb3yeMbIX IS YIYydIUEHUS
dynxuvonuporanus BO. B Hacrosiiee BpeMsi JOCTYITHBI
yeTbipe plugin'a. Oty plugin'pl HHOOPMHUPYIOT ATAKYIOLIETO
nocpencTsoM e-mail unu IRC, yro BO nHcrannuposaH. Ectb

i s e s G o s S e T e
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TaKke plugin s BHeapeHust BO B n00y10 nporpamMmy, 4roObl
Jierye ONypayuTh 3ayCTUBILETO €€.

B Speakeasy — IRC plugin, koTopbi#i BHEApPSETCA B cepBep
U paccbiiaer IP-anpec MamuHEL

B Silk Rope — npussassiBaer Back Orifice noutu x jgo6oii
CYLUECTBYIOLIEN TIpOrpaMme.

B Butt Trumpet — orchuiaeT arakyoueMy e-mail ¢
IP-anpecoM MamMHBI mocne UHctaLiauuu BO.

CyuiecTsyer nporpaMMa, Ha3biBaeMasi BoSniffer .
pacnipocTpaHsiemas B Internet U sko0bl npeagHa3HavyeHHas LIS
obHapyxeHus U ynaneHus BO u3 Bamei cucreMbl. Ha caMmom
Jene, 3ato oburyHbli Back Orifice, u BaM He cneayeT
HCMONBb30BaTh 3Ty nporpaMMy. M36eraiite UCnonbL30BaTh
Jeywiky K BO M3 HenpOBepeHHBIX UCTOYHUKOB. DTU JIEYUIKHU
pacnipocTpaHsioTcs noa uMeHaMu bosniffer.exe u bosniffer.zip.

Back Orifice o6ecrieunBaeT Nerkuit NyTh aTakyoueMy
BHEAPUTD JIa3eiKy B BLIODAHHYIO MAIUMHY. AYyTeHTU(DHUKALMS
1 wudpoBaHue, UcnojabdyeMoe B BO, 10CTaATOYHO NPOCTHI,
MO3TOMY, aAMHHUCTPATOP MOXET ONpPENEIUTb, Kakasi UMEHHO
nHdopmauua orceuraerca yepes BO. Back Orifice MmoxeT 6biTh
06HapyXeH U yaalleH. JT1a ja3seitka paboTaeT TOJbKO Ha
Windows 95 u Windows 98, no xpaiiHeii Mepe — moka, ¥ He
paboraeT Ha Windows NT. NetBus obecneynBaer 6onbmmne
BO3MOXHOCTH, yeM BO u pab6oraeT Ha Windows NT, Ho ero-
Jerye o6HapyxuTh, yeM BO, T.K. oH Bcerna ucnonssyer TCP
nopt 12345 u BbimaeT 3acTaBKY ¢ HOMEPOM BEPCMH, KOTNa K
HeMy MOAKJIIOYaeilhcs telnet'oM.
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Backdoors

[Iporuxrympo 6 uyxcyro cucmemy u dobumsca mam root
npugunezuii — 3mo ewje nondena. Kax u é useecmnoii uzpe 6
«Ilapsa zopvw», 3a60e6annoe HyxcHo yoepucamo. Jlas 3mozo 6
cucmemy 6HOCAMCA HeOONbUIUE USMEHEHUS, COCMABAAIOMCA
npozpammbt. Imo u ecmv backdoors. Ymobbi Hatimu ux e ceoell
cucmeme, HeobXo00uMo noHuMams cnocodvl Ux CoO30anus.

Backdoors, paowue npuavineruu

U3ameHeHue aTpubyTos ¢aiinos

suid-bit (04000). ITpy 3anycke nporpaMMel, UMeEIOLIEN
s-OHT, cucTéMa NopoxaaeT npouecc ¢ 3¢p¢peKTUBHBIM uid,
paBHbIM uid X03siMHa nporpaMMbl. TakuM 06pa3oM, KOMuUs
shell, nexaniasi B ynaieHHOM KaTtajiore u umeromas sticky-bit,
JlaeT MHOBEHHBIE NPaBa «XO3siMHa» (haitna, Hanmpumep, root.

ATpnbyThl cneymuanbHbIX YCTPONKCTB

/dev/mem yKa3spiBaeT Ha JpaiBep 11 JOCTYIA K ITaMSITH.
ITocTaHoBka Ha Hero atpubyroB 0666 HacT IOIL30BATEINIO
BO3MOXHOCTb IIPSIMOM 3alMCH B NMaMsITh. 3JI0YMBIIUIEHHHK
MOXET HalTH Proc_t CTPyKTYpy CBOETO IPOLIECCA U U3MEHMTD
ero 3¢dexTUBHBINA uid.

U3ameHeHne cucTteMHbix ¢gaiinos

/var/spool/cron/crontabs/ co3naer 3aka3aHHbIe MPOLIECCH
'B YCTAHOBJICHHOE BpeMsi. B3/IOMILIMK MOXET NOOaBUTb CTPOKY,
co3aawliyio, Hanpumep, .rhosts ¢aiin B nosHoYbs U
YHUUTOXAIOILYIO €r0o YTpoM B (daiin 3agaHui root.
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Backdoors

/var/spool/cron/crontabs/root:

022**6 "echo '+ +' > /.rhosts”

06**1"rm -rf /.rhosts”

/etc/passwd, /etc/shadow — B 3THX (daiinax XxpaHUTCS

' yiHbpopMauUs O akkayHTaxX. B3jioMIIUK MoXeT 1006aBUTh B HUX
CBOM 3aNMCHU WIM U3MEHUTH aTpUOYTHI 3TUX (DaitioB mLis
BHECEHUs1 B MPOM3BONBHBIN MOMEHT CBOEH MHbOPMAIIUMU.

/var/sadm/install/contents — 3ToT aitn xpaHuT
nHdOpMaLHIO O PO MHCTAUIMPOBAHHBIX B cHcTeMe (haitiax,
HX pa3Mephl, aTPUOYTHI U KOHTPOJBHYIO CYMMY. BTOT (aiin
MOXeET ObITb U3MEHEH ISl COKPBITUS MOAUMHUKALIMH
NpOrPaMM. '

Backdoors, palowme AocTyn K cucteme

BeeaeHune AoBepeHHbIX OTHOLUEeHWN

~user/.rhosts, /etc/host.equiv, ~user/.shosts (npu
ycraHoBneHHOM SSH). Otu daitnsl co3aa10T 10BEpEHHBIE
oTHOmIeHUs1 B ceT. K HUM 0Opauiaiorcss AeMoH#! in.rlogind,
in.rshd, sshd 1 npyrue. B daitnax oropopeHsl napsi
KOMNBIOTEP-MTOAB30BATENIb, KOTOPHIE MOTYT BXOIUTH B.
cHCcTeMy, MUHYS cxeMmy ayreHduKauuu. Ilapa ++ nosBonser
BXOJ JIIOOOTr0 NoABL30BaTeNis ¢ A1000ro KoMreioTepa 6e3
naponsi. Hanuuue caiina /.rhosts {+ +} npenocrapnser
BOBMOXHOCTh BOMIM B CUCTEMY Kak root uiu
smép (uid=0, gid=0). OrpaHMyeHre Ha BXOA NOJIb30BaTENS root
TONBLKO C KOHCOAM He 3anpeuiaeT yIaIeHHBIA BXoa
nons3oBaress smtp, a /usr/bin/.rhosts naer Bxon mwis
nonb3oBarens bin.
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Backdoor

~user/.forward. B 3ToMm caiine xpaHurcs nHpopmanma
I NepeHanpaBiaeHUs MoyTel. OH MOXET BBHINISIACTD,
Hanpumep, Tak:

\user
["/usr/openwin/bin/xterm -display another.host.net:0"

DoGaBnenne nnu mogudpukauma AEeMOHOB

CucTeMHBIe 1eMOHBI OOBIYHO 3aITYCKAIOTCSI IIPH CTapTe
cucrTeMbl U3 /etc/rc?.d/ daitioB WIK NMpH MOMOIIU
MeTa-neMoHa inetd. B 3tu ¢aitnbl MOXHO 106AaBUTH CTapT
CBOEro AeMmoHa. [Lis 3aTpyaHeHHs OOHapYXXEHHUSI MOCTOPOHHMX
COGOMHEHUI TyTeM IMPOCAYLIMBAHUS CETU WIM 0OMaHa
firewall’a, yyxas nporpamMmma Moxert Ucnoab3oBate UDP
npotokos unu ICMP maxersl.

Backdoors, mackupyiouie akKTUBHOCTb B
cucreme

NoaMena nporpaMmm

3aMeHa rmporpaMM WCIIPABJIE€HHBIMU BEPCHUSAMU
UCIIONB3YETCsl JJIS MAaCKMPOBKM CBOEH pabOThI B CUCTEME,
HanpuMep, 3arycka JoManku naponeit. IlporpaMmer
U3MEHSIIOTCS TaK, YTOOBI He ITOKAa3bIBaTh aKTHBHOCTh
ONpeNe/ICHHOTO I10JIb30BaTEIsA, 3allyCKaeMbIX UM IIpOIIECCOB,
HCITONIb30BAaHME TMCKOBOro npocrpaHcrsa. Haubonee
M3BECTHBIM U3 NMAKETOB NMPOrPaMM ISl 3aMEHBI CUCTEMHBIX
yTwiuT aBasercs RootKit.

BeBeaeHue moaynei B aapo

Monynu MOryT nepexBaThlBaTh CUCTEMHBIE BBI3OBBI
obpalteHus K daitnam, nonyueHde HHOOPMaLUKU O CUCTEME, U
CO3HATE/JIbHO MCKAXATh MOjyYaeMyo MHOOpPMALIHUIO.
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Backdoors

Hanpumep, nipu otkpeiThu (aiina /etc/inetd.conf, Gyaer

NIPOMCXOOUTH OTKPBITUE PE3EPBHOK KOIMU 3TOro haina,

| CIpATaHHOM B cucteMe. TakuM 06pa3oM, CKpbIBaeTCs

M3MEHEHWE CUCTEMHBIX (hailiIoB.

Onpepenenune backdoors

Xoporo criparaHHbiif backdoor AOBOJBLHO TPYAHO HAaMTH.
Bonipock! moucka u co3nanus backdoors HarMOMUHAIOT «CITOP
OpOHH M CHapsia».

Mposepka daiinos

Pa3yMHBIM pellicHUEM SBISETCS CAe/IaTh He3aBUCHUMBIN
CNUCOK CUCTEMHBIX (PalyioB ¢ UX aTpUByTaMu U
KOHTPOJIbHBIMM CYMMaMH. DTOT CIIUCOK CO3JaeTcs Mociie
MHCTA/UIALIMM HOBOM CUCTEMBI U KOPPEKTUPOBKH €€ C
nomouibio aset (SUNWast) wiu fix-modes by Casper Dik.
[IpoBepky (haityioB B CHUCTEME MOXHO MPOU3BOAMTH 10 Cron
WIA TTOCTOSSHHBIM MPOLIECCOM C HU3KUM MPUOPUTETOM.
KoHTposibHBIE CYMMBI, BeIUKCIIssEMbIE /bin/sum, He SBIASIOTCS
HafIeXXHOM rapaHTUeil 6€30MacHOCTH, T.K. JIETKO ITOAOMpaIOTCs.
MoXHO mopeKoMeHI0BaTh s 3TUX ueneit MDS. CymiectByer
psiAl IPOAYKTOB Pa3IMYHBIX GUPM, MO3BOJISIOIINX
NPOCMATPUBAaTh CUCTEMY Ha IMPEIMET «CTPaHHBIX» (PaiyioB,
aat, aTpubyTOB.

KoHTpons cetreBsiXx cCoeaUHEeHUA

Y3HaTh 0 MTOCTOPOHHEM AOCTYIE B CUCTEMY MOXHO,
KOHTpOAUPYS ceTeBOM TpapPUK U CKAHUPYS XOCThI Ha
NpeaAMeT OTKPBITHIX MOpToB. CyniecTBYET 00/bIIOE KOJIUYECTBO
KaK CKaHEpOB, TaK M CUCTEM KOHTDOJII 33 CETEBHIM
tpadpdukom. Jlyumum pemeHueM Bcerna ocraerca firewall.
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Backdoors

MoanepxaHue cucTteMbl B pa3yMHOM nopspake
CucTeMbl CO BCEMH MHCTAMPOBAHHBIMU MATYaMHU,
OTKJIIOYEHHBIMHU HEUCNOJb3YEMbIMH CEPBUCAMHU, CYIHECTBEHHO
MEHbIIIE TNOJIBEPXEHB] Pa3pylIEHHIO, C PA3yMHO

OrPaHMYEHHBIM JOBEPHEM.
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Illpomokon TELNET nozeonsem eam nodcoedurumocs K
YOaneHHOMY KOMNbIOmepy, HAX00Auemycs 20e-mo <Ha
npocmopax» Internet, u pabomams ¢ Hum Kax 6yomo 6bvi ebi
ucnonb3yeme NOKANLHYIO CUCMEMY, CKAXCEM, HENOCPeOCMEEHHO 8
mexnuteckom yrnugepcumeme. Ha npakmuxe eawiu 603moxcHocmu
UMUMUDYIOMCS mem ypoeHem docmyna, Komopbtii 3a0an 0as éac
admunucmpamopom yoanerHol cucmemst. Bo ecakom cayqae, 6bi
\OonxcHb! uMembs ceoli udenmugpuxamop ID (userid uau username)
U naponb das exoda 6 cucmemy. B mo e spema, monvko
‘OomHOCUMenbHO Hebonvuoe Koauvecmeo Komnbiomepog 6 Internet
\nosgoasrom c60600nbiti docmyn uepe3 TELNET.

Ucnonbzosauune TELNET

YT0o0Bl MOAKIIOYUTRECA K yaaleHHON MamuHe B Internet
M NPOU3BECTH T€ WIM MHBIE AeHCTBUS B HEH, 3anycTUTE
nporpamMmy telnet, Koropas SIBASETCS NMOJb30BATEILCKUM
uurepdeiicom nporokosa TELNET (peuyb uaer o BBoae
komanabel Ha UNIX wimm UNIX-nmogo6Heix cucTeMax).

dopmar KoMaHAbI
telnet host [port]
rae

host — oduiLManTbHOE JOMEHHOE UMS MAILIMHbI UIU €
nceBnoHuM (alias), wim ee IP-anpec B Buae ungp,
pa3fe/IEHHBIX TOYKAMMU;
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port — onipefenseT HOMEp TopTa (aaApec NPUIOKEHMSA). |
Eciau HoMep mnopTa He 3alaH, TO NPUHMUMAETCS HOMEP IMOpPTa
TELNET no ymonyauuio — 23.

Ecnn xomaHaa telnet ucnionb3yercs 6€3 apryMeHTOB,
TOrJla BBOAUTCSI KOMAHIHBIN PEXUM, O KOTOPOM
CUTHAJIM3UPYET TIOACKA3Ka

telnet >

B stom PEXXKMME NOCTYIIA W BBINOJHAIOTCA CACAYIOUIHUE
OCHOBHBIC KOMaHbI:

B open host [-port] — OTKpBIBAET COEHMHEHUE C
Ha3BaHHOM CHUCTEMOW;

i

| close — 3axpeiBaeT TELNET coeaunenus v Bo3Bpaliiaer
BAC B KOMAHIHLIA PEXHM;

B quit — 3akanuuBaeT Bce OTKpbiThie TELNET
COeMHEHUS U BBIBOAMUT Bac U3 telnet;

-

B ! [xomanma] — BbINOJHEHUE OTAEILHOW KOMaHabl B shell
Ha JIOKAJIbHOM CHUCTEME;

| status — NOKa3bIBACT TEKyUIui cTaTyc telnet;

| ? [komanpa] — nonyyenue nomoiuu. Ecnu apryMeHTa
HeT, TO telnet BbIgaeT CIIMCOK BCEX CBOMX KOMAaH/.

Bo3MoXxHbie coobuieHus 06 owmnbdkax
M  Unknown Host
1. UMa unn anpec 6614 HaOpaHbl HEMPABWIbHO.
2. CeTb HE CriocoOHa Npeodpa3oBaTb UMSI CUCTEMbBI B
H1pPOBOK anpec.

| Connection Refused
. YaaneHHbIH KOMIBIOTEP (DYHKIIMOHUPYET C
omndxamu.
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2. YnaneHHbI# KOMNBIOTED HE MOXET 06eCIeynTh
apyroe, pononuurensHoe, TELNET-coenuHenue.

Connection Dropped
[IpobneMa ¢ CeThi0O WM yAaTEeHHbIM XOCTOM, NpUBEIIIAd
K 3aKPBITUIO COESAUHEHMSA.

OcobeHHOCTH
Ilopoit BecbMa citoxHO 3akpbiTh TELNET-coenuHeHus,
HalpuMep, U3-3a PE3KOro 3aMeUIEHUS MPOXOXIAECHUS
[P-niakeTOB MM pa3pbiBa CBSI3U MO BBIICJICHHON JTHHUH.
Jlydmuii cCOBET — BHHUMATEbHO YUTATh BCE MHCTPYKLIMH,
KOTOpbIE MOABIAIOTCSA, KOraa Bhl Aenaere login B cucremy.
‘B Eciu Xxe Ha 5KpaHe HET HUYEro, YTo Morjio Obl MOMOYb,
B nonpobyitTe OAHY U3 3TUX KOMAaHJ:

exit

quit
logout
//end
end
leave
bye
disconnect
goodbye
ciao
Ctrl-D
Ctrl-Z.
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TELN

Tak, Ha psanpe wiatdopMm, Ctrl-Z nepeBoauT Baie
TELNET coenuHenue B (GOHOBBIA PEXUM C BbIBOXOM HOMEp:
npoliecca, nocjie Yero XejaarejJbHO 000pBaTh 3TOT NPOLIECC
KOMaHAOM

kill IDprocess

Ecnu nepeyucieHHble KOMaHIbl HE MPUBOAAT K
HYXXHOMY pe3ynbraty, To octaercs Ctrl-] wiu Ctrl-", xoTophie
3akaHuyuBalor TELNET coenuHeHue. 3TO BepHET Bac B PEXHM
nonckasku telnet>, Beeaute quit wiu exit nocie telnet>, 3TiM
BBl 3aKOHYUTE CBOM CEaHC.

MporpaMMbl-KJINEHTbI

. Pa6ora ¢ TELNET B0o3MOXHa U ¢ MOMOLIBIO
NpOrpaMM-KJIUEHTOB, (YHKIIUOHUPYIOIIUX NO1 6osee
YyHOTpeOUTENbHBIMU ONEpallMOHHBIMU cucteMamu DOS u/wmm
MS Windows. OnuH u3 npumepoB — free-naker NCSA Telnet
w1 DOS wnu WinQVT mna Windows. :

OO6BIYHO naKeTbl CHAOXeHBI NOAPOOHON HWHDOPMaLHeE
JUISE MHCTAUISLMHU M TIIATebHOK HacTpoiiku. Eciu u
BO3HMKAIOT MPOGJIEMBI, TO OHM CBA3aHbI GOJbIIE C TAGMULAMK
KOIMPOBOK KMPWUINLBI WIMA 3ACKBATHON peakuUeil ot
HaxaTusi KOMOMHALMA KJIaBUII WJIM NPU BBI3OBE TAKMX
nporpamm, kaxk deco wiu Midnight Commander nox UNIX. B
TaKHUX CJIydasix BaM HEOOXOIUMO OOpaTUTLCS K CUCTEMHOMY
aAMUHUCTPATOPY.
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Bt nomuume Tposncxozo Kowa? Tposnckue
NpopaMMbl — 3MO He4mo noxoxcee. Imo npozpammoi,
codepicauiue K00, 8biNOAHAIOWUIL Hene2anbHble Oelicmeus npu
ONpedeneHHbIX YCA0BUSX, NPOSPAMMbL IMYAUPYIOUiUe pabomy
Opyeux npozpamm c paznudnbimu yessmu. Ocobenno onacen
MPOSHCKUIL KOO, NOMeUleHHblil 8 8AJNCHbIE CUCMEMHbIE”
npoZpamMMmbyt, ‘HanpuMep, 8 nPoPaMMbL NPOGEPKU Naponeil...
Ilpozpammot, s3myaupyrougue pabomy Opy2ux npozpamm,
ocobeHHO mex, komopble 63auModeiicmayrom ¢ NoAb308amenem,
Mo2ym €030amb PeanbHyr0 803MONCHOCMb OAA 63N0MA CUCMEMBI.
Hanpumep, npozpamma, komopas 3myaupyem npouedypy
pezucmpayuu nons308amens 8 cucmeme U, nocae 868€0EHHO20
napoas, zogopum uwmo-mo epode Login incorrect, 3amem
UHUKUUpYEM DEAnbHYI0 NPOUedypy pecucmpayuu.

B omauyue om supycos, maxue npozpammut He deaarom
ceoux Konuii.

Internet-TposHubI

Intemet-TpogHuUbl TM00 AAIOT KOCTYIT K KOMIBIOTEDPY C
ApYroro KOMriploTepa 6€3 BeioMa rnoJib3oBaTes, Jubo
BBICHUIAIOT 1O ONPEACIEHHOMY apecy Kakylo-1ubo
MHGQOPMALIMIO C KOMIBIOTEPAa-XXEPTBHI (KaK MpaBUIO, MApoOJIH).
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TpoaHu_

Y10 MOXeT caenaTtb YenoBekK, NPOHUKHYB B
4y)XOU KOMMbIOTEP

Bce, yero 3axoyeT: HAYMHas MPOCTbIMU IIYTKAMH
(Bb1OBMHYTE CD-ROM, nepeaBrHYTh MBIlIb, I10CIATh
cooDlIEHHE), 3aKaHYMBasA Kpaxei (paiioB U JeCTPYKTHUBHBIME
JercTBUIMU (yaalleHUe (aiioB, UX U3MEHEHME,
(popMaTMpoBaHuEe IUCKA U T.1.).

Kak TpOfiH NPpOHMKaeT B KOMNbIOTEP

HauHeM ¢ TOro, 4TO OH MOIMANAeT TyAa MO MIYMOCTH
caMmoit xepTBbl. CaMbIil MMONYJSAPHBIA BapUAHT — TMOJYYECHHE
TPOSIHA IO 1oyTe (Harnpumep, NUCbMO oT Microsoft ¢ HOBOM
nporoii, Koropas 6ecruiaTHo GUKCUT BCe Garu M 3au(yLiacT of
BCEX TPOSIHOB M T.I.), JMOO MO acbkKe (HYy BCEM XOlla HA MOU
(GOTKM IIIAHYTh — a TaM €XC-IIHbIN apXUB) WIM €lIEe MOXHO
cKayaTb TPOsIHA ¢ KaKOro-HMOyAb JayHI04 caita (MM
XaKepCKOro caifra, noa BUIOM B3JIOMIIMKA UHETA).

Kak noHATb, 4TO TPOSIH YCTAHOBJIEH Ha
KOoMrbioTepe

[To BHEIIHUM IPOSIBIICHUAM Y3HATh 3TO MOXHO JaJIEKO
He Bcerga. Ho mHorna MoXxHo 3aMETHTb HEINpPaBUJIbHOE
noBeaeHUe KoMmna: caM 1o cede oTkpeiBaeTcsi CD-ROM,
BBICKAKMBAIOT OKHa C Pa3HbIMU COOOILIEHUAMU (THIA UAM Ha
@#$3), npreiraeT Kypcop MbIIUHM, HAYMHAET IIPOUTPBIBAThCS
MY3bIKa U T.I.

MOXHO, KOHEYHO, 3aIlyCTUTh aHTUBUPYC, HO OH HE BCE

HaXOJOUT, @ MOXHO ITOCMOTPETb B PEeCTP, MHUIUHbIE (Dailibl,
JAMPEKTOPHIO aBTO3aIycKa M, 3a0[JHO, IJIAHYTh Ha CITUCOK
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npoueccoB (Task Manager). Eciiu tam ectb 4To-T10
CTPAaHHOE — CMOTPETh ONMUCAHUSl TPOSIHOB, HET JIU YEro
TOXOXETO. .
Bor roe HaxoauTcs aBTO3alyCK B peecTpe:
HKEY_CURRENT_USER\Software\Microsoft\
Windows\CurrentVersion\ Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Run
HKEY_LQCAL_MACHINE\SOFTWARE\Microsoft\ . .
Windows\CurrentVersion\RunServices

HKEY_USERS\.DEFAULT\Software\Microsoft\
Windows\CurrentVersion\Run :

Remote Windows Shutdown

Remote Windows Shutdown — 310 He TpOsiH, a yTWJIUTA
BRIKJIIOYEHMS /TIepe3arpy3ku yaaJieHHOro koMmnslorepa. OHa
COCTOMT U3 CEpBEpa U KJIMEHTA.

Cepeep

Ha cepsepe BHICTaBASIETCS MOPT U MapOJb, a TAKXKE
PEXMM: BKJIIOYEH WM BhIXJIIOYeH. Ilaponb obGs3areneH.
CepBepHasi 4acTh BCeria BUOHA.

Knuenr
Ha xiuenTe BricTaBnsiercs 1P-agpec, moprt 1 napons, a
3aTeM BbIOMpaeTcs ACHCTBUE:

‘B Shutdown — BBIKJIIOYMTb YAAIEHHbIA KOMMBIOTED;
B Reboot — nepe3arpysurh yaaJeHHbIA KOMIBIOTED;

B Test — npoBepuTh paboTaeT M CEPBEP Ha yAATEHHOM
KOMIIBIOTEDE. !
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Tposu

Lirupnuy

HITHpAKIL CNEOUT 32 BBOAOM NapoJieil U BBICHIIAET MX M
YKAa3aHHOMY ajipecy.

COCTOUT M3 ABYX YTHUJIUT:
MailStirlitz.exe — HernmocpeaCTBEHHO TPOSIH;
MSTConfig.exe — yTwinuTa KOHGUTYPHUPOBAHHS.

Jng Hayana HanO HacTpouTh LTHpAMIA: 3aITyCTUTh
MSTConfig.exe u noctaBute SMTP ceppep H Balll TOYTOBHIH
AMUK (MOHATHOE NeA0 — aHOHUMHBINA, HarpuMep Ha
USA.NET). SMTP MOXHO BBOOUTH JI000I M3BECTHBI,
rJ1IaBHOE, YTOOBl OH HE TOPMO3WJI, €r0 MOXHO BBECTH KaK B
Bune IP-agpeca, Tak U B BUJIE€ TEKCTOBOrO UMEHM, U 3aTEM
Haxatb Lookup IP (Harmpumep, windoms.sitek.net, ero
IP — 195.212.188.59).

3acbUiaeTe CKOHGUIYpUPOBAaHHBIN (DA XepTBe M XAETe
{ZIOHOCHI HAYMHAIOT [IPUXOAUTD [AS-TO HA CAEAYIOUIUH JEHD).

IITHUpauIl BHICBUIAET BCE NMApOJIM, KOTOPLIE HAXOAMT,
MMO3TOMY B HHUX AOBOJILHO CIOXHO pa3o0paThes.

HoBonbHo mnoxo B IItupauue, 4To OH He
npukiieuBaeTcy SilkRope, BepHee IPUKIIEUBAETCS, HO HE
3aIyCKaeTcsi, KOTAa 3allyCKaloT 3apaXXeHHbIA (aiil.

Ilpu 3anycke, ILITpauil KONUpyeTcs B
*:\windows\spool64.exe (BMANMO XO4Y€T, YTOOBI €O NMPUHSIIU
3a JipaiBep NPUHTEpa) U MPOIKUCHIBAET B PEECTpe
HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\ CurrentVersion\Run cTtpokoBoii napamerp TSpool co
3HaueHHeM *:\windows\spool64.exe
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POSHLBLI

INocne 3anmycka, ITHpAULL KaXable TPH MHHYTHI
NBITAETCS YCTAHOBUTD CBsI3b ¢ SMTP cepsepoM, U npu
ycrexe, BHICBUIAET BaM I1apOJIH.

[LITMpNHII MOXET He paGoTaTh MO PSAY NMPUIMH.
bru1 BBEAEH }ienpaBnanbm MOYTOBBIA SILUK.
XKeptBa He 3anycTHia 3TOT ¢ail.
HenpaBunpHpiiit SMTP.

Brl npuxiewm Iltupauua x apyromy (aiiny, a oH
3TOr0 He JIIOOHUT. .

9 bexKTUuBHLIA XaKUHT
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The Microsoft Network

The Microsoft Network

B Microsoft zaasunmn...

B Microsoft 3agBuiu, uto BeIXo4 B MSN He Oyaer
npeaocTaBnATkest B Poccuu, HO SprintNet paGoraer (4,
rnoxoxe, Oyaer paboTaTe €Ile OYEHb AOJIN0) U BHIXOMA Yepes
Hero Ha cepsepsl, oocnyxusawmue MSN Classic,
COXPAaHWIKUCH, 3HAYMT 3aPErUCTPUPOBATLCS HA HEM MOXKHO 6¢3
npobJieM. j

Peructpauua B MSN Classic

HOng nmoaxmoyeHuss K MSN Classic HyxHa ceTka
SprintNet.

Jlng Hayana perucTpanvy 3amycTure:

C:\Program Files\The Microsoft Network\Signup.exe

JomkHO nosBUTCA OKHO. Eciv OHO He NMOosBUIIOCh, TO
perucTpauusa 3aKOHYMIACch, TAK U He HAYaBIIKCh.

BeeauTte KXo Balllero ropoza.
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The Microsoft Network

Micrazall Netwaik

Hansure BeiGepute ropom.

_ Ecnu nosiBuics TenedoH ¢ KOJOM BBIXOAA HAa MEXIOPO[
(a BHIXOIMTH Ha HEro He Hajx0), TOLAA Jie3eTe B HACTPOMKHM.

. Microsaft Network
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The Microsoft Networ
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TenedoHsl

3nech ctupaere Bce HeHyxHoe. Cloja XXe MOXHO JIE3Th,
yTOOBI BBECTH Apyrue TejaedoHbl (HanpuMep, BTOpoH TenedoH
SprintNet B ITutepe ectb 325-1199, Tak 4To Ay4yHie yKas3ath
€ro BTOPbIM WK NEPBLIM).

Microsoft Network

Stecamak (34711) 55161 (2400 bps)
Tokalti (8450) 487196 (2400 bps)
omsk (3822) 211656, (2400 bos).

=

- [MotoM xmMete OK 10 MOCUHEHUS, YCTAHABJIUBAaETe
KOHHEKT, IoJiyJaeTe nocjaeiaHue faHHsle o MSN.
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'he Microsoft Network

CHayana HYXHO BBECTH CBEJICHUSI 00 MMEHU M ajipece,
XOTS TYJa U MOXHO BBOAMTH BCe, YTO AYIIC YTOAHO, HO JIyyIle
MOACTpaxoBaThes M Boenosib3oBaTthes Fake id Creator (vu
YeM-HUOYADL NTONOOHBIM).

Tenepb HY>XXHO BBECTH HOMEDP KPEAUTKU. DTO MOXHO
CAenaTh JJIOOBIM FE€HEPATOPOM.

, Microsoft Network
i el
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The Microsoft Network

CHayasa HyXKHO BBECTH CBEJCHMSI 00 MMEHM U aiapece,
XOTS TYAA U MOXHO BBOAMTH BCE, YTO AYLIE YTOAHO, HO JIyylle
NOACTPAXOBATHCS M BOGIONb30BaThesl Fake id Creator (vnu
YyeM-HUOYIb NMOAOOHBIM).

Tenepb HY>XXHO BBECTU HOMEDP KPEAUTKH. DTO MOXHO
CAENaTh JIIOObIM N€HEPATOPOM.

! Microsoft Network
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The Microsoft Network

XmeM kHorky O3HaKoMbTech ¢ mpaBHiIaMH. OnsiTh
KOHHekTHMcs. Bes mHboOpMaLMs mpoBepseTcs, MOCe Yero
HYXXHO BbIOpaTh 103epcKoe UMs. Banie Mblio OyaeT BBITJIAACTh
Tak: ums_to3epa@classic.msn.com.

BribupaeTe, yto xoTuTe: goctymn K Internet yepes MSN
WIM 1IpocTO 103aTb MSN.

Bce, 3apernctpuwiucy!

Tenepb 0 TOM, KaK 3BOHUTb

3anycTuTe Inpory:
C:\Program Files\The Microsoft Network\Onlstmt.exe

BeeauTte JIorMH 1 napons. Eciy KOMIT MOAOpBETCS WK
3BOHMT He Ty[a, Kyla Hajno, uaete B HacTpoitku. [Tocne
YCMELIHOTO KOHHEKTA ¥ TPOBEPKM JIOTMHA C NApOJieM, MOXET
MOSIBUThCS TabauyKa ¢ Oerymeil TMHERKOMR. 3aech cpa3y xe
HaxuMaeTe KHOIKY OTMeHHTb, a TIOTOM Ha BOIIPOC O BbIXO[E,
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‘The Microsoft Network

rosopute Her. MHavye BaM CKaxyT, YTO B 3TOi CTpaHe CepBHC
He openocrasagerca. Janbiie xMere HAa UKOHKY MSN B 1poe,
BeIOMpaeTe riaBHOe OKHO WM 3anyckaere MS Exchange u
NHILETE MUCHMA.

IMSI.

The Microsoft Network

UTak, 3apermcTtpuaunce...

Mrak, 3aperucTpuinch, saneand B MSN Classic, Ho... HH
YaTOB, HU JOCOK OOBABIIEHUM TaM HeT, Tak Kak Microsoft
6onbvmie He noaaepxxuBaeTr MSN Classic (HOBBIM NPOEKT
Microsoft — MSN Premier). 3aTo Tam €cTh JOCTYI K BalleMy
NOYTOBOMY SIHKY, KOTOPBIM MOXHO MOJIb30BAaThCH A0
NOCUHEHUSI — 3a Bac 3aruiaTdaT asau 3a 6yrpoM. Tak uro
6onpuive Gaiibi MOXHO OTnpaBnsaTh yepe3 MSN, 4To oyeHb
yAOOHO IS MOCBUIKM Bape3a Ha xansiBy. IIpu 3TOM JIMHUS He
3aHATA, KOHHEKT CTAOMJIBHBIA M HA JUHUH MOXHO HAaXOAUTHCA
CTOJIBKO, CKOJIBKO. HYXHO.
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The Microsoft Network
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Peructpauna B MSN Premier

ITo yMoyyaHuio npy peructpauru B MSN Classnc Balll
NIOYTOBbIN aapec OyAeT BhINISAETh TaK:

your_name@classic.msn.com

Mg Toro, 4ToObl CAENATb €r0 HEMHOIO NOKOpPOYeE, -
MOXHO 3apeructpupoBatbcsi B MSN Premier. [dns storo, B
nanke YjajiesHbld JOCTYN K CeTH CO3/aiiTe HOBOE COCIUHEHHUE,
a B KauecTse TesiedoHa ykaxute HoMmep SprintNet.

BbiBeauTe Ha 3KpaH CBOMCTBA DTOTO COCAUHEHMS,
HaxMuTe KHOMNKY Kondurypauus Boibepute 3axiajixky
IlapameTpbl ¥ B rpyIne YCTaHOBKA CBA3M [OCTABbTE (JIakKOK
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‘The Microsoft Network

T [ nofiantHbie KaTer opeH

HarnpOTHB BhIBOANTH OKHO TEPMHHAJIA moche HaOopa HoMepa.
Hanbiie coeauHuTech co CrnpuHTOM. Ha 3KpaH BbUIE3ET OKHO
TepMHHaNa (a0COMIOTHO MyCTOE), B HEr0 BBEAUTE:

@D<cr> (<cr> — 310 Haxatue Ha Enter)
xnere noseieHuas TERMINAL=
Beoaute D1<cr>

XAETE TNOABNAcHUS @

BeoauTte ¢ 0311083501402<cr>

xnere nosisneHus PPP u naxumaere F7

Tenepp 3anyckaere 00603peBaTesib U UACTE Ha
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The Microsoft Network

https://signup.msn.com, riae perucTpupyerech (Iaru
npakTryecky aHajoruyHbl peructpauuu B MSN Classic). Ilpu
noaxmoyeHuM Kk MSN Classic HyXHO OyaneT yKa3blBaTh 3TOT
JIOTMH M1 3TOT MapoJib. BO3MOXHO, 4TO Cpa3y ¢ 3TUM NapoiieM
Y JJOTMHOM TOAKIIIOYUTBCS K CETH HE MOMYYUTCS — HYXHO
noxoxnaathk. Teneps Baml E-mail Oynetr uMeTh BUI:
your_name@msn.com.

0630p cetu SprintNet

Cetb «SprintNet» (nanee Sprint) — robaabHas ceTh
KOMMYTAlMH MMAaKETOB, OAHA U3 KPYNHEHIIUX B MUPE B
Hacrosuee Bpemsi. Cetb Sprint sABisieTcsl HENOCPEACTBEHHBIM
pa3BuTHeM ceTu Telenet — OmHON U3 repBbIX OOLIECAOCTYITHBIX
ceTell KOMMYTAllMKM TNaKeToB. BiamenbLuaMu ceTH ABISIOTCA
KPYIHBIC aMEPUKAHCKUE KOMMYHHKaUMOHHbIe KoMnauuu UTI
u GTE. Ux nouepueit komnanuu US Sprint npuHamiexur
KpyNHeHas B MUpE ceTh ONMTOBOJIOKOHHBIX KaHAJIOB,
COCTaBJIAIOLIAas OCHOBY Sprint. ‘

K Sprint noaxmo4yeHo okono 6000 host-KOMIbIOTEPOB U
LLTI030B (gates) Apyrux dupM U OpraHU3aLMi,-
NIPEIOCTABASIIOIIMX Pa3HOOOPa3HbIE ‘
CNMPABOYHO-MH(MOPMALIMOHHBIE YCIYTH U 00€CTIeUMBAIOIIUX
BbIXON B IPYTHEC CCTH. :

IMpumepHo 110 ceTeit BO BCEM MUpE NMOAACPXKUBAIOT
coeMHEeHUs cO Sprint.

0630p cetn ROSNET

Cerb ROSNET — onHa u3 Poccuitckux X.25 cereid,
MMeIoILast y3/Ibl B GOTBIIMHCTBE KPYIHbIX rOpofoB. PaHbiie
3Ta ceTh ClIELMaTN3MpOBAIach Ha repeaade TENEKCHBIX 1
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The Microsoft Network

renerpadHbIX COOOLIEHUM, B HACTOALLEE BpeMs K Hel
IOAKIIOYEHO HeOOobIIoe KonrMyecTBO cucteM tina AIOHMUC,
Rexd400, noctynHbeix 6e3 NUI 1 npeaocTaBiasiomuX NOYTOBLIE
ji ApDyrye YCJIyrd 1ojab30oBaTeisIM. TesnedOoHBl BXOAOB MOXHO
OCMOTPETh Ha http://www.rosnet.ru/.

CxannporaHue X.25

BpeMst OT BpeMEeHHM Yy BaC MOXET BO3HMKATh MOTPEOHOCTD
y3HaTb, KaKHUe CUCTEMbI MOAKIIIOUEHH K X.25 cetu. Tak Kak
nposaiimeps! X.25 HE NMyONUKYIOT CITUCKYU NMOMKITIOYEHHBIX K
CeTM CUCTEM, HMX IOMCK OCYUIECTBISETCA C NMOMOILBIO.
(KAHUPOBAHMSA CETU — IPOCTHIM MOCJIEI0BATEIbLHBIM
nepebopoM anpecoB (NUA).

ECTECTBEHHO, [IEJIATh 5TO BPYYHYIO HENIPOU3BOAMTE/ILHO,
TaK KaK [UJIs3TOr0 MCIOb3YIOTCS pa3HOOOpa3HbIe MPOrpaMMbl
WM CKPUITHI (MUHU-IIPOrpaMMbl, HAlTUCAHHBIE Ha
BCTPOEHHOM SI3bIK€ TepMHHasa, HanpuMep Telemate).

.Tenécbouu y3nos SprintNet B Mockse

Mopkaa
928-6344, 928-0985, 342-8376, 913-7166

Mocksa (LLiepemeTbeBo)
578-9119, 578-9161
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TOHKOCTU XaKuHra

TOHKOCTU XaKMHra

Knaccuduxkaums meTonos B3NIOMa
KOMMbIOTEpOB

JlonycTHM, YTO Bbl UMEETE KAKON-TMOO HOCTYN K CETH, H
XOTUTE PAaCHIMPDMTL CBOM BO3MOXHOCTHU IyTEM
MPOHUKHOBEHHUS HA IPYIrMe KOMITBIOTEPHI WIH TOBBLICUB CBOU
IpaBa Ha MallKWHE, ¢ KOTOPOil BB pabortaete. [1oaToMy BCe
METOMbl B3NIOMA ACHATCS Ha JABE TPYTHIbL:

MeTopab! AN NPOHUKHOBEHUS HA KOMMNLIOTEP U3
cetu

B [Ilonbop mapons. Kputepuit — Bpemsi. Cineayer uMeTh B
BUAY TO, 4yTo 00b14HO Ha 6onbiMHCTBE UNIX login ¢
YOANIEHHOr0 TepMUHANA MOJb30BATENIO root 3arpeleH.
[ToatoMy, 00BIYHO NOAOUPAIOT NAPOJIX OOBIYHBIX
noJb30BaTeen.

B Hcnonws3oBaHue oUIMOOK ONEPALIMOHHBIX CUCTEM LIS
noayyeHusi MUHGoOpMalLlMM O MOJIB30BaTENSIX HA MAlIMHE
(Hanpumep, login&password).

| Hcrnonb3oBaHyue CKAHUPOBAHUS MPOXOMSIIIMX B CETH
rnakeToB (sniffing), 115 nosydyeHus I/IH(I)OpMaIIMM o

MOJIb30BaTENE(SIX).

B «TposHckue KOHM» — NPOrpaMMBbl, CONEpXaUIMe B cebe
HEKUH «HOBECOK» M «IOJAPEHHBIC» HA aTAKyeMYIO
MalIUHY.
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TOHKOCTU XaKNHra

OnvmH U3 HOBBIX CMOCOOO0B: MCIOJIL30BAHHE OMMOOK B
WWW-0603peBaTeiisix 1 BO3MOXHOCTE HOBBIX
anemMeHTOB WWW-cTpanuu — JAVA, ActiveX. B 3Tux,
HEIaBHO MOSABUBIIUXCS, CPEACTBAX CO3JAHMS
HHTepaKTUBHBIX WWW-CTpaHML UCIIO/IB3YeTCS
TEXHOJIOTUs MEepEeKaYKH HEKOro KOaa M/HWau CKpMIITa Ha
MallMHY MOJIb30BaTe/Ns U 3aTEM HUX aBTOMATHYECKHMIA
3amycK. '

MerToab!l NoBbILEHUSI CBOUX NPaB HA KOMMNbIOTepe
B 3TOM ciyyae BCE 3aBUCHUT OT ONMEPALMOHHOMN CHCTEMBI

KOMNBIOTEpPA, HA KOTOPOM Bbl XOTHTE NOOMTHCS MOBBIILIEHHBIX
NpUBWIErHiA. Y KaXnoi ecTb CBOM ABIPbI; MPO CTAHAAPTHbIE
HE MMEET CMBICIIA pACCKAa3biBaTh, pa3BE YTO B KAYECTBE
KIACCUYECKUX TIPUMEPOB, U OHM YX€ JAaBHO 3aTKHYTHI, PO
OCTAJIbHBIE, €CTECTBEHHO, HUKTO HE pPACCKaXeT — T.K. UX TYT
X€ 3aTKHYT, TaK YTO MIHTE. 3TO MOrYyT ObITh, HAIIPUMED:

HexkoppekTHO HanMcaHHbIE MPOrpaMMbl (He
NMPOBEPAIOIIME HA KOPPEKTHOCTh BBOAUMBIE JaHHbIE,
HMEIONIME HeJOKYMEHTHPOBAHHbIE KOMAaHAbI, (ark U
T.I.).

HenpaBwibHbie npaBa AOCTyNa K CUCTEMHBIM QaiinaM U
IUPEKTOPUAM (HarmpuMep, npy MHcTaUBILUMKH QNX Bce
CUCTEMHBIE AUPEKTOPUH UMEIOT (hjlarM rwxrwxrwx, a
aBTop nporpaMmbl mqc 3a60T1uBO octaBwi SUID 'HbIN
KOMaHIHBIN (aiin ¢ TaKMMH Xe aTpuOyTamu).

B KOMIBIOTEPHOM MUDPE CYIICCTBYIOT MHOTIO

OpraHMU3aLuii, 3aHUMAIOLIUXCA HAXOXIECHUEM U
nHpOpMUpPOBaHHEM 00 OlIMOKAX U ABIPKAX B ONEPALIMOHHBIX |
CHUCTEMAX, B LIEJIIX UX CKOPEHIIEero HaxoXIeHUs M
HCTIPABICHUS] CUCTEMHBIMH aAMUHHUCTPATOPAMH, HO KTO
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TOHKOCTU XaKWHE

MENIAeT XaKepy TOXe I0oJy4aTh TAKOrO poja UHbopMauuio?
OObIYHO, HEMEJIEHHOE UCII0Ib30BAHUE MOMYYEHHOM!
WHOOPMAaLHU JaeT pe3yIbTaThl.

CtaHnpapTHble nNapony B onepaunoHHbIX
cucremax

B HeKOTOpBIX C1y4assX BO3MOXEH MMOAOOD Mapons mis
BxoJa B cucTeMy. JJo HegaBHEro BpeMeHH, IOJIb30BaTEN
BbIOMpaNU Mapoix, KOTOPbIE JErKO 3alIOMHUTD, WU AaXe
OCTaBNsUIA T€, KOTOPBIE CTOAT B CUCTEME I10 YMOJYAHUIO NPU
VHCTOWUISIUMK. Ecnu y Bac He xBaTaeT PaHTa3uM, Bl MOXETE
TMO3KCIIEPUMEHTUPOBATL C 3TUM CITUCKOM:

admin, ann, anon, anonymous/anonymous, backup, batch, bin,

checkfsys, daemon, demo, diag, field, ftp, games, guest/guest,

guest/anonymous, help, install, listen, lp, lpadmin, maint,
makefsys, mountfsys, network, news, nobody, nuucp, nuucpa,
operator, powerdown, printer, pub, public, reboot, rje, rlogin,
root, sa, setup, shutdown, startup, sync, sys/sys, sysadm,
sysadmin, sysbin/sysbin, sysbin/bin, sysman, system, tech, test,
trouble, tty, umountfsys, user/user, userl/userl, uucp, uucpa,
visitor.

Taxxe, o4eHb YaCTO TMOJL30BATENN MCIIONb3YIOT B
KadecTBe Maposieit CBoe UMS, GaMWIUIO WIM BOODIIE €ro He
CTaBsT.

Cﬂmbdmur

B otnuuue oT TenedOHHOM CEeTH, KOMNBIOTEPHBIE CETH
HCIONB3YIOT 00IIMe KOMMYHUKAIIMOHHBIE KAHANBI, T.K.
JOCTaTOYHO IOPOro TSAHYTh IMETIIO 10 KaXI0ro y3na.
COBMECTHOE MCMOB30BaHUE KAHATOB NOApPa3yMeBaeT, YTo
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y3e MOXET MmojyyaTh WHGpOpPMaLUIo, KOTOpas
npeaHasHayaeTcs He eMy. «OTnhoB» 310N MH(POpMaLMU B CETU
1 HasbiBaeTcs sniff MHroM.

Hawubonee npoctoit cnocod coefMHEHUS
xoMIbioTepoB — ethernet. O6MeH JaHHBIMU 10 MIPOTOKOIY
Ethernet moapa3yMeBaeT IMOCBUIKY ITaKETOB BCeM abOHEHTaM
CeTH. 3aroJIOBOK MaKeTa COAEPXHUT aApec y3/a-INpUEeMHUKA.

IMpenmnosnaraeTcs, YTO TONBKO Y3€N ¢ COOTBETCTBYIOLMM
aapecoM MOXeT MpUHATH raker. OAHaKO, Yepe3 KaXabii y3en
TNIPOXOIAT BCE MAKEThI, HEB3Mpass Ha UX 3arOJIOBKHU.

Tak kak B 00bIYHOM ceTn MHMOPMaLIMA O Maposx
riepenaercs 1o ethernet B BUJIe TeKCTa — HET HUYETO
CIOXHOTO, BHITATUBAS U aHAIU3UPYS MAKETHI, IIPOXOASIIHE IO
CETH, MOJYYUTh HUHGOPMALIMIO O BCEX KOMITBIOTEPAX CETU.

O6nacTb npumeHeHusa cHudpbuHra

Sniff MHr — oAvH U3 HauboJee MONYNAPHbIX BUAOB
aTaku, UCnonb3yeMbix xakepamu. IlporpamMmmHbii Sniff'ep
HasbiBaeMblii Esniff.c — oueHb ManeHbKMii, pazpaboTaHHBIN
ans pabotsl Ha SunOS, 3aHUMAJICS TeM, YTO BbUIABIMBAT
nepsbie 300 6aiT telnet, ftp u rlogin ceccuit. OH GbUT
onyonukoBaH B «Phrack» — omHOM K3 HauGonee LIMPOKO
ABOCTYITHOM ITOANOJBHOM XaKepCKOM XypHaie. Bel ero Moxere
Haiti Ha MHoruXx FTP cahrax. Hanpumep, Ha
ftp://coombs.anu.edu.au/pub/net/log.

O6wune npuHUuMNbI padoTbl On-Line ycnyr

o nocneanero speMenu patora B TCP/IP u X.25 cersix
TpeboBaa HEKOTOPLIX MPOGeCCUOHANBHBIX 3HAHUMR U
HaBBIKOB, HE BCETAa JAOCTYIHBIX /I OOBLIMHBIX NOJL30BATENEH
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KOoMMbloTepoB. BeposiTHO Mo3TOMy ObUIM CO3JaHBI CEPBUCHI,
U1 paboThl ¢ KOTOPBIMHM He TpebyeTcs npodecCruoHATBHBIX
3HaHuil. [lonb3oBaTenp, 3aINATUB HEKOTOPYIO CYMMY JEHET,
MoJay4aeT 10CTynl K HEOOXOAUMbIM €My MH(OPMALIMOHHBIM
pecypcaM ¢ NMOMOIIbIO HEKOH NpOrpaMMbl — O0OJIOUKM, WIM
MpoCTO, B TUAJIOTOBOM DEXHUME.

HocTtyn x pa3zHooOpa3HbeiM On-Line ycnyram
OCYILECTBISIETCS, B TOM YMCJI€E U 0 CETSIM MaKEeTHOMH
KommyTalmu (X.25). ITockoabKy ceT X.25 HpOKO
pacrpoCTpaHeHbl U OOLIEAOCTYITHbI, TO 001EeHue ¢ On-Line
CEepPBUCAMU HE IPEACTABJISET HUKAKOrO Tpyda. B pexsiaMHBIX
LEeIX MPOAABLIbI 3TUX YCJIYT MOMENIAIOT IIPOrpaMMBbi,
HeoOXoAUMBIE U1t pabOThl B KayecTBe OOHYCa K MOAEMaM, a
TaKXe MPENOCTABISAIOT HECKOJIBKO YCIOBHO-0ECIUIATHBIX YaCOB
paboTHl C UX CEPBUCOM.

BonsmuncTBO On-Line cepBHCOB NPEAOCTABISIOT CBOM
yCIYTM Ha OCHOBE JAHHBIX, TIOJYYEHHBIX OT pabOTAIOLIUX C
HMMHM nosib30oBaTenei. Tak Kak yacTo npu padorte yepe3 X.25
MECTOIOJIOXEHHE T0Nb30BaTe/Is1 HE MPOBEpsieTCsi, TO
CYHIECTBYET BO3MOXHOCTh YKAa3aTh NPY PETUCTPaLIMM
HEKOPPEKTHbIE CBEJCHMS O 0Nb30BATENE U O €TI0
(pHHAHCOBBIX BO3MOXHOCTSAX. Ha 3TOM NpHHLMIE MMOCTPOEHB
anbTepHaTUBHbIE MeTOAbl OIUIAaThI 32 On-Line ycayry...

Mo WWW 6e3 cnenos

IlyremecTByss mo Internet, Mbl He YacTO 3aqyMBIBAEMCS O
TOM, YTO OCTaBJIsIEM CJebl CBOMX TOCENICHUIT KaxXblii pa3,
KOrJa 3axOoQuM Ha Kakoi-nu6o caiT. IToxanyii, 06 3TOM U He
CTOMJIO 6bl 6ECITOKOMTBLCS, €C/IM Obl He ObUT TaK BEJIMK TOT
00beM MHPOPMAaLMHY, KOTOPBIH MOTEHLMAIBHO MOTYT NOOBITh
0 Hac Biaagenbibl caiita. CTanaapTHble log-daiel,
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XHTPOYMHBIE CKPUIITHI U NPOYUE YXULIPEHUS MOOOIMBITHBIX
BIAIENBLECB CIIOCOOHB! Y3HATh O BAC MHOTrOE: THIT KOMIIbIOTEPA
H ONEPALIMOHHON CUCTEMBI, CTPaHy NpeObIBaHUA, HA3BAHUE U
agpec nposalinepa u, 3a4acTylo, Jaxe agpec 3JEKTPOHHON
MIOYTHl U Ballle UM4. '

CylecTBy1oT MHOTO NIPUYHH, IO KOTOPHIM IOJI30BATENb
MOXET He 3aXOTeThb OCTAaBJAATH CAelbl CBOEro npebniBaHug. TyT
H HeXeJIaHUe pacKphiTh CBOM aApeC BAEKTPOHHOM MOYTHI,
y100BI HE CTATh XEPTBOU cnama, ¥ HEOOXOAUMOCTD MOJYYUTD
HHPOPMALIMIO C caliTa, KOTOPHI BapbUpPYET OTBET B
3aBUCUMOCTH OT CTPaHbl, U3 KOTOPOM OTIIPABJIEH 3aIpoOC.

Wnu, HanpuMep, Bbl YaCTEHBKO 3aXOAUTe HA Web-y3en Baliux
KOHKYPEHTOB, U XOTUTE AENATh 3TO AaHOHUMHO.

HexTo, nopaepXxuBaoiuii pabory caiita cBoei
IOPMINYECKON (DUPMBI, PETYISPHO COCTABJISIET IpapUK €ro
NOCEUIEHHUsI CAMBIMM CEPLE3HBIMY KOHKYPEHTAMU €ro (PUpMBI,
KOTOpbI€ NMPOBOJAT TaM JOBOJILHO MHOTO BPEMEHH, 4YTO, BKyNne
¢ CUTyaliell Ha PbIHKE IOpHIHYECKHX YCIYT, JaeT boraryio
UHGOPMALUIO K Pa3MBILUICHHUIO.

KpoMe Toro, cymecTByloT Takue 0siku, Kak cookies, 1a u
AbIpBI B 6¢3onacHocTd B MSIE 06HapyXXuBalOTCS BCE HOBBIE U
HOBBIE... B 00111eM, HE MOCNATh 1M HaM B MYTELIECTBUE IO
WWW koro-uuoyas eume? Maes tpe3sast, ¥ JOCTAaTOYHO JIErKO
BBITIOJTHUMAS, NPUYEM HECKOJBKMMU CNOCOOaMM.

AHoHuMmahzep

OcCyLuiecTBUTH MONOOHBIH AHOHUMHBIN cepdUHr
Nno3BoasieT cnyXx06a Anonymizer. 3aiiguTe Ha UX CaiiT, HaGepuTe
HyXHbI# URL, ¥ Bnepen! OtnpaBasisich MO CChUIKE,
NIOMELIICHHON! Ha CTPaHMlIe, KOTOPYIO Bbl NPOCMATPUBAETE C
NOMOLIBIO AHOHMMAaM3epa, Bbl NMOMNAjJacTe Ha OYEPEIHYIO
CTpaHMLy CHOBA 4epe3 AHOHMMali3ep, TaK YTO MPOLECC
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aBTOMAaTU3UpPOBaH, U HabupaTh HOBbIH URL CHOBAa He HYXHo,
brlty BpeMeHa, Koraa AHOHMMan3ep OTIPABISICA M0
YKa3aHHOMY apeCy HEMEMJIEHHO, TeNeph X€ WIS TeX, KTO
MTOIB3YETCST ITOM CIIYX00i GECIUIATHO, CYLUECTBYET
30-cexyHOHBIN nepron oxuaanusi. Kpome Toro, AHOHUMAaR3E)
no3ponsn ucnons3oBath Kak HTTP, tak u FTP pecypcamu.
Tenepb xe ucnonb3oBats FTP MoryT nuiib
3aperMcTpYpOBaHHbIE NOJb30BATENH.

Ilpu ncnonb3oBaHMHU 3TOH CiyXx0bl, clien B log-daitnax
OCTaBJIJETE He Bbl, a AHOHMMAI13ep, YTO MCKIIOYAET
BO3MOXHOCTb CO0Opa BCeil ToW MHGOPMALIMM, O KOTOPOH ObLI0
HanucaHo Bhile. Hukaxue cookies 10 BaC He AOXOAAT.
Hexkortopsnie caittsl, HanpuMep, Web chat rooms ¥ oTaeabHbIE
MIOYTOBBIC CAYXObI Yyepe3 HEero HeAOCTYNHBI, YTO, OYEBUIHO,
OOBACHSCTCS XEJAaHMEM MX BIae/blLeB CASAUTh 3a
NOCETUTENSIMU, AHOHMMai3ep TakXe He paboTaer ¢
0e30MacHbBIMM y371aMU, UCIIONb3YIIKMMHU SSL npoTtokon.

AHOHMMAai3ep UMEET elle ABE NPHUATHbIE OCOOEHHOCTH.
Bo-nepBbiX, HeKOTOphIe caliThl WWW GBIBAIOT HEIOCTYIHEL M3
ONHOro MeCTa, HO MOCTYNHBI U3 apyroro. HexpasHo aBtop B
TeyeHUU 20 MUHYT GE3yCNEIHO NbITAACS NONAacTb Ha OAMH
caliT B ABcTpanuu, Haxoascs B Poccuu. Ucnonb3oBanue
AHOHMMali3epa HEMEUIEHHO TIPOGAEMY PEIIHIO, U
JOJTOX/AaHHAas CTpaHMLA ObICTPO 3arpy3unach.

Bo-BTOpBIX, HEKOTOPBIN CaiThI BHIJAIOT BaM
HHGOPMALIMIO B 3aBUCMMOCTHU OT TOr0, OTKY/a NMOCTYNAET Balll
3anpoc. I[Ipumep u3 xu3nu. Haxonaces Ha caitte Encyclopaedia
Britannica, aBTOp 3ax0TeN BBIACHUTH LEHBI HA MPOAYKLIMIO
atoit ¢upmbl. Haxatue Ha xHonky Order Information npuseno
€ro Ha CTpaHMIly, COAEPXaNlylo CNIUCOK AUIEPOB NO BCEMY
MMDpY, BKJIIOYas 1 MOCKOBCKOro aujepa — «MHUp 3HaHUM».
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3axon Ha Ty Xe CTpaHMIly yepe3 AHOHMMaM3ep gan
COBEPIIIEHHO IPYrof pe3y/bTaT: Ha 3KpaHe MOSIBUIICH
npaitc-nuct. CpaBHeHME 10Ka3ajio, YTo B MockBe
Encyclopaedia Britannica CD '97 npopgaercsi BO MHOTO pa3
fopoxe, yeM B IlItatax. Mopanb: nojas3yirech
AHOHMMAaH3epOM U He MOKYIaiTe HUYero B «Mupe 3HaHU».

Cnyx6a iproxy :

Ota cayx6a, pacronaralomascs o aapecy
www.iproxy.com, paboraer nono6Ho AHoHuUMait3epy. Ot
NoJIb30BaTesis Tpebyercs 3aNMOJHUTh HEOONBIIYIO aHKETY,
yKa3aThb CBOI DJIEKTPOHHBIN ajpec, U IOCHE MOJyYeHHs
NONTBEPXAEHMS IO 3JEKTPOHHOM IOYTE M OTBETA Ha 3TO
NOATBEPXAECHNE MOXHO OTIIPABJASTLCA B INyTh, NIpUYeM 0e3
30-cexyHOHBIX 3aA€pXeEK, KaK B cliydae ¢ AHOHMMaNH3epOM.
O6MeH MoATBEPXIEHHAMH HECKOJIBKO HaCTOPaXHBAET,
00HapyXuBasi TO, YTO BAaAEAbLIAM CIAYXOH Ha caMOM Jejie Ha
privacy HaruieBaTh, HO MOCKOABKY MOJYYUTh AHOHUMHbIH
agpec — He npobsema, a paboraer iproxy 6nicTpee
AHOHMMalf3epa, NPEACTABIAETCS Pa3yMHBIM MCITOb30BaTh 3TY
cyx0y. EnMHCTBEHHOE «HO» — cepBep MHOra ObIBacT B
«JayHE», TIPUYEM 3TO MOXET IPOJODKATHCS LENYIO HEAEIO.

Mpoxcu cepeepbi
AHOHUMU3UPOBATH IMYyTEIUECTBUE MO CETU MOXHO TaKXe
¢ NMOMOLULIO NMPOKCH cepBepa. Ilpokcu cepsep pabortaert, 1o
CYTH, KaK AHOHMMaMN3ep, T.6. JOKYMEHT C caiTa «3abupaem»
OH, a He Bhl. IIpaBaa, ecTb HEKOTOpBIE HEMAJIOBaXHbBIE
OTJIMYUS, & UMEHHO: ._ |
[ | ot cookies Bac nMpokcu He u30aBisieT (M30aBbTE OT HUX
cebsa camu, coenainre daitn cookies.txt read-only, u Bce
nenal); '
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B npokcu cepBep paboraet Kak ¢ HTTP, tak u ¢ FTP, yro
JaeT BO3MOXHOCTh aHOHMMU3UPOBATh MOCEUICHHE HE
ToILKO Web caiitoB, HO U FTP apxusos. BoobGuue
roBOpsi, MPOKCH CepBEpHl MOAAEPXHUBAIOT U APYTHe
MPOTOKOJIbI, HO I AHOHUMHOIO NMYTEWIECTBUS MO CETH
OHU MAJIO 3HAYUMBI;

B [P-agpec Bamero poaHoOro nNpokcH cepsepa, T.e. TOTO,
MOJAB30BAHHE KOTOPHIM 00eCIIEYMBAET Balll MpoBaitaep,
BCE PaBHO OTPaXaeT UMs BalIero JOMeHa WiH, 1o
KpaifHei Mepe, ero rpuMepHoe reorpaduyeckoe
FIOJIOXEHKE, '

ITocneqHu# MYHKT NPUBOAUT HAC K CIEAYIONIEMY
BBIBOIY: €CJIM BAM OYCHB BAXKHO OCTATHLCS AHOHWMHBIM TIPU
pabore ¢ KaKuM-HUOyAb CAWTOM, WIM NPU YTEHUU U OTIIPABKE
MOYTHl C MCIONIL30BAHUEM 0D03peBaTeJisi, UCIIOIB3YHTE HE
CBOM IPOKCM CEpBEP, a4 UYXON.

BoJIBIIMHCTBO NPOKCH CEPBEPOB OrPaAHUYUBAIOT AOCTYI
Ha ocHoBaHuu IP-agpeca, ¢ KOTOPOro NPOUCXOIUT
obpanienue. UHbIMM cIOBaMuU, €C/IU BB MOJB3YETECH
npogaitnepomM Demos, To npokcu cepsep Glasnet Bac x cebe
‘rornpocty He nycTtuT. Ho K c4yacrnio, B CETU BCEraa MOXHO
HaUTU «100OpBIA» MPOKCH, BAAAEIbLBI KOTOPOrO TUGO OTKPHITO
3aBASIOT O €0 JOCTYITHOCTH JIsi BCEX XENAIOWMX, TU00
MPOKCU, KOTOPHIA IO TOW MAM MHOM TIPUUMHE HE
OrPaHUYMBACT AOCTYI TOJILKO CBOUM JIOMEHaM, O YeM
IUMPOKOM Ny6IMKEe HE U3BECTHO.

Janeko He BCE MPOKCHU CEPBEPHI ABISAIOTCS MOJTHOCTHIO
@HOHUMHBIMU. HexoTophie U3 HUX MO3BOJSIOT
AIMMHUCTPATOPY CaliTa, KOTOPLII BbI 10CELIAETE C
HCIIOJIL30BAHUEM [1POKCH, NIPU XEJaHUU OIPEACIUTD
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[P-agpec, ¢ KoTOpOro NMPOMCXONMUT OOpallleHHE K NMPOKCH, T.€.
pain peansHbIi 1P-anpec. d

Ecnu Bl nonyuute coobiueuue Proxy server is
detected! — Bail NMPOKCH MMeEET «ABIPY», M BaM Oyaer
npeAocTaBieHa nH¢opmaumsa o BauieM peanbHoM IP-anpece,
KaK BrpoueM M 00 IP-anpece npoxcu cepeepa, KOTOpPbIA BbI
uenons3yere. Ecin xe coobuienue rnacut: Proxy server is not
detected —— BCe B mopsake!

B 3axiioyeHue eile HECKOJBbKO COOOpaxeHMit
KacareJIbHO MCNOJIb30BaHMS NMPOKCH cepBepoB. Pabora yepes
JANexo pacroIOXEHHbI NPOKCH CHUXAET CKOPOCTh NMepenavun
JaHHBIX U BpeMs oxunanus. Ilpoxcu, HacTpoeHHbIt Ha HTTP
NPOTOKOJI, HE aHOHUMM3UpPYeT paboty ¢ SSL y3namu,
pabortaiomumMu no nporokony HTTPS (3ro anst Bac,
MOOUTEIN pacrnaTUTBCS (PUKTHBHOM KPEAUTHON! KapTOYKOiA).

Araka

Bo-mepBbix, MycTh Ha3BAHUE IVIABBI BAC HE IYraer... WK
NyraeT, HO He O4YeHb CHJIBHO. Peuyb UAET BCEro JMiib O TOM,
YTO KOrJa KOMIBIOTEp MOAKIIOYEH K CETH, OH CTAHOBUTCS €€
yacThlo. K coxaneHuio, 60MbIMUHCTBO NOML3OBaTENEH
3a0bIBaeT 00 3TOM COBEpIIEHHO TPMBHAIBHON MCTMHE. Mex
TEM 3a0bIBaTh O HEil He CTOMUT, MO0 HECKOJIBKO NPAKTUYECKHUX
BLIBOJOB, KOTOpPbI€ M3 Hee CJIEAYIOT, TAKOBDI:

B Bbl uMeeTe D0CTYNn K MWIIMOHAM KOMITBIOTEPOB
Internet, a MWIIMOHBI KOMITbIOTEPOB Internet
3a4acTyl0 MMEIOT AOCTYI K BalleMy KOMITBIOTEDY.

B 3arpyxas nporpamMMbl U3 CETH, Bbl MOXETe 3aIOJYYNUTh
Ha CBOM IMCK NMpOrpaMMmy-TpOSHLIA WIN BUPYC.
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B  J11060if KOMIOBIOTEDP B CETH MOABEPKEH PA3TUYHBIM
TEXHUYECKUM aTaKaM, KOTOpbIE MOTYT IPUBECTH K €ro
3aBUCAHMIO, NTOTEPE JAHHBIX U IPOYMM IIPEJIECTSM.

Hy, a Tenepb pacCMOTPUM BCE 3TO NOAPOOHEE,
CIOKOMHO U 0e3 ucTepuk. Pa3roBop noifner 0 KoMimsioTepax,
padotarourux nox Windows 95/98/NT. 3HaTtoxu (onbITHBIE
MOJIb30BATEIIM, TYPY, XaKephbl) MOTYT YAUIUTHCS, HAYWHAIOIIHE
(HEONBITHBIE NOJIL30BATENHU, XEHIIUHBI, JETH, BOCHHbBIE) MOTYT
OCTaThCA.

AocTyn K KOMMblOoTEpy

TIpuMePHO K YETBEPTH WIM TPETH BCEX KOMITBIOTEPOB
non Windows B C€TM MOXHO IOJyYUTh AOCTYIT 3a Napy MHUHYT.
DTOT NeYanbHbIN (PaKT OOBIACHAETCS TEM, YTO CaMHU
MOJIL30BATENM (WM IYINble CUCTEMHbIE AIMUHUCTPATOPDI)
KOH(PUIypHUpPYIO KOMITBIOTEP TaKUM 00pa3oM, YTO €ro Narku
WJIN LEJIbIE JUCKHA CTAHOBATCS JOCTYIMHBIMU JUISl YTEHUS U
3amnMCH C YIAJIEHHBIX KOMIbIOTEPOB. POPMANLHO 3TO
HasbiBacTcs File and Print Sharing. Eciu BB 1enkHUTE NO
nkorke Network B Control Panel, To yBuaure sty xHonky. U
ecay ¢iaxox 1 want to be able to give others access to my files
BKJIIOYEH, TO CTOMT 3aAyMAaThCH.

IToyeMy noaB30BaTENM AAIOT JOCTYNl K CBOUM
(aitnam — HaBepHoe NOHATHO. CaMas paclpOCTpaHEHHAas
CUTyalllsi — B JIOME [1Ba KOMIIbIOTEPA, COEAMHEHHBIX B
MaJIeHbKyIO ceTh. CKpbIBaTh APYr OT Apyra He4yero, no3ToMy
JaeTcsi CBOOOAHBIN JOCTYI cpa3y KO BceMy. Mnu yenoBeky
HY>XKHO TepenucaTh JaHHbIE ¢ JIeCKTona Ha HOyTOyK. Unu B
HeOoJIbilloN (PUPME CTOUT JIOKAIbHAs CeTh. VIJIM BBl MPOCTO
noOKUTe Ha pasHble HE3HAKOMBIE KHONKM HaXHWMartb... Hy, a
TAE JOCTYIN C COCEAHEro KOMIIBIOTEPa, TAM M JOCTYN U3
Internet.
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r OcraHoBUMCS HAa TOM, K Y€MY MOTYT IIPUBECTU
MyTemEeCTBUST APYrux JIOAEH IO BallUM AUCKAM, M KakK 3TOro
H36EXKATh. Bo-nepBhix, y BaC MOTYT YKPAacTh NMPUBATHYIO
HHGOPMALIHIO, YTO KpaiHe HEMpuATHO. Daiinbl MOryT TakXe
'B0001IE CTEPETh, YTO, TMOXANYH, €LIe HENPUSTHEE.

Ho, xak npaBuio, kpaayT apyroe, oCOBeHHO eciau
KpagyT pycckue: napoiau. Oco0eHHOCTH HAUMOHAIBHOTO
MeHTaTMTeTa («XaisBal») MPUBOIAT K TOMY, YTO Macca
MATONETHUX OE3CTLHMUKOB TOJBKO M 3aHUMAIOTCSA TEM, 4TO
XpaZyT Mapojy AOCTymna K Internet ¢ 4yXXmMx KOMNBIOTEPOB,
pnaro ycrporictBo Windows 95/98 1 GolbIIMHCTBA NPOrpamMm
K 3TOMY pacIiojiaraer.

ITaponn xpaHsaTcs NMPoOCTO MO BCEMY AMCKY, OOBIYHO B
cnabozamiugpoBaHHoM Buae. Dial-Up maponu — B (aiinax
PWL, mourossie naponu Kk Outlook — B peectpe, kK Eudora —
B eudora.ini, kK FTP cajitaM (Bx1t0o4yaio Baily NnepCOHAbHYIO
(TPAHUYKY) — B pa3Hbix ¢aiinax FTP-xnueHros, maponu
Windows NT — B ¢aitnax SAM, u 1.4. ¥ T.1. ITosgBuiock
MHOXKECTBO NPOrpPaMM, KOTOPHIE CITIOCOOHBI 3TH M1apoiu
H3BNEKATh, U LICJble KOMNEKIIMK TAKUX MPOrpaMM, HanpuMmep
Ha calite Russian Password Crackers ecTs HECKOJIBKO
nporpamMm is paborsl ¢ .PWL darinamu. Tak uro, nycth
3B€3/I0YKM B OKHE BBOJIA MapoJis Bac He OOHAAECXKUBAIOT, a BOT
cBOOOAHBIN AOCTYN K ¢ailyiaM CBOEro KOMNBIOTEPA JIy4llle
OrPaH U4 UTh.

Kak 3to caenars? Windows 95/98 u Windows NT
10-pa3HOMY O0ECIIECYMBAIOT YIAIEHHBIN 10CTyn. B nepsoM
chydae, Kak INpaBuiio, UCIojb3yercsa share-access control
(IoCTYm Ha OCHOBAaHWM TOABKO Mapoiis), BO BTOPOM — user-
access control (Ha OCHOBaHUM Naphl UMS-NAPOJIb).
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Jns nons3oBarenein Windows 95/98 camoe npocroe
petrere — oTkKIOYUTL File and Print Sharing, ecnu oH Bam
yxe He HyXeH. MoxHo Taxxke yopath npuss3ky File and Print
Sharing x nporokony TCP/IP (Control Panel = Networl =
TCP/IP = Properties = Bindings), 4To 3¢ ¢peKTUBHO
3a0JI0KMpYET AOCTYI K O0IMUM pecypcaM M3 Internet. Ecnm xe
JIOCTYNl HYXEH, TO CTaBbTe MapoJy Ha OOIIME MankKh U JUCKH,
TIpUYEM, KEJIaTeNbHO, CIOXHbIe naponu. UMeitTe Takxe
BBUAY, YTO CYLIECTBYET BO3ZMOXHOCTb «B300paThCs BBEpX MO
JIEPEBY», TO €CTh, €CiM Ha aucke C: ecTh nanka SomeStuff ¢
OTKPbITbIM JOCTYNOM, TO 10 KOpHS C: TOXe MOTYT A0OpaThCA.
Hy, a Boobuie Windows 95/98 — onepauyonHas cucteMa
cnabo 3auMIEeHHAsl, ¥ HUKAKOW rapaHTUM O€30MaCHOCTH
[aTh, YBBI, HE MOXET.

B xauecTBe pa3miexarebHOM NMpOrpaMMbl MOXHO
ycraHoBUTh NetWatcherPro (245K, freeware), koTopas
BKJIIOYACT CUPEHY KaXAbIA pa3, KOrAa KTO-TO JOMMTCS B
komnblotep. [Ipy aToM nokaseiBaerca IP-agpec arakyiomero u
Te aitibl U NANKM, KOTOpble BU3UTEP NpocMaTpuBaer. O4yeHb
no3HaBarenbHO! Ecnu noctynm xord Obl K OIHOM marnke
OTKPHIT, CUpeHy Oyjere cabllllaTh, KAK MUHMUMYM, pa3 B 4ac.

A KOHM BCE CKauvyT U cKauvyT...

Kakue xoun? TposaHckue! TpossHIIaMH HA3bIBAIOT
NIpOrpaMMbl, KOTOPbIE, HA MEpBBIA B3I, BHITONHSIIOT HEKUE
Mnojie3HbIe (PYHKLHUM, HO HA CaAaMOM [€Jie JIMDO pa3pyllaloT
cHUcTeMY, JIMOO OTAAIOT KOHTPOJbL B PYKH JAPYTOro 4eJIOBEKa.
[Topon TposiH1IEB MHOXECTBO: HEKOTOPBIE U3 HUX BOOOLIE He
BBINTOJHSIOT TI0JIE3HbIX (PYHKLIMHI, a TIPOCTO CKPHITHO «)KHBYT»
Ha JMCKE M AENalOT pa3Hble TajloCTH, a HEKOTOPbIE, HA00OPOT,
COBEPILIEHHO HE CKPbIBAIOTCSI OT M0J1b30BaTENs], TIPH 3TOM
MPOU3BOJS HEKOTOPHIE MAHUTYASILUM, O KOTOPBIX HUKTO He
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TOHKOCTU XaKUHra

noio3peBaeT (MJIM He JOoJKEeH nomo3peBarts). [Ipumep nepsoif
nopoabl — BceM u3BecTHBIM Back Orifice, naromuit Bpary
MOYTH MOJNHBIA KOHTPOJIb Ha[ BalIUM KOMITBIOTEPOM M JUISI
pac HeBUOUMBIA. [Ipumep BTOpOI Mopoasl — MS Internet
Explorer, KOTOpbI#i 1py coeAuHEHUH ¢ caittoM MicroSoft,
Pa3BUBAET COBEPIIEHHO GeUICHYIO aKTUBHOCTD IO NEPEChUIKE
JAHHBIX C KOMIMBIOTEPA HA CepBEP, OOBEM KOTOPBIX SIBHO
nperocxoauT npoctoit 3anpoc HTML noxymeHTa.

ITonacTh TpOsiHEL] HA KOMIMBIOTEP MOXET ABYMS
OCHOBHBIMM Crocobamu: 1ubo BaM €ro «moJjioxaT» Ha JUCK,
anbo BEI €ro caMu cebe ckayaere.

MHOXeCTBO NI0EH IMONYYalOT NONOGHBIE POrpaMMBI
cebe Ha IUCK Kaxapit neHb. He cTOUT ckayuBaTh MpOrpaMMel
C HEN3BECTHHIX CaiTOB, NMOANABIIMCH Ha OOELaHUA aBTOPOB
aath Bam «cYnEp Kp¥TVio Moulnky npotus /\ammepOs»
WIN KIIACCHBIN BblOep Misi 6ecrutaTHoi nopHyxu. He Hazno
TaX>K€ OTKpbIBaThH attachments, npuuieanyve ¢ rMoYToN OT
HE3HAKOMBIX JIoaeH.

B Banie orcyrctBue Kakasi-HMOyAb noOpas Ayiia MOXET
MPOCTO TepernurcaTh TPOSHIA Ha KOMITBIOTED C JUCKETH (HE
ocTaBisiiite KoMnpioTephl 6e3 nmpucmorpa!). KpoMe toro,
TPOSIHLIA MOTYT MOJIOXUTh M3 CETU MPSIMO Ha AUCK, ITOKA BBHI,
HUYero He nopo3penas, Mwio 6eceayere B IRC win rynsiere
no canrty Netscape.

HekoTopbix, 0COGEHHO pacnpOCTPaHEHHBIX TPOSHLIEB
cnocoOHbl 00HAPYXXMBATh AHTUBUPYCHBIE NMPOrpaMMbl,
HanpuMep, AntiViral Toolkit Pro. MMeiiTe BBUOY, 4TO BCEX
TPOSIHLIEB HU OIHA MpOorpaMMa OOHApYXMUTh HE MOXET, U
MOXHO CNMOKONHO pacCMENATLCS B JIMLIO TOMY NMPOUIBOAMTENIO
codTa, KOTOpBI NbITaETCA yOSAUTH BaC B OOpaTHOM.
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TOHKOCTU XaKUHra

TexHudeckne araxku ;

Ha camoMm aene, TepMUH «Te€XHUMYECKUE aTaKu» HE OYeHb
ToueH. Bce aTaku, rno CyTH, TeXHHYECKUE. 31eCh UMEIOTCSH
BBMIY aTaKU U3 CETH, HAINIPABACHHbIE HA TEXHUYECKUNH BBIBOX
M3 CTPOSt KOMIIbIOTEpa, KAK MPaBUJIO, HA KOPOTKOE BPEMS,
HYxXHOE 11 nepe3arpy3ku. [1o-aHrUiRCKY TaKMe aTaku
HaseiBaloTcs Denial of service (DOS) attacks. K privacy ato
NPSAMOT0O OTHOLIEHHUS HE MMEET, HO pa3 yX 3allen pa3roBop o6
aTaKax, TO YIIOMSIHEM M O HHX.

CuMnToMbl «B6ONIE3HU» TAKOBBI: HEOXUAAHHO
KOMIIBIOTED, NOAKIOYEHHBIH K CETH, 3aBUCAET, JTUOO
nosBisieTCs ronyoboi «3kpaH cMepTH» — cooOlueHHe 00
ommoOke. Jleuenue npocroe — Alt-Ctrl-Del.

WucTpymeHTapuii ans TakuMX atak BOAUTCH B CETH B
OONBLIOM KOAMYECTBE, HE MEHbILIE M HEAOYMKOB, KOTODBIE
MOAYYAIOT HACNTAXIAEHUE OT TOro, YTO 3aBAIUBAIOT Yeii-To
koMnbiotep. CaMbIi M3BECTHBINM MPEACTABUTEND CIABHOTO
cemercTBa — Winnuke, y1OXHBUIIMI B CBOE BPEMsI MUJUTMOHBI
KOMIBIOTEPOB NMOA ynpasneHueM Windows. MeHee M3BECTHBI
bonk, smurf, ping of death... Het »M uucna. IToutn or Bcex
MOAOOHBIX aTaK MOXHO 3alUMTUTLCS, PEryIsipHO CKayMBas

naTyu ¢ caiita MicroSoft.

B nouckax xanasHoro Web-xocTuHra

Hrak, Bbl pa3paboranu au3aiiH CBOEro caira u
HACBHITWIM ero conepxanueM. Crneayrouuii BOrpoc —. rae Bce
310 pasmeniars? Ha nepBriit B3risa, OTBET OYEBUIACH:
nopasisiiouiee GONBIMIMHCTBO NPOBAiiepOB NPENOCTaBASIOT
CBOMM KJIMEHTAM HEKUM GecrniaTHBIN (BepHEe, yxXe
onnayeHHbI aBOHEHTCKUM WIM MOBpeMEHHBIM TapudoMm)
00beM OUCKOBOTrO npocTpaHcTBa. OOBIYHO OH KonebaeTcd OT
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ToHKOCTN XaKuUHra

256 Kb mo 1 MB. 1na Hayana 3aech M pa3MecTumcs. Bean
Merabaiit — 3T0 MHOro, ocoGeHHO, ecnu rpaduka
ONTMMM3UPOBAaHA, TEKCThI BbIBEPEHB! M OTPEAAKTUPOBAHBI.

OaHaKo anmneTUT MPUXOOUT BO BpeMs eanl. ITosiBasiores
BCE HOBBIE M HOBBIE MHTEPECHBIE CCBUIKM, pacTeT 06beM
rpaduku. A 3aTeM xoyercs nonpobosath U RealVideo, n mars
3BYKOBOE COMpOBOXAeHMe. M B OMH He 0YeHb MPEKPaCHHI
JeHb BbI MOJIyYaeTe yBeAOMJIEHUE, YTO OeCIUIaTHBIA JTUMUT
ycyepnaH, M npemiaraercs JMdo cOKpaTuTh 06BeM, 10O
IIATUTH 32 mepepacxod. B mMpoTMBHOM ciydae, pobor
YIPOXaeT MPOU3BOJIBHO CTEPETh BCE, YTO BHIXOAMT, CKaXeM, 3a
1 Mb.

Yro penarb? Coxkpamiath — Xajiko,
NIATUTh — HaKAaJHO (0OBIYHO 3TO CYIIECTBEHHO Goblie,
YeM BBI TUIaTHTE 34 JocTym). TyT-TO U NMPUXOAMUT BpeMst
00paTUTBLCS K cepBepaM, 00eCTIeYMBAIOILIMM, TaK Ha3bIBAEMBbIii,
DecraTHBIA XOCTUHE web-cTpaHul.

Ha nepBoe Mecto npereHayer Virtual Avenue.
JocTouHCcTBa — OOJBLION (XOTS MU HE MaKCHMaJbHBINA, HO Y-
MHOTHX JiK caliTel nipessrmalor 20 MB) o6peM, Kak Ol
HAaCTOSIIMI JOMEH TpeTbero ypOBHsS, ObICTpast U (ITOYTH)
ycroifumBas pabora. PexsiaMa — He OYeHb HaBA3YMBA, XOTS
MOXHO Ob1 1 nonpoule. Ho GecrniaTHO Bcerna NpUXOAUTCS
BHIOHpATh MEXAY IUIOXMM M OHEHB IUIOXMM. BripoueM, 3a
JEHbI'H, HEPEMKO, TOXE.

Bropoe MecTo 3a XOOM. OL[HHHalIHaTI/I MB B
OONBIUMHCTBE C/IyYyaeB XBAaTaeT [JIsl CPEIHEro caifra.
PexnamMa — npenenbHo HeHaBs3yuBas. Ilporpamm pis ;
ABTOMAaTUYECKOM 3aMEHBl M BCTaBKM MOXHO Haiith B CetH
CKOJBKO YyrogHo (Hampumep, http://freeware.ru mnu
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Jaaasi#d dpaiy npescTaBjeH UCKIIOYUTEJIBHO B
O3HAKOMHUTENBbHBIX HeaAaX. Ilocyie o03HaKOMJIEHUA C

cozmepkaHmeM gaHHOro ¢aisa Bam caeayer ero
He3aMeJJIUTEJNbHO yaanuTth. Coxpanasa JaHHBIU paua

BHl HECETE OTBETCTBEHHOCTh B COOTBETCTBHH C
3aKOHOJATEJbCTBOM.

JIrn60e KOMMepUYECKOE U HHOE UCIHOJIb30BaHHUE KPOME
NpeABAPUTEIBHOTO O3HAKOMJIEHHUA 3alpPEMEHO.

Ilybnumkanusa JaHHOTO AOKYMEHTAa He IMpecjeayeT 3a

co60if HHKAaKOA KOMMEPUYECKOH BBITOJBI.

dTa KHHATA cnocobcTByeT NpoeCCHOHAIBHOMY POCTY

YUTaATEJIEH U ABJAAETCA PEKJIaMOUN OyMarKHBIX U3JaHUH.

Bce aBTOpCKHE MpaBa NPHHAJAJIEXKAT UX yBaKaeMbIM BJIaJebIlaM.
Eciu Bpl ABAAeTeCh aBTOPOM JJaAHHOM KHHUTH M €€ pacOnpoCTpPaHEeHHE
ymeMaseT Bamu aBTOpCcKHe mpaBa UJH ecau Bel XxoTuTe

BHECTH UBMEHEHHUA B JaHHBIA NOKYMEHT WU ONMyOJIHKOBATH
HOBYIO KHUTY CBAKHUTECHh C HAMH IO email.



TOHKOCTU XaKkunHra

coelMHEHHe pa3phiBaeTcs no owmnbke win Crk-client
3aBHUC, TO OH, €CTECTBEHHO, HUYEro HE OTIPAaBJLIET.

N Crk-server nonyyaer coo0llueHHe 06 OKOHYAHUU
nepebopa, Torga 3ra MOpUHA yAansIeTcs, KaK yxe
obpaboranHasgs. Uim no time-out, Crk-server nomeyaer
3Ty NOPLMIO, KaK HEoOpabOoTaHHYIO.

PaccmorpuMm, Hanpumep chat.ru (cepsep). OH
NPeJOCTABISIET CAeAYyIOlNe BUIbI CEpBUCA:

B  PasMmelenue cTpaHu.
®  Iloutry (xak POP3, tak u SMTP).

PaccMOTpHM, KaK MOXHO OpPraHM30BaTh Nepebop maposis
Ha n060H cepBUC AAHHOTO cepBepa.

Crk-client MOXHO HalucaTh B BUAE allIUIETa Ha sBE U
NOJIOXKUTD alIVIET HAa CepBep. DTO JenaeTcs 41 TOro, YToObl
nepedopoM MapoJieit 3aHUMATUCh NoceTUTEN Web-CTpaHUIIbl
(1axe He nmoao3spesas 00 3ToM). B sorax cepeepa nepedop
Oyaer pa3HeceH BO BPEMEHHM M MPOCTPAHCTBE, T.€. MOMBITKU
OyayT NpOMCXOANTh Yepe3 HepaBHbIe NMPOMEXYTKH BPEMEHHU U
U3 pa3Hbix MecT. 1 K TOMy e HEBO3MOXHO OyaeT
ONpPEAEINTD, KTO Xe B JSHCTBUTENLHOCTH NMOAOMPAET napoib.

DTOT anIvIeT MOXET KOHHEKTHTLCS TOJBKO € TEM
cepBepOM OTKyfa OH Obu1 3arpyxeH (chat.ru). Ham 310 M
HYXHO. 4 :

IIpoGieMa B clienylolieM: KaK pa3MECTUTh Ha CepBepe
Crk-server? OueBuaHo, 4ro 310 He nonyuyurcs. [TokaxeM, kak
MOXHO oboiTHCh 6e3 Crk-server'a... _

Perucrpupyem nBa akkayHra (WordList 1 TMP) Ha
cepBepe, pasmelmiaeM HTML-cTpaHuyky ¢ amuieroM
Crk-client, a croBapp ki1aneM B mo4Toshlil smnK (WordList)
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JaaHabI#A paily npescTaBJeH UCKIIOUYHATEJIHBHO B
O3HAKOMHUTEJBHEIX Neaax. Ilociie o3HaKOMJIEHHS C

coJiepkaHHueM naHHOTro daija Bam ciaenyer ero
He3aMeAJUTEeJNbHO yAaNuTh. Coxpanada JaHHBIU daiia

BBl HECETE OTBETCTBEHHOCTHh B COOTBETCTBHH C
3aKOHOJAATEJIHhCTBOM.

JIrn60oe KoMMepUYeCKOe U HHOE HCHOJb30BAHHUE KPOME
NpEeABAPUTENHHOTO O3HAKOMJIEHHUSA 3alPENMEHO.

IIlybnukanusa JaHHOTO MOKYMEHTA He NMpecaenyeT 3a

co60ifl HUKAKOU KOMMEPUYECKOH BBITOJBI.

dTa KHHATaA cnocob6cTByeT NpodeCCHOHATBHOMY POCTY

YHATATEJIEH U ABJIAETCA PEKJIaMOM OyMarkHBIX U3/IlaHHUH.

Bce aBTOpCKHME mpaBa NpHHAAJIEKAT UX yBaKaeMbIM BJIaJeibllaM.
Eciu Bpl ABiAeTeCh aBTOPOM JIaAHHOM KHUTH M €€ pacIpoCTpPaHEHHE
ymeMmJyserT Bamu aBTOpcKHe mpaBa UJH ecad Bel XxoTuTe

BHECTH H3MEHEHHUA B IaHHBIHA JOKYMEHT HJIH ONyOJIHMKOBATH
HOBYIO KHUTY CBAXKHUTECHh C HAMH o email.
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