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BBepeHue

KoMnploTep CTAaHOBHTCS yXe HEOTEMJIEMOI YAcThIO HALIEro GbITUS, U JTHYHO S
Bcerna Houwy c coboll cBoit HOyTOYK, T. K. JaXe HE MpeacTapisio cebe XH3HU
6ea Hero. Beinanace cBoGoaHas MUHYTKA, — TaK KpbIIKA HOYTOYKa OTKphIBAET-
cs, ¥ 3KpaH HayWHaeT NepejMBaThcsl pasHbIMM LIBETAMMU, IMOKA3BIBas 3arpysky
Windows XP. Teneps TBOPUTh MOXHO TI€é M KOTAa YroAHO, JHIIb Obl XBaTHIO
3apsiaa aKKyMmyJsTopa.

KomMnbloTep rnasamm xakepa

B nannoit kHure onuceiaiorest cocrasHble yacth OC Windows, uHTepecHbie
MPUEMBI HACTPONKH KOMIMbIOTEPA M ornepauuoHHoli cucrembl. Bbl yBuauTe, Kak
MOXHO MOMIUYTHTh HAN APY3bSIMU WU KOJJIErdMH, HCIIONb3yA KOMIIBIOTEP, Y3-
HaeTe HEKOTOpbIE CEKpeThl Mcnojib3oBaHMsA MHTepHeTa M CMoOXeTe MOBLICHTh
3¢ deKTUBHOCTE CBOero npebbiBaHua B ceTH. [ToMUMO 3TOrO, Bac XieT MHOXeCcT-
BO MHTEPECHBIX W BECEJIbIX CHTYallMii, KOMIBIOTEPHBIX LIYTOK U3 MOEH XH3HU M
MHOTO€ JIpyroe.

Kxura crout Ha tpex kurax: komnbiotep, OC Windows u UntepHer. Bto aeiicr-
BUTEJIbHO 3HAYMMBIE TIOHSITHSI COBPEMEHHOI 3MOXH, ¥ MMEHHO HX MBI Oyzem
paccMaTpUBaTh C TOMKM 3peHMs Xakepa. A ec/iM KOHKPETHEe, HaM TPEICTOMT y3-
HaTh TIPO TIOHWHT (HACTPOWKAa, ONTMMM3AlMs W YCKOPEHME), B3IOM M 3alLUTY
koMnetotepa, OC Windows u MurepHera. !

DTa KHUTA OTIMYAETCsl OT ZIPYTMX TEM, YTO 3/eCh IMOJIE3HBIE 3HAHUS MOXHO MpH-
obpecTH, cOBMEILIas Mpolecc MO3HAHHWSA ¢ OTALIXOM M passiedeHHeM. Bel y3Hae-
Te, KaKk c/IeJlaTh CBOK paboTy 3a KOMIBIOTEPOM Jyylue, HHTepecHee, ahdeKkTHB-
Hee H GesomacHee.

Ho pabora momkHa NMPHHOCHTE ynoBONbCTBUE. TTOCTOSIHHO TPYAMTHCS 32 OAHUM MU
TeM ke pabounm cTonoM yromsier. Bl ke neraere goMa NnepectaHoBKY, obHOBisETe
WHTEpbep, YTOBLI YeThIpe CTeHbI He JOKY4alrd cBouM BHIoM? To Xke camoe U ¢ KOM-
neiotepoM. OnHoobpasHbIe OKHA HANOENAKOT, @ CMeHa TolkKo oboes Pabouero crona
¥ OKPacKi OKOH He IIPUHOCHT HyXKHoro sddekra. Xouercs yero-to 6oibiiero.
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Pue. 1. Bor Tak kpacueo moxeT sarpyxarscsa Windows XP

Y1006l npoBefeHHOE 32 KOMIBIOTEPOM BPEeMsl CTANO NPUATHEH, HANO HAYYHTHCS
ykpaware OC Windows 1 ee nporpammel. CHauana S MOKaxy NpOCThIE METOMbI
TIOHMHIA ¢ MCIOJMB30BAHHEM CHEUMATM3UPOBAHHBIX YTHIHT, MO3BONSIIOUIHX YIT-
poctuTh paboty, a BO BTOpOil r/1aBe Bbl MO3HAKOMHTECH C COCTABOM TeM, 3arpys-
yuKoB U rnporpamm Bxona B Windows XP u cnocobamu MX pefakTupoBaHHUs Ha-
NpAMYIO.

Komnsiorep ceifyac — He NpocTo AaHb MOMAE, Ui MEHS 3TO MCTOMHHK JoXxona,
CPEJICTBO OTIABbIXA M PasBieyeHUsl, MHCTPYMEHT JUisl MojyyeHHs uHbopMmauuu u
obyueHHs, HY M, KOHEYHO Xe, cnocob camoseipaxeHus. OH nossossier peanuso-
BaTh MHOTHE MOH XejaHusi. B 31oit KHHTe g noaenoch ¢ BAMH CaMbIM MHTEpEC-
HBIM M3 TOro, 4TO f 3Haw o "sHyrpenHocTsx” OC Windows ¢ Touku apenus
MoJb30BaTeNs. 3TO MOMOXET NMPUAYMATL HOBbIE KOMTIBIOTEPHBIE WYTKH, HCHOIb-
30BaTh XKeJe30 M0 MAKCHMYMY MM NMPOCTO pasHooOpa3uTh Bally XH3Hb.

Bel y3Haere, Kak caenarh uHtepdeiic npunoxeHuit 6onee ynobHbIM U U3SILLIHBIM.
Csou mobuMble nporpaMMbl A noa HoBblil rojl HHOrAa ykpaman rupiasHaaMH, a
JIETOM HA AMAJIONOBBIX OKHAX PACCAXMBAIO UBETH. DTO HENAeT XHU3Hb NpUATHEE M
Kpacusee,

MHoOrHe JIoau, NOKynas HOBGIN aBTOMOOWIB; cpasy Xe NMpHCTYNAT K TIOHHHTY.
DTO MO3BOJISET Yepe3 MAUIMHY TIPOAEMOHCTPHPOBATL CBOK0 WHAMBHAYATBHOCTL M
BBIACNMTBECS cpead okpyxawoumx. [Toyemy He MOCTYMUTHL TAK M ¢ KOMIbIOTEpoM?
OH Bemb TOXE SBJISIETCS OTPAXKEHHEM HAILMX XapakTepHbIX ocoDEHHOCTEH, U Mbl
MMEEM Ha 3TO IOJHOE Npaso.

HexoTopsie Xakepsl 3aHHMAIOTCA MOAMHIOM, YKpaluas cucTeMHbli 610K, HO Belb
OH OY€Hb YaCTO CTOWT MO CTOJIOM M He3dameteH. [la ¥ 1o BoceMb 4acos Ha pabo-
Te Mbl CMOTPUM He Ha 3Ty "KOopobKy", a Ha MOHWUTOP H OKHA, KOTOPbIC TAM Haxo-
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aaresi. UMEHHO noaTomy nepBbiM femoM Mbl Gynem ykpaurate Windows, a 3aonHo
MO3HAKOMHMCS € YHHBEPCATbHBIMHM CrIOCOOAMYU M3MEHEHUSI W APYTUX MPOrpaMm.
KoHeuHo Xe, 3TH NpueMbl MPUMEHHUMBl HE KO BCEM MporpamMmam, HO K 6oib-
LMHCTBY, 3TO YX TOYHO.

51 nmpoBoxy 3a KoMmnbloTepoM no 10—12 yacos, a Koraa eiue He GBUIO HH JKEHBI,
HU fIeTed, TO Yy MOHUTOPA NMPOCHXUBAT X0 16 YacoB, B OCHOBHOM HOYBIO, KOrja
THXO M crnokoiHo. Sl maxe ey, gepXach OAHON pYKO# 3a KiaBHaTypy, a OTXOIMI
OT KOMIIBIOTEpa TONBKO YTOOBI nocnark. Tak Kak B UrPbl MPaKTHYECKH HE MIpaio,
TO MONy4anock, YTo Oosbllias YacTh BPEMEHHM YXOAMIA HA MPOrpaMMHUpPOBAHKE W
u3yyeHue cucreMbl. Ho Hamo xe Kak-HUOyab oTasixatk U paspiekatbes!! Bor s u
Hayal MUcaTh MaJeHbKME CMEUIHbIe MPOrpaMMbl, ¢ MOMOIBI0 KOTOPHIX JIErKO
MOAWYTUTL Hal APY3bsSIMH M KojuieraMd no pabore. BonblMHCTBO Takux mpo-
rpaMM poXJanoch HMEHHO Ha pabore, rae ecTb "MCHBITATENbLHbIH MOMMIroOH" Wis
HOBBIX Maei. Beerna xouercs nokasaTtb CBOM 3HaHMS M yMeHHsi (M Aaxe mpesoc-
XOJICTBO), M IOMOp MO3BOJISIET ITO CHAEIATh KaK Heab3s Jyylie. A IJlaBHOe, Ha pa-
6ore ecrTh KOproparuBHast cerb, B KOTOPOl MHOro KOMMBIOTEPOB, @ 3HAYWT W
MOTeHUHATbHBIX "XepTB". UMEHHO ceTh nossonsieT caenars wWyTku Gojee wHTe-
peCHBIMM.

MHe B T¢ BpeMeHa M0Be3/10 C 3aMeCTUTEIeM HayalbHHKA MOEro OoTiena, MoroMmy
4YTO OH TOXe ObUl J0OUTENEM MOAWYTHTH Hal OAMXHUM (51 yXe cMeHua pabory).
Cud yawia He MHHOBaIA ¥ MeHA. OnHaxabl y MeHs nepectan pabotarh MOHHTOP,
M sl IOATO HE MOTr MOHATh nodeMmy. OKasanoch, 4yTo MOHHMTOp paboran, npocro
Hag HUM "nokososan” mo# wed (npo 3Ty wWyTKy yKTaiTte B 22. J). INocae atoro
MEeXJly HaMM pasBepHy/lach HacTosias BoiiHa. Mbl MOCTOSIHHO MCKIM HOBbIE
cnocobsr "HanakocTHTs" Apyr Apyry. C KaxIbiM AHEM LIYTKH CTAHOBMIHCH MHTE-
pecHee W U3OLIpeHHee.

Hekoropsie Bewin, Kotopbie Mbl OyleM paccMaTpuBaTh, MOIYT Hapyluath Kakoe-
ubo NMLeH3HOHHOE cornamenue paspaborynka nporpammbl, OC WM KOMITBIO-
Tepa, MO3TOMY MpPEXAe YeM MPHUCTYNaTh K ACHCTBHAM, C/elyeT BHUMATEIbHO
C HUM O3HaKOMMThecsl. Hanpumep, MBI y3HaeM, KdK MOXHO M3MEHHMTb pecypchl
npuioXeHusi (OKHAa, MEHIO, HKOHKH H T. /l.), YTO MPOTHBOPEYUT JTHLEHIHOHHOMY
COMIALIEHNIO HA MUCMOb30BaHKHe pa3paboToK GONBUIMHCTBA KPYMHBIX MPOM3BOAN-
teseit nporpamMmHoro obecrieyenns. HeGonbiuue GupMbl Win rporpaMMucTbl-
OIMHOYKH [eNaI0T cornalueHus Goree MATKMMHM WIH BOOBILE HE HCNOIB3YIOT MX
B CBOEii NMpakTHKe.

JInyHO 5 He MOHMMAID, MoYeMY HAM BOCIMPELIAETCHS U3MEHSTh YTO-TO B MpOrpaM-
M€, KOTOpYI0 Mbl YecTHO Kynuau. [Tpou3BoanTe/NH TEJAEBU3OPOB HE 3ampeluaior,
nepeKkpaliuBaTh ero B APYroil user, Aa U ¢ aBTOMOOWIAMH MOXHO JleNaTh Bee,
yTO YrofHo (TepsieTcs TONBKO rapaHTus). Tak rovemMy Xe Helb3sd TO Xe camoe
caenars ¢ Windows?

Ho Heobxomumo otnasath cebe oTyeT B TOM, YTO, HAPYLIWB JIMLEH3HIO, BBl MO~
JXKeTe JIMIIUTHCH MOUIEPXKH. S, 1a U MHOTHE JApYrue 3TON MOMAEPKKON He Mojib-
3yeMcs, MO3TOMY CMEJIO H3MEHSEM BCe, YTO 3aXOTHM.
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IMomuure, uTo GONBIIMHCTBO NPUMEPOB NPUBOIUTCS TOJBKO B HHGOPMALMOH-
HBIX LEJSIX, /It JY4YIIero MOHMUMAHMS CHCTEMBI M KOMIbIOTEpPa. 3a UCMOJIB30BA-
HHME 3THX 3HAHWIl B HE3aKOHHBIX LEJSIX ABTOP U M3/IATENbCTBO OTBETCTBEHHOCTH
He HeceT. S Bceraa roBopwmi, YTo Jaxe Ge300MIHbINH NpPEIMET MOXET CTaTh Opy-
KHEeM YHUYTOXEHHS WIH paspyLIeHHus..

Korma mbl GymeM paccMaTpuBaTh PasroH KOMIIBIOTEPA, TO MPH MPaKTHYECKOM
UCIONIB30BAHUN 3TOMH BO3MOXHOCTH Bbl HAPYIIHWTE TAPAHTHIO NPOU3BOLUTENs.
Ecnu mo Bawieit BUHE CrOPUT KOMITBIOTEP, TO HMKTO YX€ HEe MPUMET ero B pe-
MoHT. Ecin y Bac Her H0CTaTOYHOro OmbiTa pabGoThl C XKeIe30M KOMIbIOTEPA, TO
BOCIIPMHUMAlTE 3Ty MH(OPMALMIO KAaK NO3HABATENbHYIO. BOJBLUIMHCTBO Haym-
HAIOILMX MPH 3KCTPEMATbHBIX pa3roHax o6si3aTe/bHO YTO-HUOYAb CKUTaloT (Ma-
TEPUHCKYIO ATy WJIM Mpolieccop), U 3ameHa OyneT npou3BOOMTLCH TOJNBKO 3a
Balll CYeT, MO3TOMY MPaKTUYECKMH OMBIT okaxercs moporuM. Ecnu y Bac ectb
JIULIHUE IEHBIH, TO MOXHO MOTPEHUPOBATHCH. Sl B OCHOBHOM 3aHMMAIOCh 3TUMKU
BOTpPOCaMM HAa MalUMHAX, KOTOpbIe yXe orpaboTanu MOJOXEHHBIH Cpok (M MX
BBIKMHYTE He Xajko). Eciu KoMnbioTep HOBBII 1 paboraet 6eICTpo U cTabMIBHO,
TO M PasroH emy He HYXeH.

Tak xak MHTepHer yxe 3aBoesan cepaua OGObIWINHCTBA KOMITBIOTEPILHKOS,
s JIOCTaTOYHO MHOTO BHHUMAHMS YIENIO0 €ro MCHOIB30BAHMIO, PACKPOI0 HEKOTO-
pbl€ CeKpeTbl M AaM COBeTbl JUIS MyTellecTBus 1o cetu. B [pusosceruu 3 npuse-
JIeH CICOK HEKOTOPBIX TMOJMe3HbIX ccbliok. KoHeuHo xe, Haxomsics B UnrepHere,
Gosbluyio YacTh BPeMEHH MBI MPOBOIUM B Gpaysepe, MOITOMY 3Ta COCTABISIONIAs
3aiiMeT OOMbIIYIO YacTh a1agbl J.

B 3Toil KHUre s AaM J0CTATOYHO MHOTO COBETOB 10 MCIOJb30BAHUIO KOMIThIOTE -
pa, OC Windows u HMurepHera. 910 1M03BOJUT BaM MaKCHMAIBHO 3¢ (hEeKTUBHO
MCIIONB30BaTh 3TH TPU COCTABIAIOLINE, KOTOPBIE 3aXBATH/IM MUD M Hally MoBce-
IHEBHYI0 XU3Hb. Bce, yto Gyner paccMaTpuBaThCsi, OCHOBAHO HAa MOEM JTHYHOM,
MHOIOJIETHEM OIbITe paboThl ¢ KoMmIbiotepoM. B [lpunosicenuu 2 npuseneH nepe-
yeHb MMOJIe3HbIX MporpaMM. Hameroch, 4To Mo B3mIsA npuaeTcs BaM Mo ayiue,
1 BB OTKpOETE sl cebsi YTO-TO HOBOE M CMOXETE BOCIMOJIB30BATHCS 3THM B CBO-
€it MoBceIHEBHON KH3HU.

Hanocnenok XOo4y €ule pas npeiaynpeadtb, 4TO BCE Marepualibl, OIMHMCBIBAEMLIE
B KHHIC, Aal0TCH TOJMBKO B MO3HABATCABHBIX LICIISAX. Ecnu BBl Mo HCOCTOPOAXKHOCTH
HCITOPTHUTE KOMIIBIOTED WIIH Hapyu.mTe 3dKOH, aBTOp 34 3TH JIeicTBUSlL OTBETCT-
BEHHOCTH HE HECET.

KTo Takue xakepbi?

DTO N0BOMLHO CHNOPHBINH BOTPOC, U 5 IOCTATOMHO MHOIO MUCAT O TOM, KTO Takue
XaKepsl W KaK UMW cTaTh, Jlasajite pazbepem nousitue "Xakep' ¢ MO3HLUHU, C KO-
Topoit g Gyny paceMarpuBaTk ero B JiaHHOlW kHure. Ho mna Havana Hamo yriy-
OUTBCA HEMHOIO B MCTOPHIO.
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[MousiTe "Xakep" 3apoauiioCh, KOTAA TONBKO HAYMHAIA PACTIPOCTPAHATHCS [1epBas
cetb ARPANET. Toraa aro nonstue obo3Hayajio yejoBeKa, XOpolio pazéupao-
nterocst B KoMmnelotepax. Hekotophle faxe noapasyMeBanu MOJ XakepoM 4esioBe-
Ka, "moMeniaHHoro" Ha komibiotepax. [ToHsiTHe accolMupoBain co CBOBOMHBIM
KOMITBIOTEPIIHKOM, HEIOBEKOM, CTPeMsILIMMCS K CcBOGO/IE BO BCEM, YTO Kacaioch
ero jobumoit "urpymikn". CobGerBeHHO Gnarofaps 3TOMY CTPEMIIEHUIO M TAre
K <B0oGOHOMY OOMEHy MHpopMaleil U HaYaroch Takoe OypHOE pasBuTHE Bce-
MupHoit cerH. MIMeHHO xakepsl momornu pasButuio MurepHera M cosmanu
FIDO. Bnaropapst um nosiunuck UNIX-nono6Hble cHCTEMBI ¢ OTKPBITBIM HC-
XOIHBIM KOJIOM, Ha KOTOPBIX ceifyac paboraer 6o/biIoe KOJIHYECTBO CEPBEPOB.

B Te namexkue BpemeHa eille He GBUTO BHPYCOB M HE BHEAPMJIACH NPAKTUKA BIJIO-
MOB CeTel MJIM OTAENbHBIX KOMIbIoTepoB. OOpa3 Xakepa-Ba/IOMILMKA TMOSBHIICH
HemHoro nosxe. Ho sro tonbko obpas. Hacrogiiue xakepbl HHKOra He WMEH
HMKAKOTO OTHOIIEHMs] K B3/TOMaM, a €CJIM Xakep HaNnpamisi CBOM HeHCTBUsI Ha
pa3pylleHHe, TO 3TO Pe3Ko OCYXKIanoCh BUPTYadbHBIM coolluectsoM. [laxe ca-
MBbIE ApKHe npenacraButenu Gopuos 3a csoboay He mobsr, Koraa kro-nubo Bme-
IIMBAETCS B UX JIMYHYIO XXKH3Hb. :

Hacrosiuunii xakep — 3To TBOpell, a He paspyliuTeNb. Tak Kak TBOPLOB OKa3a-
Jock Oosnbliie, YeM paspyliuTeneil, To HCTMHHBIE XaKephl BhUICTHIN TeX, KTO 3a-
HUMAETCsl B3JIOMOM, B OTAEIbLHYIO TPYNIY M HasBaiu MX KpaKepaMu (B3JIOMUIIH-
KaMH) WM MpocTo BaHaatamu. M xakepbl, W B3JOMIUMKYN SBISIIOTCS T€HUAMM
BUpTyaibHOrOo Mupa. M te u apyrue Gopiorcs 3a cBobomy noctyna K MHGopMa-
uud. Ho ToNbKO KpaKepsl B/IAMBIBAIOT CANWTHI, 3aKpLIThIe 6a3bl JaHHBIX W Apyrue
MUCTOYHHKH MHGMOPMALMK C LEblo cOOCTBEHHON HAXHBBI, pany HEHer WiH Mu-
HYTHOI ClaBbl, TAKOTO 4ejloBeKa MOXHO Ha3BaTh TOJNBKO MPECTYMTHUKOM (KEM OH
MO 3aKOHY W fABnsgercal).

Ecnu BBl BanmoManyu nporpaMmy, 4ToObl yBHAETb, Kak oHa paboTaer, TO Bbl — Xa-
Kep, a MpPU HAMEPeHWM €e MpoJaaTh WK NpocTo BhUIOKUTH B MHTepHere crack
(KpaK) — cTaHoBHMTeCh MpecTymHUKoM. EXenu BBl BajloManu cepBep M CooOUIMIH
aIMUHMCTPALIMKU 00 YS3BMMOCTH, TO Bbl, HECOMHEHHO, — XaKep, HO KOIW YHHUY-
TOXUIHU MHGPOPMALIMIO U CKPBUIHCH, TO 3TO YK€ MpecTyIIeHHE.

XKanp, yTo MHOTME CHEHMATMCTHl HE BMAAT 3TOH PasHMLBI H MYTAlOT XaKepckue
MCCJIe[IOBAHMs ¢ MpPaBOHAPYILEHMAMM. XaKepbl MHTepecyloTcsi cucTeMoit 6eso-
MACHOCTH CHCTEM W CEpPBEpOB IUISl ONpeleNeHus ee HaleXHocTH (Mau B obpaso-
BAaTEJIbHBIX LENsX), 4 KPIKEPhI — C LEIbI0 BOPOBCTBA MJIM YHUYTOXEHUS JaHHBIX.

HTaK, K Kp2KepaM OTHOCATCH:

1. Bupyconucareain — NpUMEHSIOT CBOM 3HAHMS HA TO, 4TOOLI Hamucarb Ipo-
rpaMMy paspyLIMTENbHONH HanpaBleHHOCTH.

2. BaHpanbl — cTpeMsATCH YHHUTOXHTh CHCTEMY, YAATNTh Bee (aitibl MM Hapy-
wuTs pabory cepsepa.

3. BaJOMIIMKM KOMITBIOTEPOB/CEPBEPOB — COBEPILAIOT "KpPaxy cO BIJIOMOM"
¢ LE/IbI0 HAXMBBI, BBIOJIHSAS, 3a4acTyl0, YbH-T100 3aKa3bl Ha MOIYy4EHHE MH-
dopMaumK, 0UEHb PEAKO UCMOB3YIOT CBOM 3HAHUS B PaspyLIUTENbHBIX LE/sX.
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4. B3noMILMUKK MporpaMM — CHHMAIOT 3aliUTy ¢ NporpaMMHoro obecrnedeHus u
MPeoCTABNAIOT ero isl Bceobluero Mcnojb3oBaHus. Takue AW NPHUHOCAT
yuiep6 codrBepHbIM dupMam U rocynapcrsy. IIporpaMMUCTBI AOKHBI MOJY-
4yarh 3aprijlaTy 3a CBOW TPYI.

Yrobbl emie pa3 MOAYEPKHYTh PA3HHUILy MEXIY XaKepoM W KP3KEepoM, MOXHO
CPaBHMTb WX CO B3JIOMIIMKAMM nporpamMMm. Bce mpekpacHo mMOHMMAIOT, 4TO
MHorue codTsepHbie (GUPMBI 3aBLIIAIOT LEHBI HA CBOM MPOrpaMMHbIE TPOLYKTHIL.
Kpakep 6yner 6opoThcs ¢ LeHAMM ¢ MOMOLIBIO CHSITHS 3aLIMThl, 4 XaKep co3mact
CBOIO NporpaMmy ¢ aHaJOrMYHBIMK (YHKUMSIMH, HO MEHbLUEH CTOMMOCTH WM
Boobiue GecrutarHyio. Tak asmxenue Open Source MOXHO MPHYUCIUTH K Xake-
pam, a Te, KTO MUILEeT KPIKHU, OTHOCATCH K BIIOMILMKAM, T. €. KP3KEpaM.

MHe kaxercd, YTO MyTaHHMIA B MOHATHAX OTYACTH BO3ZHMKIIA W3-3a HEKOMIIe-
TEHTHOCTH B 3TOM BOMNPOCE CPEACTB MaccoBoil MHGopmaumu. XKXypHarHcTsl no-
nynsipubix CMUW, He BnonHe pasbupasick B npobfsieMe, MPUIKCBHIBAIOT XaKepam
B3/IOMBI, [e/1asi U3 HUX MPeCcTYMTHUKOB.

Ha camom xe sene xakep — 3710 npocto reHuit. McTUHHBIE XaKepsl HUKOTAA He
MCIO/B3YIOT CBOW 3HAHHs BO Bped ApYruM. MMEHHO K 3TOMY S MpHU3bLIBAIO B JaH-
HOIi KHWTIe, U HUKAKOro KOHKPETHOro BajoMa WKW BUpycoB He Oymer. Tojbko
Mmone3Hass ¥ IMo3HaBaTeNbHas WHGMOPMALIMS, KOTOPYIO Bbl CMOXETE WCIOIB30BATh
IS YMHOXEHHWS CBOUX 3HAHUMA.

Xakepbl 10/DKHBI He MPOCTO 3HAaTh KommbioTep. Koraa mel Oyaem paccMaTpuBarh
araku, KOTOpbIe HMCIONB3YIOT XaKepbl, TO Bbl YBMIMTE, YTO 0e3 HABBIKOB Mpo-
IPaMMHPOBAHUS Pealn30BaTh OONBIIMHCTBO M3 TUX NMPHEMOB OyleT HEBO3MOX-
Ho. Ecin Bbl 3aMHTepecoBaNnuch M PEIIWIN TIOBBICUTL CBOIl YPOBeHb MacTepcTsa,
TO MOTY TIOCOBETOBAThH MpouynTarh Mou KHUrH "Tlporpammuposanue B Delphi rma-
3amu xakepa"' [2] u "lporpammuposBanne Ha C++ rnazamu xakepa" [1] (anHrn.
papuaHT — "Hackish C++ Pranks&Tricks"). Haneioch, 310 nomoxer Bam Hay-
YUThCA CO3AaBaTh COBCTBEHHLIE CMeEllHbIe NMPOrpaMMbl W Xakepckuit codr. s
MOHUMAHUS MaTepHala He Hallo UMETh [IyOOKHMX 3HAHMI B MPOrpaMMHPOBAHM M.
KomneioTepHsie 1WYTKH, KOTOphle Mbl OyneM paccMarpuBaTh B JAHHOW KHUTe,
XOpOLUH, HO HE MeHee MHTEPeCHO CaMOCTOSITENIbHO COTBOPUTH 3a0aBHYI0 Mpo-
rpaMMy K MOAOPOCHTE € APY3BSM. '

Kak ctatb xakepom?

DroT BONpOC 3aMaoT cebe MHOTHE, HO TOYHOI'O OTBETA BaM He JacT HUKTO, H no-
CTapalch BHIIEIUTh HEKOTOPhIE OGIME acneKThl, HO BCe 3aBUCHUT OT KOHKPETHOI
obsacTi, B KOTOPOH BbI XOTUTE CTATh JIYULLIUM.

CpaBHMM KOMIBIOTEPHOrO creuuanucra co crpouteneM. B xaxnoit mpodeccitu
CYIIECTBYeT HeKasl CrelMaIn3aumns (pasHasi HarpasJeHHOCTh). XOpOIUM CTPOH-
TesleM MOXKeT ObITh OTIMYHBIN KaMEeHLIMK WiN wTyKatyp. ToYHO TakKe U Xake-
pOM MOXeT OBITh CNEHATHCT 10 onepalMoHHbiM cuctemam (Hanpumep, UNIX)
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WK nporpaMMueT (npuioxeHuit unn WEB-caiitos). Bee 3aBucHT oT Bammx WH-
TEpecoB M MOTpebHOCTEI.

MraK, BOT HEKOTOpbIE PEKOMEHIALNH, KOTOPble MOMOIYT BaM CTaTh HACTOALLIMM
XaKepoM M A00MTBbCA MPHU3HAHMA CO CTOPOHBI APYy3eil U KOJUIEr.

1. Bbl IOJUKHBI 3HaTHh CBOH KOMMBIOTEP M HAYYHThCS 2GMEKTHBHO UM YIIPABIIAT.
Ecnu Bbl Oynere eule ¥ 3HaTh B HEM KXIYIO XeJIe3Ky, TO 3TO TOJIBKO 106aBuT
K Baei oueHke 1o "xaxepersy" GONBUIOH 1 XUPHBI TITIOC.

Yro s nospasymesaio noa ymeHueM 3ppeKTHBHO YNPaBIATH CBOUM KOMITBIO-
TepoM? DTO 3HAYWT 3HATH BCE BO3MOXHBIE CIOCOOHI [UISA BBITTOMHEHHUS KaX-
JI0r0 eHCTBUA M B KAKIOH CUTYALMM YMETh UCHO/Ib3oBarTh Haubosee onrTu-
MaTbHBIA M3 HMX. B dacTHOCTH, Bbl JO/KHBI HaydMThCS TIOIB30BATHCS
"ropsiuumu” KIaBUIIAMM W He JAeprath Mbilib Mo mobomy mycTsiky. Haxarue
KJIABHIUM BBITIONHsAETCS ObicTpee, ueM soboe, naxe ManeHbKOe MepeMelieHue
mbtir. [Tpocro npuyunte cebsi K 3TOMY, ¥ Bbl YBHAMTE BCe MpejiecT paboTs
¢ knasuatypoii. JInyHo s MCnosb3ylo MBILIBIO OMEHB PEIKO M CTAPAlOCh BCeraa
NMPUMEHATH KIaBUaTypy.

ManeHbKuit npumep Ha 3Ty TeMy. Mol HayaTbHMK BCeria KOMMPYEeT W BCTARISET
JaHHble M3 Oydepa oOMeHa ¢ MTOMOILIBIO KHOMOK HA MAHel WHCTPYMEHTOB WM
KOMaHJI KOHTEKCTHOTO MEHIO, KOTOpPOe MOSIRISAETCS NMPH 1LIeTYKe NPaBoii KHOMKO#
mbiy, Ho ecim Bbl fenaere Tak Xe, TO, HABEPHOE, 3HAETE, YTO HE BE3NE €CThb
kHonku Komuposats, Berasirs WK COOTBETCTBYIOLIME NMYHKTH B KOHTEKCTHOM
MeH10. B Takux ciayvasx moif HayalbHHUK HaGMpaeT TEKCT BPY4YHYyO. A Belb
MOXHO OBUIO GBI BOCIONB30BATHCH KOMUPOBAHHEM/BCTABKOH € MOMOLIBIO "TO-
paunx iasni" <Ctrl>+<C>/<Ctrl>+<V> wm <Ctrl>+<Ins>/<Shift>+<Ins>,
KOTOpBIE JIOCTATOYHO YHHBEPCIBHBI M PEATH30BaHbI MPAKTUYECKH BO BCeX CO-
BPEMEHHBIX MPHIOKEHUAX (IaXKe TaM, rIe He NPeIyCMOTPEeHBI KHOTIKH W MEHIO).

3a KonmMpoBaHME M BCTABKY B CTAaHAApTHBIX KoMroHeHTax Windows (cTpokm
BBO/Id, TEKCTOBBLIE TM0JIS1) OTBEYAET caMa ONepaluOHHAsi CUCTeMa, U TYT He Hy-
XKEH JOMOMHUTeNbHBIH Koa, 4ToObl naHHble onepauuu 3apaboranu. Ecau
NpOrpaMMHCT He MpeaycMOoTpe/l KHOMKY, TO 3T0 He 3HAYMUT, 4TO JNAHHOro aAeii-
cTBus HeT. OHO ecTh, HO JOCTYITHO 4Yepes "ropsAvyio KiaBuuy”.

Eute onuuH nmpumep. 51 paGoran nporpaMMMCTOM Ha KpPYMTHOM NpPEaNpPHATHH
(6onee 20 000 paGorHukoB). Moeit 3amayeit GbUIO coO3/1aTh MPOrpaMMmy Bele-
Hus 0asbl JAHHBIX Ui ABTOMAaTH3MPOBAHHOro (OPMHUPOBAHMA OTYETHOCTH.
Bonbuioe KomuvecTBo napamMeTpoB Habupamoch BPYYHYIO, W JUIA 3TOrO
WCrofb3oBaTuch onepatopbl. IlepBobiit BapuaHT nporpammbl pabdotan 6e3 "ro-
pAYMX KIaBMin", ¥ IS BBOAA NaHHBIX TpeGosanock 25 oneparopos. [ocne
BHEJPeHHs "TopsvyMX KIaBHil" IPOM3IBOAMTENBHOCTL BO3POC/Id, H C Mporpam-
Moit paborano yxe meHee 20 oneparopoB. DKoHOMHS 3aMeTHa naxe Ge3 yse-
JIHYUTETBHOIO CTEKA.

2. BBl JODKHBI IOCKOHATBHO M3yyaTh BCE, YTO BAM MHTEPECHO O KOMITBIOTEpaXx.
Ecsm Bac unTepecyer rpadmka, TO Bbl JIOJDKHBI OCBOMTB Jiydiline rpaduyecKue
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MaKeThl, HAyYUTbCS PUCOBATH B HWX JI10ObIE CLEHBI M CO3IABAThH CaMbIE CIIOX-
Hble MUpbI. ECM Bac MHTepecyioT CeTH, TO crapaiiTech y3HaTh 0 HUX Bee. Ec-
JIM BBl CYMTAETE, YTO MO3HANM YXKE BCE, TO KYMHUTE KHHUIY I10 JaHHOH TeMe Io-
- ToNIe, W Bbl MOMETE, YTO CHIBHO oumbanrucs. KoMnbioTepsl — 3T0 TaKas
cthepa, B KOTOPOI HEBO3MOXHO 3HATh Bee!l!

Xakepbl — 3T0, TMpexie Bcero, npodeccHoHanbl B KakoM-HuOyab nene. U Tyt
naxe He 0Os13aTENBHO JOKEH OBITh KOMIBIOTEP WM KAKOH-TO onpeaeseHHbii
SI3bIK MMPOrpaMMHUPOBaHKs. XaKepoM MOXHO cTaTh B JI0G0H oByacTH, HO MBI
B JAHHOW KHUTE OyIeM paccMaTpUBaTh TOJBKO KOMITBIOTEPHBIX XAKepOB.

. KenatenpHo yMmeTh nporpammuposarts. JIio6oil xakep HoimKeH 3HaTh Kak M-
HUMYM OIMH $3bIK MNPOrpaAMMHPOBaHMs. A INyHIIe 3HATh JAaXKe HECKOJIbKO
A3bIKOB. JIMUHO 8 peKOMEeHIyi0 BceM M3y4yuTh uis Havana Borland Delphi wnu
C++. Borland Delphi mocrarouno npoct, 6bictp, 3deKTuBeH, a riaBHoe, —
3TO OYEHL MOUIHEIN s3bIK. C++ — MpU3HAHHBIN CTAHAAPT BO BCeM MMpE, HO
HeMHoro cjioxHee B obyyeHun. Ho cme He o3Hayaer, YTO HE HANO 3HATh
npyrue si3biku. Bel MoXere HayuuThesl MPOrpaMMHpOBaTh HA YeM YroaHo, Jia-
Xe Ha sA3bIke Basic (XOoTsi MCHO/MB30BATH €0 HE COBETYI0, HO 3HATh HE Nome-
wajo 661). Xota 51 He oueHb Jobaio Visual Basic 3a ero orpaHuueHHOCTh, He-
yIOOHOCTh M CIUIOIIHBIE HEHOCTATKH, # BHIET HECKOJIbKO BEJIMKOJIENMHbLIX
MporpaMM, KoTopbie ObUIM HAanucaHbl MMEHHO HA 3TOM f3biKe. [Jsias Ha Hux,
cpasy XouyerTcsl HasBaTh MX ABTOPA XAaKepoM, MOTOMY HTO 3TO ASHCTBHTEABHO
BUpPTYO3Has u Geaynpeunas pabora. Co3gaHue U3 HUYEro Yero-To BeauKoern-
HOI'0 KaK pa3s M ecTh MCKYCCTBO XaKepeTsa.

Mo xomy M3yuyeHUs] KHUTH BBl YBUIOWTE, 4TO Oe3 HABLIKOB MPOrpaMMUpPOBAHHS
HEKOTOpbIE NpUeMbl ObUIH OBl HEBO3MOXHEIL. Mcro/b3ysl roToBbie MpOrpaMMEl,
HanmWCcaHHbBIE APYTMMM XaKepamu, Bbl MOXETE CTaTh TOMBKO BIIOMIIHKOM,
a Juist TOro, YToObl CTaTh XaKepoM, HYKHO HaydMThCS CO3/@BaTh CBOH KO

Xakep — 3TO TBOpell, YeJoBeK, KOTOpbii 4YTo-TO co3naer. B GonbuiuHcrse
C/lyJyaeB 3TO KacaeTcsi Koja MporpamMMbl, HO MOXHO CO3[aBaTh W rpaduky,
1 MY3BIKY, YTO TOXE€ OTHOCHTCA K MCKYyCCTBY Xakepa. Ho maxe eciu Bbl 3aHu-
MaeTech KOMITbIOTEPHOI MY3bIKOM, 3HAHUS MPOTPAMMMPOBAHMS MOBLICAT Balll
yposeHb. Ceifyac nucarb CBOM NporpaMMbl cTaio ropaszo Jjerde. C moMollbio
Takux s3biKoB, Kak Borland Delphi, MoXHo co3paBaTh NMpocTbie YTHAWTH 3a
04YeHb KOPOTKOE BpeMsi, ¥ NPU 9TOM BBL He Oyaete HU B 4eM orpaHuyeHsl. Tax
YTO HE MOJEHUTECH W M3YYUTE NMPOrpaMMHUPOBAHME.

He Topmosute nporpecc, Xakepbl Bcerna 6oponuchk 3a csobony mHbopmaliim.
Ecnu BBl XOTHTE OBITH XAKEPOM, TO TOXE JODKHBI MMOMOraTh APYruM. Xakepbl
obssaHbl criocobeTBOBATD rfporpeccy. HEKOTODHE JAenaT 37O Yepes HaltMcaHnue
MporpaMM ¢ OTKPBITBIM KOIIOM, @ KTO-TO MPOCTO NEJIUTCA CBOMMH 3HAHWAMM.

OTtkpbitocTh HWHGOPMALIMKM HE 03HAYAET, YTO Bbl HE MoOXeTe 3apabarhiBaTh
AEHBIN. DTO HUKOIAA He BO3OPaHSIOCh, ITOTOMY YTO XaKephl TOXE JIOIH,
W TOXEe XOTAT KYWIATh, W IOMKHBI colepxath cBoio cembio. Ho genbrm He
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JIOJKHB! ObITH OCHOBOTMONArAlOWMM B Bawei xusHu. Camoe rasHoe — 3TO
cosunanue. Bor TyT mposiBisercs eule OaHO OTIMYHE XaKepoB OT KpaKepos:
xakepbl "co3gaior”, a Kpakepbl "yHuurtoxaior' uHbopmaunio. Ecan Bel Hanu-
CaIH KaKylo-HUOYIb YHUKAIBEHYIO LIYTOYHYIO MporpamMmy, TO 3TO Bac Jejaer
xakepom. Ho ecnu Bel m3oGpenn Bupyc, KoTopeiii ¢ yibiOKOM Ha aKpane
YHHUYTOXAET AUCK, TO Bbl — KP3IKEP-NPECTYIMHUK.

B Gopwbe 3a csobomay MHGDOPMALMH MOXET NMPUMEHSTHCA NAXKE BIIOM, HO
TONLKO HE B paspyliMTenbHBIX Hedsix. Bbl moxere Bamomarh Kakyo-aubo
nporpaMmy, 4Tobbl nocMoTpeTh, Kak oHa paboraer, HO He yOMpaTh ¢ Hee CHC-
TeM 3awnTel. HykHo yBaxarh Tpya ApYruX mporpaMMHcCTOB, HE Hapyma'n: HX
aBTOpCKHE I1paBa, MoTOMY YTO 3aLUTA NMPOrpaMM — 370 HX xueb. .

IMpencrasbre cebe curyauunio, eciu Obl Bbl yKpanu TesneBu3op. 1o Gbuio Obl
BOPOBCTBO M TPeCc/ieA0BATOCEh OBl 1O 3aKoHY. MHOrue oM 3T0 MOHUMAIOT W
HE MAYT Ha NpecTyIUIeHUs M3-3a Oosi3HM HakaszaHus. louemy Ke Toraa Kpa-
Kepbl CMOKOIHO JIOMAIOT NporpamMMbl, He Gosck 3akoHa? Beab 3T0 ToXe BO-
poBcTBO. JINYHO §I NPHPABHMBAIO B3JIOM NMPOTPaMMbI K BOPOBCTBY TejeBH30pa
C MOJIKH MaraszuHa M CYNTAIO ITO TAKMM XKe MPaBOHApYILeHUEM.,

[Mpu 5TOM BBl NOKHBI MMETH MPAaBO MOCMOTPETH HA KOA KYIIEHHO npo-
rpamMMbl. Beab Bbl XK€ MOXKETe BCKpPbITh CBOH TeJIeBU30p, U HUKTO He Gyner Bac
npecenosaTth M0 AMLEH3HOHHLIM cornameHnsM. Kpome Toro, pac xe He 3a-
CTAB/ISIIOT PErHCTPUPOBATLCH, KOI/A Bbl YECTHO NMpUodpesn ToBap, Kak Nnenair
3TO ceifyac ¢ aKTHBaLMei.

Sl noHuMmal0 paspaboTYHUKOB IPOrpaMM, KOTOpBIE THITAIOTCH 3ALUTUTL CBOM
Tpyi. 51 cam rporpaMMHCT M npoaaio cBon nporpammel. Ho s HuKoria He nenaio
CJIOKHBIX CHCTEM 3alllUTHI, MOTOMY YTO Jio6ble MOMLITKK "npefoxpaHeHus” yc-
JIOKHSIIOT JKH3Hb 3aKOHOMOCTYIIHBIM TMOMBL30BATENAM, @ KP3Kephl BCE PABHO
pwtomaiorT. Kakue Tonbko “3aMKM" HE NPUAYMBIBAIM KPYMHbIE KOPTOpALMM,
ytobbl 3aUMTUTE cBolo coberBeHHOCTh, HO Crack cyuiectByer Ha Jiobble mpo-
rpamMMel, GONBILMHCTBO U3 KOTOPBIX BINAMBIBAIOCH elile A0 OQHUMAILHOIO Bbi-

xofa Ha puiHOK. C HeJlerabHbIM PacnpoCTPaAHEHHEM IPOrPaMM HYXKHO GOpoTh-
cs IPYrMMU METOIAMM, 4 CHCTeMbl AKTHBALIMKM WK KITI0Yeil BecronesHsl.

B uMBMJIN30BAHHOM MUpe MporpaMma A0/DKHA MMETh TOJBKO IPOCTOE IoJsie
JUISl BBOJIA HEKOEro KOoja, TMOATBEPAIAIONIero onnary, u Huvero Gonbme. He
NO/KHO GBITh HUKAKMX aKTHBALMiT M CIOXHBIX perucrpaunit. Ho n nmonbs3osa-
TEJIN NOKHBI ObITH YECTHBIMU, TTOTOMY YTO JIIOGOH TPy [0MKEH ONIavuuBaTh-
cda. A TO, 4TO Kakoil-To ToBap (MPOrpaMMHBIA MPOAYKT) MOXHO MONYYHTH
BecniarHoO, 3TO HE 3HAYMT, YTO Bbl JOJKHBI 3TO AENATh.

5. 3maiite mepy. YecTHO cka3zath, sl yBaxaio Buiuia Teitrea 3a To, uTo oH co3nan
Windows u Gnaroznaps eif ciejial KOMNbIOTEP JOCTYNHBIM JUIA KAXIOIo B 3TOM
mupe. Eciin paHblue noib3oBaThes KOMIBIOTEPAMH MOIIH TOJIBKO JHOAH € BBIC-
UM obpazoBaHUeM M MaTeMaTM4YeCKUMH CIOCOOHOCTAMM, TO TEMeph OH HOC-

TYNEeH Kax10My peGeHKy.
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EnuHCTBEHHOE, YTO 5l HE TPUBETCTBYIO — 3TO METObl, KOTOPBIMM TpPOABHIa-
ercsi Windows Ha KOMIBIOTEpH! Mojik3oBareneif, MHe Kaxercs, 4yto yXe NaBHO
nopa ocnabuth napieHne 1 Windows HaobGopor craHer Gosee mMoOmyasipHOI,
W Y MHOTHX TpornafeT HEHaBMCTh K KOPIOpaLMu U ee PYKOBOICTBY.

Henb3si nmpocTo Tak AMLLATh AeHer apyrue GUpMBI TOIBKO U3-3a TOTO, YTO ThI
Mpourpan KOHKYpeHLMIO, Kak 3To npousouuto ¢ Netscape Navigator. Toroa
Microsoft He ynanocs nobemnts dhupmy Netscape B yecTHol Gopsbe, 1 Microsoft
cnenana coi Gpaysep GecriarHbIM, MOTOMY YTO Yy KOPHNOPALMH JOCTATOYHO
IeHer ¥ oHa Moxer cebe 310 mo3soauTh. Ho mouemy Henwss 6bU10 MpocTo yit-
TH OT OopbOBI ¥ AOCTOIHO MPUHATL Mpourpeit? Beap goxoaer GupMe! OT ne-
pesosia Gpay3sepa Ha GecrilaTHyI0 OCHOBY HE CHJIBHO YBETWYWIINCh, 4 UHTErpa-
uus Internet Explorer B OC — yuceTslit dape.

Jnst npoasikeHusi ceoero noprara Microsoft Moria Haiit u apyrie criocobbl,
a KOHKypeHIMs JomkHa ObiTh uecTHoil. Henb3as TpeGoBarh oT mosb3osarens a06-
POCOBECTHOTO OTHOMIEHHUS K CBOMM ITPOJIYKTaM, KOLa caM MIpaelib HeYeCTHO.

He npunymeiBaiite sesocunen. Tyt ongars gelicTeyer cosuaarebHas GyHKIns
xakepos, OHM He JOJKHBIL CTOATh HA MecTe M 06s3aHbl ASNUThECH CBOMMM 3HA-
HusaMHU. Hanpumep, eciiy Bbl HANMUCAIH KAKOH-TO YHUKAJBHBIA KON, TO nojue-
JUTECh UM ¢ OJMKHMMU, YTOOBI JIIOASM HE MPUILLIOCH CO3[AaBaTh TO Xe caMoe.
Bl MoXeTe He BhIIABATh BCE CEKPEeThl, HO AOJDKHBI [OMOTaTh IPYTHM.

Hy a ecnu BaM nomnai 4y>Koi Koj, TO He CTeCHSIHTEeCh ero MCrojib30Bars (¢ co-
rnacusi xos3suHa!). He BeuiymbiBaiiTe TO, 4TO yXe cleaHo ¥ o6KaTtaHo Apyru-
MU nonb3oBatenamu. Ecnm kaxneri Oyner usobperars Kojeco, TO HHKTO
W HHUKOra He CO3M1acT NOBO3KY, H TEM Gonee aBTOMOOUITE.

. Xakepel — He MPOCTO OTHAEIbHbIE TMYHOCTH, a Lenas Kyiaerypa. Ho 510 He 3Ha-
YUT, YTO BCE XaKephl OAEBAIOTCS ONMHAKOBO M BBINISIAT Ha ofiHO auuo. Kax-
OBl U3 HUX — OTHENBHBIN MHAMBUIYYM M HE NMOX0X Ha apyrux. He Hamo Konu-
pOBaTh APYroro 4yejaoBeka. YIauHOe KONMMPOBAHME HE CHENAeT Bac MPOABMHYTHIM
xakepoM. TobKo Ballia HHAWBHAYATEHOCTh MOXET ClejiaTh BaM MMS.

Ecnun BBl M3BECTHBI B KaKUX-1uG0 Kpyrax, TO 3TO CUMTAGTCS OYEHb MOYETHBIM.
Xakepel — 3TO JIloAW, OoObIBalOLIMe cebe claBy CBOMMM IMO3HAHMSIMM M 100-
peiMHi genamu. IMoaromy o6oro xakepa AOMKHbI 3HATE.

Kak Bam ornpenejintb, sBIseTeCh AU Bbl Xakepom? O4eHb MpPOCTO, CIU O Bac
roBOpAT KaK O XakKepe, TO BBl ONMH U3 HUX. JKab, 4TO TAKOro AoOUTHCA OYeHb
CJIOKHO, MOTOMY 4TO GOJBIIMHCTBO CUMTAET Xakepamu BaoMilukos. IToaro-
My, 4ToOBI O BaC 3aroBOPMJIM KaK O XakKepe, HYXHO 4TO-TO BCKphITE. Ho 510
HenmpaBWJILHO, U HEe HaJO MoJnaBaThesi HAa 3TOT cobnasH. CrapaiiTech aAepxarb
cebs B paMKax [I03BOJIEHHOIO U JOOMThCSA C/IaBhl TOJIBKO XOPOIUMMH [elaMu.
DT0 HAMHOTO C/IOXKHEe, HO YTO MOJe/dellb...

Hukro u He obewasn, uyro 6yner mpocro.
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8. Yem oTiMyaloTes APYr OT Apyra NporpaMMucT, ronbs3oBatens u xakep? [Mpo-
rpaMMUCT, KOrJa MMUILUET MporpaMmy, BMAMT, Kakoi oHa Mo/uKHA ObITh, W 1e-
JlaeT Ha cBoe ycMmoTpeHue. [lons3oBaress He Bceraa 3HAaeT, YyTo 3aayman mnpo-
rpaMMUCT, ¥ UCIOJNIB3YET NPOrpamMMy TaK, Kak MOHUMAer.

[TporpamMmucT He Beerma MOXeT Mpeayraaars AeHCTBMsS CBOMX KIWEHTOB, A4 U
MPUIOXKEHWS He BCEraa TILATeAbHO OTTecTHpoBaHbl. [Tonb3oBaTenu HMeEIOT
BO3MOXHOCTb BBECTH MapaMeTphl, KOTOpPbIe MPUBOIAT K HeycToliunBoil pabore
MpOrpamMmm.

Xakepbl HAMEPEHHO MILYT B NporpaMme Jiaseiku, 4Tobbl 3acTaBuTh ee pabo-
TaTh HENMpPaBWIbHO, HecTabuIbHO WK HeobbluHo. st sToro Tpebyercs Boo6-
paXEeHHe W HEeCTaHIapTHOe MbllUleHHe. Bbl IOMXHBI YyBCTBOBATh MUCIONHSE~
MBIif KOJI ¥ BUIETh TO, Yero He BHJIAT ApYIHe.

Ecnn BbI HAllUIM Kakylo-TO ys3BMMOCTb, TO HEODA3aTebHO €€ UCMOJb30BAaTh.
O6 owmbkax myulie cooblIaTh BAANENbIY CHCTEMbI (Hanpumep, aatMUHUCTpa-
uuy caitra). 9ro BecbMma 6aropoaHO, a TIABHOE, — CO34CT BaM MMSI, U NpH
9TOM MOXHO He oracarhbCs 0KasaTbCsl B 3ale cyaa. XOTs Te, KTO OKa3bIBAIOTCS
B cyze, GbicTpee MonyvyaioT MonyJIspHOCTh, MOTOMY YTO O TAKWX JIIOASX MUHLIYT
B raserax. Ho KoMy B TiopeMe HYXXHO NpH3HaHue obuectseHHocTH? f mymaio,
yto HUKoMy. Tem Gonee 4To mocne OTOBIBAHMS CPOKA OYEHb HACTO TSKENO
HaiiTu cebe pabory. Majo Kro 3axouer coiepxkarb B witate GbiBlUIero rnpe-
CTYITHHKA, Ja W Mocjie npebbiBAHMA B MECTax HE CTOJb OTAATEHHBIX MOIYT
elle J0JIr0 HE paspewiarb TNoib30BaThesl MOOMMbIMH KoMIbloTepamu. Jlyuure
OBITH 310pOBLIM W GoraTbiM, T. €. 3HAMEHUTHIM M Ha cBoboze.

HekoTopele c4MTalOT, YTO MPaBHIBHO HAZO MPOH3HOCHTH "X3Kep", a He "xakep".
D710 TaK, HO TOJBKO ISl AHIIMHCKOro s3bIKa. ¥ HAac B cTpaHe oHO obpyceno u
crano "xakepoM". Mel — pycckue oM, M gasaiite Gymem m06UTL CBOM A3BIK M
NpU3HABATh €ro MpaBuJa.

Tyt xe Boauukaer sonpoc: "IToyeMy xe aBTOp OTHOCHT K XaKepCKOMY MCKYCCTBY
KOMITBIOTEpHBIE IIYTKH M cereBbie rporpaMmel?” TlonpoGyio oTBeTUTh Ha 3TOT
Borpoc. Bo-mepsbIX, Xakepbl Bceraa MBITANKCH JOKA3aTh CBOK CHIY W 3HAHUSA
METOI0OM HanMucaHus Kakux-1ubo MHTepecHbIX, Becedbix nporpamm. K aroit ka-
TEropMM sl He OTHOLIY BHPYChI, TIOTOMY YTO OHM HECYT B ceDe paspyllieHue, XOoTs
OHM ToXe ObIBAIOT ¢ M3IOMMHKOM M I0MOpPOM. 3aTo npocThie U Oe300uaHbIe LIyT-
KW Bceraa UeHWINCh B Y3KHUX Kpyrax.

TakuM criocoboM Xakep NEMOHCTPUPYET He TONbKO 3HAHUS ocobeHHocTeil orne-
PALIMOHHON CHCTEMBbI, HO M CTapaeTcsl 3aCTaBUThb OJMXKHEro CBOEro YJIbIGHYTHCH.
He cekper, uro MHOTrHe Xakepbl 00JaqaioT XOpOoLIUM YYBCTBOM IOMOpa U OH TO-
HeBoJIe UILET CBOero BorUIomeHus. S coBeTyio WYTHTE ¢ MOMOLIbIO Ge306UIHbBIX
1porpaMm.

Hy n nocnennee. f yxe ckasan, 4ro m000ii Xakep HOJKEH YMEThb MHCaTh Ipo-
rpaMMBI Ha KakoM-HuOynb f3bIKe mnporpammupoBaHusi. Hexotopeie 3aBenoMo
CYMTAIOT, YTO XaKep I0/KeH cBobomHO BianeTs accembiepoM. DTo He Tak. 3HaHHe
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accembriepa xenateabHO, HO He obsizarensHo. S mwo6mo Borland Delphi, u ox
MO3BOJIAET MHE CAEarh BCe, YTO 5 3axouy. A MIAaBHOE, YTO s MOIY CHENaTh 5TO
OricTpo 1 KayectsBeHHOo. Ho s Takcke uenonssyio C++ u accembep.

SI3BIKK MporpaMMHPOBAHUA HAO MCMOJBL30BaTh ¢ yMoM. Heecmorps Ha molo Jio-
6oBb K Borland Delphi, oH ynobGen s HanucaHusi NpakTHYecKH JIOGBIX po-
rpamM, Kpome urp. Tyr Beceraa miactBoBan u Oynet sracrBosats C++. lpu cere-
BOM IPOrpaMMMPOBAHMM HMHOTIA MOXET oOKasaTbesi ygobhee C++, a wmHorna
Borland Delphi. Ho nucats Gonslune npuiokenus Ha accembiepe He MpoOCcTo He
3(GhEeKTUBHO, 3TO YO,

Bbl Takoke MOMKHBI TOHUMATH HEOOXOIMMOCTh HCTIONB30BAHUS TeXHOoIorHit. S no
06pazoBaHuI0 IKOHOMUCT-MEHEKEP M 6 JIET NpoyYwIcs B MHCTUTYTE MO 3TOi
crneuuansHocTH. Ho gaxe 1o 3Toro s 3Ha, YTO 3akazyuk Beerja npas. [Toyemy-
TO B KOMIbIOTEpPHOI obnacTu ctapaioTcst M30aBuThes OT 3TOoro noHaTHs. Hanpu-
Mep, Microsoft nblTaeTcs 3acTABUTH MPOrPAMMMCTOB MHCATH OINPee/ieHH bie
MporpaMMbl, HE OOBSICHSS, 3a4eM 3TO HYXHO Mojib3oBarensiM. MHorue Tyno cie-
AYIOT 3TUM PEKOMEHIAUMSAM M He 3alyMbIBAlOTCS O HEOOXOIAMMOCTH TOTO, YTO
OHH JAETAI0T.

Tyt xe npuseny mnpocreiiunit npumep. Ceityac Bce NMpOrpaMMHCTBl BCTABIAIOT
B CBOM NpoaykThl nomaepkky XML, # npu 3T0M HHKTO M3 HUX HE 3aQyMBIBACTCS
0 uejiecooGpasHOCTH 3TOro. A Belb He BCeM MOb30BaTeNsiM 3ToT dopMmar HykKeH,
W He BO Bcex mporpamMmax oH BoctpeboBaH. CneaoBaHHME peKOMEHOALNAM
Microsoft He o3HauaeT NpaBUJILHOCTb HEHCTBHI, MOTOMY HYTO 3aKa3YMK — He
Bun Teiire, a saw norpebutens. [NosroMy Hano Beerna aenars To, 4To Tpebyer-
csl KOHEYHOMY MOJB30BATENIO. '

Sl pexomenayio He obpauars ocoboro BHMMaHHs Ha Koprnopaumio Microsoft
(xoTsl HeKoTOphbie pa3paboTKi FeHHATLHBI), TOTOMY YTO CUMTAl0 ONpEleieHHbIe
ux nefictBus TOpMO3oM mporpecca. M 970 TOXe MOXHO A0Kas3arbk Ha NpuMepe.
CkonbKo TeXHOJMOrMii mocTyna K aaHHeIM npuaymana Microsoft? [Ipocto musy
naembesi: DAO, RDO, ODBC, ADO, ADO.NET, u 370 enie He NoJHbIH CnucokK.
Kopnopauus Microsoft peryasipHo BBIKHMIBIBAET Ha PBIHOK YTO-TO HOBOE, HO IpH
3TOM cama 3TUM He noabayercs. Ilpu nosiBIeHUMH HOBOM TEXHOJIOIMH BCE Npo-
rpaMMMCTBl KHAAKOTCS [epeIeNbiBaTh CBOM MPOrpaMMbl MOJ HOBOMCHEYEHH bl
CTAHAAPT W B PE3Y/ILTATE TPATAT IPOMANHBIC PECYPChI HA TOCTOAHHbIC NECPEACKH.
Takum obpasoM, KOHKYpeHTsl CHIbHO orcralor, a Microsoft msuxercs Bnepexn,
MOTOMY 4YTO HE€ CJeIyeT CBOMM cOBCTBEHHBIM PEKOMEHIAUHAM H HHYEro HE ne-
peaensiBaer. Eciu nporpaMMa npu cosfiaHWH MCNoNb30BaIa Ul AOCTYNA K AaH-
HeiM DAO, TO MOXHO cnokoifHO ocTaBuTh €e paborarb yepes DAO, a He mepe-
nensiBath Ha ADO, nmoroMmy 4TO MOJB30BaTENi0 BCEe PaBHO, KakuM obpasoM
nporpaMma nonyyaer jaHHsie u3 6assl, MiaBHOE, YTOOBI JaHHBIE OBUTH.

Mory npusectu Gonee sipkuii npuMep — untepdeiic. B nporpamme MS Office
[IOCTOSHHO MeHsieTcs uHTepdeiic, ¥ NpH 3TOM BCEM TFOBOPAT, YTO HUMEHHO
OH camsiil ynobHbIi st nons3osarens. Bee Geryr nepesoAuTh CBOW- MPOrpaMMbl
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Ha HOBBIM BHEWHMH BHI MEHIO M naHenei, a tot xe Internet Explorer (1 Bce
OCTajlbHbIe [porpaMMsbl) BRIMIAAMT Kak 10 et Hasan, B HEM NMPaKTHYECKH HHYEro
He MeHsietesi. Microsoft He pacToyaer Ha 3TO BpeMsi, 3 KOHKYPEHThI TPaTAT Mecsi-
Ubl HA NMepenuchiBAHHE MHOXECTBA CTPOUYEK KOja.

Ja, caenosanue MoJie NpPHIAET BAlIMM NporpaMmam 3¢ beKTHOCTb, HO NPH 3TOM
Bbl IOJDKHBI CYMETh COXPAHMTb WHIMBUAYAIbHOCTD.

BoaMoxHO, CIOXKMIOCH BreyarTieHWe, Yto i npoTHBHMK Microsoft, HO 3T0 He
Tak. MHe o4yeHb HpassTCs npoaykTsl, Hanmpumep, Windows wiu MS SQL Server,
HO # He Bcerza coryaceH ¢ MX merogamu 60pe6BEI ¢ KOHKYpeHTaMHu. 3TO XecTo-
KWit GU3HEC, HO He JI0 TAKOM e CTereHH,

[MporpaMMHCTBI H XaKepbl HaBsA3LIBAIOT APYTHM CBOE MHEHME O JIOGMMOM sI3bIKe
NporpaMMUpOBaHHUs KaK O eAWHCTBEHHO MpueMIeMoM, obbvHO Ao6HBAasICh ycrie-
Xa, MOTOMY YTO 3aKAa3YMK YACTO HE NMOHWUMAET B NporpaMmuposanuu. Ha camom
Ke Je/ie 3aKa3yuKy BCe PABHO, HA KAKOM fI3bIKE Bbl HATIMLIETE MPOrpamMmy, ero
MHTEPECYIOT TOMBKO CPOKM U KavecTBo. JIMYHO sl Mory obecrnequts MUHUMATb-
HblE CPOKH HAMUCAHUA TNPUIIOKEHUS, COXPAHSS XOpollee KayecTBo, TONLKO pa-
6oras Ha Borland Delphi. Takoe xe kauecrso Ha C++ g (ma u moGoit apyroit
MPOrpaMMMCT) CMOTY 0GECedHuTh TOJIBKO B 3HAYUTEILHO G0JIblLINE CPOKH.

B mauHoit KHUre 6yayT omMceIBaTHCH npUMepsl uMeHHo Ha Visual C++, noromy
YTO ATOT A3BIK ABISIETCsl Haubosiee pacrnpocTpaHEHHBIM W MHOTMMM [PH3HAH
CTaHIApTOM Ui mporpaMMuposaHusi. Ho cyluecrsyer kHura, B KoTopoil peuia-
10TCSI T€ e npobleMsl, HO ¢ UCMOJb30BaHHEM MpHMepoB Ha s3bike Borland Delphi.

Bor koraa zaka3uMk TpebyeT MUHMMAIbHBIH pasMep MM HAUBBICLIYIO CKOPOCTH
paboTel nporpammsl, Toraa si 6epyes 3a C (He nyrars C u C++) u ASM (BeTpo-
eHHblit accembnep). Ho ato GniBaeT ovyenb PeIKO, MOTOMY YTO ceifyac HOCHTENN
uH(oOpMAaLIMKM YXe MPakTHYecKH He HCMLITHIBAIOT HeJOCTATKa B pasMepax, M
KOMTIBIOTEPBI paboTaloT B MMJUTHOHBI pa3 GbicTpee cBOMX mpenkos. Takum obpa-
30M, pasMep M CKOPOCThb MPOrpaMMbl YK€ HE SIBIAIOTCS KPHTUYHBIMM, U Ha niep-
BhI TJTAH BBLABMUIAIOTCS CKOPOCThL M Ka4€CTBO BBIMOTHEHHS 3aKasa,

MpepbicTopus

Yrobbl MyHire MOHUMATb MUP XaKepa, HYXKHO OMISHYTHCS HAa3ad W yBHIAETH, Kak
BCE pa3BHBaTOCh, HAYMHAA ¢ 3apoxiaeHuss MHTepHeTa W NMOABACHUS MEPBbIX Xa-
KEPCKHX TpOorpaMM, MepBhIX B3IOMOB H T. 1.

B 1962-M roay aupextop aredtctBa ARPA (Advanced Research Projects Agency,
VnpasneHue nepefossix ucenenosarenbekux rnpoekros) J.C.R. Licklider npewro-
XMW1 B KayecTBe BOEHHOIo NMpPHUMEHEHHS KOMITBIOTEPHBIX TEXHOMOTHII HCMO/Ib30-
BaTh B3aHMOCBS3aHHBIE BbIIETEHHON JUHKMEH UMelomnecs KoMnbiotepbl. Lienbio
TAKOro MPUMEHEHHS KOMTIBIOTEPOB CTAIO CO3MdHHE PACMpeiesIeHHbIX KOMMYHH-
KalMif. A B OCHOBY HOYy-Xay ObUI MOJOXeH NPUHLKN (PYHKLHOHHPOBAHMS CHCTEMBI,
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YCTOMYMBOH K OTKa3aM JIMHHUI cBsA3u. Braronaps 3TtoMy KilOueBLIM HanpaBieHu-
€M HCC/IeIOBAHMIT areHTCTBA CTA/IM KOMITHIOTEpHbBIE CeTH. DTO BpeMsi MOXHO Ha-
3Bath HayanoM nosiBneHus ceth ARPANET (Advanced Research Projects Agency
NETwork, ceTs KOMMYTall#i [aKeTOB).

C ar0it olnbku ¥ Hayanoch passutue MurepHera. IMoyemy ommnbku? B ocHoBy
ObLT NONMOXeH NPUHLUMN QYHKIMOHUPOBAHMA CHCTEMBI IPH OTKa3e OTAENbHBIX e
0/I0KOB, T. €. YK€ B CAMOM Hauyale 3AJI0XKHIH BEPOATHOCTh OTKA3a OTAENIBHbIX
kommnoHenTos!!! Bo rase yrna nomkHa Obiia crath 6e30MacHOCTb CHCTEMBI, Bellb
oHa paspabarsiBajiiack wis BoeHHbIX Hyxa CLUA. Ho kak pa3s Ha 3T0T acnekr Hu-
KTO He obpamian BHHMaHusA. U 3T0 NOHATHO, Beib KOMNBIOTEPBI OLUIH JOCTYIIHBI
TOJIBKO NpodeccHOHANAM, 0 JOMAUIHMX KOMIMbIOTEPAX TOJBKO MEYTAIH. A O TOM,
YTOOB! MOAKMOYUTL AOMALIHMI KOMIBIOTEp K CETH, MCMOJIb30BaBILEHCs U BO-
€HHBIX U MCC/IEAOBATEIbCKUX Lieieif, HUKTO M He saaymsbisaics. [Jdansiue ewie xyxe.

Jatry poxnaeHusi ceTH Bce BOCHPHHHMAIOT MO-pasHoMy. B pamnmMuHbIX MCTOMHMKAX
MOXHO HalTH Aarsl, HaurHasi ¢ 1965 no 1970 roga. Ho mHorve npusHanm 1969 ron —
nepuon nossaeHusi ARPANET, u umenno torga sapoxnaercs OC UNIX, ua
KoTopoit u 6yner coznasatbes MHTepHeT B Omxaitiuue aecsaTUIETHs.

B navane 70-x rogoB ARPANET crana paciumparscst 1 oObeIMHATE PasjindHbie
uccaenopareibckue MHCTUTYThl. CeTh BbILLJIA 33 Mpeaeibl OAHOro 3MaHHA W Ha-
yana onyreipate CIIA. Ms3nauansHo HMKTO Aaxe He Mpeanojarai, 4To poct
noiaer TakMMM OBICTPLIMM TEMMaMM W ceTh OOBEAMHMT Takoe Bonblioe Koaue-
cTBO KoMmmbloTepoB. IToaToMy repsble TEXHOJOIMH, KOTOPBIE WCMONb30BANNCD
IUisi cBsi3W M oOMeHa JaHHbIMU, yeTapeau B niepsbie 10 ser.

C 1970 roaa naunHaetcs aecstuerne dpukepos. Mx ToXe OTHOCAT K KaTeropmu
XaKepoB, XOTS OHM HANPAMYIO He CBSI3aHBLI ¢ KoMibiorepamu. OcHoBHOE Hanpas-
JEHHE HX HEATeNbHOCTH — TesnedOHbl, YCIAYrM 10 MCIOJIb30BAHMIO KOTOPLIX
CTOM/IM JIOPOro, MO3TOMY Mojoble pebsra (M He OYeHb MOJOAbIC, M HE OYeHb
pebsiTa @) crapajiuch CHH3UTh TH 3aTpaThl.

Dnoxy (puKepoB HAYMHAIOT OTCUMTHLIBATE C MOMEHTA, Korma Komnanus Bell
onybnukosana B xypHane Technical Assistance Program 4acroThl TOHAJIBHbIX
CHFHAIOB, KOTOPLIMU ynpasisiercsi tenedonHas cetb. B 1971 romy nosisunace
"cuusia kopobka" (Blue Box), ¢ nomouubio KoTopoil MOXHO ObLIO TEHEPHPOBAThH
CHTHAIBI HYXHBIX ToHOB. Crneayoume 10 jier rakue KopoOKM MO3BOIMIN 9KOHO-
MUTH JIIOAAM HeMaable JeHbrM HA TesneoHHBIX pasroBopax, TesedoHHbIE KoMmIa-
HUM cranu Tepath AeHbru. [Nocne 1980 roga sra GonesHb HAYMHAET MPOXOAUTD,
NnoToMy 4TO (PUKEPOB HAYATH AKTHBHO JIOBUTD, M ITO cTaslo HebGesonacHo.

Cpean ¢puxkepoB ObUIM 3aMeYeHbl JAOCTATOYHO 3HAMEHUTHIE JHYHOCTH, HAIpH-
Mep, ocHosarenu Apple Computers. Onu nponasain CTYACHTAM /IEKTPOHHble
npubopsl, cpear KOTopbix ObUiH U "cuHHe KOpobku".

B 1972 roay nosiBisieTcsi MepBoe TPHUAOKEHUE U Mepesavyn 3JeKTPOHHBIX co-
obienuii, a yepes roa cers Bhilia 3a npenenst CIHIA, u K Helt NOAKINOYHANCD
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KOMITBIOTEpB! U3 AHIIHH. B 3TOM Xe romy Havanuch rnepsble pasroBOphl W Mpea-
JIOKEHHA M0 MOCTPOCHUIO MEXIYHAPOIHON CeTH.

Tonsko B 1981 roay 66t coanan Defence Security Center (DSC, ueHTp KoMnbio-
TepHo#t GesonacHoctH MuHucTeperTsa oboponsl CILA). DroT ueHTp AomkeH ObLI
OnpefenuTh CTeNeHb MPUTOAHOCTH TMpetaraeMbiX CHCTEM UIST MX BEIOMCTBA.

16 nexabpst 1981 rosa Havancs cyneOHBIH NpoLEcC NPOTHB CAMOTO 3HAMEHMTOrO
¢pukepa Pocko. B srom xe nene yuacrsoBan M u3ssecTHblit xakep Kesun Mur-
HHK, HO eMy TIOBe3JI0, — TOra OH MPOXOAM/ B KauecTse ceuueresns. He mpouino
M rojia, KaKk 3HaMEHUTBI XaKep Monajics Ha APYroM Jieyie U BCe Xe cel B TIOPbMY
ISl TIO/IPOCTKOB.

B 1982 roay B ocHoBy HMHTepHera Gbul MooXeH MPOTOKON mNepeiay AaHHBIX
TCP/IP (Transmission Control Protocol/Internet Protocol). Konuyectso xocToB
pociio, a Juia oBpalieHus] K KOMIbIOTepaM HMCIoNb3oBaiuch ux agpeca. C noss-
neiuem TCP/IP navanace paspaborka DNS (Domain Name System, cucrema
JIOMEHHBIX UMEH), YTO 1Mo3BOAMIO Obl 0OpalaThcs K KOMNbiOTEpaM 10 HMEHaM,
a cucTeMa cama rnepeBoauia 6bl MX B azpeca KOMIbIOTEPOB.

1983 ron sosspaitaer Kesuna MutHuka Ha csoboay. Ho HeHanonro, motoMy yro
PYKH Xakepa TAHYTCS K B3JIOMY, H OH CHOBA MMONajaeTcs, W3-3a Yero eMmy rmpuxo-
IUTCH CKpbIBaThes BIUIOTE 10 1985-ro roaa.

B 1984 rony cucrema DNS BBoautes B akcrutyataumio. [Tpoxoaur eme uersipe
roja, n Bech MUpP Y3HaeT, uTo cywectsyer yrpo3a "yepss”. B 1988 roay npoucxo-
AMT OAHO M3 caMbIX MAaclTAGHBIX 3apaxeHHi "yepBem” KOMMBIOTEPOB, MOAKIIO-
vyeHHbIX MHTepHery. Mononoit seinyckuuk KopHenbckoro yHusepcuTteTa [0
umeHn PobGepr Moppuc, sBasioumiics corpyaHukoM ¢upmst Digital, nuwer
nporpamMmy-"uyepssi”’, KoTopas AO/XHA ObUla CaMOCTOATE/ILHO MepeMellaTbes Mo
ceTH U 3apaxars (aiinbl Bcex BIIOMAHHBIX KOMITBIOTEPOB.

JUisi BHEApPEHHsi HAa 4YyXoil KoMmmbiotep "4epBb” MCroNb3OBaN noabop naposs.
B Tesie nporpaMMbl HaXoAMIOCh HECKONBKO Haubosee yacto ynorpebisieMblx na-
posneit, ¥ UMEHHO OHHM NPHMEHSINCH JUId NPOHUKHOBEHHS B IPYroil KOMMbIOTEP.
Ecnu Hanpsmyio napoib He yaasaloch noaoGpaTh, TO MOAKIIOYAICH CHCTEMHbIN
cnosapb ¢108. TakuM npocTeiM crocobom Gbuio ButoMaHo Gosee 7 % Beex KOMITb-
10TEPOB B ceTW. D10 aocratouro Gonmbiias wudpa. "Yepss" Gbu1 3anyuieH no ciy-
yaitHoit olmbKe, Korma ero Koi eiue He ObUl 3aKOH4YeH. TPYIHO NpenrofioXUTh
nocnencrTsus, ecau 6ei Pobepr Moppuc cMor ronucars nporpaMmy Jio KOHLA.

Ho u ato eute He Bee. 1988 roa okasancs caMbIM NMPOAYKTHBHBIM C TOYKH 3peHHSA
BIJIOMa M IPOMKHX cyaebubix gen. MMeHHO B 3TOM roay B ovepenHoil pa3 Gbun
noiimaH Kesun MUTHMK, M HA 3TOT pa3 OH yXe Hamojiro ObUI OTIYYEH OT KOM-
TIBIOTEPOB.

Hauunas ¢ 1990 rona, cetb ARPANET nepecraer cyuiectBosarh, 1oToMy HTO €€
npocto chenaer MurtepHer. BecemupHas cerb HAUYHHAET MOMIOLIATH BCe OTHEJ]b-
HBIE CETH.
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B 1991 roay mMup nepsslit pa3 ysunen WEB-ctpannubl, 63 KOTophIX ceifyac yxe
HUKTO He MOXeT cebe mnpeacTaBuTh BCeMMpPHYIO cerb. MHTepHer-coobuiectso
HaYMHAEeT CMOTPEThb Ha ceTb Mo-HoBoMmy. B 3ToM Xe romy nossisiercsi ogHa U3
CaMblX MOLIHBIX CHCTEM BBICOKOHANEKHOIO IIM(POBAHUS C HCMOAb3OBAHHEM
oTkpeiThix Kinodeit — PGP (Pretty Good Privacy, GyksaibHo — "o4eHb Herio-
Xas 3aumTa KOHQUICHUHATBHOCTH), KOTOPas MOCTENeHHO CTAHOBUTCA CTaHIap-
ToM B GonbiMHCTBE obsacTeil, B TOM YHCIE W B IH(POBAHUH 3NEKTPOHHBIX CO-
obutenuit E-mail.

B 1994 roay xoaudectso nosb3osareneit MHTepHeTa yXKe MCYMCASETCS MMHJLTHO-
HaMu. YToObl Hapol He NpPOCKXKHBAT 3@ MOHMTOPOM 3psi, NpeanpHHUMAIOTCS
nepBbie MONBITKH MOMHOUEHHOM KOMMEPYECKOH JeATeNbHOCTH Yepes CeTh, KOTO-
pas rnocterneHHo nepecraer GbITh MHCTPYMEHTOM Ui o6meHa uHdopmMaluei, re-
repb 3T0 UCTOYHUK peKiaMbl U NMPOABHAKEHUS TOBApA B MACCHI.

B 1995 romy perucrpaimsi 1OMEHHbIX MMEH repecraer GuiTh GecrarHoit, U Ha-
YMHAeTCs 3pa BOMHBI 33 JOMEHBI. Xakephl CTPeMATCS CKYMWTh BCE AOMEHHbLIE
MMeHa, IMOX0XKHe Ha TOProBbie MAPKM MJIM MPOCTO JIETKO 3aMOMMHAIOLIMECs Cli0-
pa. KoMnanuu, KoTopbie XOTAT, YTOOBI AOMEHHOE HMSI COBMANANO0 C MX TOPrOBOM
MapKoit, TpatAT GoNblIMe IeHbIH UIS WX BHIKYTA.

DTOT Xe roll cTal 3HAMEHHUT M TeM, YTO f Kymui cebe monem u sauiacs 8 UHtep-
Her. [lo aToro st MOABIAJICA B CETH OYEHb PEIKO M HEHAZONro, MOTOMY HMTO JUlf
MeHS 3T0 GbUTO CIIMILIKOM I0pOroe YAOBOALCTBHE.

Wrak, Ha Tako#l 1e10BOi HOTe MBI 3aKOHYMM BBOIHYIO JIEKLHIO U repeiineM K npak-
THYECKUM YMPAXHEHHSIM MO BOMHCKOMY WCKYCCTBY, [Jlé 4Hacto I/laBHOE —
CKPBITHOCTb M 1obefa MUHUMATBHBIMUA CHITAMM.




Mnasa 1

UHTepecHble HacTpoiiku Windows

Koraa s nepssiil pas nosxakomuiacs ¢ Windows 95, To nmoHs, yto nomobun 3ty
OC. HecmoTpsi Ha TO, 4TO OHA Obla HecTabUIbHAA U BhIIABANA CHHUE 3KPAHBI,
Ja W MepeycTaHaBiuBaTh NMPUXOAWIOCH Pa3 B napy Mecsiies, B Heil ObUIO OuYeHb
MHOTO YIOOHBIX JUISI IPOCTOTO MOJb30BATENS M 3as/UIOTO XaKepa Belieil.

C nosiBleHHeM CleaylIllIuX Bepcuil, Takux kak Windows 98 u 2000, mos nio60Bb
TONBKO yKperuisiack. C KaX/10if HOBOH BepcHel cHCTeMa YCIIOXKHANACh, W TOAB-
JIANMCh HOBBIE, MHTEPECHbIE BO3MOXHOCTH JUISl BRIPAXEHUS CBOEH WHIMBHIYAIb-
Hoctu. Ho HectabunbHocTh ¥ mpoGieMbl MHOTAA CKJIOHSUIM MEHS YCTAHOBHTH
Linux 1 paborath B HeM, HO ¢ nosieneHueM Windows XP s nmoHs, 4To HY O Ka-
KOM AMCTpHOYTHBE B "KpacHoM wianke" MoxHo Oofbilue M He aymarb. Jlywiie 3a-
IUIATUTh [TOAOPOXE, HO MOJYYUTb OTIHYHYIO, YIOOHYI0 M CTAOMIIbHYIO CHCTEMY.
I'maBHOE — MOMOMTH ¢ MPABUJILHOI CTOPOHBI U BCE CTPOrO HACTPOUTH. A TYT €CTh
rae "pasryasTbesi’, U He TOJBbKO JUISl MOBbIUIEHNS HANEXHOCTH, HO U C LEIbIO
YIIy4IIeHUs] BHELIHETO BUA.

B 3roit maBe Mel Oynem paccmarpuBats Hactpoiku Internet Explorer, kotopeie cnpsi-
TAHBI OT MOJIL3OBATENSA, M K HUM MOXHO MOJYYMTH JOCTYI TOJBKO Yepe3 peectp.
OnuceiBaTh Bce MapaMeTpsl s He Gyy, MOTOMY UTO MX OYeHb MHOTO, HO Camoe HHTe-
PEeCHOE, 4YTO MOXET [PUTOANTLCS Xakepy, pasbepeM NOCTATOMHO NMOAPOBHO.

B nmanbHeiiiem Gonblioe BHUMaHWe OymeT yueJeHO HACTpOiike BHEIIHEro BHUIA
Windows u, koneuHo xe, Windows XP, notomy uTo MMEHHO 3Ta BEpCHs MO3BO-
nsieT clenath uHTepdeiic MAaKCUMAIBHO KPACHBLIM M YIOOHLIM MPH MHHHMATb-
HbIX 3aTparax.

1.1. Co6¢cTBeHHbIn Internet Explorer

lMeppoe, ¢ yero g HauuHaw TIOHUHT cBoeit OC, — u3mensiio Internet Explorer
(1E). Hekortopeie nporpaMMucThl THILYT cobereHHbiit Gpaysep Ha asuxke IE,
HO 51 HE NMOHUMAalo, 3a4eM 3TO JeNaTh, KOIJla UTAK B HEM MOXHO W3MEHWUThb Npak-
tuyecku Bece. Ceifyac MBI pacCMOTPUM, Kak TpaHcOPMHMPOBaTh [MIABHOE OKHO
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Gpay3epa 10 Hey3HaBAEMOCTH, TIOCJIE YEro Bbl CMOXETe FOBOPHUTH IPY3bSIM, YTO
3TO Balia cobcTBeHHas paspaborka.

Ha naHHbIli MOMEHT yXe CyLIEeCTBYIOT CeLMalbHbie MPorpaMMbl, KOTOpbIe yMme-
10T JeNaTh HEKOTOpbie HACTPONHKM aBTOMATHYECKH, HO KOIAa-TO MPHXOAMIOCH
paboratb pykaMu. Sl BaM NpoAEeMOHCTPUPYIO BTOPOil BapHAHT, MOTOMY 4TO pyy-
HOIl criocob moMoraeT MOHsNTh, KaKk Bee paboTaer, HE OrPAHHYHBACT B BO3MOXHO-
CTAX W He TpebyeT 3aTpaT Ha MOKYNKY YyXHX ITPOrpamMM.

ARAARE!

Pwe. 1.1. Asumaums camonera

BonbslumHeTBO HAcTpoeK Mbl Oyaem MpoBo-
JIUTb B peecTpe, M Ul MX BCTYTUIEHHA B CHJIY
MOXET MOHAanOOMTHCS Mepesanyck KOMITBIoTe-
pa. 51 TecTMpoBan npealaraeMuie YCTAHOBKH
Ha Windows XP ¢ ycraHoBneHHBIM Intermnet
Explorer 6.0, u nepesarpyska He noHanobuiacs
HHU pasy.

1.1.1. Mo norotun B |E

Anumauusi B Windows B GonblumMHCTBe ciyya-
€B CO3/1aeTcAd M3 NMPOCTHIX PacTpoBLIX M300pa-
xeHuit B popmare BMp. [louemy-to Microsoft
OYEeHb PpEAKO MCHONb3YyeT AHWMAUMOHHEIE
¢opmaret Tuna GIF wnu Buneo-gopmar avr,
Ecam nepsslit nepeues Ha rIaTHYIO OCHOBY M
Tpebyer oTuMcieHHit, TO BTOpoOM Moka 4ro
ellle OTKPLIT, HO HCIONB3YeTCs KpaitHe pe/iKo.

Kak xe Torma cratuyHbie KAPTHHKM HaylHa-
10T asurarbes? DTo jgenaercsi, KaK M B HMrpax
90-x rogos. Ha puc. 1.1 nokasaHo Hecko/bKo
u3obpaxeHuit camonera B pasHeix ¢azax no-
popota. Kaxoe npeacraBieHue uMeeT pasmep
180x90 nukcenos, ¥ BCe OHW BLICTPAUBAIOTCS
M0 TOPU3OHTANM WIW BepTHKanM (B aaHHOM
cayyae BoibpaH Bropoil cnocob, kak u B Internet
Explorer). Yro6sr aoburbest adexkra aHuma-
UMM, NPOrpaMMa MOC/IEN0BATEIBHO BBIBOIMT
u3zobpaxeHuss U3 TAKOrO MAaccuBa KapTHHOK,
CO3aBasi WIUTIO3UIO ABMXKEHHS.

B nporpamme Internet Explorer takke dop-
MHpyeTcss B CTOJNOMK MaccuB m3aobpaxeHMil,
Pasmep mux He wumeer ocoboro 3HaucHus,
raBHoe, 4ToObl OHM ObLUIM  KBAIpaTHbLIMH.
Haber He Obuio nmpobiaem (4yThb NMO3KE #f MX
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MoKaxy), Jiydllie BCero NMOArOTOBUTH KAPTHHKM pazmepoM 26X%26 nukcesioB M
PacroNOXUTh UX MO BepTukamu., KoinuecTBo n3obpaxeHuit He HMEET 3HAYEHMSI.

CoxpaHuTe NOATOTOBIEHHYIO JIEHTY KapTHMHOK B cdaitne ¢ pacumiupenreMm bmp.
51 coBerylo pasMemiarth Takue Beiu B aupektopun Windows, 4toObl OHM He Me-
LWATHCh WIKM UX CITYYalfHO He YIaTWIN.

Teneps HyXHO NMOAKTIOUNTb KapTMHKY K Internet Explorer. [dnsi atoro 3amycrure

nporpammy regedit.exe (BbiGepure menio Start/Run unu ITyck/BemosHuTs, B 1osi-
BUBLLEMCSI OKHe HabepuTe KOMaH1y regedit W Haxmure KHonky OK). IMepex Bamu

OTKpOTCH OKHO pemaktopa peecrpa (cM, puc. 1.2). Tlepeitmure B pasnen
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Toolbar.
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Puc. 1.2. MNporpamma penaktmpoBaHua peectpa

Io sToMy nyTH peecTpa HYXKHO CO3IATH JIBA HOBBIX Kiio4a. isi 3TOTO IUENKHUTE
NpaBoil KHOMKOH MBILIY B NPaBoOii MOJOBHHE OKHA U BbIOEpHTE B MOSBUBLIEMCS
menio New/String Value win Cosnars/Crpokossiii napamerp. Byner cospad Ho-
Bblif mapamerp, KOTOpblif Hano nepeumeHosarh B BrandBitmap u ycraHOBUTE
B Ka4yecTBe 3HA4YeHUs nyTh K Baumemy bmp-daitny. TouHo Takke cosgaitte mapa-
meTp SmBrandBitmap ¢ ykazanuem Toro xe nyru.

Ecnu Bce chenaHo npaBWibHO, TO MpM 3anycke rnporpaMmbl Internet Explorer
B MPaBoM BepPXHEM YLJY TIOSIBUTCS TNEpPBBI Kanp M3 MaccHBa BalllMX KApPTUHOK.
ITpu 3arpyske caiita HaYHETCs AHUMALIUA,
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Puc. 1.3. Cnuwikom Gonsluoid pucyHOK 3acTaBnfaer MeHIO Nporpammel
YBENMYUTLCA MO BEpTUKaNW

Tenepb paccMOTPUM BO3MOXHBIe TIpobiemMbl. Eciu cnenars pHCYHKH CIIMILIKOM
OOJIbIIMMK, TO MAHEAb C NYHKTAMH MEHIO 3HAYWTEILHO BBHIPACTET MO BEPTHUKAIH
(cm. puc. 1.3). KoMy-10 310 MOXET Haxe MOHPAaBUTHCS, HO CHULIKOM Golsbiioe
MEHIO BBITVISLIUT HE OYeHb KPacHBo.

ITU M3MEHEHUA JOCTATOYHO ITPOCThIE, HO O4YEHb 3(1)(1)8!(‘1‘}{51&, K TOMY XK€ MEHH
pasnpaxaer rinobyc win ¢gunaxok or Microsoft.

K Mpumeyanne 2

Ha komnakTt-aucke, B aupektopuu \Chapter1\IELogo bl MOXeTE HAWTW HECKONBKO
KapTWHOK, NOAroToOBNEHHbLIX MHOK ONS WCNONbL30BaHWA B KadYecTBe norotuna gna
Internet Explorer.

1.1.2. Packpacum KHOMOYHYIO NnaHesnb

B onHoit u3 sepcuit Internet Explorer nanens ¢ KHONKaMu MMeNna MPMATHBIN
BHEIIHUH BUA. DT0 gocruranock Guaropaps ¢oHOBOI KapTUHKe B BUlle PAa3BOIOB.
Briocnenctsuyu naHenb onsTh CTana cepoif ¥ HEMHOTO CKYYHOH, HO BO3MOXHOCTh
yCTaHOBKM (pOHA OCTaNACh.
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[MoaroroBbre KapTUHKY Moboro pasmepa B (hopmate BMP. 3anyerure penakrop
peectpa u nepeinure B pasgen HKEY CURRENT_USER\Software\Microsoft\
Internet Explorer\Toolbar. Ecin ¢oH yxe ucrmonw3yercsi, To B comucke Oyaer
crpokosslii mapamerp BackBitmap, unaue ero Hajno cosnare. B kauectse 3Haue-
HUA TapamMeTpa yKaxuTe MonHbslif nmyth K daitmy. 3anycture Internet Explorer,
U Tenepb OKHO Oyaer BHIIIANETh COBEPLIEHHO Mo-apyromy. Ha puc. 1.4 BBl MoO-
xkere ysugers Internet Explorer ¢ ycraHoBneHHbIM doHOM. C KaxIbiM HalIUM
M3MEHEHHEM OKHO CTAHOBUTCS BCE MEHBbIIE MTOXOXKMM Ha CBOEro POLMTENS.
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i e
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Puc. 1.4. OxHo Internet Explorer ¢ ycTaHOBNEHHbIM HOHOM AN NaHenu

K NMpumevanne }

Ha xomnakT-gucke, B aupektopun \Chapteri\IEBackground Bkl MoXeTe HaiTh He-
CKONbKO KapTUHOK, NOATOTOBMEHHBIX MHOK ANA MCNONb3OBaHUA B KavyecTee doHa
naHenu KHONoK.

1.1.3. OcHoBHble HacTpoiiku IE
Tak Kak Mbl CO3[1aéM BMAMMOCTL COOCTBEHHOI pa3paboTKH, B 3arojiOBKE OKHA He
MONIKHO ObITh cehUIKM Ha Microsoft.

JlaBaiiTe 3aMeHWM 3ITOT TEKCT Ha 4To-To cBoe. Ui 3Toro mepeiinure B peakrope
peecrpa B pasgen HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\
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Main 1 n06aBsTe 31ech cTpoKoBblit napamerp ¢ umeHeM Window Title, a B kaue-
CTBe 3HAYEHUsE YKAXKHTE HYXHBbII TEKCT.

B Internet Explorer (HaunHasi ¢ Bepcuy 5.5) npu HaBeIeHUH MBIIBLIO HA KAPTHH-
Ky uepe3 olpeaejieHHOe BpeMs MOsIBIseTCs NaHelbKa ¢ KoMaHaaMu. JIKYHO MeHs
OHd pasgpaxaer, M S HE MOHMMAI0 CMBIC/ €€ CYIIECTBOBAHUSA, BEllb K TeM Xe
KOMaHAaM MOXHO MMOJAYYNTh HOCTYNM M3 BCIUILIBAIOUIETO MEHIO NpPH LIEAYKe
NpaBoil KHOTIKOM MBIILK O HYXHOH KaptiHHKe. YT100BI yOpaTh MCTOYHHMK
pasapaxeHusl, CO3JaiiTe B 3TOM 3Xe paslene peecTpa napaMerp ¢ HMEHEM
Enable_MyPics_Hoverbar, a B kauecTse 3Ha4YeHHUsI YKAXKHUTE no.

1.1.4. LLlanocTtu ¢ HacTtpoitkamu |E

OtpieyeMcs OT KOCMETHYECKUX H3MEeHEeHHWIt 1 HeMHoTo nonpokasHuyaeM. Cpean
HACTPOEK €CTh TaKoif mapaMerp, KOTOpPLIN 3ampellaeT MoJb30BATE/I0 3aKphIBAThH
okHa Internet Explorer. Bo Bpemsi nyTelecTBUsi B CETH HA HEKOTOPLIX caiiTtax
BBICKQKMUBAeT JIOCTATOMHO MHOTO BCIUILIBAIOLIMNX OKOH, KOTOpPbIE 3aCOPSIOT 3KpaH.
Ecan Mcronb3oBars BO3MOXKHOCTB TaKOi HACTPOKM, TO OKHa Gyayr TONLKO
MIOANTBCS, @ TIPH TIOMBITKE 3aKPHITUSI TIOSBUTCH OKHO C MpeayrpexieHueM,
Kak Ha puc. 1.5.

Puc. 1.5. MpepynpexneHne 0 HEBO3MOXHOCTH 3aKpbITUs OkHa IE

Yrtobel cnenath Internet Explorer HesakpbiBaeMbiM, HYXHO IepeiTH B peectpe
B paszen HKEY CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\
Restrictions. DToT nMyTh MOXET OTCYTCTBOBaTh, M HYXHO Oyier nobasuThL Hejloc-
TaloWMe pasaensl. I 5TOro A0CTATOYHO IUEIKHYTH MPaBoOil KHOMKOW HA HYXHOM
pasjiesie U B nosisuBlueMcs MeHio BoiGpats New/Key. Hanpumep, eciin y Bac cyiue-
creyer nytb Toiabko HKEY_CURRENT_USER\Software\Policies\Microsoft, To
LIeJKHUTE TIpaBoil KHomKoit Ha crpoke Microsoft v coamaiite pasaen Internet
Explorer, a 3arem B Hem — Restrictions.

Koraa Bce paspgensl Oyayr cyuiectBoBath, gobGasere napamerp NoBrowserClose
THIA DWORD W CO 3HAYEHHEM 1.

Bce 3Ti neifcTBUS MOXHO MpojeNaTh HA KOMIMBIOTEPE CBOEro Opyra M MOCMOT-
perhb 3a ero peakuuei, Koraa oH MOMbITaeTcsl 3aKpbITh OKHO. 1 ogHaXAB! MoaUIy-
TWJI TAK HAJl CBOMMM KojuieraMu no pabore. Peakiumsa ux 6buia pazHoobpasHoil.
BoNBIIMHETBO MOCYHTANO, YTO 3TO GbUIO BMEIIATENLCTBO BHpYyCa.
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Yro6bl BHECTH BCE 3TH M3MEHEHMs HA KOMIIBIOTEPE MOJb30BATENs, HYXHO AOCTA-
TOYHO MHOI'O BpeMeHH, a4 ero Moxer M He ObiTh. YToObl cuenath Bce OBICTPO
M HE3aMeTHO, MOXHO TMOCTYIUTD CACAYIOLUM obpasoMm:

O BHECTH M3MEHEHMsl CHAYana B CBOH KOMIBIOTED;

O BBIMOAHUTL 3KCNOPT Gaiina peectpa ¢ onuueit Builpaunas seTsb (B HaHHOM

cryyae HKEY_CURRENT_USER\Software\ Policies\Microsoft\Internet Explorer\
Restrictions);

O 3anmcarh noxy4yuBlUHics ¢aiin Ha IWCKeTY.

Tenepb WANWTE K KOMINBLIOTEPY MOJb30BaTeNsd, Hal KOTOPbIM Bbl HaMepeBaeTech
MOAWYTUTb, W FOBOPUTE, HTO XOTHUTE YTO-TO MOKa3arh. BeraBnsiere auckery M
sanyckaere aitn ¢ pacluupeHueM reg. Bes Heobxommmas uHbopmaums Oyner
apromaruyecku nobasreHa. He Hamo Gonblue Huuero genars, Aaxe 3anycKarb
Internet Explorer. TIpocro ckaxure, 4To 370 He Ta aucKera, U yxoaurte. XKiure,
noka rosb30BaTe/ib caM He 3anycTHT Gpay3ep M He BCTpeTuTes ¢ npobiemoit 3a-
KPBITHS TTPOrPaMMBbl.

E_ Mpuveuanve

loToBblA reg-chaitn Bbl MOXETE HAWTW Ha KOMNAaKT-gUCKe, B AWPEKTOpWK

\Chapter1\NoClose.reg.

(O] %]
| Yvpeee o Se-Taanic ety Tt oA
REG_S2 (vahae not set)
REG_SI Speech Recognk |

« REG_SZ Marosoft NETF |
« REGSX Microsoft NET Fi
s REG_SZ Program Compat .
. REG_SZ Component Serv
REG_SZ Configure Your S
w REG_SZ Terminal Server |
REG_SZ Routing and Rerr
.+ REG_SZ Manage Your Ser
« REG_SZ Netwark Connec
REG_SZ " Adminstrative Tc
1 REG_ST Recycle Bin
.. REG_SZ My Computer
. REG_SZ My Network Plac:
«e REG_SZ My Documents
. REG_SZ Scanner and Can

Puc. 1.6. meHa Bcex nepemMeHHbIX
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1.1.5. Ha30Bn MeHA Kak Xxo4yellb

Mensi pazgpaxator HassaHusi tuma "Moit komnbiotep" uaum “"KopauHa", v a1
Gonbiue Mo0M10 UCTONb30BaTh YTO-TO Gonee u3siniHoe ¥ Graro3syuHoe. MmerHo
rnoaromy nocie nepeycraHoBku Windows s Bcerja 3abupaioch B peecTp Mo aipecy
HKEY_CURRENT_USER\Software\Microsoft\Windows\ShellNoRoam\MUICache.
WwmeHa, KoTopble Bbl 37€Ch MOXeTe HaifTH, oTHocsitcs M K PaBouemy crony,
cucreme Boobuie, u Internet Explorer, kak onHoit u3 cocrasnsioumnx OC. Brot
Paszien s penakTUpylo ¢ 0coboi TILATENBHOCTHIO.

1.2. Kak cratb OEM-napTtHepom Microsoft

Tne-to B 1999 rony % Kynui ceGe HOBBII KOMMBIOTEP, Ha KOTOPOM yXKe Obuta npe-
nycranosnerHnas OEM-sepeust (Original Equipment Manufacturer, [Tpoussonurenu
opuriHanbHoro obopynosanusi) OC Windows 98. Korga st cran nactpausars OC
o cBOM HYXKIbl W 3aiuen B cBoitctBa cucreMbl (Start/Control Panel/System wum
Ilyck/Ilanens ynpasinenusi/Cucrema), to Ha 3axnanke General (O0mme) ysunen
norotun Gupmel (OEM-naprtHep), B KoTopoif 6bu1 KyIieH KOMIBIOTED.

Panu skcriepumenTta 3Ta Bepcust OC 6buia mocTaBieHa Ha CTapblii KOMITBIOTED,
KOTOPLII ¢ TPYAOM CMOI 3arpy3uThesi, HO Mokasan To e camoe. Heyxemn npo-
H3BOANTENL KOMITBIOTEPA MEpPeKOMMIIMPOoBan ucxonHble Koabkl Windows win ne-
penenan nporpaMmy ycraHoBkn? Korna npouyuTtan TOKyMEHTALMIO K KOMIBIOTEDY,
BCE OKasajoch Mpocto: Kopnopauus Microsoft He mopnepxusaer OEM-npomykThl,
W 5TUM JO/DKHBI 3aHUMATbCSl NPOM3BOAMTENN KOMIMBIOTEPOB. A YTOOBLI NMOJNb30Ba-
TEJIb MOT ONPEAeJIUTh POH3BOAUTES, Ero JOrOTHI M KpaTKasi HHbOpPMALNS BbI-
HOcATCS HA OKHO CBOMCTB CHCTEMBI.

A uenwlit eHb MCKaM NaseiKy, Yepes KOTOPYIO JIOTOTHI M ONMCAHMS CMOIITH
MOSIBUTLCS B CHCTeMe, M Bee Xe Hauwes. [MTocmorpute Ha puc. 1.7, e mokasaHo
MOE HBIHEIIHEee OKHO CBOMCTB CUCTEMBI.

D70 caenaHo He B rpadMYeCcKOM pelakTope, MPOCTO Mapa NpaBWIbHbIX GaiiioB
okazanach B HyXHoM Mecte. octuraercss Takod 3¢@deKT TOCTATOYHO Jerko.
Heobxonnumo co3natk daitn ¢ umeHem oeminfo.ini B mupexkropuu Windows/System
(nmm Windows/System32 wia Windows 2000/XP/2003). Bor ero conepxanne:
[general]

Manufacturer=Fleno Mikhail

Model=Pirated Edition

[OEMSpecific]
SerialNo=<12345>

OEM1=<01.01.00>

[Support Information]
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ecTh ofHOMMeHHBIN pasaen. [lo HaxaTHIO 3TON KHONKH MOSIBUTCA OKHO € lO-
MOMHUTENbHOI MHpOPMaLIMell O TPON3IBOANTENE W OKA3LIBAEMOI MM MOAAEPK-
ke. [Ipumep Takoro okHa npuseaeH Ha puc. 1.8.

Puc. 1.8. OkHo emnummﬁdﬁ'uawm 0 nogaepxke -

B pasgene support Information MOXHO CO3/1aTh ﬂecmxo c'rpox, KOTOpbie
OynyT UMeTh BHIL

LineN=TexeT, _

rie N — 3T0 HOMEp CTPOKH. A '

HymepoBarb CTpoKM XesnareibHo moapsin (6e3 pﬂﬁﬁmou‘), MHAYe TeKCT MOXeT
ObiTh BhiBeAeH HeBepHO. Ilocie 3Haka paBeHCTBA MOXHO MCHOJIB30BaTh oGO
TEKCT Ha Balllé YCMOTpPEHHeE.

1.3. YCTaHOBUTE KOBPUK ANS MbILLKMA

Xakepsl — [OCTATOYHO BECENblit HAPOI M MOCTOAHHO MOATPYHUBAIOT HAL MOJb-
sosarenamu. Ewe Bo Bpemena Windows 95 xomuna takas myrka: Koraa sasucai
KOMITBIOTEp MJIN HE ABMTANACh MBIIIb, XaKephl TOBOPHIIH, YTO HEBEPHO YCTAaHOB-
JMIeH JpaiiBep KOBPHKA, a "4ailHUKU" BEPUIH ITOMY M MCKAIH COOTBETCTBYIOLIHE
nporpamMmbl. M cieumanbHo [Uist TAKUX JIOAEH 5t HAHCAN ApailBep MUIs KOBPHKA.

Coapaiite ¢ noMolbio TnporpaMMel BloKHOT HOBbIH TeKcTOBBIH daiii ¢ Mo6sM
umeHem u paciuupenunem inf. Bator daiin Hy)mo NOMECTHUTD COIEPXKMMOE JIUC-
THHTA 1.1.
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[VERSION]
SIGNATURE="SCHICAGOS"
CLASS=SYSTEM
PROVIDER=%HORR%
SETUPCLASS=EASE

[CLASSINSTALL]
ADDREG=HORR
CLASSNAME="MOUSE PAD"

(MANUFACTURER]
$HORR%=HORR

 [HORR]
Standart_Mouse_Pad, ., , $CLASSNAME®

[STRINGS]
HORR="Horrific Corporation”

Tenepb nepeitiute B NMPEKTOPHIO, II€ Bbl TOABKO 4TO coxpaHuaun inf-caitn,
M LIEAKHUTE MO HEMY MPaBoil KHOMKOM MbIlK. B nosBuBLIEMCS MEHIO HYXHO
BbIOpaTh NyHKT Yeranosuts. Teneps, eciu B NaHeau YNPaBIeHUs 3aryCTHTh Sip-
npik CHeTema, TO cpeaM CUCTEMHBIX ApaiiBepoB MOXHO Oyner yBHAEThH Apaiipep
MOUSE PAD.

DT1oT ApaiiBep MOXHO TMOCTABATH U uepe3 mporpamMmy YcTaHoBKH oDopynoBaHust
B MaHenn ympasneHusi. B 5TOM ciydyae HYXHO OTKasaTbCs OT MouMcKa japaiisepa
BPYYHYIO, @ BbIOpATh YCTAHOBKY C AMCKA M HANPSAMYIO yKas3aTh MOArOTOBICHHbI
inf-chaiin.

Takoii Tpiok xopouro paboraer B Windows 9x, a sor 8 Windows 2000/XP B cuc-
Teme Hu4ero He nossuTcs. Buanmo, Kopnopauus Microsoft sanperuna apaiisepsi
Ha KOBPHKH M3-3a HECOBMECTHMOCTH ¢ Mbliukamu uan OC Windows :).

E_ Mpumeuanve ZJ

Ha komnakt-gucke, B avpektopuu \Chapteri sui moxere Haitn chain ONWUCaHHOro
apgeck Apaneepa mouse_pad.inf.




28 [nasa 1

1.4. AnemeHTbl ynpasnenusa Windows

JInyro MHe yxe Hamoenu BerpoeHHble B Windows ctuiu, a Gonbiie Beero MeHs
pasipaxaer BHewHuit Bug KHonku Ilyck, orBpailieHMe K KOTOpOH IOSBHIOCH
ellie ¢ caMmoro MepBoro B3misiAa Ha BHEWHUH Bua OC, 1 UMEHHO M3-3a Hee fl Ha-
qan GOPOTI:CH CO CTHIAMH.

B 10 Bpemsi B MHTepHere OGbUIO 04eHb Mano Xopoliux cruei. EaxmHcrseHHbIif
crnocol pacumpuTe BO3MOXKHOCTH — ycTaHoBUTh nakeT Microsoft Plus!, koTopuiit
CTOWT [€HEer, HO TMpPH 3TOM COACPXUT Ky4y HEHYXKHBIX MHE Belleif. A sl TOJIbKO
xoren uameHnTh Pabounit cTon, caenath ero Gojiee KpacHBBIM K YIOOHBIM.

|

B artoil miaBe Mbl paccMOTPHUM, KakK pPAcIUUPUTh BO3MOXHOCTH ' O(OPMIEH s
obonouku XP, u pasbepem no Koctoukam, Kak paboTaloT CTHIH.

Ceityac s OCTAHOBJIIOCH TOJBKO HA BO3MOXHOCTH PENAKTHPOBAHHUS C TMOMOUILIO
CHeUMANbHBIX MPOrpaMM, a B JanbHeillieM BaM NMPEACTOUT HETATbHO [O3HAKO-
mMuTthes ¢ Temamu XP 1 npuHIMnaMu ux paboTsl.

1.4.1. HemHoro ncropun

IMpexne yem npucTynath K Koppektuposke Pabowuero crona, nam HeobXxommmo
COBEPIIUTL MCTOPHYECKUI DKCKYypC M BCHOMHMTH, Kak paspuBaituchs OC u ee
othopmaeHue., ;

HManayaneno OC Windows cospasanack Kak rpaduueckasi. CHayana 9o Onuta
Bcero b rpaduyeckas obonouka wis MS-DOS, Ho norom sra obeprka npe-
BpaTHiach B IMOJHOLEHHYIO ONepauuoHHyio cuctemy. st obneryenus pabork u
CTAH/APTU3ALIMI BHEIITHEro Buaa nporpamm Microsoft 3anoxuia B OKHa HECKOJILKO
3/IEMEHTOB YNPaBleHus, ¢ MOMOLLUBIO KOTOPhIX YNPOCTHIOCH CO3AAHHE TPHMU-
THUBHOro MHTepdeiica nons3opareins. Dtor uHTepdeiic npecnenosan Hac ¢ 90-x ro-
OB M NPaKTHYECKH He U3MeHsIcS.

DieMeHTbl YIpaBieHUsl oKazanuch ynoGHOM BELbiO JUIS BCeX, B TOM YWcie #
nporpaMmMucToB. JlocTaTouyHO ObUIO TOALKO HAamucarb B CBOeH Iporpamme, 4ro
B ONpe/e/IeHHOM MECTe HY)KHa KHOIKa, U OHa NOosiBIsAach UMEHHO TaM, MMena
HY>XKHBIN BUA M paboTana corlacHo 3alaHHbBIM napaMerpaMm. MyHKIMOHUPOBaHHe
camoil KHOMKH OMUCKIBATE HE HYXHO, Bce 210 OGeper Ha cebs OC Windows,

Ho 310 He ocHOBHAs NMpU4YMHA, 110, KOTOPOH OONBIIMHCTBO MPOrpaMM HMCIOT
cxoXHit MHTepdeic U OAHOTHIHLIE 3JIeMeHTh yrnpaeieHus. Yrtobel Kakasa-to
nporpamma nojiyunia gorotun Designed For Windows", oHa 10/DKHA COOTBETCT-
BOBAThL ONpeeeHHBIM MpaBuilaM, MCITONb30BaTh BeTpoeHHbie B OC 3aneMeHThI
yrpasjieHHusl U He CHibHO BhimenaThes. Ja u Visual C++, KoTopslit saBiasercs ofi-
HUM M3 caMBIX PaclpOCTPAHEHHLIX CPEICTB pa3paboTKW, MOMIEPKUBAET B BU3Y-
@1bHOM AM3aHHEpPE TONbKO CTAHAApTHBIE 3MeMeHThl. OCTanbHOEe MOXHO gobaB-
JITh TONbKO Kak ActiveX MIM ¢ NOMOWIBIO KoAd, a TOFAA MPO BU3YalbHOCTb
MOXHO 3a6BITb. d
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Bor iBe NpUYHHBL, IO KOTOPBIM MbI YX€ Ha NPOTSDKEHWH MOYTH JECATKA JIET 110/1b-
30BwIKCh 16 LBETHBIMH JIEMEHTAMM YIIPARICHUS! U NIPAMOYTOILHLIMH KHOMKAMH M
MUPHJIMCh C OCTAIBHEIMH HeynobCTBaMM MOJB30BATEIBCKOro HHTepdeiica.

1.4.2. CraHpgapTHbIe 3/1IeMEHTbl ynpaBneHus

Bce craHaapTHble 31eMeHTBI yripaBieHus HaxoasTesi B 6ubanorexe ComCtl32.dll,
M HMEHHO eif Mbl OnaromapHbl 3a Takoe oaHooOpasue. [lo NOsABIEHUS
Windows XP MBI faxe He 3aMeTH/IH, KAK MHMO MPOCKOYMIIM MATH BEpCHil, MoToMy
YTO W3MEHEHMs B HUX ObUIM MMHMMAJIbHbI M, Ha NEPBbIA B3MIsA, HE3AMETHBL
Tonbko B wecroit Bepenn Microsoft sHayuTensHo Moanbuuuposana Gubnanorexy,
M KHOTKY yKe NMepecTaly UMeTh MPUBLIYHBIL KBANPaTHBIH B

Bee 6wl Xopoltio, HO cTapbie MPOrpaMMbi, KOTOPEIE HE COIEpXaT CrelHaATBHOro Ma-
Hudecra, He Byayr nojHouUeHHO orTobpaxarthes B Windows XP ¢ ucnonszosanneMm
COBPEMEHHOI0 MONb30BaTeILCKOTo UHTEpdeitca. D10 cBA3aHO ¢ TeM, 4To GUBIHOTEKA
MoxeT paborarh B JIBYX pexuMmax: ctapoii Bepcun U Hopoii. [To ymonuanmio uenoms-
3ytotest anemMeHThl ynpasieHus u3 User32.dll u ComCtl32.dll nsaroit Bepcun (crapstit
Bun). TonbKo ecim B mporpaMMe CONEPXKUTCA CrelManbHBlil MaHU(eCT, Mo3BoIsio-
LMit Menoabiosatk cTiib XP, OKHa CMOTYT MMEThb HOBbII uHTepdeiic.

B ominune or Beex npeabutynx sepeuii 6ubnnorexn ComCtl32.dll, wecras sep-
cust npussszana K OC. Paublile MbI MOIJIM CMIOKOIMHO CKONMPOBaTh 3Ty Gubnore-
Ky 13 Windows 98 8 Windows 95 ¥ ucnosb30Barts T€ HE3HAYUTENbHBIE H3MEHE-
HUSI, KOTOpBIE BHecIa B Oubanoreky Microsoft. Teneps Takoil TPIOK He npoiiaer,
u ecin OC He comepXkuT OGMONMOTEKU HYXHON BEpPCHH, TO MOXETE Aaxe He My-
yaThesl C MEPEHOCOM, 3TOT crocob He cpaboTaer.

51 HeopHOKparHO neitaics nepenectu crib XP na Windows 98, Ho TonbKOo
¢ nosisneHnem Windows 2003 Server nonsut ceoio owmbky. Korna s nepsbiit pas
YCTAHOBMJI 9TOT CepBep, TO YAMBWICA TOMY, 4TO OH BeIriaanT kak Windows 2000,
a ue XP, xors cruau B cucreme 6buti. Sl nonbrtancs nepeklioYUTh CTHIIb, HO
HUYero He BeILUIO. 3arBosuka Gbuta B ocHactke Services (Cepsiuchl), KOTOpPYiO
el Moxere Haiith B Control Panel/Administrative Tools (Ilanens ynpasie-
Hust/AnMuHueTpUpoBanue). 3necs ectb cepsuc Themes, KOTOpbIl GBI OTKIIO-
yeH. $I yCTAHOBMJI B €ro CBOMCTBAX aBTOMATHYECKylo 3arpy3ky npu crapre OC
Windows, u Bce cpasy 3apaboraio (cm. puc. 1.9).

[Tocne aroro crano MOHATHO, YTO MOMHUMO MpocTOit GUOAMOTEKU Ul UCIOJb-
joBaHus Tem HyxkeH cepsuc Themes, kotopsiii npocto He 6Gymer paborarth
B Windows 9x/ME, ¥ Bce nonbiTKM MpsiMOro IMepeHoca OyAyT 3aKaHUMUBATLCS
B JIy4llIEM Cyyae Heyaaueil, a B XyAlIeM — KpaxoM cucreMmbl. Jlerye npuMeHsTh
creHaTn3HpoBaHHyIo nporpammy (Hanpumep, WinBinds).

Ecnu BBl BCTpeTHTECH C TaKoii Xke npobnemoil, kacaloueiics TeM, TO 3aryCTHTe oc-
HACTKY CEPBMCOB M ABaXIbl weskHuTe o nyHkty Themes. B nosisusmiemcs okue
(puc. 1.10) B nosre Startup type (Tun sarpysku) yeranosure Automatic (AsTo).

Mocse 3Toro cepsuc TeM ByaeT 3arnycKaThesi aBToMatHyecku npu arpyske OC.
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Puc. 1.10. Ycranoeka aBToOMarM4eckoro crapra cepsuca Themes
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1.4.3. Kak paboraloT anemeHTbl LWecToii Bepcumn

BuiGpanHblit B cHCTeMe CTHIIb UCHOb3YeTCs MO YMOMYAHHIO TONBKO JUIS SJIeMeH-
TOB, He BXONSIUMX B KIMEHTCKYI0 06/1acTh OKHA: TPaHMI[A OKHA, CTPOKA 3aroJios-
Kd M CHCTEMHBIE ITOJOCHI NMPOKPYTKU. OcTanbHeie 37eMeHThl (KHOMKM, CNMCKH
W 1p.) npHoOpeTyT HEOOXOAHMBIH BHI, TONBKO €ciad B MPOrpaMMe MpUCYTCTBYeT
maHudecT, NpUMep KOTOPOro Bl MOXeTe YBUIETh B IMCTHHIe 1.2,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlns="urn:schemas-microsoft-com:asm.v1l" manifestVersion="1.0">
<assemblyldentity

version="1.0.0.0"

processorArchitecture="X86"

name="Microsoft .Windows . ProgramName"

type="win32"

/>
<dasciript: ion>Your app description here</description>
<dependency>
<dependentAssembly>
<assemblyldentity
type="win32"
name="Microsoft.Windows .Common-Controls"
version="6.0.0.0"
processorArchitecture="X86"
publicKeyToken="6595b64144ccf1df"
language="*"
/>
</dependentAssembly>
</dependency>
</assembly>

Manndect cosnaercs B XML-dopmare U 10/DKEH UMETh pacmupeﬂne manifest,
HanpuMep, MyApp.manifest.

Mepsas cekunss XML-daitna assemblyIdentity N0/DKHA COAEPXaTh Ceayioulne
aTpubyThL:

0 version — Bepcus MaHudecra,

[J processorArchitecture — [pOLECCOP, Wi KOTOpPOro paspabaTbiBaiach
nporpamma, Hanpumep, X86. Eciti Baia nporpaMma Hamucana nos 64-paspsuinyio
ApXMTEKTYPY, TO Heobxoaumo ykasars 1A6G4;
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O name — BKITIOYAET MMEHA KOMITAHMH, TIPOAYKTA U PUIOKEHNUS;
O type — TUI MPUIOXKEHUS, HAIPUMEp, win32.

[Momumo storo, B MaHudecTe MoXKeT ObITb KOMMEHTapUil K mporpamme (cekuns
description) U ONUCAHHE 3aBUCUMOCTH (dependency) CO CAEAYIOLIMMHU MOJAMK:

O type — THIT 3aBUCHMBIX KOMITOHEHTOB, HanpumMep, win32;
J name — uMs HaBopa KOMIIOHEHTOB,

O version — BepcHf KOMIOHEHTOB;
(]

processorArchitecture — apXMTEKTYpa Mpoleccopa, /Uis KOTOpOro co3jasa-
JIUCh KOMITOHEHTEI;

O publicKeyToken — KJIIOYEBOH CUMBOJ, UCMOMb3YEMbI IUISi KOMIIOHEHTOB;
0 language — SI3BIK.

Takoit daitn MoxeT ObITh CAMOCTOSTENBHBIM (XPaHUTCH OTAGNBHO) MM BCTPOGH
B pecypchl 3anmyckaemoro aiina. [nmasHoe, uyToObl TporpaMma ero BMAena M Hc-
Hoib30Bata no HasHaueHuio. Hekoropeie ymensiisl noMeniaior Mmanudecr B DLL-
haiin, KoTophlit MCTOAB3YIOT MPH HEOOXOAUMMOCTH B CBOMX YTHIIMTAX.

B camoii nporpamme TpeGyercs chaenaTh elie HeCKOJIbKO He3HaYMUTEeNbHBIX H3Me-
HEHUIl 1Mo MoKIIoYeHHIo (Baiia ManudecTa, HO 3TO YXKe JApyras UCTOPHs, KOTO-
pasi KacaeTcsi MPOrPaMMMCTOB, OTIAEALHBIX SI3bIKOB MPOrPAMMHMPOBAHUS M CIOCO-
6a monmcoenuHenuss XML-daitior B KaxaoM M3 HHX, MH03TOMY He 6ynem
3aTparuBaTrh 3Ty TEMY.

Ho paxe Ges kakoro-nubo mporpaMMHpoBaHMS BbI MOXeETe J000i crapol mpo-
rpamMMe npunarte Bua XP. List 3T0ro HeoBXOAMMO TOJNBKO BBIACHUTHL €€ 3anyc-
kaeMblit haivt. JdonyeTum, YyTo Hano npuaath riporpamme Program.exe, pacnoso-
xeHHoii B manke c:\Program Files\CyD\, cospemennblii ctiiib. [lepeiiante B 31y
nanky M cosmaiite snech pair ¢ uMeHeMm Program.exe.manifest. B wero nocra-
TOYHO MOMECTUTH ColepXMuMoe JucTuHra 1.2 u coxpaHuTb M3MeHeHus. Temnepb
MOXKHO 3aIyCKATh MPOrpamMMy, ¥ BCe 3JeMEHThl yrpasieHuss npumyT cTiib XP.

( Mpumeyanne }

Ha «komnakr-gucke, B Aaupektopun \Chapterl Bbl MoXeTe HaiTh chain
universal.manifest, koTopoMy AOCTaTOMHO NPUCBOUTE UMA USMEHAEMOA NporpamMmsl
¥ NOMECTUTEL B HYXXHYIO Nanky.

1.5. Tembl ochopmnenus Windows XP/2003

Nenonssys 6ubanoreky ComCtl32.dll, BeI Bcero nuib nojydaere AOCTYIl K HO-
BbIM BO3MOXHOCTIAM H [eJIaeTe KHOIMKHW OBaJlbHBIMHW, HO 9Ta GubnnoTeka HUKa-
KM 00pazoM HEe OTBEYAET 34 BHELIHWI BUI MpuiokeHus1. YyTeb mosxe Mbl y3HaeM,
KaK YCTPOEHB! TeMbl M KaK oHu paboraior Ha yposHe OC, a noka Hayummcst 13-
MEHATH U peHaKTHPOBATH UX C MOMOLIBIO CNIEHHATM3NPOBAHHBIX ITPpOrpaMm.
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CHavyana rnokaxy, rie MOXHO B3fITb YK€ rorosbiii Ha6op Tem. Lis storo s coseryio
obparutses mo anpecy B Mureprere http://www.themexp.org/. 3necs pacrosioXeHsi
HE TOJIBKO TeMbl, HO U 00oM, U 0DOJIOYKM [Is BXOAAa B CHCTEMY, M MHOI0O BCEro
HHTEPECHOTO U MOJIE3HOTO VISt MOBCEAHEBHOMN Xu3HH (cM. puc. 1.11).

Hardwiie Saylls
= ndlic Sen: |

M Degidog (L) HEZi080 W)

Ravew sHieL
Egwan Stigld 1 (W)

links

Desinrdechniza
Reskhad

Puc. 1.11. Caint www/themexp.org ans tex, kro niobut kpacweoe odhopMmneHme
PaBouero crona

Jnsi GonpwinHeTBa cKayaHHbIX M3 MHTepHera HazcTpoek HyXHA Nporpamma
StyleXP or ¢upmsr TGTsoft, kortopyio Bbl MOXeTe B3ATh Ha caiite
http://www.tgtsoft.com/ (cm. puc. 1.12, anecw okuo IE yxe uameHeHHoe). Dta
nporpamMma nossosiger paborark ¢ pasIMYHbLIMM TEMaMH, Mpasia, 3a 3TO NpHIET-
cst otaath 19,95 amepukaHCKHUX A0/IAPOB.

Cpasy Xxo4y MocoBeToBaTh CKayaTb C 9TOro xe caita nporpammy styleBuilder,
KOTOpasi MPUIOAUTCS HaM 4YyTh MO3XKE JUIA PeAakTHPOBaHUS TeM. A MoKa orpaHu-
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YUMCSl TOJNIBKO MCMOMb30BaHHEM roToBbix odopmiaeHuit XP u pasnuyneiMu Ha-
CTpoOiKamMH.

PrOAUcts:

downlasd
Biylm MNP 1 dhaming cofte ia thiat
halpy tustarmze thi vay your
Windows KB, Windses P Lerdlon
Pack 1. Tablat B2, or Series =003
aviturn lovke, Styla 2P ks eianbge

purcnase

Bupp ot

and roluty thumes, dounl stolug
bscaraunds, and lugone: which aa
freely evailable wt Themexs
ThamadP o fris, with biph
tandiwidth s¢wlsbdny, bacaurae of
Style R ragiaTraban - 30 plesie
w0n hler fmglataring pour capy

todayt
| Cy download
| A ? free trial
'!
: Free XP Themes! ﬂy'e B“ “d Br
themexe arylabuilde wenblas yod to draats R
. ¥ o JArlial wtvied uBing Your adn IESH ' A
Timme P st a Commmanty graphle: and detlgh aefarenoes, O =1

O pée PATEEEEE LT Vintertet diie f‘ 3|

L “ - st - - S - . |

Puc. 1.12. Caiit dupmel TGTsoft, roe Bel MOXeTe ckayvaTe nporpammy styleXP

IMocne ycraHOBKM mporpaMMbl M Tepesarpy3ku KOMIbiOTepa B cucTeMHblit Tray

" IOTIaAaeT HoBas UKOHKA ¢ M306paxeHHeM KaKMX-TO My3bIPbKOB. [BaXKIbI €K~
HHTE MO 3TOH HMKOHKE, W Mepei BAMH OTKPOETCS LEHTP YNPAaBJIeHUs CTHISMU
nporpammel StyleXP (puc. 1.13).

Ha moMmeHT HanucaHus 3THX CTPOK Ha caiite 6pura mocrymHa Bepeust 2.0 Release 3
aroit nporpammsl. Ilo cpaBHeHKIO ¢ MepPBOi BepcHeil cpasy e Gpocaercs B masa
MOALEPXKKAa MHOXECTBA HALIMOHAIBHBIX SI3BIKOB (B TOM YMCIe M PYCCKWIi), a Tak-
JKe HEeCcKOJbKO HOBBIX MHTEpecHBIX Hactpoek. C jokaamsauueil HA HEKOTOpbIe
A3blKM ecTb Mpobiaembl. CooBLIEHHS W TEKCT 2/IEMEHTOB YIpPaBIeHWs nepesesieH
He MOJHOCThI0, B OKOHYATENLHOI BEpCHU 3TOT HENOCTATOK JAOMKeH OBITh He-
MpasieH, Mo3ToMy OymaeM XIarTh.
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B rnaBHOM OKHE NMpOrpaMMbl C/I€Ba PACTIONOXEHbBI KHOIKM, ¢ IMOMOUIBI KOTOPBIX
MOXHO Mepexnioyath pasfenbl. [TocMOTPUM, Kakue BO3MOXHOCTH Tpeiaraer
HaM fporpamma.

« f Style %P - [Current Theme In Use: Windows Classic']

Style XP Enable Style XP

ct You ca in

with no reboot n
__ I ®) Enable Style XP ®) Use Default Skin
Disable Style XP ) Use Solid Color
Theme
Run at Startup Theme Apply Options

Backgrounds

Logons

Icons (®) Run at Startup F] Reapply Theme at Startup
Boot Screens

Use no Resources [T po not change resource hitmaps
Transparency
Rotato
Register...
Help...
Hide
Exit

Stle XP

Puc. 1.13. UenTp ynpasnexsua crunamu g styleXP

1.5.1. Onuun

B pazgene Options HaxonsTcs HACTPONKM camMoil rmporpammsel. 31ech Bbl MOXeETe
B moboit MomeHT BKIOUKUTE (Enable Style XP) unu seiximounts ctuiib (Disable
Style XP).

B nacrpoiikax MoxHO Bbibpate onuuio Rum at Startup, uyrobnl mporpamMma oTo-
Opaxanach B CHCTEMHOI obmacTH. DTO MO3BOJAMT MoAyyarh OBICTPBIH JOCTYN
K HAacTpoikaMm CTHJIEH, HO OTHMMET HEMHOTO CHCTEMHBIX pecypcoB (NamsTh,
BpeMsi nipu 3arpyske OC). [lanHaa onuus 3¢ deKTHBHA HA paHHel cTaauM, Korga
Bbl 9KCIIEPHUMEHTHPYETE CO CTHJIEM W HE ONpEIeNMJIMCh CO CBOMMH Ipeanoyure-
Husmu. Korpa tema yxe ycrosuach, MOXHO BeiGpats onuuio Use no resources,
yTOOBI COKOHOMHTH HCINOIb3YEMBIE PECYPCHI.

Ecnu y Bac ectb npobneMbl ¢ YCTAHOBKOIf TEMBI, TO B 9TOM pa3lesie MOXHO I10-
neiTarbesl BKIIOYUTE onimyd Reapply Theme at Startup (TlepeycranoButh Temy Bo
BpeMs 3arpy3ku) uau Do not change resource bitmaps (He M3aMeHSITE KapTHHKH
pecypcoB). IlepBasi onuusi NOHATHA, a4 B 24. 2 Bbl CMOXETE YBHIETb, UTO Noapa-
3yMeBaeTcs 1Mo KapTHHKAMU Pecypcos.
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1.5.2. Tembl

B pasnene Themes Bbl MoXxere ObICTPO HepekIOYaTh JOOLIE TeMbl, A0baBIAaAThH
HOBBIE WIM YAAIATH cyulecTByiolue. TeMa BIoyaeT B ¢eOsi BU3YaIbHBI CTH/Ib,
UKOHKH, 000M, 3BYKH, KYPCOPEI 1 3aCTaBKH.

Sounds

Theme Tools;

Register... Sllv Display Propenties.., Apply Theme

Help... Cre gw Theme.,, Add a New Theme..,
Download a New Theme...

d Theme

Pue. 1.14. Hactpoiiku Tem

Ha puc. 1.14 nokasaHo okHo HacTpoek TeM. Ciepa pacrnojioKeHbl KHOMKK ¢ Ha-
3BAHUAIMU TEM, YCTAHOBIEHHbIMM B cucteme. BreibpaHHas cxema otobpaxkaercs
IUISl TIpeABapuTeNbHOro npocMoTrpa B okHe Preview. Eciu Haxars xHonky Back-
ground, To B okHe Preview MoxHO yBHiaeTh 060U, KoTOpble OYAYyT YCTaAHOBJIEHBI
BMECTe C TeMOM, a Mo HaxaTHio KHonmku Sound pasgaayrcs CHCTEMHBIE 3BYKH.

J1abbl Ha3HAYNTL BBIOpAHHYIO TeMy, HY)XHO Haxatb KHornKy Apply Theme. YtoGsi
no6aBuTh B Habop yxe ckauyaHHyio u3 MHTepHera Temy, Haxmute KHonky Add
a New Theme, a s ynanenus: — kHonky Delete Selected Theme.

1.5.3. BusyanbHbie ctunu u o6om

B pasnene Visual Styles MOXHO yCTAHOBUTE TOJIBKO CTH/Ib, 6€3 UBMEHEHUS HKOHOK,
000EB M ApYrHX PecypcoB CHCTEMbL. BusyanbsHblil cTHIbL OTBEHaeT 3a oopMieHHE
OKHa, BWJ KHOIOK W CTAHIAPTHBIX 3/MeMeHTOB ynpasinenus Windows. 3pech xe
MOXHO BbIOpaTh LIBETOBYIO cXeMy (B OIHOM CTHJIE MX MOXET OBITh HECKOJIBKO).
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B paznene Backgrounds noaGupaiorca o6on PaGouero crona. 3aecs Huuero ocobo
HoBoro StyleXP He npuBHOCHMT, HO pa3pabOTYMKH BCTPOMJIM 3TY BO3MOXHOCTE,
yToOBl M3 MPOrpaMMbl YNPpaBIsATh BCEMM HAcTpoiiKamMu T0 O(pOpPMIEHHIO
Windows.

1.5.4. CxeMbl 3arpysymka

B paspene Logons MOXHO HACTPOUTH BHELIHHMI BHI OKHA, B KOTOPOM Bbl BbIOH-
paeTe rnojb3oBaTeNsl U BBOAWTE NMapob Npu Bxoxe B cuctemy. Ha puc. 1.15 npen-
CTABIEHO OKHO JUIS HACTPOMKM CXeMmbl 3arpy3uMka. B cranmaprtHoil mocraske
MporpaMmbl HET IOMOJHHUTENbLHBIX 3KPAHOB BXOAAd B CHCTEMY, IMO3TOMY MOXHO
TONBLKO CKa4aTh HyxXHble ¢aiabl u3 MHTEepHEeTa M YCTAHOBHUTH MX € MOMOIIBIO
StyleXP.

LogonUl Logon Settings
Welcome Screen

Fast l}ser Switching

VirusFree;

Register, Apply Logon
Help.. Search Paths A y New Logon
Hide ame Downl a New Logon,

F it to XP Default Delete Selected Logon

| [Style XP - [Current Theme In Use:Watercolor

Puc. 1.15. HacTtpoiika cxemsl 3arpyajyuvka

B pasnene Boot Screens onpenensiercs uHgopmauus, kKoropas Oyner orobGpa-
xarbest Bo Bpem# 3arpy3ku Windows. Korzna Bel nepsbiit pa3 BXOINWTE B 3TOT pas-
Aej, mporpamMma mnpeayrnpexnaer Bac, 4to pabGora ¢ skpaHamu 3arpy3ku (Boot
Screen) moxer ObITh ONAacHOl, W NPOCHT clejiaTh pe3epBHYI0 Komnuio aina
boot.ini. Cornawaiirech, # Ha aucke C: byzer cosnan ¢ain boot.bkk. Ecin Bo
Bpemsi 3arpy3kn Windows BO3HUKHYT npo6iieMbl, TO Bbl BCEr/la CMOXETE BEPHYTh-
¢l K MepBOHaYaIbHOMY COCTOSIHMIO MPOCTOi 3aMeHoi daiina.
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[Mocne 3Toro MoABMTCA €ille OAMH 3anpoc Ha U3IMEHECHHE CTPOKH 3arpy3KH. Ilon-
TBepauTe cBoe cornacue. Ilporpamma nobasut B ¢haitn boot.ini HOBYIO €TpOKy
MPUMEPHO CJEAYIOLIEro CoNepXKaHUA:
multi(0)disk(0)rdisk(0)partition(1l) \WINDOWS=

"Windows XP (bootscreen)" /fastdetect /KERNEL=kernell.exe

Tenepb npu 3anycke KOMMbioTepa y Bac OyaeT NOMONHMUTENBLHBIA NMYHKT MEHIO
IUTs BeIDOpa 3arpy3kKy C MCIOJNIb30BAHMEM YCTAHOBJIEHHOIO 3KpaHa 3arpy3ku Wid
6e3 Hero. Dto Heobxoaumo, notomy uto Windows XP, smouaiomme SP1 (Service
Pack, maker mMchpasieHuit), 1 6e3 Hero Mcroib3ylOT pasHble dopmarsl daiiia
U ONMCAaHMA dKpaHa 3arpy3kd. Eciu nocraButh HenpaswibHbi (aiti, 1o 3a-
Ipy3Ka MOXET He MPOU30HTH.

Je %P [Carrent Theme In UserWatercolor Olive reen’]

Options ntoskin 2en File
Piratelil Z Blank Paletie

Themes W Clear Overlays

jackigrounds Boot Acti

Loyons Edit Boot Timeout. \Jvind('“,n'fb |

lcons Convert .zip to .boots...

{ 1 Boot S Bootscreon info...
s SR e L,
Notate 't Tools Author: swisshoy
Register... Resel Kemel file,.. Apply Boot Screen
Help... sarch Paths,.. Add a New Boot Screen...

Hide Rename... Download a New Boot Screen...

Exit Reset Hootini file Delote Selected Boot Screen

}‘ilvl_ﬂ XP .[.l'_:ulwnr Theme In Use: Watercolor Olive Green’]

Pue. 1.16. Hactpoiika skpaHa 3arpyaku

Eciu Bo Bpemsi ctapra OC BO3HMKIM Kakue-JIubo npobiemMsl, Bbl MOXETe 3anyc-
THUTh KOMIbIOTep 6e3 MCHOb30BAHMS IKPAHA 3arpy3kH M YIAIUTH W3MEHEHHS.
s 3Toro Hamo Haxartb KHOMKY Reset Boot.ini file.

Bur MoxeTe mosamMcTBOBaTh IKpaHbl, Gonee moaxomsuine Bawemy ctiaaio, B MH-
TepHeTe (Hanpumep, Ha calite http://www.themexp.org) n ycTaHOBUTb MX B CHC-
temy. [lns aToro cHavana Haxmute KHONKy Add a New Boot Screen w Beibepure
caitn Temsl. Kak ToNbKO OH YCTAHOBHTCA B nporpamme StyleXP, Beigenure ero u
HaxMuTe KHonKy Apply Boot Screen.
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A nocrapaics NMOAroTOBUTH CKPHHBI C MCMONb30BAHMEM PA3ITUYHBIX TEMATHK,
4yToOBI NMPOAEMOHCTPUPOBATD, YTO MOXKHO C/leJIaTh CO CBOMMM okHamu. Ho 3HaiiTe,
4yTo 3T0 He mpenen. B MHTepHere ellle MojaHO HeH3BeAaHHBIX YTONMKOB, [Ie MOX-
HO JOCTATh YTO-TO MHTEPECHOE, KpacuBOE, XOTS Ha MEPBLIif B3rsAd abcojlioTHO
BecnoneaHoe.

MHe TsKeso BCMOMMHATHL Te BPeMEHa, KOTZa OKHA HA BCEX KOMMBIOTEPAX BHIT/IfA-
JeIi OIMHAKOBO, @ OTIMYAIMCh ToNbKo obou. Eciim elle HeckoabKo jieT Haszan
CBOIO CHCTEMY YKpPAalUAIW TOJILKO M36paHHBIE, TO TEMNEph 3TO MOXET CAENaTh JIo-
Goil, M nocrapaiTech He yAApUThb JIMLOM B IPA3b W MPEBPATUTH CBOI KOMIbIOTEP
B LIEAEBP.

51 nymaio, 4ro nopa yxe oprasu3osbiBath Ha Demo Party oTnensHblif KOHKYpC Ha
ayuwnit Pabouuit cron (Bnoyasi o6oM M BHELIHWI BHI OKOH), TIOTOMY YTO €ro
oopMIeHHEe CTAHOBMTCs MCKyccTBOM. M ecin Takoe ciryuurtes, TO Bbl JO/KHBI
OBITH BO BCEOPYKUM.

1.5.5. 3auem HyXHa nporpamma StyleXP

Jns yero Heobxoamma nporpamma StyleXP, eciu MOXHO cKayaThb rOTOBBIE TEMbl
u3 MurepHera, a ux nomaepxka sanoxeda B XP? B npuHuMne, craButs BCIO
nporpamMmy Her HeobxoaummocTH. OHa cocTouT U3 yaoGHOIt 000I0YKH, ¢ MOMO-
LIbI0 KOTOPO#t Bl MOXeTe M3MEeHAThL TeMbl M3 daiina uxtheme.dll. Ecin Boi He
XOTUTE 3acopsiTh cucTeMHblil Tray elte onHOH MKOHKOH, TO MOXeTe TOABKO 00-
HOBUTL 3ToT (aitn mis ceoelt sepcuu XP, nomus, uto uxtheme.dll oriuyaercs
Juis pasHbix Bepcuit XP (3aBucut ot Hanuumst SP1), u BBl Z0MKHBI ObITH BHMMA-
TeJIbHBI, MHAYE MOXHO HapyLWHUTh paboTocnocobHOCTh CHCTEMBI.

Ha Tom xe caiite ¢upmbl TGTsoft ckawaiite B pasnene Download yriiuty
UxTheme Util. OHa cooTBeTcTBYIOIUMM 00pa3oM HM3MEHMT (nponartyut) daitn
uxtheme.dll, u BBl cMoxere paborarh ¢ MoObIMH Temamu M3 HMuHrepHera Ges
nporpamMmsl StyleXP.

Ecnu BOo3HHKHYT npobieMbl ¢ nepesanucbio cucremHoro aitna (Hanpumep, He
Oyner K HeMy I0CTYyNa), TO MOMOXET OIHH M3 YeThipeX BAPHAHTOB:

1. Tleperpyautbcsi ¥ BOWTH B cHcTeMy B Oe3onacHOM pexuMe — TNpH cTap-
Te KOMMbloTEpa Haxumarb kiaasuiy <F8> u B nosiBuBILEMCS MeHIO BbiOpath
Be3onacusiii pexxum 3arpy3Ku,

2. Ecim Ha KoMmbioTepe YCTAHOBIEHBI paszHbie Bepcuu Windows, To 3anycTuTth
JApYryio M nornpoboBarh BOCCTAHOBHTH OTTyAA. Eciin Bropast sepcust u3 cepuu 9x,
a tom s Windows XP ordopmatuposan nog NTFS (New Technology File
System, caitioBas cHCTeMa HOBOH TEXHOJIOIMM), TO MOHANOOMTCH CreLUaib-
Haa yrwimta s Windows 9x, 4ToObl MOXHO ObLIO YBHAETH MPOABHHYTYIO
daiutosyio cucremy NTFS.

3. Ecmm Windows XP crout Ha FAT (File Allocation Table, Tabnuua pasmeuieHus
(hait1oB), TO MOXHO 3arpy3uThes ¢ AMckeTsl M B DOS-pexume 3ameHuTh daiii,
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4. 3anycruts MHctausiuMio Windows XP, Ho npu nepesarpyske He BhOMpaTh
YCTAHOBKY, @ MepeiTH B KOHconb, rae paboraioT ocHoBHbie KomaHmsl DOS,
B TOM YMCIE ¥ KOMUPOBAHMS.

IMocne narya caitna uxtheme.dll OC moxeT 3anpocHTh BOCCTAHOBIEHHE M MH-
CTAISILMOHHEI aucK. Hu B KoeM ciyuae He AaBaiiTe eif BOZMOXHOCTH BOCKpE-
cuth Oubnmoreky. Ha Bce 3ampocwl TBepmo orsedaiite “Cancel”, "Otmena'.
WMeHHO mo3ToMY NpH farye B yCTPOWUCTBE He N0KHO BBITh JMcKa C YCTaHOBOY-
HeiM CD, nHave He ycneere ONISIHYTBCSH, KAK BCE BEPHETCS HA CBOE MECTO.

3auem HYXHO 3aMeHsiTh 3ToT (ain? S Mory ckaszarb, 4TO TeMbl, pa3bpocaHHble
no WHTepHeTy, HE CHIBHO OTIMYAIOTCS OT OPUIMHAIBHBIX, @ HOBBIX BO3MOXHO-
cTeil B nponaryeHHoit OuGanoreke g He Hawen. EIMHCTBEHHOE, 4TO 8 OTHI-
cKal — B craHaaptHoM aitne uxtheme.dll crouT HeuTo roxoxee Ha 3aUIUTY, KO-
TOpasg He 1Mo3BoJAeT WCnoib3oBatk He Microsoft-rembr. Moxer, g u ommubaoce,
HO BCE MOM PAcKOINKH YKasbiBalOT TONBKO Ha 3t0. MoauduunposanHas 6ubiio-
Teka ybupaer sty 3aiMry. Bo3MoxHO, 4TO €cTh YTO-TO €llle, HO MOM MOWCKH M
BCEMHPHAas C€Tb HUYEro KOHKPETHOTO M0 3TOMY MOBOAY A100aBUTE HE MOTYT.

Kopnopauuss Microsoft paspaborana naker MS Plus, koTopeiii pacuiupsier Bo3-
MOXHOCTH OKOHHBIX PEcypcoB M, MOXoe, peuiuia 3apaboraTh A€HbIM Ha paspa-
6oTKe TeM, TOABKO J00pbie ASABKM CIOMANM MX IIaHel M Gubanorexy
uxtheme.dll,

Eciu y Bac Windows XP ¢ ycranosierHsiM SP1, To ykazaHHas 6ubnuorexka mo-
XKeT He MoAoNTH (peaKo, HO Obutk ciayyau). Toraa coBeTyio cKavyars crenuaibHoe
obHosneHue ¢ hitp://download.lightstarl.com/install/PatchXP-SP1.zip.

1.6. CospgaHune cob¢cTBEeHHOI TEeMbI

Jlns cosnanust TeMBI BBl MOXKETE BOCIONB30BATLCA YKe yoMUHaBlielics B pazd. 1.5
yruauroit styleBuilder ot dupmer TGTsoft. Ee moxHo ckayats Bvecte ¢ StyleXP
c caiita http://www.tgtsoft.com/. Eciiu Bbl 3TOTO ellle He nenanu, To nopa Obl Bbi-
NMONHMUTD ceityac. Cpexylo BepcHio s 100bIBal HeAeMI0 M MOCTOSHHO HApBIBAICSH HA
omnbKK: TO Ka4aloch He IMOJIHOCTBIO, TO apXUB He OTKpbiBalcs. Ho, B KoHlE KOH-
wos, nonyuua!!! M ocobeix ornnumii ot neppoit He samerun. Her nuuero Ttakoro,
4TO ObI CTOMJIO TAK My4YMTHCS. Tak 4TO ecjiM Bbl BCTPETUTECH C MOAOGHBIMU OLInG-
Kamu, TO BOCIIOJIb3yiiTech Goee crapoif Bepcueit, MHOTO He IoTepsiere.

B Windows XP nporpamma ycraHapnupaercss 6e3 mnpobnem. Ecnu vy Bac
Windows 2003 Server, T0 MHCTA/LIATOP HAaXe He 3aMycTUTCS, a4 BBl YBHAWTE cO0OO-
uieHue o ToM, uto styleBuilder paGoraer Tonbko B XP-sepcun. He Bepwre rnaszam
CBOWM, NOTOMY YTO pa3paboTYMKK MPOCTO ellle He YWIN WK He 3HAIOT O TOM, YTo
Windows 2003 nommepxkuBaer TeMbl. 3aiante B cpoiictea daitna styleBuilder.exe u
Ha 3awianke Compatibility (CosmectumocTs) BeIGepUTE PEXUM COBMECTHMOCTH
¢ Windows XP (cwm, puc. 1.17). Uncramarop 3anycTuTcst; U rporpamma onslile He
BCTIOMHUT O TOM, 4T0 Yy Bac He XP-cucrema, a 4to-To GoJiee MolHoe.
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StyleBuilderinstall.exe Properties
JZ@EE&]’ Compatibilty | Security | Summary|
If pou have problems with this program and it worked conectly on
an earlier version of Windows, select the compatibility mode that
matches that earlier versian,

Compatibility mode
| [¥] Run this program in compatibility mode for:

Seltings —

[C] Aun in 258 colors
[ Run in 640 x 480 screen resclution
[[] Disable visual themes

User account privileges
[ Allow non-administrators to run this program

Leam more about program compatibiity.

Lok _J[ Corcel J[ ao |

Puc. 1.17. Hactpoiika coBmecTuMmocT nporpammel ¢ Windows XP

3anycrute nporpammy. [lis Hayasa Bbl MONYMHTE MpPeAynpexIeHHe, YTO HYKHO
yaue HaxXumarb KHonky Apply, moTomy 4To asroMaTH4yecKoe oOHoBlIeHHe pabo-
TaeT He Beerna. [locsie MpUHATHA M3IMEHEHMI MOXHO MPOTECTHPOBATH CO3IAH-
HYIO TeMy, HaxaB KHonky Test.

Teneps co3paiiTe HOBbIH NpoeKT. B IMaBHOM OKHE cieBa HAXOAWTCA MaHeb
¢ 6a30BBIMH LIBETOBBIMM CXEMAMM, KAXIad M3 KOTOPBIX COAEPKHUT PUCYHKH pa3-
auyHbIX Habopos anemeHToB yrmpasnenust (puc. 1.18). Ilpu BeiGope arux Habo-
poOB, B OCHOBHOM OKHe OyZeT MOSIB/ISITbCS NEpPeBO CO CITUCKOM 3JIEMEHTOB M HX
rpacuyeckoe InpeacTaBlieHue. DIeMEeHTBl MOXHO BhIOMpaTh M Tam, W Tam, XOTA
BH3YaIbHBINH crocol, HaBepHoe, HAMHOIO Ipolle ¥ ynobHee.

CnipaBa BHHM3Y Bbl MOXETEe YBHIIETh OKHO C Tpemsi BKiIankamu: Properties, Zoom u
Colorize. BoinennB Kakoi-TO KOMIOHEHT (B AaHHOM cjiyyae 3TO JIEMEHT 3aro-
noska okna Blue\Values\General\Window\Caption), xoppextupyiite Ha CBOH
BKyc ero napamerpbl. Ha pxmamke Colorize uameHsiiorest 1BeT u sipkoctb. s
3TOr0 HYKHO MPOCTO IBMraTh GEryHKHM M TYT Xe CleauThb 3a pesynsratom. Cose-
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Tyio cHsth raxku Lock Brightness, Source Brightness 1 Gamma Brightness,
TOrAa KaXAbIM OEryHKOM MOXHO OyaeT ynpasifTh Mo oTaeabHocTH. UTobbl co-
' XpaHWUTb BHECEHHBIE LIBETOBbIE U3MeHeHus, HaxkmuTe KHonKy Apply Colorization.

4 Tackar
Todks

Free
Treatvens

o Window

s

Puc. 1.18. NhasHoe okHo nporpammel StyleBuilder

[is pelakTUpoBaHUSl rpaduyeckoro SJeMeHTa ILeJKHUTE [0 Hemy npasoi
KHOMNKOW MbILKH M B MosBUBLIeMcS MeHI0 BbiGepute nyHkT Edit wiu Edit With
LIS yKasaHHs MPOrpaMMBI, ¢ MOMOILBIO KOTOPO#t BBl XoTHTe (n1106uTe) paborarsh
¢ pactpoBoii rpadukoit. Takum o6pazoM MOXHO He TONBKO M3MEHHTh LIBET, HO U
HApUCOBATh KAKNE-TO AOTOMHUTENbHbIE 3(DdeKTsI.

Ecin y Bac yXe ecTh rotopas TeMa, HO HEOOXOAMMO BHECTH M3MEHEHMsl, BOC-
none3yiitecs crpokoit mexio File/Import .msstyles file (Daitn/Wmnopr .msstyles
daitn).

Yrober nposeputh cBoio paboty, Haitaute B MeHio Tools (MHCTpYMEHTBI) MyHKT
Test System Style (TectupoBanue cucremHoro crwisi). Korna sama tema rorosa,
HyXHO BbiGpath MeHio Actions/Compile ([eiicTsus/Cxomnunuposars). Ecmu
HYXHO Cpa3sy ke YCTAHOBHMTh HOBYIO TeMy, To Haxmure Action/Compile and Apply
([eitctBust/ CKOMMMIMPOBATH ¥ YCTAHOBUTD).

B nporpammy BeTpoeH apxusartop Zip, ¢ NOMOIIbI0 KOTOPOrO MOXHO YNakKoBaTh
daitn 1 ornpaBuThk APY3bsaM. BT0 M3baBiaseT oT HeobxomMMOCTH BeIOMpAaThL Tpe-
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Oyemble (haiiibl B NMPOBOAHMKE, HOCTATOYHO MPOMU3BECTH APXMBHPOBAHHE IPSIMO
3 StyleBuilder. [Lsi storo seiGepure u3 mexio File nynkr Zip u B nosiBUBlLEMCSA
OKHE BBEAMTE MMSI TEMBI.

Ecau y Bac ectb onbiT paboTel ¢ rpadMuecKHMH penakTopaMu M Bbl obGnanaere
XYLOXeCTBEHHBIMI CMOCOGHOCTAMM, TO LISl BAC HE COCTABMT TPYHa CO3MaTh Kpa-
CMBYI0 W He3abbiBaemylo TeMy, KOTOpOil He cThuiHO GyaeT noxsacTaTbes nepen
NPY3bAMH.

1.7. 3arpy3uuk B ctune XP

MeHs1 yacTo crpawMBaloT, a ueM omiuyaerca Mos Bepcusi Pirated Edition ot
Home unu Professional? I npocrto rosopio, 4to 310 MO coBCTBEHHAs onepaim-
OHHasl CHCTEMA, KOTOPYIO $i coBpasl M3 UCXOAHBIX KOIOB, YKpaneHHbIX U3 Microsoft.
J]OCTHTO‘{HO 4YacTo BEPAT, MNMOTOMY HYTO 3KpaH 34arpy3ikd BbIMIAIMT HAOBOJIBHO
uasinHo (puc. 1.19). Ho cneunanuersl MOHMMAIOT, YTO Te€X KONOB, KOTOPLIE MOT-
Iy OBITh MO3auMCTBOBAHLI, SIBHO HEAOCTATOYHO AaXe UId KOMIWIAUKWHK sjipa, HE
rosops yxe 0bo seeit OC,

Windows

Pirated Edition

Pue. 1.19. Windows XP Pirated Edition

KoHeyHo ke, MOXHO 6buUTO Dbl NMPOIOIKMUTH pacckas O TOM, YTO S €aM YTO-TO
B3JIOMaN M YKpajl, HO Te€, KTO 3HAIOT MEHM, HUKOIla He MOBEpAT, NOTOMY YTO A
HUKOIIA He 3aHuMacs BalomoM B MHTepHete. [la u noAKIOYEH A MPOCThIM MO-
neMOM, @ JUIS TOro, 4ToObl MOXMTHTb BCE MCXONHBIC KOABI, MO MOAEM NOXKEH
paboTaTh OKO/MO ABYX Hele/lb HA MOJHOH CKOpOCTH 6e3 cHa M MepeKypos.

Ho kak xe IMPHATHO, KOriaa HEKOTOpPLIE BEPAT B MOM CKA3KH. Camoe cnoxHoe
B 3TOT MOMEHT — CAEPXaTh CBOH CMeX.
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Ecnn Bam Hamoen He Tonbko uuTtepdeitc Windows, HO M BMI 3arpy3Ku KOMITbIO-
Tepa, a Touynee, sorotun Windows XP, To BBl Jierko Moxere 310 u3MeHuTh. [lo-
npobyiTe ycraHoBuTh nporpammy Boot Editor. Ee moxHo Haittu B MHTepHeTe no
anpecy http://members.rogers.com/userxp.

Mporpamma He TpeGyer MHCTAWISALMM, HO CKA4YaHHBI apXMB XeJaTeJbHO pacia-
KOBaTh B OTAEJABHYIO IUPEKTOPHIO, MOTOMY UTO MOC/E MepBOro crapra B 3TOi
nanke Oyaer co3naH uenblif BaroH BcrioMorarenbHbiX haitnos. Eciau sanyceruts
nporpamMmy ¢ PaGouero crona wid u3 nankuy Mo J0OKYMENTBI, TO 6apnalc Oyner
obecreyeH.

IMocne KonupoBaHUs CONEPXKMMOro apXuBHOro (aiia BHITONHKUTE B TOWH Xe mu-
PEKTOPUH CICAYIONULYIO KOMaHLY:
regsvri2.exe AxImage.ocx

D10 HeobxoaMMO, YTODLI 3APErHCTPUPOBATD [UTSl NPOrpaMMBbl KOMITOHEHT ActiveX.

Bes aroro npu 3anycke nporpaMmbl Bbl YBUIANTE TOJIBKO omnﬁxu WU HECKONLKO
3BYKOBBIX CUTHAJIOB, H Donblue HUYEro.

Ha Beskmii cryyait coBeTyio elle rnepe3anycTiTh KOMIbIOTEP, HHAYE BEPOSTHOCTD
yaayHoro crapra Oyaer Hepbicokoil. Buanmo, aro cssizaHo ¢ npobaemoii perncr-
paunu KommnoHeHTa, Bor teneps Moxere sanyctuth (aitn BootEditor.exe n naru
MUTh Yai, MOTOMY YTO MPOLECC MAET MUHYTHI aBe. ¥ MeHsi Ha HoyTOyke OH BO-
obuie He 3arpy3uics, a Ha CTallHOHAPHOM KOMIbIOTEpPE CTApTOBaj N0Jr0, HO Ge3
npobneM, xora Bepecuu OC 0MHAKOBBIE W HACTPOWKHK HHYEM HE OTIMYAIOTCH.

Puec. 1.20. MNporpamma peaakrupoBaHus OKHa 3arpysku
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Kak pa6oraer mporpamma? B cucremuoii nanke Windows\system32\ ects caiin
ntoskrnl.exe. UMeHHO OH oTBeYaeT 3a BHELIHWI BUJ 2KpaHA BO BpeMs 3arpysk.
Orkpoitte ¢ nomousio nporpaMMel Boot Editor ator daity, u nepen BamMn oTKpo-
ETCH OKHO ¢ oToOpakeHueM PUCYHKa 3arpy3uuka. DTo JeHCTBUTEIBHO PHUCYHOK,
M ero MOXHO pelaKTHpOoBaTh, KaK noboe apyroe n3obpaxkeHue, HO BO3IMOXHOCTH
MporpaMMbl OTPaHMYEHHBI, MO3TOMY JIyYlle BOCIOJbL30BATHCSH 00Nee MOLIHBIM
rpacdmuyeckum penaktopom. Boot Editor xenarenbHO MpUMMEHATh TONBKO U 3a-
rpy3Ku rotoBoro usobpaxeHus B ¢aiin ntoskrnl.exe.

INlepen paboroit ¢ mporpaMMoit s peKOMEHIYI0 Ha BCSKWIl ciyyait ciaenarb pe-
3epBHYIO Konuio aitna ntoskrnl.exe (1st 3TOr0 ero AOCTATOYHO CKONMPOBATH
B J11060# npyroi Karajior), MOTOMY YTO aBTOp He rapanTupyer ctabuibHyl0 pado-
TY HporpaMmal. TonsKo 1nocjie 3Toro MOXKHO BHOCHTh B HEro M3MEHEHHs.

IMpn TpaHchopmauun H300paKeHHs] Bbl HODKHBI YYMUTBIBATH, YTO MATUTPA MpPH
sarpyske OC orpaHuyena 256 LBETAMM, TTOITOMY HE HAIO JAXe MbITATHCS MC-
Monb30BaTh 3aech ¢ororpaduu Beicokoro kayectsa. Elle s He COBETYIO M3MEHATh
paamep KapruHok. Ecim y Bac ycraHosieHa tonbko oana OC, To Heobxommmo
110/1b30BaThesl PEAAKTOPOM AKKypaTHO, MOTOMY YTO BOCKpElIeHHE MepBoHayaib-
Horo daitna Oymer npobreMatnyHo (TONLKO 4Yeped KOHCOJIb BOCCTAHOBIEHMS
B ycraHoBke Windows). Ecnu y Bac ase OC, To sta npobnema pelaercs mnpoiie
(em. pa3zd. 1.5.5).

B cnenyomeit mase mbl 6ynem paccmarpusars OC Windows Gonee riyboko,
W BBl Y3HAeTE elle MHOrO MHTEPECHOro M3 MHpa 3arpysuukoB. A nokaxy, Kak
pelnaKTHpOBaTh 3arpysyukd 0e3 NmpUMeHEHHWS CHeHHATU3UMPOBAHHBIX MPOrpamm,
KOTOpbIe YI0OHB! Ul OLICTPOro CO3MaHMs, a /Ui NOJHOrO TIOHWHIa JIy4llie Uc-
noib30BaTh Goee yHUBepcanbHbie crmocodbl. Ceifyac ke Mbl TOJBKO 3HAKOMUMCH
¢ UHTEPECHBIMU BO3MOXHOCTAMHU KOCMETHYECKOTO TIOHHHIA.

1.8. Windows 9x B ctune WEB

B Windows ecTb BO3MOXHOCTb NMPH MPOCMOTPE COAEPXKMMOIO KOMIIbIOTEPA Yepes
"TMposoauuk” win "Moit KoMmbiotep" otobpaxars okHo B ctuie WEB. B atom
cayyae OKHO Kak Obl JieIUTCd Ha JBe YacTH: cjleBa BbICBEYMBaeTcsl oTobpaxeHue
HTML-crpaunusl (310 neiicreurensHo HTML-crpannua, kak Ha WEB-caiitax)
W BBIBOMSITCS MOJACKA3KH, OCHOBHBIE KOMaH/bl M T. [I., @ CIIpaBa MMOKA3aHO cojep-
KUMOE TeKylLei manku/nucKa.

Otkyna Gepyrca 31H cTpaHuusl B okHe? B cucremuoit nanke Windows ectb
ckpuitass manka WEB. YTo6bl ee orobpasnurts, Hamo cienaTh BO3MOXHBIM [OKAa3
cKpHITBIX (haitioB W mamok. [l aroro B okHe “"Moit KomnbloTep" Bbibepute
Tools/Folder options (Cepsuc/CsoiicTsa narnky) U Ha 3aknanke View (Bua) B crincke
LOTMOHUTENBHBIX MapaMeTpoB yeTaHOBUTE Nepekiioyareib [1oKa3pIBaTh CKpbiTHIE
taiinel v nanku.
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INepsbiM fesiom coBerylo oOpaTtuTh BHUMaHKHe Ha daitn wvleft.bmp (ckpwiThiit, HO
jnerko Moauduiupyemsiif), B KoTopoM Haxoautcsi uzobpaxeHue ¢dona HTML-
crpanuubl. [locne 3Toro MOXHO MepexoauTh K pegakTuposanuio htt-daitnos.
s Mx penakTupoBaHus rnojoiinet ai060it TeKCTOBLI pelaKTop, Aaxe cTaHaapT-
Helit BaokHor. Ecnm BbI 3Hakombl ¢ sa3sikoM pasmerku HTML, To comepxumoe
atux ¢aitnos Bam OyOeT MOHATHO, W MOXHO caenate orobpaxenue WEB abco-
JIOTHO YAMBHTENIBHBIM, BHecs HeobxoauMmsie nonpasku. Eciau Her, To uaMeHure
TOJNILKO 3HAKOMBIE BaM MMEHa.

He 6Goiitech sxcnepuMeHTuposars ¢ daitiamu htt, noroMy uto Ha cTabHIBHOCTb
cHcTeMbl 3TO He nosausier, U B jgobom cayyae Windows Gyner paGorars 6e3 npo-
onem. TonbKo s Bee XKe PeKOMEHIYIO TPeABAPUTEIbHO CIEIaTh Pe3epBHYIO KOIMHKIO.

1.9. MP3-kopguHr

Mo ymomyanuo Windows Media Player ymeer 3anuceiBaTh My3sIKy Tosibko B8 WMA
(Windows Media Audio) dopmar daiina. Ho He Bce ycTpoifcTBa wiam nporpamMmMbl
NMOHMMAIOT €ro, ¥ Ha JaHHBI MOMEHT CaMbIM PacHpOCTPAHEHHBIM BCE Xe ocTa-
ercst ¢opmar MP3. Yro xe Teneps, MOKynark CTOPOHHIO MporpaMMmy Uisl KO-
posanust B MP3? He Toponutech TpatuTh AeHbru, moroMy uro Windows Media
Player MmoxHoO 3actaButh 3anucark 1 MP3-3syk.

Hnst  aToro HyXHO 3amycTHTh pelakTop peecTpa W MNepeiTH B pasnein:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MediaPlayer\Settings\MP3
Encoding. IMocnennux aByx pasnesioB MOXET He ObITh, MO3TOMY BbI JO/KHBI MX
co3aarh (LEIKHYTh NMpaBoil KHOMKONH MBIIIM U B MOSBHBIUEMCH MeHI0 Bbibparh
New/Key). 3nech BBeauTe YeThipe NnapaMeTpa THNa DWORD:

1. HighRate — co sHayeHueM 2ee(00h (wectHanuarepuyHoe) uau 192000 (meca-
THYHOE).

2. MediumHighRate — co sHayeHueMm 1f400h wnn 128000.
3. MediumRate — co 3HauyeHuem fa00h mau 64000,
4, LowRate — co 3HayeHuem dacOh mau 56000,

BaMm Huuero He HaNOMHMHAIOT 3HAYeHMs 3TUX napametpoB? S BHXY CXOACTBO
¢ GuTpeitT — 3TO KayecTBo, ¢ KoTopbiM Gyzer oundposbiBaTsea 38yK. [Tpu Takux
HacTpoiKkax MakcuMaibHoe Kayectso sanmucu Gyaer 192000. Ecnn uameHuTs 3Ha-
yeHHe napameTpa HighRate Ha 256000, To MOXHO MOBBICHTE Ka4Y€CTBO 3aHCH.

Teneps, yToObl KonupoBaTk My3slKy B hopmare MP3, HyxHo 3anyctute Windows
Media Player u Bbibpars meHio Tools/Options (Urncrpymentsi/Hacrpoiiku). OT-
Kpoercsi oKHO, rae Ha skianke Copy music (Konuposats My3biKy) Bbl YBHAMTE
HacTpoitku konuposanus (puc. 1.21). B seinanaiomem cnucke Format (®opmar):
HyxHO Beibpars MP3 u nepensunyrs GeryHox Audio Quality (Kavecrso aynuo)
Ha MaKCHMAIbHOE Ka4eCcTBO OLH(POBKH.
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BHyTpeHHun mup Windows

Ecan B npeasuiyiueii rnase mpl paccmarpuBaiu Windows BecbMa MOBEPXHOCTHO,
TO 3[ech g TIyOXe M JeTalbHee Oonuuly NnpobaeMbl HACTPOMKHU, TIOHHHTA M YKpa-
warenbeTBa. Bel y3HaeTe, M3 Yero cocTrosiT NMPOrpaMMsbl, YTO MO3BOJIMUT M3MEHATH
npakTu4yecKu Jiodolt codt no cobCTBEHHOMY YCMOTPEHUIO.

HekoTopbie HACTPOIKH, KOTOPbIE MBI A€JaM C MOMOUIBIO CHELHATH3NPOBAHHOTO
rporpaMmHoro obecrniedeHust (cm. pasd. 1.5—1.7), B 310it 1aBe MbI NMpOAETaEM
ApyruM criocoboM. Takum oGpasom, Bbl Jiyylle y3HAeTe TOT MMP, B KOTOPOM XH-
BET KOMIIBIOTEDP, M MOJYYHUTE BO3MOXHOCTD YIPABASHHUs 3THM MUPOM,

B or0il mrase HaM MPEICTOUT MO3HAKOMMTHCH C BEIUKOMENHOW MporpaMmoi
Restorator, ¢ MOMOILIBIO KOTOPOW BBl CMOXETE DENAKTMPOBATH PECypehl 3amyc-
KaemsbIX ¢ailyioB W AuHamuyeckux 6ubnunorek. B kauecTBe MpakTHYECKUX MpUMe-
poB Ml oTpenakTupyem sarpy3duk Windows XP u nporpaMmy Bxoga B cucremy.

M3meHeHue pecypcos, KoTopoe Mbl OyeM paccMaTpHBaTh B J@HHOI [/1aBe, MpuMe-
HUMO B paBHOIt creneHH K Joboit sepcun OC. Ho s 3aTpoHy TONBKO 3arpy3duku
Windows 2000/XP, koropble MMEIOT HOBbIK ¢opMar U HamHoro GoJiblie MHTEpec-
HBIX ISl Xakepa Hactpoek. OnHoTHnHbBIe Xe pecypchl B Windows 9x peann3oBaHbl
npolile, ¥ O HUX YK€ MHOro cKa3aHo B MHTepHeTe, H HeT CMEBIC/Ia MOBTOPSTHCS.

2.1. Pecypcbl Windows

I]peme YEM MPUCTYNATh K CEPBE3HBIM M3MEHEHMAM CHCTEMBI, MBI DODKHBI HEMHOTO
M03HAKOMHUTBCH ¢ Teopueil. OcHOBOI 3Toro pasjena byner pabora ¢ pecypcaMi Mpo-
rpaMM, U UMEHHO O HUX MBI ceildac MOroBOPUM ¢ HAYYHOH TOYKH 3PEHUSL.

Ucnonnsemsle daitnst Windows umeror pacuivpenue exe. B obuiem Buge oHM
COCTOSIT U3 CIIEAYIOLIUX YacTeil:

0 3arojioBOK;
O ucnonHseMblil Ko,
O pecypcsl.
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3aronoBok comepxXHT cayxebHyio HHpopMmaunio, Koropyio OC HCnonb3yer rpu
sanycke aitia. Hanpumep, 3mech HaXOAMTCS TOYKA, HAYUHAS C KOTOPOW AOJIKEH
BBITIOTHATLCS MCMOMHAEMBIH KoAd. 3DTo oveHb BaXHas WHbopMauus s oo
nporpammel. TToMHMO 3TOro, MOXHO Y3HaTh, [le PA3MELLAIOTCS pecypehl Mporpam-
MblI (Yalle Bcero — nocsie UCMoMHAEMOro Kojia, HO BO3MOXHBI M MCKITIOYEHHS).
Hcnonnsiemblif KoL Mbl M3MEHATh He OylaeM, 3TO JOCTATOMHO COXKHO H HYXHBI
3HaHUA Accembrepa M CIOXHBIX porpaMM otianku npuinoxenuit. Hy a ¢ pecyp-
CaMM MO3HAKOMMMCSH HOCTATOYHO MOAPOOHO, MOTOMY YTO 3[AECh /Ul HACTOALIErO
XaKepa KpoeTcsi MHOTO MHTEPECHOTO,

Bee pecypcbl pa3buThl Mo pasuenam:
0 Bitmap — KapTHHKH, BEICBEYHBAIOTCS B OKHAX MPOrpaMmel;

0 Menu — MeHlo, obecrieynBaloT yIoOHBIH AocTYl K (QYHKUMAM NMPHIOXKEHHMS,
CTPYKTYPHUPYs MX B OXHOPOAHBIE IPYMNITbI;
0 Dialog — BCEBO3MOXHBIE OKHA IHATOTOB,

O Stringtable — Tabnuua ¢ coobUIEHWSIMH, KOTOPBIE MCMNONb3YIOTCA B CTPOKAX
COCTOSIHMSI WIM B OKHAaX JHAIOroB;

O Accelerator — couetanusi KINaBuill JUTsl GBICTPOro BLIZ0OBA KAKUX-THO0 KOMAaHII,
Cursor — pasjiMyHbIE KYyPCOphl;

0 Icon — puUCYHKH ONpeleneHHOro pasMmepa, vaile HCMONb3YIOTCsl I oToopa-
JKEHHs B BH/E 3HA4YKa POPMBI B CBEPHYTOM COCTOSIHUM;

O Versioninfo — uHpopmauusi o Bepcuu. B nansHeiuiem MBI 9TOT pasaen Mc-
NOJIL30BaTh He ByaeM, MoatoMy 3abyibTe Mpo €ro CYLIECTBOBAHME M YTO f O HEM
YIOMUHAT :).

Bce pecypebl XpaHsiTCsi B OTKPLITOM BHIE M HOCTYMHBI [UISi perakTuposanus. Pe-
Cypchl MOIYT ObITh HE TONBLKO B MCHONHAEMBIX (aitax, HO U B AMHAMHUYECKHX
6ubnmorekax (dll), mporpammax-3acraBkax (scr), oTneNbHbIX daltax pecypcos
(res) ¥ B HEKOTOPBIX APYruX THnax caitnos.

Pykamn kakoi-nubo M3 pecypcoB M3MEHUTb HEBO3MOXHO, HO MPOTpaMM Ui MX
pelakTUPOBaHUS BeluKoe MHOXecTBO. [IpakTHdeckH B KaXIOM f3BIKE IMporpam-
MUPOBaHUS €CTh YTWIMTA WJIM BCTPOEHHBIH MONY/Nb, KOTOPLIH Mo3sonser nime-
HATb pecypcehl:

0O Borland Resource Workshop — nocraBisiercsi ¢ HeKOTOPbIMH CpeICTBAMMU pas-
pabotkn dupmel Borland, -

O Microsoft Visual C++ — MOXeT OTKpLIBATE MCMONHAEMBIe (ailibl Ui penak-
THPOBAHMS PECYPCOB.

TyT Hamo 3aMETHTh, YTO MOAY/IM, HAMMCAHHBIC HA Pa3sHLIX A3BIKAX MMPOrPAMMUPO-
BaHMA, MOTYT HMETh pasHele THIBI pecypcosB. Hanpumep, komnunarop Visual C++
co3aaeT MporpaMMbl, B KOTOPBIX BCE BH3YAJIBHO CO3AAHHBLIE AMANOrOBbIE OKHA
XpaHsiTcsi B pecypcax B cranmaprHom sue. Borland Delphi ucnionssyer s atux

a
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ueneit coberseHHbl dopmar, T. K. obnanaer Gosee MOIIHBIMH BH3yaTbHBIMH
BO3MOXHOCTAMK. [To3TOMY He NOMEILAeT HAYMUTLCA ONpENe/ATh A3bIK, HAa KOTO-
POM HarMcaHa rnporpamma.

2.2. Nporpamma Restorator

Jl1si peaKTHpPOBaHWs PECYPCOB JIydlle BCEro MCHOJIb3OBATh TAKYI0 YTHIIMTY, KO-
TOpasi OAMHAKOBO XOpolo paGotana Gbl ¢ NPOrpaMMaMH, HANMCAHHBIMM Ha pas-
HbIX A3BIKAX MPOrPaMMHPOBAHMSI. '

Mue Gonbuie HpaBuTcs yruiauTa Restorator, KOTOpYIO MOXHO CKayaTh Ha caiite
http://www.bome.com/Restorator/. OHa no3so/isieT pesakTHpOBaTh 3anycKaembie
dainsl 1 obnanaer ropa3no GONBLIMMH BO3MOXHOCTSIMH, YeM ApYrHe IMporpam-
Mbl, KOTOpbI€ 5 Buaen. MMeHHO ee MBI 1 Gyaem paccMaTpuBaTh.

IMpexne yeM NPONO/IKUTbL YTEHWE, S COBETYI0 YCTAHOBMTH 3Ty NpOrpaMmy Ha
cBOM KOMMNBIOTEP, 4TOOBI OHA GbLIA MO PYKOH M BBl B J1I060i MOMEHT MOIIH
NpOBEPUTH OMMChiBaeMble neicTBus. Tak syvyuie Bcero GyaeT 3amoMHHATBHCS ONMMU-
coiBaeMblit 3aech Marepuan. JlaHHas KHura He siBasercst ¢paitiom momoln no
NporpamMMe, To3TOMY Mbl PACCMOTPHUM TOJILKO OCHOBBI, KOTOPbIE KacaloTcs B3jo-
Ma MporpaMM U MpUAAHHUS UM CUMIATHYHOTO BH/A.

Ha puc. 2.1 bl MOXETE YBHIETH IIABHOE OKHO MPOrpaMMBI Resto['ator OcHoBHOe
OKHO NporpaMmbl pasburo Ha TPH YacTH:

O Resource tree — naHenab Uil 0TOOpPaXEHUs BCEX pecypcoB OTKpeiToro cpaiina
Mo KaTteropusaM B BUIE [epeBa;

0 Resource view — BKJIaIKa Ul TPOCMOTPA BhIIEJIEHHOrO pecypcea;

O File browser — Bknaaka c¢ Gpaysepom (B ctune nporpammbl [TpoBoaHHK),
B KOTOPOM MOXHO 0003peBaTh COAEPKUMOE KOMIbIOTepa. DT0 OYeHb YA0OHO
VTSl TIONCKA W OTKPLITUSL PECYPCOB.

Jlasaitte OTKpoeM Kakylo-HUOYIb MporpaMmy H MOCMOTPHM, KAK MOXHO M3MEHATH
pecypenl. s mpumepa s B3st nporpammy dialer.exe, Koropasi ycraHaBlIWBaeTcs
pmecre ¢ Windows. Ecan y Bac OC ycranomneHa Ha aucke C:, To nyts K aitry
Gyner C:\Program Files\Windows NT\dialer.exe (s C:\Windows\dialer.exe).

Buibepure B nporpamme Restorator meHio File/Open (®aiin/OTkpoits). IMepen
BAMHM TIOSABUTCH CTAHNAPTHBIA auanor ortkpeitusa ¢aina. Haitnure daiin
dialer.exe. TlporpaMma 3arpy3uT Ha3BaHHs €ro pecypcos B naHenb Resource tree.
Yro6Bl pacKpbiTh BCE AEPEBO Pecypcos, BbuieuTe HaspaHue (aitia (OHO MODKHO
GbITh B KOPHE JiepeBa) H HAXMMTE 3HAK yMHOXeHUs (*) B AOMONHUTENBHON CeK-
MK KnaBuarypel. Pesyabrar aTix feicTBuil nokasan Ha puc. 2.2,

S cnieuranpHo BBIOpAN NPOrpamMMy, B KOTOPOU NMPUCYTCTBYIOT NMPAaKTHYECKH BCe
THIIBI PECYPCOB, W Ceifyac HaM NMPEACTOUT PACCMOTPETh, KAK HX MOXHO pelak-
THPOBATH.
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2.2.1. Penampoaauﬁe MEeHIo

Ha puc. 2.2 B aepese pecypcos B pasene Menu Bbl yBHAMTE TONBKO OAMH MYHKT
nox Homepom 118. Beuiesnte ero, u Ha Bkiaake Resource Viewer nosiButcs mc-
XOIHOE MEHIO, JUISl PeaKTUPOBAHUS KOTOPOro HYXHO mﬁpan B [JIABHOM MEHIO
onuuio Viewer/Edit mode, 510 3actaBur oToGpaxarh pecypc B BHIE KOMaHi,
KpOMe TOro, MOABUTCS OKHO [UIS IPOCMOTPa nameHeHuit (puc. 2.3).

fi s

L3 v
® E:lEE 1
" % Sing 1 MENUITEN *Eéxic™, 1000
¥ (] Acceleisios ¥
(L) Jein POPUP "gEdir®
14 (1) Vistson il :
- Ey NENUITEM “Cuse)eCerl+X™, 1001 g * i

HENUITER *&Copy\tCrrisc™, 1002 ~
BENUITER “cPaste\cleri+V™, 1003
RENUITEN “iDeletel\tdel”, 1D04
MENUITER SEPARATOR i
RENUITEN “iSpeed Dial...", 1005
1
POPUP "4Tools”
{
MENUITER "iConnect Using...", 1006
RENUITER *sDimling Properties...”, 1008
1
POPUP "iHelp”™
t
RENUITER *cHelp Topics™, 1010
HENUITER “¢What's This?®, 1015
RENUITEN SEPARATOR
RENUITEN *cibout Phone Disler®, 1013
i
U

// manuld WENU

7

i/ INENUITER “itemText® [, 40 (. typell]
/7 [MENUITEA SEPARAS

irf [rorur *ivenText® [, id [, cype]l]
iy

| <popupbody> )

B smctitre 2.1 npuBeaeH MoiHbIA KOA (HCKTIOYEHbI TONIBKO muuem:apmu) Me-
mmmumsxmuwmammmmmowm
MOHUMAHHUA, W cei4yac MBI ero paccMOTPHUM.

118 MENU piie R L
{

POPUP "&File"

(

MENUITEM “E&xit®, 1000
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}

POPUP "&Edit"

{

MENUITEM "Cukt\tCtrl+X", 1001
MENUITEM *&Copy\tCtrl+C", 1002
MENUITEM "&Paste\tCtrl+v"', 1003
MENUITEM "&Delete\tDel", 1004
MENUITEM "&Speed Dial...", 1005

}

POPUP "&Tools"

{ '
MENUITEM "&Connect Using,..", 1006
MENUITEM "&Dialing Properties...", 1008

}
POPUP "&Help"
{
MENUITEM "&Help Topics", 1010
MENUITEM "&What's This?", 1015
MENUITEM SEPARATOR
MENUITEM "&About Phone Dialer®, 1011
}
}

TMpexne yeM paccMarpuBarh KOA M3 JIMCTHHIA 2.1, MO3HAKOMMMCSH C TIOHSTHEM
"KoMMeHTapuu"”. 9T0 NMPON3BOJILHBIH TEKCT, KOTOPbIf HMKAK He BIMSeT Ha pe-
Cypc, HO MO3BONAET 106ABIATL KaKue-THO0 coGCTBEHHBIE ONUCAHUS WU NpHMe-
yauua. Korna koMnuisitop pecypea BeTpeyaer asoiHou cuew (//), Bech mnocue-
Nyl TEKCT B 9TOH CTPOKE BOCNIPHHHMMAETCS B KadecTse KomMmeHTapus. Mrtak,
A Oyay 1aBaTh NOSACHEHHUS K pacCMaTpHBAEMOMY KOy, @ Bbl MOXeTe HCIMOJb30-
BaTh KOMMEHTApUW VIS TOro, 4TOOBI TIOMEYaTh MECcTa, B KOTOPBIX MPOU3BO/IN/IN
H3IMEHECHHHA.

MeHio HauMHaeTcsi ¢ HoMepa, KOTopblii onpeaensier UMs pecypea (B ZaHHOM clty-
yae 118). [Mocne atoro cieayer wiioyeBoe ciloBo MENU. Hauano u koHell MeHio
obosHavaorest purypHsiMu ckobkamu {}:

118 MENU

{

// 3necke npneT onUCaHUE MEHD

}
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Ecam y Bac ecTh OnbIT mporpaMMHpoBaHHS Ha sa3bike C/C++, T0 w15 Bac Taxkas
CTPYKTypa Oyaer 3HakoMa.

Mexay purypHeiMH cKoOKamM, OrpaHHUMBAIOLIMMH MEHIO, PACNojiaraloTcs Bbl-
NanaolmMe MeHI0 U UX 37eMeHThl. OnucaHne BHINANAOILEr0 MEHIO HAYHHAETCS
C KJIIOYEBOTO CJIOBA POPUP, MOC/E YEro B ABOMHBIX KaBbIYKAX MIET UMs, KOTOpoOe
Bbl XOTHTE yBUIeTh B camoM MeH10. Tlpu cosmanum umenu nepen Joboit 6yksoit
MOXHO NocTaBuTh 3HaK "&". Cieayiowmnii 3a 3THM 3HaKOM cHMBOJ ByleT Kiove-
BBIM Ul MEHIO, H €C/IM HaxaTh KHOMKY <Alt> Bmecte ¢ HUM, TO GyIeT BbI3BAHO
9TO MEHI0, a NpH oTobpaxeHnn AaHHas Oyksa B HasBaHUM GyleT noaYepKHyTa.

TaxkuM o6pa3zoM, BbINAAAIOIIEE MEHIO File GyAeT UMETh TAKYIO CTPYKTYpY:

POPUP "&File"

{

} |

lMocne onucaHus BHIMAAIOLUIEr0 MEHIO CHOBA WAYT (UrypHsie cKOGKM, BHYTpH
KOTOPBIX MOXHO CO3[1aBaTh BIOXEHHbIE JIEMEHTHL:

MENUITEM "Mma", Kom

IMpu HanucaHuu WMEHH PaboTAIOT Te XKe Mpasuia, YTO U JUIA BbINAZAIOILIEro Me-
HIO, T. €. MOXHO Hcrojib3osars 3HaK "&". ITomumo atoro, mocae 3HakoB "\t"
MOXHO n06aBnsTh "ropsume" kimaBuiun. Hanpumep, coueTaHMIo KIaBHIL
<Ctrl>+<X> coorsercrpyer "Ctrl+X".

Kon — ato uaenTudgukarop (4ucno), no KOTOpoMy NMporpaMma onpeiesser MeHIo
W pearupyeT Ha Hero. Takum o6pasoM, ¢ MOMOILBI0 PelakTopa pecypcoB MOXHO
M3MEHATbh MMEHA, U mporpamMMa Oymer paborarh koppekrtHo. Ho eciu moMeHsTh
Koz, To pabora nporpammsl B JAHHOM MecTe Oy/ieT HapylueHa.

JlonycTHM, YTO Bbl XOTHTE OTKOPPEKTHPOBATH CJIE/IYIOILHE MYHKTHl MEHIO:
MENUITEM "Cukt\tCtrl+X", 1001

MENUITEM "&Copy\tCtrl+C", 1002

MENUITEM "&Paste\tCtrl+V", 1003

C noMolbio pelakTopa pecypcoB nonpobyiite H3aMeHNTh MASHTHHUKATOPBI, TPO-
CTO [OMEHSIB HX MECTaMu:

MENUITEM “Cu&t\tCtrl+X", 1002

MENUITEM "&Copy\tCtrl+C", 1003

MENUITEM "&Paste\tCtrl+V", 1001

Teneps NMpH MONBITKE BHIPE3aTh BLIIEICHHYIO 4acTh TEKCTa (KoMaHaa cut) Oyaer
NPOUCXONNTH KONMUPOBaHME AaHHBIX B Oydep obmena, a NpHM KONUPOBAHHH
(Copy) — BCTaBKa, a Npu BCTaBKe (Paste) — MporpaMma BBIPEXKET JAHHbLIE H MO-
mecTHT B Oydep. Ho 310 yke U3 cepuu LIYTOK, a 3TO OTAC/NbHAS UCTOPHS.

Wrak, HOMEpPA MOXHO TOJIBKO MEHSTh MecTaMu. BbulymbiBaTh uro-TO cBOE Oec-
10JIe3HO, MOTOMY YTO TakKoil IyHKT MeHIo paboTath npocto He Oyuer.
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MENUITEM SEPARATOR

Tocne mmmamtwﬁnmnmum, UX MOXHO MPOCMOTPETH B OKHE Mpef-
: mmhﬂommmmmenm&thWWBpmp&' -
nmpoaanm Htrwmﬁwnenm nmome o:pasmmcs,ayme OBHOBHTB HH-
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momocm "
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S22, Pe.qamﬁpoaaﬂue Aan NBMOROFI '

OTne/bHAs TIECHSI — 3TO PelaKTHPOBAHUE AMATIOrOBBIX OKOH. Tyr nocra:toqao
MHOTO KOMaHJI, i OTHCATh X BCE MPOCTO HEBO3IMOXHO. OTKpoiiTe pasnen Dialog
B JIepeBe PecypcoB W BBUIEJIUTE PECYpPC TOJ HOMEPOM 200 BH MOJKHBL ylmue'rs
JTMANOTOBOE OKHO B ﬁmymmm npmamrmn (pné 24) |

- Puc. 2.4. ﬂ{aocum mno T

Hnsi mepexosia B Pexum . pmmponanua momo suﬁpm 'MEHIO VlewerfEdit
Mode. Kon mnanorosoro okHa noja HomepoM 200 MoXio yBuIeTh B TUcTHHTE 2.2,
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200 DIALOG 50, 50,'194, 168 ’
STYLE DS_SETFONT | DS_3DLOOK | WS_MINIMIZEBOX | WS_CAPTION | WS_SYSMENU
MENU 118 : '

CAPTION “Phone Dialer"

FONT 8, "MS Shell Dlg"

{

CONTROL '"", 224, "STATIC", SS_ETCHEDHORZ | WS_DISABLED, 0, 0, 154, 1

LTEXT “&Number to dial:", 223, 7, 7, 90, 10 '

COMBOEOX 201, 7, 21, 90, 104, CBS_DROPDOWN | CBS_AUTOHSCROLL | CBS_SORT
| WS_VSCROLL | WS_GROUP

DEFPUSHBUTTON ‘*&Dial*, 1, 7, 38, 90, 14, WS_DISAELED | WS_GROUP

PUSHBUTTON "\n1", 202, 6, 62, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP ) !

PUSHBUTTON "ABC\n2", 203, 37, 62, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP

PUSHBUTTON "DEF\n3*, 204, 69, 62, 27, 20, BS_MULTILINE | NOT WS_TABSTOP

PUSHBUTTON "GHI\n4", 205, 6, 86, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP

PUSHBUTTON "JKL\n5", 206, 37, 86, 27, 20, BS_CENTER | BS_ MULTILINE |
NOT WS_TABSTOP

PUSHBUTTON "MNO\n6", 207, 69, 86, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP .

PUSHBUTTON "PRS\n7', 208, 6, 110, 27, 20, BS_CENTER | BS_MULTILINE |
NOT: WS_TABSTOP

PUSHBUTTON "TUV\n8", 209, 37,110, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP '

PUSHBUTTON "WXY\n9", 210, 69, 110, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP _

PUSHBUTTON "\n*", 212, 6, 134, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP '

PUSHBUTTON "\n0", 211, 37, 134, 27, 20, BS_CENTER | BS_MULTILINE |
NOT WS_TABSTOP

PUSHBUTTON “\n#*, 213, 59. 134, 27, 20, BS_CENTER | BS MULTILINE |
NOT WS_TABSTOP

LTEXT "&1-, 225, 109, zgﬂuzﬁ 10

3 3ax. 923
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PUSHBUTTON "*, 214, 117, 21, 63, 14,
LTEXT "&2%, 226, 109, 41, 7, 10
PUSHE w%, 215, 117, 38, 63,
LTEXT "&3", 227, 109, 58; 7, 10
PUSHBUTTON "*, 216, 117, 55, 63, 14,
LTEXT "&4", 228, 109, 75, 7, 10

PU we, 217, 117, 72, 63, 14,
LTEXT "&5*, 229, 109, 92, 7, 10
PUSHBUTTON "*, 218, 117, 89, 63, 14,
LTEXT "&6", 230, 109, 109, 7, 10
PUSHBUTTON "*, 219, 117, 106,

LTEXT "&7", 231, 108, 126, 7, 10

PUSHBUTTON "", 220, 117, 123,
LTEXT "&8", 232, 109, 143, 7,
PUSHBUTTON ", 221, 117, 140,

10

14,

BS_LEFT | WS_GROUP
BS_LEFT /| wsm
BS_LEFT | WS_GROUP
BS_LEFT | WS_GROUP

BS_LEFT | WS_GROUP

63, 14, BS_LEFT | WS_GROUP
63, 14, BS_LEFT | WS_GROUP

63, 14, BS_LEFT | WS_GROUP

OOpaBlIeHUe AUATOrOBOTO OKHA B oOLIEeM BH/E BBINISIANT CASAYIOWMUM 0bpazom:

n DIALOG X, ¥. W;,. h
STYLE ¢naru crTunen
MENU Homep MeHIo
CAPTION "3aronoBok"
FONT pasmep,
{

// 3neck upeT ONMCAHME BIEMEHTOB

}
rae:

"Hazssanue mpudpTa"

n — HOMEp pecypea;
x — NeBasi MO3NLMA OKHA;

y — BEpXHSS MO3MLMS OKHA;
w — UIMPHHA OKHA;

h — BBICOTA OKHA.

OKHa

HNanee unmer omucanue cruieit okHa (styie). Ecin okHO HMMeeT MeHI0, TO OHO
YKa3bIBAETCA B CHEAYIOLIEN CTPOKE KOMAHAOHf MENU Homep. 3aroJIoBOK OKHA
3anaerTcs KOMAHAOM CAPTION "Texcr saromoska". 3aTeM CJACAYET OMHCAHHE MC-
noassyemoro wpudra (pasmep/ums) U GurypHsie cKo6KM, BHYTPH KOTOPBIX Tie-
peyucisioTes aneMeHTel okHa. [laBaiiTe paccMOTpMM OMMCAHUE OCHOBHBIX 31€-
MEHTOB, KOTOPBIE BBl MOXETE BCTABJIATH B TEKCT OKHA.
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HaunnHas ¢ TpeThed BepcHM MPOrpaMMEl, MOABUIACE BO3MOXKHOCTh BH3YAJIbHOrO
penakTHpOBaHUs AMATOroBBIX OKOH. LISl 9TOT0 HYXHO CHayaia BIOpaTh PexXuM
npocMoTpa pecypea no ymonyanuio (meHio Viewer/Default view mode), a sarem
nepeiTH B peXHM penaktupoBaHusi (MeHio Viewer/Edit mode). B arom ciyuae
B OKHE MpPOCMOTPA PECYpcoB MOABUTCH MAHEIb CBOMCTB BbIOpAHHOTO 3MEMEHTA
OKHa. Bbl MOXeTe MBILIBIO JBUTaTh JII0OBIE 3JIEMEHTbI, U3MEHSATh MX pa3Mepsbl
U MPOCMATPUBATE CeaAHHEIE M3MeHeHUs (B TOM XKe MaHenau CBOMUCTB).

ENMHCTBEHHBIH HELOCTATOK BU3YAIbHOIO penakTopa — He/lb3sd H00aBIsATE KOM-
MOHEHTHI, B aToM ciyyae npuaercsa nucarb KOoI BpYYHYIO. DTO HE CTpallHO, ecin
HY>KHO 100aBUTH Bcero oauH pucyHOK. IlpuM 3HAYMTENBHOM KONWYECTBE HOBBIX
3JIEMEHTOB JIy4ille BOCIoab30BaThes nporpammoii Resource Workshop, koTopyio
MBI GylieM paceMaTpuBath rnosxe (em. pasd. 2.3).

NkoHkn

BTOT TUIT pecypcoB MO3BOJAET N100aBaATh rpaduueckue H300paKeHHA B AHATOr0-
Bele OoKHA. B npuHumne, 3deKTHBHOCTD OKHA HE YIY4IUASTCs, HO KpacoTy Ha-
BecTH MoOXHO. MKoHKH N06aBnsiioTca cieayiollei KoMaHIoi!

ICON N~ i, % ¥« h

HeobxonuMo 3anath Takue rnapaMeTpsl:

0 n — HOMep KapTuHKW B daitne pecypcos. M3obpaxkeHne ¢ TakuM HOMEPOM
yKe JAOJKHO cyulecTBoBathk. Hanpumep, B nporpamme Dialer ecTh 1Be MKOHKM
c HoMepamu 1 u 116, u moGoit n3 3TUX HOMEPOB MOXHO 3[ech MCMONB30BATE.
Jo6aBbTe HOBBIE MKOHKH MO CBOMMM HOMEpaMu W TIOTOM MCIONb3yiiTe B AHa-
JIOTOBBIX OKHAX;

0 i — uHAEKC, MO KOTOPOMY MporpaMma cMoxeT obpaiiatbesi K MKoHke. He us-
MEHSHTe 3TOT UHAEKC MpPU PeaaKTUPOBAHUM YXKEe CYLIECTBYIOLIEH KapTHHKH.
Ecnn Ber mobasnsere HOBYH WKOHKY, TO MOXHO YKa3biBaTh JI000e 3HaueHue
(kenatebHO, YTOOE! OHO He KOH(IMKTOBAIO C JAPYTUMU JeMEHTAMN B OKHE),
BCE PaBHO MporpaMMa He 3HAeT O CYLIECTBOBAHHWHM HOBOIl MKOHKM W He Oyner
K Hel obpauarscs;

0O x — nesad MoO3HLMA HKOHKH;
O y — BEpXH4s MO3ULIMUSI HKOHKU,
0 w — WMpHHA UKOHKH;

O h — BHICOTA HKOHKH.

Hagnucwu

Haanueu cyuiecTByloT Ui nob6aBieHust TEKCTOBBIX MOSICHEHWH K KAaKUM-Iubo
aneMeHTaM yripasienus. OHu oOBABIASIOTCS CIeAyIOIUM 00pazom:

LTEXT "Texct", i, X, ¥y, W, h

rae:

0 Texcr — TEKCT moanucy (yKaspiBaercs B KaBbIYKAX);
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0O i — uHAeKc, Mo KOTOpoMy nporpamma cMoxer obpamarkesa K noanucu. Eciu
Bbl PEIAKTHPYETe YXKe CYILECTBYIOULYIO HAIMHUCh, TO HE M3MEHsIATe TOT MH-
neke. [Mpu nobasneHHH HOBOH MOAMUCH MOXHO YKasbiBarh Jio6oe 3HAYEHue
(kenarenpHO, YTOOBI OHO HE KOH(IMKTOBAIO ¢ APYrMMMU 3JIEMEHTAMH B OK-
He), BCe paBHO MporpaMma He 3HaeT o cytucc’raoaauuu HOBOW HAaanucu u He
Oyner K Heil obpaiiarses;

0O x — /eBas NO3NLUKUA HAILMUCH,

O y — BepxHdAs MNO3WLKA HATNUCH;
0 w— WUpHHA HALMHCH,

00 h — BeICOTA HALIHCH.

KHonkn

[To HaxaTHIO KHOMOK BEINOAHMIOTCA Kakue-jnubo komauasl. Yaime Bcero Mbl Mx
BUAMM B JMANOTOBLIX okHax (Hanpumep, Ja win Ormena), Ho OGbIBAIOT KHOINKH
/ISl BbI30BA CTIELMATH3UPOBAHHBIX HHCTpYKUHKit. VX obbsBieHne BLIDIAANT Clié-
nyloummM obpasom:

PUSHBUTTON "Texcr", i, x, ¥, w, h, omamu

Heobxoaumo 3agarh:

O Texcr — NMOANMCH HA KHONKE (YKa3bIBAETCs B KaBbIYKaX);

0 i — MHAEKC, N0 KOTOPOMY MporpaMMa cMoXer obpaiarbest K KHonke. I1pa-
BHJIA €T0 3aaHUs TAKME Xe, KaK /Uil MKOHOK M HaINNCEii;

00 x — nesas MO3MIIMS KHOMKH;
0 y — BepxHsis MO3ULIMS KHOMKH;
0 w — WHUPHHA KHOIIKH;
0O h — BelCOTa KHONKH;
0 ¢naru — OMUCHLIBAIOT CBOMHCTBA KHOMKH, X MOXET ObITb MHOTO, M OHH Tepe-
YUCHAIOTCS Yepes passenurens "|". Bor ocHOBHbIE:
e BS_CENTER — HaAMMUCh pacrnonaraercsa no LUEHTPY; |
* BS_LEFT — TeKCT OyHeT npuxar K JIEBOMY Kpaio;
¢ BS_RIGHT — HAANMCh BbIPABHHBAETCS MO MpaBoMy Kpaio;
¢ BS_MULTILINE — TEKCT MOXeT ObiTh MHOMOCTPOYHBIM;
. WS_DISABLED — KHOIKa OTKJIIOMEHA]
® WS_GROUP — KHOIIKa CrpPYNNHPOBAHA ¢ IPYrHMH KHOMKAMM HA OKHE.
Kocmertuka

Jasajite nonpobyeM BOCNONBL3OBATECH MOMYUYEHHBIMH 3HAHMAMM HA MMPAKTHKE H
MpOU3BeJeM HECKOJIbKO KOCMETHUECKHMX OnepaliMii Han oKHOM auaiora. Bo-nepsbix,
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Ecnu Bac yeTpamBaer pesyJibTar Ballero TBopyecTsa (puc. 2.5), TO MOXHO HaXaTb
- <F8>, 4yTobbl OKOHuATENBbHO 3anucaTh pecype, a notoM <Ctrl>+<8>, ytobsr co-
XPaHUTh Bech Qailir.

2.2.3. PepgaKkTupoBaHue CTpok
M aKkceneparopos

B pasnene String (cM. puc. 2.2) XpaHaTcs CTPOKH. DTO MOTYT ObITh pasauyHbIe
cooOlLIeHus, HA3BaHUsT UK MPOCTO TEKCT, UCIONb3yeMbIi nporpammoit. Beienu-
Te N1000H pecypc B 3TOM pasfeNne W nepeiure B pexXuM pelakTHpoBaHUs (MeHIO
Viewer/Edit Mode). Paccmorpim Ha nmpumepe 57 pecypea, Kak BBITISANUT €ro Wc-
XOIHBIN KOJ:
STRINGTABLE

{

901, "Dialer"

902, "Phone Dialer"

}

Bce HauuHaetcs ¢ kmoyeBoro ciosa STRINGTABLE. [locie Hero uayr durypHsie
cKoDKH, B TEJIE KOTOPBIX OMUCBIBAIOTCHA CTPOKH B BHIE:
Homep, "Crpoxa"

Homep — 3TO YHCJIO, 110 KOTOPOMY NporpaMMa HaXoAMT HYXHYIO cTpoky. Ero ma-
MEHSITh HE PEKOMEHIYyeTcs, T. K. 3TO MOXET cKasaThcs Ha CTabMIBHOCTH TpO-
rpammbl. Cam ke TeKCT 3amaercsi nocje 3ansToi B KaBblUKax, M ero MoxHo 06e3
npobjieM MEHATH KaK YroaHo.

Akceneparopsl  (paszaen Accelerator) — 3T0 CHMCOK rOpAYMX KJIABHIU, KOTOpbIE
WCronb3ylorTes B nporpaMme. Ecayu Bac 4To-TO He yCTpaMBaeT, TO MOXHO JIErKO
M3MEHUTH HA Gojiee yIoOHBIN BapUaHT, JaXKe €CH CMEHA KJIaBUII He MpeaycMoT-
peHa.

B nporpamme Dialer Tonsko oanH Habop akceneparopos nox Homepom 117. Bei-
[eJIATEe ero, U B OKHE peflaKTHPOBAHHUS YBUIUTE CIEAYIONINN KOI:

214: "Ale+l"

215: "Alt+2"

216: "Alt+3"

1003: "Shift+Ins"
1001: "Ctrl+x"
Onucanue aKcejlepaTopoB MOXoXe Ha omnucaHue crpok. Brauame uuer koxu, no

KOTOpOMY lporpaMma HaxoIWUT HYXKHOE COYETaHME KIIaBHLI, a MOCJIE ABOETOYMSA
B KaBbIMYKaX YKa3bIBAETCHA caM aKceleparop.
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2.2.4. PegaktupoBaHne usobpaxeHui

B pecypcax MOXeT XpaHUThCS JIBa THNA U30bpaxeHuil — ukoHku (pasnen Icon) u
kaptiHKU (pasgen Bitmap). PaGora ¢ oboumu dopmaramu MpoOUCXOOUT OIMHAKO-
BO, [MOCEMY U paccMaTpuBaTh ux GymneM Kak OiuH.

B nporpamme Restorator HeT BCTPOEHHOro rpa)uM4eckoro peiakTopa, Mmo3ToMy
MPUXOAUTCS UCIONB30BATh 000 Apyroit, uMmeloluiics Ha komnsiotepe. Ho mist
Hayajia Hy>XHO COXpPaHUTL pecypc B oTAeabHOM daiiie. [Uisi 9TOro MIeJIKHUTE IO
rpacduyecKoMy pecypey rnpaBoif KHOIMKOI MBI U B-TIOSBUBLIEMCS MEHIO BhIOEPH-
te nyHkT Extract/Extract as "Vmsa daiina”. BmMecto Homepa Gyner crosiTh peaib-
Hoe ums pecypca. [Nepeiinure Ha Bianky File Browser, 1 31ech Bbl YBHIHTE CO3-
MAHHBIA ait,

Tenepp Bbl MOXeTe MOAKOPPEKTHPOBATH €ro, a 3aTeM MOAKIIOYUTh OBpaTHO
K pecypey, [Ulsl 4ero CHOBA LUENKHYTh MPaBoil KHOMIKOW MBILIK ¥ B MOSIBUBLIEMCS
MeHIo BbiOpaTh Assign/Assign to. B nmosiBuBleMcs CTaHIAPTHOM JMAJOre OTKPBI-
Tust aiina Bl JOMKHBI HAUTH M BBIGPATh OTPENAKTHPOBAHHYIO BEpCHIO rpaduye-
ckoro daiina. 3

s pepaktupoBaHus usobpaxeHuil ua pasnena Bitmap nomoitner nobas rpadu-
yeckas YTHINTa, B TOM YHWC]Ie M BXoAasuias B nocrasky Windows nporpamma
Paint. [Ing paGorsl ¢ mkoHkamum B OC Windows Hudero Her, IMo3TOMY 3[€Ch
MOXHO BBIOpaTh OJMH U3 CAEAYIOLIMX CrIOCO00B:

1 HaiTH XOPOLIYIO MPOrpaMMy Ut peIaKTUPOBAHUA HKOHOK;
0 npocTo 3aMEeHATh HKOHKHM MPOrpaMMBbl HA CBOM.

51 vaure Mcrnoak3yio BTopoil crnocob, MOTOMY YTO pUCOBAThH He yMelo, M JaXe ca-
MBI JIYYILHH pelaKkTop MKOHOK HE NMOMOXET MHE CO3[aTh YTO-IM00 KpacuBOe.
Xopoio, uro B MHTepHeTe ceifyac AOCTATOMHO MHOrO TOTOBBIX M Ipodeccuo-
HAJTBHO CHENaHHBIX MKOHOK. Kakue-T1o M3 HUX MJaTHbIe, a 4acTh — HET, HO Jaxe
fecrurarHble BapHaHThL ObIBAIOT OYEHb XOPOLIETro KayecTsa.

2.3. BusyanbHoe pefjakTupoBaHue pecypcoB

PenakTuposaTh B Kofax He Tak YK M CIOXHO, HO ecTh crnocob myqiuie. B pasd. 2.1
A YXKe YrNnoMuHAN, 4ro cyuectsyer nporpamma Borland Resource Workshop
(BRW), koropasi moctapisiercsi ¢ HEKOTOPBIMH $I3bIKAMM NpPOrpaMMHUpPOBaHUA
¢upmset Borland, nanpumep, Borland C++ wiu Borland Pascal.

XoTs MojaepKKa O CTOPOHBI MMPOU3BOAUTENS He MPOM3BOAMTCS M AABHO HE
6but0 OGHOBIEHMH, Mporpamma He ycrapena. C nomoutsio BRW moxHo penak-
THPOBATb MpakTHYecKH Jo0bIe daiiiibl, conepxanine pecypcsl, HO TOJIBKO ECiIH
oHM B craHzaptHoM dopmare Windows (Borland C++ uam Visual C++). Bro
3HAYMT, YTO mporpammsel, HanucanHeie Ha Borland Delphi, pearakTupoBaHuio He
IMOJLIEXKAT.
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Eavncrsensbiit Henoctarok BRW — nporpamma nocrasinsiercst TonsKo B cocrase
cpen paspaborku. OTaeNbHO NPOAYKT HE TPONAeTCs, ¥ CKa4yaTh €ro ¢ caifta npo-
M3BOUTEIS HENb3A.

[Mocne ycranoBku u 3anycka Borland Resource Workshop Bel yBuauTe oKHO,
B KOTOPOM €CTh TOJIbKO MEHI0 i mycras pabouasi obnactb. YToObl OTKPEITE (aiin,
HyxHO BbiGparh meHio File/Open project (Daitn/OTkpuiTh npoexr). [Mepen Bamu
MOABUTCH OKHO, KaK Ha puc. 2.6. OHO He cOBCceM CTAHIAPTHOE W HE MOMIEPXH-
BAeT UIMHHBIX uMeH Windows, HO MPUBBIKHYTH K HeMy MOXHO, B Beimanaouiem
cnucke File type (Tun daitna) HyxHo npasuibHo BbiOpath TN daiina, ¢ Korto-
pbiM BBl cobupaeTech paboTaTh, HHAUE ero He OKAXETCA B fepeyHe.

Besnient 3a orkpbiTHem daitna paboyast obnacth MporpamMMmbl PazneTMTCA Ha JBE 4ACTH
(cMm. puc. 2.7): B JIeBO# NOJIOBHHE OTOGPA3UTCS ICPEBO PECYPCOB, KOTOPBIE €CTh B Mpo-
rpaMme, a Npasas BbUIE/ICHA VIS MPEIBAPUTEILHONO MPOCMOTPA UX COIEPIKUMOTO,

Jlns nepexoja B pexXuM pelakTHPOBAHMS pecypea AOCTATOMHO [IBAXKIbI LIEIKHYTH T10

HEMY, M OTKPOeTCs BHM3YaIbHBIN PElakTop, KOTOpbiff 3aBUCHT OT THNA pecypea. [la-
BaiiTe Ha NpUMepe Bee Toit ke nporpammsl Dialer paceMOTpuM, KaK 3T0 NMPOUCXOMIMT.

2.3.1. PegaktuposaHue MeHio

JBaxbl WEJIKHUTE 10 eIHHCTBEHHOMY pecypcy MeHio ¢ Homepom 118, u nepen
BaMM PacKpoercsi OKHO, KaK Ha puc. 2.8.

| MENUITEM ‘Eua
| —End Popup__

l
{--

- R SST RN SSRGS WNCR JISET ST R

Puc. 2.8. OkHO peaaKTupoBaHus MeHio
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IMocMoTpuM, M3 Yero COCTOUT PelakTop PEeCYPCOB M YTO OH HaM Mpelaraer.
1. Cnpasa BBEpXy pacmojiaraeTcsi MpOTOTHI MEHIO (BU3yalbHOE OTOBpaxeHue).

2. CnpaBa BHM3Y HAXOAMTCS TO Xe CaMOe MeHIO, TOJbKO B Bume Tekcrta. Ko,
KOTOpPBIi TMOKA3aH 3[eCh, MIEHTUYEH TOMY, YTO MBI PACCMATPUBAIM TPH U3Y-
yeHWH nporpammei Restorator (em. pazd. 2.2).

3. Cnesa BEIBOISTCS CBOWCTBA BBIIEJIEHHOIO NYHKTA MEHIO.

st yKazaHHs TIOAIEXAIUEro pefakTHPOBAHHIO 3JMEMEHTA MOXHO TMONb30BATHCSA
KaK BH3YalbHBIM MEHIO, TaK M TeKCTOBBIM. [1pocTo BhIIENSieTe HYXKHBIH MYHKT U
MoauduIMpyeTe CBOMCTBA.

Kakue cpoitctBa Hamo MensiTs? IlepBeIM HenoM HyxXKHO oTpemaktuposars Item
Text. D10 Teker, KOTOpHIH Gyner oTobpaxkaTthesi B MeH10. Moxere ele nomnpa-
BuTh Item Help — noxckaska, nosisisiomasicss B ctpoke cocrosHust. Hu B Koem
ciyyae Henb3da Tporars noje Item id, moromy uTo 31O MIAEHTH(hHKATOP, 11O Koro-
poMy mporpaMma MoxeT o6pallaTbesi K MyHKTaM MeHIO.

2.3.2. PepaktuposaHne OKOH uanoros

Hdpaxapl wenkHure no moboMy pecypey DIALOG, u BBl nonanaere B BH3yalb-
HBIl pefakTop AManoroBbiX oKoH (puc. 2.9). Takue (MM MOXOXHE) PeAaKTOPBI
CYUIECTBYIOT B COBPEMEHHBIX Cpefax MporpaMMHpOBaHHMsA. YK€ IaBHO HUKTO He
CO3/deT PeCypchl BPYUHYIO.

3meck Bbl MOXeTe 100aBATh KAPTHHKH W TEKCT Ul YKpalleHus Jiobumoii npo-
rpaMMbl. BocnoneayiiTeck Ui 9TOrO KOMIOHEHTAMH, KOTOPEIe HaXDI[}ITCH B Ma-
jsenbkom okotrke Tools.

Vianark s1eMeHThl M3 OKHA HE peKOMeHiyeTcs, MOTOMY YTO 3axoyeTcss (Kak
Beeraa) u3baBUTECS MMEHHO OT TOTO, YTO MOXET MOBIMATL HA paboTy MPOrpaMMmsi.

Jlns u3MeHeHUsl YKe CYLIECTBYIOLUEro TeKeTa HYXXKHO MPOCTO ABAXKIBI LUEIKHYTh
no HeMy, W Iepell BAMU MOSBUTCA OKHO IUisl PElaKTHPOBAHHS CBOMCTB TeKcTa
(puc. 2.10). 3nech BaM HyXHO noxnpasuth 3arojosok Caption, uro6bl Hammych
3acHsiIa HOBBIM coiepXaHueM. fl moa HacTpoeHue M0G0 MEHATh BCe Ha3BaH s
MHOTJA Bech TEKCT Aealo B G1aTHOM cTHiie, 2 MHON pa3 — HCNOAb3YIO IycapCKuit
KaAproH.

Ha puc. 2.10 B pasnene Control type MOXHO yBHAeTh MHOXECTBO HacTpoeK. Onu-
CBIBaTh MX Bce 5 He Oydy, HO PEKOMEHOYI0 TMOMIrparb ¢ 3TUMU HACTPOMKamM,
M BBl HA NMpakTHKe NnosHaere 3ddexT oT Kaxnon U3 HUX.

Ec/iu B HAAMUCH TIPUCYTCTBYIOT KaKue-HHUOYdb HEMOHSATHBIC 3HAYKM THNA 3Be3/10-
YeK, YepTOUeK WIH €lle Yero-To Ha MEpBblid B3MIsL HEHYXXHOrO, TO HE TOPOIUTECH
310 yaansTh. TeM Oojee, eciy 3THX CUMBOJIOB HET BO BPeMsl BBIMONHEHWS Mpo-
rpammbl. Hekoropble uyno-nporpaMMHCThl (KOTIa He XBaTaeT MO3roB @) Ha4YMHAIOT
MCMOJb30BaTh 3HAKH, KOTOpPLIE NMOTOM NMOAMEHAIOTCS BO BPEMSA HCHONHEHMWA. Eciau
Bbl yIANUTE 3TY WIHGPOBKY, TO MporpaMma MOXeT JaXe He 3aImyCTHTHCS.
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Puc. 2.10. BuayanoHbiil penaxTop Tekcra B AManorosbix OKHax
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2.3.3. PegaktupoBaHue CTpokK

B pasgene STRINGTABLE (puc. 2.7) HaxoasTcsi HabGopsl CTPOK, KOTOPBIE MbI
yXe Buaenu B nporpamme Restorator B pasaene String (puc. 2.2). JABaxabl 1e/nK-
HUTE 1o JI060 CTPOUKe, M Mepel BaMM OTKPOETCS OKHO peaakropa — Tabiauua,
COCTOALLAA M3 TPEX KOJIOHOK:

1. 1D Source.

2. 1D Value.

3. String.

TlepBble 1Be KONOHKM — 5TO HOMEpA COODIIEHMI, M WX MEHSTh Helb3si. Bac
B OCHOBHOM OyJeT MHTepecoBaTh TPEThfi KONOHKA, B KOTOPOM XpaHUTCH cam

Teker coobutedusi. [lpocro IeAKHUTE MBILBIO (S MHOMA TOBOPIO KPBICOit)
B HY’KHOH CTPOKE M BBOAWTE CBOE ONMCaHHE,

2.3.4. PegakTupoBaHue nsobpaxeHui

Camoe npocroe — penakrupopaHue pecypcoB u3 pasgena ICON unu BITMAP,
T. €. KapTHHOK. Jlts npumepa 1enkHure aBaxasl no crpoke 1 B pazgene ICON,
M repel BaMH OTKpPOETCS OKHO BbIOOpa MKOHKHM: MX IBE, HO PasHOro pasmepa
(32%32 1 16x16). JIBaxusl meakHuTe 1Mo a06oi U3 HUX, W Bbl MOMajeTe B po-
croit rpaduyecKuit perakrop.

16 16 16 Cokrs

ElICON:1 32X 32 16 Colors

Puc. 2.11. BeTpoeHHblil rpaduyecknii peaakTop
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Korna Oynere penakTupoBarh KapTUHKY, He B3AyMaiiTe U3MEHSTbL €€ MapaMeTphl.
B HEKOTOpBHIX ciyyasX 9TO NPOMAET HE3AMETHO, A WHOTAA MOXET MOBIMSATH Ha
cTabuibHOCTDL TporpamMmbl. Tak 4YTo ecli 3aXOTUTE MOJHOCTHIO CMEHUTh KAapTHH-
Ky, TO JejaiiTe ee Takoro xe pasmepa.

U elue, KapTUHKH B pecypcax He MOryT UMeThb m1yOuHy Gosnbiie 8 OMT. DTO 3HAUMT,
YTO Bbl HE CMOXKETE Pasry/IsAThCs B LBETOBOI MATUTPE, MOTOMY YTO OHA OrpaHUYeHa
256 useramu. B GonblivHCeTBE ClyyaeB M3MEHEHHME KOJIWYECTBA LIBETOB HE CKAXET-
csl Ha paboTe MporpamMMsl, MO3TOMY €C/IM BAC HE YCTpaMBaeT KayecTBO KapTHHKM,
BOCTIO/Ib3YiiTECh OKHOM YCTAaHOBKM HACTPoek M300paxenus (puc. 2.12), naxas me-
Hio Bitmap/Size and attributes (Kaprunka/Pasmep u a’rpuﬁym)

Puc. 2.12, Hactpoitkn usobpaxeHus

U3sMmeHsiiTe 31€Ch TOABKO KOJMMyecTBO LBeTOB. Kak s yxXe ckasain, MHOTHE Mpo-
rpaMMbl YYBCTBHTE/IbHBl K HM3MCHCHHIO pasmcpa (ocobeHHO npu yBeiuvernu
MPOrpaMMa MOXET He BbIIENWTH JOCTATOYHO NaMATH JUISL 3arpy3KM KapTHHKH).
Komripeccuio u ¢opMa1' (Compression u Format) nzobpaxenus jydiie nooﬁme
HE TPOraTh.

2.4. Tembl Windows XP

B 21. ] MBI yXe HemHoro mosxakomuwinch ¢ Temamu Windows XP u Hayuunnch
MX PEeaKTHPOBATH C MOMOLIBIO CHEUNATH3UpoBaHHbIX nporpamM. Ho B atom
clydae Mbl CBA3AHBI OTPAHHYEHHBIMH BO3MOXHOCTSMH MCTONb3YEeMON YTHIMTEI
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(a rpadmyeckuit MOTEHUMAN paccCMOTpPeHHOI paHee nmporpaMMsl StyleBuilder M-
HUMAJIeH), M TEMbl MOMYYaloTCs CAMIUKOM mpocThiMK. Takoit crocob Tpebyer
JIOTIONHUTENBHON yeTaHoBKM nporpammbl StyleXP wiu 3amensl cucreMmHoro daii-
na. HamHoro nydiiie co3fars TeMy BpyYHYIO M MTOJTHOCTBIO coBMecTUMYyto ¢ XP.

Temsr xpansitest B nanke Juck:\Windows\Resources\Themes. Otkpoiite ee u no-
cMoTpHTe Ha comepxumoe. Ha nepsbiit B3mIsn, Nanka BuIVISUIAT TAK XKe, KAK W B CTa-
poit Windows 9x. Bce te xe Oecnonesnsie aitisl ¢ paciuupeHuem theme
U ellle Kyda HeHYKHBIX Manok.

B nupexropun \Luna nHaxomarcst Bce HeobGxomumele hailiibl IS CTAHIAPTHON Te-
Mbl XP. [lasaiiTe rasgHeM Ha Hee... A 9To 4TO 3a "4yyzno B nepesx” — luna.msstyles?
Yro-To s Takoro paciuupeHus B ctapoM Windows He Buaen. Hamo nosHakoMuThb-
cst ¢ aTuM cdaitmom mobmuxke. Koraa s mepBeiif pa3 3aMeTus €ro, To HeMeUIeHHO
nporsiaeNn couaepxkumoe B pexnme npocmorpa (B Windows Commander s Haxan
<F3>). Cpasy Gpocuiock B j1asa, 4To mnepsbie asa Gaiita — aro "MZ". Takoe
HayaIo roBOPUT O TOM, YTO 3TOT daitn ckopeil Bcero umeer GalT-Kon, Kak y uc-
nonHsiemsix caifzioB. Onyckaio r1aza YyTh HUXE M BHXKY 33aBETHYI0 HAAMMCH:
"This program cannot be run in DOS mode.", 3Hayur, daitn luna.msstyles He
NPOCTO COMEPXKNUT OANT-KOI, HO ¥ MOXET BBINNONHATHECS WIHM, Mo KpaiiHeil mepe,
MMEET CXOXYIO CTPYKTYPY.

Kak ussectHo, moboit uenonHsembii daiin win DLL-6ubanoreka moryr cozep-
KaTh pecypchl. Sl MOHAXEsUICA Ha 5TO M MONbITANCS OTKPBITH daitn B mporpamme
Borland Resource Workshop, MeHsi xnano paszouapopaHue, noromy uro BRW
npocto "BLIOMIO U3 Koleu", W OH BbIIAN cCHCTeMHYIO OWMOKy. CkasbiBaeTcs 10-
TMOTOMHOCTh U 3aNYUIEHHOCTE MTPOrpaMMBl.

[MoBTOpsI0 MOMBITKY € MOMOILBIO MporpaMMbl Restorator, U "moner nmpouen Hop-
ManbHO", EXWHCTBEHHOE, YTO HANO CHejaTh — B OKHE OTKpBITHA daitna, B mose
Files of type BeiOpare u3 Beinagawouero crucka All files. [Tpocro nporpamma He
3HaeT pacluupeHus msstyles 1 He oToOpasUT HeoGXomMMBIH dail, Mo3aTOMY HYX-
HO TMOMPOCHTH MOKA3bIBaTh BCE.

S ne omrubesa. B arom dhaiine aeiicTBuTeNbHO MOMHO pecypcoB. [locmorpute
Ha puc. 2.13, rae npexncraBneHa cTpyktypa daiina luna.msstyles. Tiians Tonbko Ha
ee 3aroJIOBKH, MOXHO [OHATh, YTO 9TO TO, YTO MBI Mckamu. OTKpoiite BeTKy
Bitmap u nocmotpute Ha ee comepxumoe. Ha puc. 2.14 nokasaH ofiMH M3 MyHK-
TOB. 3TOH BETKM, Fe HAXOAATCS PHUCYHKH, KOTOpPBIE MCIOIB3YIOTCS Ui orobpa-
xeHus anemenTa ynpasiaenus CheckBox (¢naxok).

Hasaitte mopaGoraem, Hanpumep, Han sneMeHToM yrnpasieHus CheckBox. [lis
aroro B pasgene Bitmap Ham noHanobsates daitnet BLUE _CHECKBOX13.bmp,
BLUE_CHECKBOX16.bmp, BLUE_CHECKBOX25.bmp. 310 rpymnimsl u3obpa-
JKeHH 3Toro KOMIOHEHTA pasHoro pasmepa.

Tenepb npaBoit KHOMKOW MBILLM IHETKHUTE 110 NIEPBOMY MX 3TUX IMYHKTOB W BhlGepuTe
B TiosiBUBLLEMcs MeHio rmyHKT Extraxt/Extract as BLUE_CHECKBOX13.bmp. Haii-
jwre aror daiin B okHe File Browser 1 uaMerute B moboM rpadmueckoM penakrope.
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Sl st npoCTOTHI HAPUCOBA BEPTHKAILHYIO JUHHUIO BIOTb Beero pucyHka. s 3a-
TPY3KH OTpelaKTUPOBAHHOro haita cHOBA LIEJKHHUTE MPaBoil KHOMKOH MO COOT-
BETCTBYIOLLIEMY pecypcy U Beibepute nyHkT Assign to BLUE_CHECKBOX13.bmp.
AHAIOTHYHBIM 00pa3oM MOXHO MOCTYMUTb U C ABYMSl APYTUMH PUCYHKAMM LIS
9TOF0 KOMITOHEHTA.

Kak Tonbko 3akoHYMTe pefakTHUpoBaHHe, coxpaHuTe dain luna.msstyles momx Ho-
BoiM umeHem (Menio File/Save as) u ckonupyite HOBBIt haitn B nanky
Huck:\Windows\ Resources\ Themes. YtoGb! ycTaAHOBUTHL €ro B CHCTEMY JOCTATOY-
HO Mpocto 3anycTuTh Gaitn luna.msstyles, kak mobyi0 Apyryio nporpammy, M
NPUMEHHTL HOBYIO TeMy. EciM BO3HMKHYT MpobieMbl C 3aMycKOM, TO BoMaHTe
B cBoiicTBa auciues u Ha 3akianke Themes (Temsbi) BeIOepuTe B BBINANAIONIEM
cnucke Theme (Tema) nynkt Browse (O63op). B mosiBuBlieMcsi OKHe BeIOEpHTE
OTpeNaKTHPOBAaHHBIN daiin 1 HaXMUTe KHONKY OTKpPBITD.

Ha puc. 2.15 nokaszaHo okHo csoiicT nporpammsl Windows Commander, B ko-
TopoM oueHb MHOTO KomrnoHeHToB CheckBox, u ecin He rmogBeier nevyars, TO BbI
CMOXeTe YBUIETh, YTO BCE OHU IMepeyepKHYThI MOJIOCOil.

-

Cunfi?uratinn

o | I Pocke: | Zippacke | Tabatop
Layout | Upelatm | Display | Language | EditMiew | Font

~ Screen layout s
[E| Show button bar

[FF] Show drive buttans
[F] Show two drive button bars (fixed width, abnve file windows)
[¥] Flat icons

[¥F] Show drive combobox

[¥] Show gurent directory

[] Show tabstop header

| [) Show status bar

" [F] Show command fire

- [ Show _[mctmn key buttons

I_.__.....___._ e ———— e

| [FF] Flat user interface (button bar configured separately)

it i —

£ ok J| cancel || Hep ]I Ak

Puc. 2.15. OkHo ceoiteTe Windows Commander
C nepevepkHyThiM KomnoHedToMm CheckBox
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Takum obpa3oM, MBI MOXEM CO31aTh CBOIO TeMy HA OCHOBE CTaHAAPTHOMH, M OHa
Ge3 npobGniem Gyaer ycTaHaBAMBATLCSA B CHCTEMY.

Cosnanue HOBOW TEMbl C MOMOILBIO PEAKTOPA PECYPCOB JAOCTATOMHO CIOXKHAs,
He ovens ynobHas W KponoTiusas npouenypa. HykHo coxpansats KaKabii pucy-
HOK B OTAE/JIBHOCTH, PEJAKTHPOBATH €ro B rpaMueckoM pemakTope, a MoToMm
cHoBa 3arpyxatb B (aiin pecypcos. Ho 3ato BBl cMOXeTe co3naTh MpeKpacHble
TeMbi, He TpebylolLMe JONOMHUTENBHBIX NpuMotexk THRa StyleXP. IMpocto konu-
pyere B OC apyroro KoMnbiotepa cBoii (aiin luna.msstyles n ucnonsayere. Kera-
TH, UM ailia MOXHO MEHATb, U, YTOOLI He GbLTO NPOG/IEM, i HA3BAJ €r0 B CBO-
eil cuereme X. mmtyles Bor Tak y Mens nossuaach aﬁcmnomo HOBAs 'reua.

2.5. Boiau npaBunbHoO

Tenepb MOCMOTPHM, KAk MOKHO WIMEHHTH NPOTPAMMY BXOJIA B CHCTEMY. Mt 3arpo-
nem Tonbko Windows XP, rotomy 4to 3sech il BXOAA Bbinl oTe/bHAas
nporpamma, mmpaa BBIIJISUINT JIOCTATOUHO CHMIIATHYHO, HO U ee uoxmo UIMEHHTD.
BWmdows%npanaHa onnscnmnyﬁunn umhu@unpocmm ﬁnplfcumu-
Terrmuenporyamﬂ{(ﬁm He HyxHbl, 1 B Windows NT/2000 icronssoBanoch npo-
croenaanomme Gﬁho KOTOpOE BbI3BIBAIOCH 110 HAKATHIO <Ctﬂ>+<Alt>-¥<ml>

Puc. 2.16. NMporpamma logonui.exe nog HOXOM pectoparopa
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Korna xomMnbioTep yxe sarpyxeH, repel HaMH MOSBISIETCS MPUIIAIIEHHE B CHC-
TeMy (BEIOOp TMoONb30BaTeNIs1 M BBOX TAPOJNsS) — 3TO BBIMOJHAETCS TporpaMmmMa
logonui.exe. JInyHo MeHs1 BHELWIHUH BUI 3TOI MPOrpaMMBbl yXKe J0CTaNl, 4 Belb ce
HE TaK YX CIIOXHO OTpPeaakTHpoBaTh. Bbl, HaBepHoOe, AOTAlalNCh, YTO CaMOe MH-
TEPECHOE HAXOJMTCH B pecypeax, a ¢ HUMM Mbl paGoTaTh YMEeM.

IMpexne yeM HauMHATL peAaKTHpPOBaTh, He 3abylnbTe CHEAATH PE3EPBHYIO KOMHIO.
A nydiie mocTynuTh CleaylouuM obpasoM: ckonuposarh (aitn nog ApyruMm mume-
HEM ¥ M3MEHSITh ero. YyThb 1mo3xke MBI YBUINM, KAK HAYyYWUThb cucTeMy OpaTh Haul
daiin, a He cucTeMHBI logonui.exe.

Hrak, oTKpbIBaeM MpoOrpaMMy C MOMOLIBIO YTWINTHL Restorator ¥ cMOTpHM, 3
yero oHa coctout (puc. 2.16).

2.5.1. PucyHku

B paznene Bitmap cripsitaHbel Bce MHTepecyloume Hac KapTuHKU. Ilon Homepom
100 Haxonutes don akpana. Eciu mocMoTperh Ha 3TOT PUCYHOK, TO Cpasy U He
Joragaeurses, YTo 310 GoH, moroMy Yro OH MMeer pasmep 219%207. Jra kap-
THHKA pacTArMBaeTcs, a TaKk KaK B Heil MCHoMb30BaHbl MIABHbIE MMEPEXO/bl LiBe-
TOB, TO AaXe Nnpu OonblioM MacliTabMpoBaHMKM KApTHMHKA IMOAYYaeTcs AOCTATO4Y-
Ho npusiTHo#. Ho Bee ke oHa He Tak Kpacusa, Kak Xorenoch Obl.

A crano GeiTh, Gepem ni06yio kKapTuHKy B BMP-dopmare. XenarenbHo, 4Tobbl ee
pa3Mep COOTBETCTBOBAJ pa3pelieHMi0 3KpaHa, Aabkl cHCTeMa He 3aHUMAIach
TUUHUM MacluTabupoBaHWeM W He TPAaTHIA Ha 9TO Pecypehbl MPHM 3arpyske mpo-
rpaMmel. ¥ MeHsi paspemienue 1024x768, u s MOArOTOBMJI PUCYHOK MMEHHO Ta-
KOTO pasmepa.

3a cuer GonbUIOrO PUCYHKA pasmep HcronHsemoro caitna logonui.exe Moxer
YBETMMUTLCH M AOCTUTHYTH 2—3 MOGaiiT. D10 HOpManbHas peakiusi Ha yBeluve-
HWE pecypcoB, NOTOMY YTO B HUX HE IIPOMCXOIAMUT CXATHE.

Teneps Boinesiem pecype rnon HomepoM 100, wienkaem npaBoil KHOMKOM MbILLIH
1 BoIOMpaeM MeHIo Assign/Assign to. B orkphiBiuemcsi oKHe Haiaute Baur bmp-
pucyHok u Haxmute OK.

B npuHumune, Ha 3ToM MOXHO 6bUTO GBI 3aKOHYUTH pelakTUpOBaHUe, HO He ¢o-
HOM €IMHbBIM XMBET [porpaMMa xoza B cucremy. EcTb elle Han 4em moTpyanThb-
cs. KapTuHOK onmATH-TAKM MHOIO, M BCE MX MOXHO M3MeHWTb. OOBsCHIO, LIS
4ero HyXXHbI OCTaBILUIMecs PUCYHKU:

0O 102 — nose BBOAA MApOJIA;

O 103 — kHOMKa co CTPEJKOI LIS BXOAA B CHCTEMY,

0O 104 — akrusHas KHOMKa jUis Bxoaa B cucreMy (103);
0 105 — KHOMNKa BbI30BA ITOMOIIIN;

O 106 — akTUBHasl KHOMKA BBI30BA MTOMOILLIN;
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107 — xHOMKa BHIKTIOYEHHS KOMIBIOTEPA;

108 — crpesnika BBepx;

109 — cTpesnika NPOKpPYTKH BHH3,

110 — crpesika NPOKPYTKH BBepX;

111 — nosnoca NPOKpPYTKH;

112 — none w1a BEIGPAHHOrO MOJIBL3OBATENS;

113 — nose Wi UKOHKH,

114 — uKOHKa IS NONb30BATES [0 YMOIYAHHIO;
119 — none /1t MKOHKM BLIIEEHHOTO MONB30BATES;
121 — KHOMNKa /U184 BBIKIIOYEHUs KOMMBIOTEpa;

122 — crpesnka Beepx,

123 — npuMeHeHHe HeU3BECTHO;

124 — BepTUKanbHAs JHHUS PA3NENIUTENS;

125 — nuHMsI, KOTOpasi pacTSHYTa 110 BEPXY KpaHa;
126 — nuHus, KOTOpasi PacTAHYTA MO HU3Y 5xpaua;
127, 128 — ropu3oHTaNIbHBIE PA3ACTUTEH.

Jnsi HEeKOTOPBIX KAPTHHOK HOMepa SIBAAIOTCA Heobsi3aTe/IbHLIMM, TOYHEE CKA3aTh,
ecThb CKPHMINT, B KOTOPOM 3TH HOMepa MOXHO u3aMeHuTb. Ho s He pekomenmyio
3TO JeNarb, a NpU HeoOXOAMMOCTH COBETYIO 106aBIsATh HOBbIE H300paKeHusl, KO-
TOpble MOXHO Oyaer BrocieacTsMM HCnoab3osate. Kak 3ro menaercs, yBMINM
YyTh MO3XKe, NPH paccMOTpeHHH cKpunta (pazd. 2.5.3). dasaiite cHa4ana pasbe-
peMest o CTPOKaMH,

Oo0QOoOoOQoaoooQ000000a0

2.5.2. Ctpoku

B pasnene String Haxonutes nath HaGopoB cTpoK. B HHX BBl MOXeTe yBHIETb
cooblueHus, KOTopble MOSIBAAIOTCA MPH BXOjAe B cucTeMy. B nmpuHUHNE, penakTH-
poBaHHe HabOPOB CTPOK MbI yXe paccMatpuBany (cm. pasd.2.2.3 u 2.3.3), u Her
CMbIC/Ia OCTAHABJIMBATBCA HA 3TOM, @ TEKCT, KOTOPBIH Bbl Hanuulere 31ech, 3aBU-
CUT OT BalIMX NMPHUCTPACTHil W obulero CTUaA, KOTOPOro Xopoiuo Okl NMpHAepXH-
BaThCA TMPH CO3MaHMM TeMbl. Hampumep, eciu B KayecTse TeMbl VIS BXOAA B CUC-
TeMmy Bbl BbiOpanu ¢uasM "TepMHHATOP”, TO MMeeT CMBICA MOMEHATH HaANMWCh
"Boixon M3 cuctembl” Ha "I’'m will be back”. [1nsa sroro orkpoiite cTpoKoBhIil pe-
cype 1 m Hamenure Haanucu B crpokax 11w 13.

2.5.3. Ckpunt

Bor Tenepb MOXHO NEpexoiuTh K cKkpunrtoBoMmy daitny. OH HaxoauTcs B pasjene
UIFILE (xopoluo BuzieH Ha puc. 2.16). 3nech ToabKO oauH pecype noa Homepom 1000.
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Korna Mbl 3HaKOMWJIHCH € TUIIAMK pecypcoB, To He pacemarpusain UIFILE, no-
TOMY YTO OH He fiBJiISIeTcs CHCTEMHBIM. DTO, TaK CKa3arh, MOJIb30BATEIbCKUH T,
B KOTOpoM MOXeT ObiTh mobas uHGopMauus. B naHHoM ciiyyae 3710 NpocTo Tek-
cToBhiit (aitn, copepxaiumii ckpunt B hopmare XML. B HEM onuchIBalOTCS CTHIIH
wipucTOB, LBETA, PACMIONOXKEHHE ITEMEHTOB (KapTHHOK U3 pecypcoB) Ha 3KpaHe.
Ecau Bbl penakrupyere crannaprhyio Temy Windows XP, To aror pecype Moxer
OKa3aTbCsl MYCTHIM, M cHeTeMa OyleT MCMONb30BATH PACTONOXKEHUE 3NEMEHTOB M
Crwim no ymonyanuio. S B nmobom ciayuae pekoMeHAylo He obpaiars HA Hero
BHUMAHUs, MOTOMY HTO ceifyac MbI PaccMOTPHUM CO3AAHHBIN MHOIO OB
ckpunt. On OGyner yHuBepcaieH W nopoiaer wist Mobbix HYxKI. TMomHslil TekcT
Bbl MoXere yBupets B [lpusoxcenuu 1 wiu Ha KOMIAKT-AMCKE, MPHIAraeMoMm
K knure, B qupekropun \Chapter2 B daiine uifile.txt.

Ecau Bbi paboranun ¢ HTML win XML-daiinamu, To Teker ckpunra He foka-
xeres Bam oveHb cioxHbiM. B UIFILE ucnosbayercst Takoi ke NpHHLMIT TEros.

JUist npuMepa paccMOTPHM OtH GIOK:
<style resid=framess>
element
{
background: argb(0,0,0,0);
}
element [id=atom(contentcontainer)]
{
background: rchbmp(100,6,#FF00FF,0,0,1,0);
}
button
{
background: rchbmp(112,6, #FF00FF,0,0,1,0);
borderthickness: rect(8,8,0,8);
}
</style>
Jlasaiite pasGepem nepByio CTPOKY:
<style resid=framess>
B TtpeyronbHbix ckobkax ykaseiBalorcsi Teru. [lepsoe cinoBo — 310 MMA Tera,
B JAHHOM ciay4ae style (CTHb). 3areM CIEAyiOT napamerTpbl Tera. 31ech TO/bKO
OJIMH napaMeTp — resid (MAEHTH(HKATOP pecypca), KOTOPOMY MPHUCBOEHO 3HA-
4YeHHe framess. !
HMrtak, B nepBoil CTPOKE OTKpLIBAETCH HOBBIH CTUIBL € HASHTHOHKATOPOM
framess, KOTOPBIil B JaHHOM CIyyae yKasbiBaeT Ha TO, YTO OyIyT OmMcaHbl na-
paMeTpsl OCHOBHOI paboueil obnacti. B aaibHeifiieM MBI PaccCMOTPHM CTWIH
¢ ApYyruMu HaeHTHdUKATOpaMu U pasbepeM, Ul 4Eero OHM HYXHBL.
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JU1st 3aKpBITHS Tera MCIONb3yeTcsi KOHCTPYKUMS </Mva Tera>. B Haumiem ciyvae
OTKPBIT Ter <style>, 3HAYUT, MAPHBIM IS HEro Gyner </style>. Mexiay 3THMK
ABYMS TeTaMM BKJIIOYAETCS ONMUCAHME U rmapaMerps! paGoyeit obnactu.

ITHX 3HaHui BaM Oyaer 10cTaToOuHO WISk MOHUMAHHUS CYTH CKPHMITA M PeaaKkTH-
pOBaHUS OCHOBHBIX MapamMeTpoB, MHOXECTBO KOTOPBIX MOXHO HAWTH BHYTPH Ka-
XKIOTO CTHUIEBOro Tera. BoT OCHOBHBIE Mapamerpbl, KOTOpbie BAM HYyXHO Oyaer
HacTpauBaTh [UISl YAYMIUEHMsS BHELIHEro Buaa rmporpammsl logonui.exe (uau Jio-
Goit apyroit):

|. Background (¢doH) — onpenensier user ¢oua.
rotr rnapaMeTp 3agaeTcs CIeAyInM OGpﬂBOM:
background: argb(0,0,0,0);.

B ckobkax ykaspiBaiotcsi LBeta B ¢dopMmare Alpha, Red, Green, Blue (npo-
3pavyHOCTh, KPACHLIN, 3esieHblil, CHHMIT). PaccMOTpUM HECKONBKO MpHMEpPOB
3anaHus userta oHa:

s background: argb(0,255,0,0) — KpacHBHIil;
* background: argb(0,0,255,0) — 3e/leHBINA;
® background: argb(0,0,0,255) — CHHUIA;

e background: argb(0,255,255,0) — XeAThil.

Puc. 2.17. OkHo onpeaeneHus COCTaBAKIOWMX UBeTa

Kak onpenenuts, kakue 3Hayenus crasuth? [lepBoe uucio B ckobKax — 310
Mpo3pavyHoOCTb, 3/1eCh BCEraa yKa3biBdEeM 0. OcTanbHbie TPH LBETA ONPEAC/IHTDH
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nocraro4yHo Jierko. JUist aToro sanycTuTe cTaHAapTHylo nporpammy Paint. Bei-
Bepure menio Colors/Edit colors (ITanurpa/U3MeHuts naaurpy) U B NOSBHB-
wemesi okHe HaxmuTe KHonky Define custom colors (Onpenennts 1ger). Pe-
syapTatoM Oylaer okHo, npeacrasieHHoe Ha puc. 2.17. INoxGupaiite HYXHbIHA
BaM LIBET M 3allOMUHANTE ero KpacHylo, CMHIOI0 U 3eJIeHYIO COCTaBsIouIine.
HMmeHHO 9TH 3HAYEHHs M HAIO KCIONb30BaTh B CKOOKax.

Foreground — UBET MNepeaHero ruiaHa, tekcra. [lapamerp sanzaercs Tak e,
Kak 1 user cona.

Bordercolor — lBeT obpamieHust (ecji OH ecTh y 3/IeMEeHTa), 3alaeTcs aHa-
JIOTHYHO Background.

Fontstyle — CTWIb lWpura.

Hanpumep, urobbl caenats ipudT MOAYEPKHYTHIM, HYXKHO HanucaTh
fontstyle: underline;. '
Fontweight — TOJMUHA wpHdTa.

Yrobel wipudT eTan KUpHBIM, HYKHO yKA3aTh fontweight: bold;.
Cursor — THII Kypcopa.

Yrobsl Kypcop Hal 3neMeHTOM ObUI B BUIE PYKHM, HYKHO 3amarh Cursor:
Hand;.

Takux napamMeTpoB MHOrO, HO i COBETYIO BaM B NEPBOE BpPeMs OrpaHHYHTLCS
TOJILKO ONTMCAHHBIMU BhIlIE ¥ M3MEHATh UX akkyparHo. Eciu B ckpunre momyc-
TUTb owubky, To Windows moxer He sarpysutbesi. B mpumepe, KoTOpblii 8bl
Haiizere Ha JMCKe, A MOCTAPANCA MCNOAb30BATH MAKCHMAILHOE KOJIMYECTBO ra-
pameTpoB, W Jiyyllle He A00aBasATh Tya HHYEro HOBOIO, @ TOABKO M3MEHAThb 3Ha-
YEHHUA.

JlaBaiiTe paccMOTPHM, KAKHe B CKPHIITE HCIIONB3YIOTCS CTHIN:

O <style resid=framess> — OCHOBHO# (DOH (YKe paccMOTpe/Iu paHee),

O <style resid=toppanelss> — JJIEMEHTbI, KOTOPbIE MOXHO YBHIETbH BBEpXY
OKHa;

O <style resid=bottompanelss> — 3JIEMEHThI, PACNOJOKEHHBIE BHU3Y OKHa,

0 <style resid=leftpanelss> — CTWIb 3/ICMEHTOB JICBOI NMaHeNH;

O <style resid=rightpanelss> — CTWIb 2JIEMEHTOB [PaBOil MaHENH;

O <style resid= hotaccountlistss> — CTH/Ib OKHA, B KOTOPOM oTOOpaxaior-
csl ropsiyie yyeTHble 3allucH.

KoHCTpyKTOp OKHa

[Mocne oObABICHMs CTHIIEH MAET MOCTPOEHHE OKHA HA OCHOBE 3THX cTuUneil. Co-
OTBETCTBYIOUIMI KOl Bbl MOXETE YBHIETH B MUCTHHIe 2.3,



<logonframe resid=main id=atom(frame) sheet=styleref(framess) layout=
borderlayout () layoutpos=client>

<element id=atom(contentcontainer) layout=borderlayout() layoutpos=
client>

<element id=atom(toppanel) sheet=styleref (toppanelss) layout=
borderlayout () layoutpos=top height=80rp>

<element id=atom(logoarea) layout=verticalflowlayout(0,3,3,2)>

<element id=atom(product) contentalign=topright padding=
rect (10rp, Orp, 20xp, 20rp) />

<element id=atom(help) conl:ent&lign-wraprig‘ht width=1rp padding=
rect (0xp, Orp, 40rp, Orp) /> \

</element>
<element id=atom(msgarea) layout=verticalflowlayout(0,0,0,2) >
<element layout=filllayout () width=384rp>
<element id=atom(welcomeshadow) content=rcstr(7)/>
<element id=atom(welcome) content=rcstr(7)/>
</element>
</element>
<element id=atom(divider) layoutpos=bottom height=2rp/>
</element>

<element id=atom(bottompanel) sheet=styleref (bottompanelss) layout=
borderlayout () layoutpos=bottom>

<element id=atom(divider) layoutpos=top height=2rp/>
<element id=atom(options) layout=borderlayout() layoutpos=client>

// B cnepyomel CTpoOke OMpenesdAeTcA BHPABHMBAHME KHOMKM BHIUIDUESHMA
<element layout=borderlayout() layoutpos=left>

<button id=atom(power) layout=borderlayout() layoutpos=
top accessible=true accRole=43 accName=rcstr(ll)>

<element layoutpos=left content=rcbmp(107,3,-1,26rp,26rp,0,0) />
<element ,id=atom(label) layoutpos=client margin=rect(2rp,0,0,0)/>
</button>

<button id=atom(undock) layout=borderlayout() layoutpos=
top margin=rect(0,2rp,0,0) accessible=true accRole=43 accName=rcstr(14)>

- <element layoutpos=left content=rcbmp(108,3,-1,26rp,26rp,0,0)/>
<element id=atom(label) layoutpos=client margin=rect (2rp,0,0,0)/>
</button>
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</element> {

<element i&namtiawmt) layoutpos=right MWRS} wid.thrazsrpb
</element>
</element>

<element id=atom(contentcontainer0) layout=flowlayout(1,3,2,3) laymtﬁow
client content=argb(0,0,0,0)>

<element id=atom(leftpanel) sheet=styleref (M} layoutpos=client>

</element>

<element id=atom(rightpanel) sheet=styleref (rightpanelss) layout=
borderlayout () layoutpos=left width=920rp>

<element id=atam(divider) layoutpos=left width=1rp/>

<scrollviewer id=atom(scroller) sheet=styleref(scroller) layoutpos=
client xscrollable=false mginnreet (0rp, Orp, Orp, Orp) >

<selector id=atom(accountlist) aheet-stylmf taccmmtlistssi layoutr=
verticalflowlayout(0,3,3,2)/>

</scrollviewer>
</element>
</element>
</element>
</logonframe>

<logonaccount resid=accountitem id=atom{accountitem) layout=filllayout ()
accessible=true accRole=43>

<element id=atom(userpanelayer) layout=borderlayout() height=80xrp>
<element id=atom(userpane) layout=borderlayout() layoutpos=top>

<element id=atom(pictureframe) layout=flowlayout(0,2,2) layout-
pos=left width=58rp height=58rp>

<element id=atom(picture) />

</element> i

<element id=atom(username) layoutpos=top/> ;

<button id=atom(status0) class="status" layoutpos=none/>
<button id=atom(statusl) class="status" layoutpos=none/>

</element>
</element>
</logonaccount>

<element resid=passwordpanel id=atom(passwordpanelayer)
sheet=styleref (passwordpaness) layout=borderlayout() height=80rp>

<element layout=borderlayout() layoutpos=bottom>



Brytperiui mup Windows 81

<edit id=atom(password) layoutpos=left width=163rp/>
<element id=atom(keyboard) layoutpos=left/>
<button id=atom(go) layoutpos=left accessible=true accRole=
43 accName= rcstr(100)/>
<button id=atom(info) layoutpos=left accessible=true accRole=
43 accName= rcstr(l3)/>
</element>
<element id=atom(instruct) layoutpos=bottom content=recstr(6)/>
</element>

B nucrtunre 2.3 o4eHb MHOrO obpalleHuit THAA rostr (XX), TIE XX — 3TO YHCIO.
Yro 3ro 3Hauur? restr — 9TO KOMaHja, KoTopas GepeT M3 pecypcoB CTPOKY
¢ Homepom XX M BBIBOIMT ee Ha 9KpaH. Takum oOpasoM, MOXHO M3MEHSITH HO-
Mepa CTPOKOBBIX pecypcoB. InaBHoe, uToGbl B CKpUATE OBUTH HCHPaBieHbI Bce
CChUIKU Ha COOTBETCTBYIOLILYIO CTPOKY.

TouHo TaK Xe, KaK U Ha CTPOKH, €CTh CCBUIKH Ha 3arpy3Ky KapTuHok. [Uist 3T0ro
HCTOJIB3YeTCs KOMAaHIA rcbmp (Mapamerps). [lapamMerpos MHoro, u He Oyaem Ha
HHX 320CTPATH BHHMAHME, CKAXY TONBKO, YTO MEPBbIil mapaMeTp — 9TO U ecTh
HOMEp KapTHHKM (M3 pasnena Bitmap pecypcoB), KOTOPYIO HAMO 3arpy3uThb.

B 1aHHOM CKPHMIITE HEMAIO MapamerpoB layoutpos. C ero MOMOLIbIO 3a1aeTcs
BoipapHuBanue. Hanpumep, cneayioumit 60K yCTaHABAMBAET BbIPABHUBAHUE
KHOIMOK BBLIKJIIOYEHHSA:

// B cnenypuei crpoke ONpENenAeTCA BHPABHMBAHME KHOMKYM BHKIOUEHUS
<element layout=borderlayout() layoutpos=lefts '

YroObl BaMm Jierde ObUIO OPHEHTHPOBATHCH, B JIMCTHHIE 2.3 €cTh COOTBETCTBYIO-
IHH  KOMMEHTapuii. 31ech 9TOMy TNapaMerpy MPHCBOCHO 3HauYeHHWe left
(1ayoutpos=1eft). Eciiu u3amMeHuThb ero Ha right, To KHONKH YJIETAT BIIPABO,

Boi Moxere Ge3 npobiem meHsiTh B 000 CTPOKE TOT napamerp, riaBHoe co-
omonate "MPUHIKN CHMMETPHYHOCTH": left HA right M top HA bottom (MIM
HaobopoT). MU3MeHeHHe left HA bottom MOXKET MPUBECTH K Hepasbepuxe Ha 9K-
pane. Takum obpasom ucnoptute B OC Huyero Henbsst, 1 Windows sanycrures
B JIl0OOM ciiyyae, HO MMEHHO B 3arpy34yMKe MOXHO YTO-THO0 MCKANEYHTh, M NpPH
crapre Oyaer BblAaBaThes OLIMOKA.

2.6. 3arpy34uK B CTUNE XaKkepos

B nepBoii raase MBI paccMOTpeH, KaK CO3/IaBaTh 3arpy3qyMKH ¢ NOMOUIBIO crie-
UHATH3NPOBaHHBIX mporpamM. To Xe camoe MOXHO CleNarh U ¢ MOMOLIBIO NPo-
rpammsel Restorator. 1o He OTHMMET MHOIO BpeMEHH W CHJI U He noTpebyer ao-
MOJHUTEIbHBIX (PWHAHCOBBIX 3aTpar.
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Wrak, 3arpy3uuk Haxomutcst B daitte ntoskrnl.exe, KOTOpbIif MOXHO HANTH B 1H-
pektopuu Windows\system32\. B npunumne, uameHuTs Gailn BBl He cMOXeTe,
MOTOMY 4TO OH 3a0/JIOKMPOBAH, HO 3TO MOXHO cienarb B Ge3omacHoM pexiime.
[ns atoro nocne BKIIOYEHUs KOMITbiOTEpa Haxumaite Knasuuty <F8>, noka He
MOSIBUTCS MEHI0 BeIOOpa THUMA 3arpysku, Trie M HYXHO BbIGpars Oe3onackblii
pexuMm. He nenalite 3TOro, moToMy 4TO HEBEpHBIE NEHCTBHA ¢ daiyioMm yObioT
Windows u 3arpyska craHeT HeBo3MOXHOi!!!

Ectb cnoco6 nywine. [Ipocro nenaeM KOMMIO ¢ APYrUM HMEHEM, Hanpumep,
kernell.exe, u uMeHHO ¢ He#t u GymeM B manbHeifiem paborars. Ecau yro-to
noiizeT He TaK, TO Mbl BCEIIa CMOXEM 3arpy3uThesi ¢ poaHoro daiina.

Hrak, orkpeiBaem kKomuio ¢aitna ntoskrnl.exe (y meusi ato 6yner kernell.exe)
B nporpamme Restorator. CHopa BuIMM MHOXecTBO pecypcoB. Hac Gyner untepe-
coBars pecypc noa Homepom 1 B pasgene Bitmap. Buizenure ero. B okHe npo-
cmotpa Oymer BuaHa ToabKO Haanuch "Bitmap image is not valid". Huuero
CTpalliHoro, 310 HeGoMbIIOH HEA0CTAaTOK MPOrpaMMsbl, HO KapTHHKAa ecTb (M 310
aeifctBuTenbHO KaptuHka). IllenkHure no pecypcy npaBoit KHOIMKOMH Mbllv U
BbiGepuTe B nossuslemcs MeHio Extract/Extract as "1.bmp".

Ecau Bbl Tenepp oTKpoere coxpaHeHHbl ¢aiisi ¢ KapTuHKO# B Jliobom rpaduve-
CKOM pellaKTope, TO BAC OXMAACT TOJBKO YepHBIN npsiMoyronbHuK. Ho 310 TONB-
Ko Ha nepsbiif B3rsia. [Mpocro st HawMxX Lenei HyXHO ucnosb3osath "Gonee
yMHBII" rpaduuecKuii penakrop.

Cawmblit ymHblit — 310 Adobe Photoshop, # nonpobyem oTkpbiTh M306paxcHue
¢ ero nomoiubio. M cHoBa BBl yBHANTE TONBKO 4YepHbIH KBaapar. Haxmure meHio
Image/Mode/Color Table. lNepen Bamu OTKpoeTcsi OKHO Uisi yCTAHOBNEHUS Tab-
muusl usetoB. Buibepure B BbinasawouieM criucke o60il M3 NMYHKTOB M 1OCMOT-
puTe Ha Hally KapTUHKY. YepHblil KBaapar MpespaTWICs B HEYTO, HANOMMHAIO-
uiee peaibHbI pucyHok 3arpysuuka. Ha puc. 2.18 ero uzobpaxeHue noxasaHo
B Tabnuie useros System (Windows). KoHeuHo Xe, OKHO HCKAKEHO M3-3a Hernpa-
BHJIbHBIX LIBETOB, HO Mbl BUAMM ero. Bor rae cobaka sapwira!!! PaspaGorunku
Microsoft aymanu cnpsTarh OT HAaC To, YTO NpUHAWLIEXUT Hapoay!!! OkaspiBacTes,
HYXHO TOJIBKO MCIOJIb30BaTh MNpaBuibHyI0 Tabauily useros!!!

Xopowmue rpaduyeckne nakersl yMeloT paboTaTh ¢ NAIMTPaMH (LIBETOBBIE Tabnu-
ubl), KoTopsie 06bMHO xpaHsaTcsa B dopmare PAL. TNporpamma Adobe Photoshop
noHumaer uHoi dopmar — ACT.

Ha xommakr-mucke; B aupexropuu \Chapter2 Bui Haiizere daiinsl boot.pal u
boot.act, ¢ NMOMOLIBLIO KOTOPBIX MOXHO 3arpy3uTh HYXHYIO TabIuiy WBETOB M
YBUIIETH PUCYHOK BO BCeil Kpace.

s 3arpy3ku naautpsl B nporpamme Adobe Photoshop Beibepute meHio Image/
Mode/Color Table, B nossusiemMcs okHe HaxmuTe KHonky Load. 3arem naiiante
Ha JucKe W oTkpoiire (aiin boot.act. Tenepb MOXeTe H3MEHATL H300paXkeH! i€ Ha
CBOE@ yCMOTpeHHe.
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bmp @ 100% (Index)

Puc. 2.18. PucyHok 3arpy3a4uka 8 tabnuue useros System (Windows)

INocne penakTHpOBaHMA HOCTATOYHO TOJBKO MOMECTHTb KAPTHHKY ONAThL B nep-
BBt pecypc,  dail 3arpy3ku rotos.

Yto ewte MOXHO OTpenakTHpoBaTh M3 pecypcos? Jla mpaxkrtuuecku Bce. Otaens-
Hble KAPTHHKH OTOOpaXaloTcss HOPMAIbHO, 4 JUISI HEKOTOPBIX HYXHO HCIOJIL30-
BATh CMEUUATBHYIO MATUTDY.

PaccMoTpuM ocTabHble H300paxeHus B pasjene Bitmap:

0O 2 — Hannuch, Koropasi orobpaxaercs Npu Nepexojie KOMIbIOTEPA B CHsLLKA
pPeXUM (OYeHBb YacTO MCMob3yeTcsl Ha HOYTOyKax);

3 — coobleHne 0 roTOBHOCTH KOMMBIOTEPA K BBIK/IIOYEHHIO,

4 — GeryHoK, KOTOpbIit repeMeiiaercst Bo BpeMs 3arpy3ku;

5 — noroTHn, NOSBMAIONIMACH MPH BEIKIIOYEHUH U MEPEXoe B CIsLIMA pexuM;
6 — JoroTHn, UCHOAL3YEMBIH BO Bpemsi ycTaHoBKH Windows;

7 — rpaaMeHT, KoTopblii oTobpaxaercs Bo BpeMs ycraHoBkM Windows;

aagoaaoaoa

8 u 9 — ucnonbayioTes U HHAMKaTopa 3arpysku OC;
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0O 10 — pucyHok tuna OC—Professional;

O 11 — pucynox B ctuie OC—Home Edition;

0 12 — nannuch Embedded;

0 13 — noroTum, KOTOPLIH MOSIBUTCS B LIEHTPE OKHA,

O 14 u 15 — joroTHn M TpaaueHT, UCMOJNb3yeMble TIPH 3arpyske B GesonacHoM
pexume;

O 17 — pucynok tuna OC—Tablet PC Edition;
O 18 — naanuce Freestyle.

( 3ameuanue 1)

Bo Bpems mmomm@mﬁwemumumnqumsm
rammy (c™m. pa3d. 2.3.4).

Tenepb NOCMOTPHUM, KaK YCTAHOBMTH 3TOT (hailyl M MCNONB30BaTh BO BpeMs 3a-
rpy3ku. [U1s 3TOrO KOMMpyeM OTpeaakTMpoBaHHY10 Bepcuio kernell.exe B aupek-
topuio Windows/System32, 3arem oTkphiBaeMm ¢aitn boot.ini Ha aucke C:. Drtor
daiin Moxer ObITh HEBMAWM W OTKPBIT TONBKO Wis ureHusi. O6a stu arpubyra
HeobxoaumMo cHsATb. YTo6bl He MYYMTHCS ¢ arpuOyTaMu, si PEKOMEHIYIO BBINOJ-
HHTb ClIeyiolee: :

1. IlenkHuTe MpaBoil KHOMKOM MbILIM MO HKOHKe Moil KoMmbIOTep M B 1os-
BUBILUEMcS MeHIO BbiGepute nmyHKT Properties (Csoiictsa). Ilepea Bamu oTkpo-
ercs okHO System properties (Hactpoitku cucremsr).

2. Tlepeitnure Ha Briuaaky Advanced (JononnurtensHo). Haxmure xHonky
Settings (ITapamerpsi) B pasnene Startup and Recovery (3arpyska u BoccTa-
HOBJIBHHB)I.

3. Haitnure naanucs "To edit the startup options file manually, click Edit" (Or-

PENAKTHPOBATL CNMCOK 3arpy3ky BpPYYHYIO) M IUENKHMTE Ha KHonke Edit
(IMpaska) cnpasa OT 3TOM HAIMHCH.

[Mepen Bamu OTKpOETCS TEKCTOBBIH peaakTop nporpammbl BiokHoT, B KoTopom
MOXeT ObITh MPHMEPHO CHAEAYIOUIEE COMePKUMOE:

[boot loader]

timeout=0

default=multi(0)disk(0)rdisk(0)partition(1l) \WINDOWS

(operating systems]

multi(0)disk(0)rdisk(0)partition (1) \WINDOWS="Windows XP" /fastdetect
Ecam y Bac Ha xoMnbiotepe Heckonbko OC, To B passene [operating systems)
MOXeT OBITh HECKONBLKO cTPOK. B Kaxioit crpoke BHauane MAYT KOMAaHIbl, MO KO-

TOpbIM 3arpy34HK KOMMbIoTepa onpesesser, rae uckars OC. Mocne 3Haka pasHo,
B KABBIMKAX C/IGYET TEKCT, KOTOPLI Bbl MOXeTe YBUIAETh B MEHIO pu 3arpyske OC.
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Haitnmure Ty cTpoky, Koropasi cooTBeTcTBYeT HyXHOi Bepcum Windows XP (s
KOTOPOil BBl XOTUTE M3MEHHUTH 3arpy3uuk). Cuenaiite KOMHIO 3TOM CTPOKK M ITOMe-
HSIliTE TEKCT B KaBbIYKAX, YToObl B MEHIO CTIO [Ba MyHKTa Wisl Bbibopa. Teneps
B KOHIIE CTPOKHM HY»XHO N06aBUTHL Npobest U HarucaTh CIeayloLinii TEKCT:
/KERNEL=kernell.exe,

rne kernell.exe — umdA daiina, Koropelil Bel orpegakTupoBanu, Takum obpasom,
eclIM TIpu crapre BbOparh crapblii MyHKT MeHI0, To OC Oyaer sarpyxarhbesi co
CTAHIAPTHBLIM 3arpy34MKOM, WHAYe — ¢ BAILWM OTPENAKTUPOBAHHBIM.

Tenepb HalauTe CTPOKY, KOTOpas HAYMHAETCH CO C/I0BA Timeout (Yallle BCEro
3TO BTOPAs CTPOKA), ¥ M3MEHWUTE YMCIIo rocie 3Haka paseHcrsa Ha 30. Dro Bpe-
Msi B CeKyHzaax s oroOpaxeHHss MeHI0 M BbiGopa HyxHoro Bapuanra. [o ucre-
YeHWH 3TOr0 BpemeHu Oyder HChoib30oBaThesl 3arpyska rno ymonuanuio. Ecan
yKasaTh Timeout PaBHBIM 0, TO MEHIO He Oyaer oTroGpaxarbces.

CoxpaHute M3MEHEHHS M TMepesarpysuTe Kommbiotep. Hacnaxnaiitech cosep-
IIEHHO HOBBIM BHEIIHUM BWAOM Bauiero skpaha. OH npuobpen WHAMBUIYATb-
HOCTb M CTAN elle Gosnee XaKepeKuM.

K Mpumevaume :

®aiin ntoskrnl.exe ecTb He Tonbko B Windows XP, Ho u B Windows 2000, u obe sep-
CUM UMEIOT CXOXYIO CTPYKTYPY, @ 3HaUWT, X MOXHO PeaaKkTMpOBaTh OAMHAKOBbLIMU
MEeTogamu.

2.7. 3arapou4Hbiii Shell Style

Eute pas BepHeMcsi K TeMam, KoTopbie XpaHsarcs B karanore \Windows\
Resources\Themes. D1y nanky Mbl yXe XOpPOLIO MPOLUTYAXPOBAIK, HO 3/1eCh OC-
Tascst onuH haiy, KOTOPEIl PEryJsipHO BCTPEYAETCsl B PasiUYHLIX MOAAMPEKTO-
pusax — shellstyle.dll. Pesonnstit Bonpoc — 3auem oH? Camslif npocroif crnocod
MOJIYYNTh OTBET — 3TO PACKPBITH €ro B MoboM "mpocMoTplinke” pecypcoB (Ha-
npumep, Restorator).

Sl oTkpwiBan Bee HaliieHHbIe y cebst caitnel, u Beeraa shellstyle.dll umen oany u
Ty XK€ CTPYKTYpy pecypcos. Camoe MHTepecHoe HaxoauTcs B pajgenax Bitmap u
Html. B mepBoM M3 HUX BBl MOXETe HAWTH KapTHHKH, KOTOPLI€ MWCHOAB3YeT
Windows Media Player, a Bo sBropom — CSS-caiinbl, KoTopsie HCHONb3YIOTCH VIS
dopmaruposanus HTML-undopmauun, otobpaxaeMoil B TIpoUrphiBaTene,

Bubnnoreka JIErKo pefakTUpyeTcs, W ee MOXHO CMOKOIHHO MepeHOCHTh Ha JIpY-
roif KOMIBIOTEP COBMECTHO C COOTBETCTBYIOIMM msstyles-daitiom.

Kak mexny coboit casizanbl daitnsr msstyles u shellstyle.dll, s Tak u He cmor no-
HATH. BOT TO HEMHOroe, 4TO 51 cMOI OOHAPYKUTB!

1. Bubmorexka shellstyle.dll pacrnonoxena B NOMAUPEKTOPHH TIO OTHOMIEHHIO
K MECTOHAXOXIEeHWIO COOTBETCTBYIOIIEero msstyles-aiina. MMeHa nupextopuii
COBMANAIOT C [IBETOBBIMU raMMaMW DaHHON TEMBI. '
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2. Ecau orkpbith ¢aitn msstyles B "mpocMoTpiinke" pecypcoB, TO B pasnene
TEXTFILE ects unrepecHsiit nynkr THEMES_INI. [lenkuurte no Hemy
NpaBoif KHOMKOH MbIIM W B TOSBMBIIEMCS MeHI0 Bbibepute Extract
As/Extract As THEMES_INILres.raw (310 eciu Bbl MCIOJB3YETe MPOrpaMmy
Restorator).

3. Tenepn orkpoiite daiin THEMES_INLres.raw B BrokHore. 51 Tonbko snech
Hallesl CCHUIKM Ha JAMPEKTOPUH C LIBETOBBIMH TaMMaMM, HO HMKaKOro ykasa-
Hus Ha ¢aitn shellstyle.dll uer.

Bumnmo, daitn shellstyle.dll nomken Haxoauthbesa B Kmoﬁ JIMPEKTOPUY IUIsl 1IBe-
TOBOif raMMBI, HO €r0 UMS HeJib3sl U3MEHSATb.

B npunHumne, Huvero ceepxmHrepecHoro B shellstyle.dll-6ubnanoreke Her. Bbi
MOXeTe TONBKO HeMHoro npuykpacuts Windows Media Player, Ho kak caenarhb
4TO-TO INoOaIbHOE, 5l HEe Halled. XOTs HEeKOTOphle KApTMHKU M3 pasiena Bitmap
JOCTOHBI BHUMaHusA. Kak peiakTupoBaTh M300paXKeHUs M3 PecypcoB, Bbl yxkKe
3HaeTe, MO3TOMY He Gyay MOBTOPATHCS.

2.8. Pabouuii cton nog HOXOM xakepa

OcHosa Pabouero crona Windows — ato nporpamma explorer.exe. OHa oTsevaer 3a
Bua PabGowero crona, MKOHKH, MEHIO M OCHOBHBIE coobiueHus. [asaitte nocmor-
PHM, KakK BCeé 3TO BBIIISIAMT B caMmoMm daiine. [Lnst atoro B nporpamme Restorator
oTkpoiite aiin explorer.exe, KOoTopblii HaxonuTcst B cucremHoit nanke \Windows.

3arnaHuTe B pasnen Bitmap. 3neck oyeHb MHOro pucyHkos. OcoGoro BHUMAaHUS
3aC/TyKUBAIOT KAPTUHKK nox Homepamu 157—169. Do BapuaHThl H306paxeHus,
KOTOpoe Bbl MOXeTe HabniofaTh BAOAbL MIABHOIO MEHIO MOCHE HAaXaTHS KHOMKH
Start (ITyck). [MocmorpuTe Ha cBoe u3obpaxenue. Heyxenn He xodercs ero us-
meHuTh? S moMeHsn, ¥ Tenepb Moe MEHIO BBITJISIAUT Kak Ha puc. 2.19.

ated Edition

Puc. 2.19. Bepcus Windows nsobpaxeHus BAONL TNaBHOro MeHo kHonky Start
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Kakoii xe pucyHok peanakruposars? Beab B pecypcax ux ouens muoro, IMpocro
daiin explorer.exe yHMBEpcaIbHbIA, M B 3aBMCUMOCTH OT Bepcun Windows
(Home Edition, Professional wau Server) nojicrasnsiercsi oJiHa U3 KapTHHOK.

B Windows XP non somepamu 170 u 171 xpaHsiTcs pHCYHKH NpeABAPUTENLHOIO
mpocMOTpa cTuast craprosoro Mewio. Illenkuure npasoit KHONKOW MblliM MO
kHonke Start (Tlyck) u B nosBuswiemcs MeHio BbiGepute nyHkT Properties
(CaoitctBa). B s1oM okHe Ha Bkaanke Start menu (Menio "[lyck") MoXHO yBH-
JIeTb 3TH PHCYHKH. YecTHO cKa3aTh, cMOTPATCS OHM mocpejacTserHo. Jlyuie cue-
nath 4To-HUGYIb Gortee uHTEpecHoe. S, HAaNpUMep, MOCTABU BECENYI0 KAPTHHKY,
KaK nokKaszaHo Ha puc. 2.20.

Puc. 2.20. OKHO HaCTPOiiKK CTapTOBOro MeHIo

Pecypcel moa HoMepamii OT 145 10 153 — 370 TOXE PUCYHKH npe.mpmmom
MPOCMOTPA MAHENH 3a1a4y B PAATUYHBIX cocTosiHusX. [Tomumo aroro, ects Kap-
THHKH BCEBO3MOXHBIX JIOTOTUIIOB, KOTOpPBIE TAKXKE HOJDKHbBI ObITh MOABEPKEHBI
JKECTOKOMY H3MEHEHHIO.

B paszene Menu pecypcoB MOXHO HailT pasHoOOpasHbie MEHIO, KOTOPbLIC MOSB-
JIAIOTCSI B OTBET HA ILETYOK NPABOi KHOMKOM MBILIK B PamiMYHBIX MeCTax MaHeau
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3anay (xHonka Start (ITyck), cucremnasi obsacTb, KHOMKA NMPOrpamMMbl W T. J1.).
3/ech peKOMEHIyeTesl U3MEHHTh HA3BaHUSI MEHIO M CIeNaTh WX COOTBETCTBY!O-
MK Bautemy cruiio. Hanpumep, i nyHkra meHio CBepHYTh BCe OKHA MOXHO
zanate Tekct "Tlouun BoH", "Bpeick orcioma” u T. 1. MeHsiiiTe TONBKO TEKCT, HO
HE HOMepa MYHKTOB MEHI0. MOXHO M3MEHUTb M MOCHEN0BATENLHOCTh KOMaHIL,

MOMEHSIB CTPOYKH MECTAMH.

B paszgene Dialogs crnipstanich Bce QMANOrOBblE OKHA, KOTOpbIE OTOOpaXaioTcsi
ISl HacTpoHKM naHenu 3amay M kHonku Start ([Myck). Tyr moxuo nobasuth
CBOM MKOHKH, U3MEHHMTb TEKCT, CIPSATATh TO, YTO HEHYXHO, MIIH MOMEHSTh MecTa-
MU KOMIIOHEHTBl Ha cBoil BKyc. Hanpumep, B pecypce nox Homepom 205 Haxo-
JIATCS JIMANOrOBOE OKHO, NMokaszaHHoe Ha puc. 2.20. A Tenepb B3rsiHUTE HA puc, 2.21,
M Bbl YBHAMTE, YTO MOXHO CHEIaTh ¢ 3TUM OKHOM 3a MSTh MWHYT. A 5 Bcero
Jnib 106aBul OHY MKOHKY, TEKCT ¢ KOMMPAaHTOM W M3MEHWI pacroioXeHue
BCEX 3JIEMEHTOB YIIpaBIeHHs.

Puc. 2.21. OkHO HacTPOWKK CTAPTOBOr0 MEHIO NOcne MOero BMeluaTenscrea

B paszgene String XpaHsTCs TEKCTOBbIE CTPOKHM PA3TMYHBIX 3aroJioBKOB OKOH M
cucteMHbix coobuennit. Koneuno xe, coobiueHnst HyXHo uameHuTs. Mx MoxHo
cnenars Goee KeCTOKUMH MJIH CMELIHBIMHU, BCE 3aBHCUT OT BalllUX NPUCTPacTHii.
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A Gonbure miobnio nosecenuTbes. Hanpumep, smecto coobienus "Windows 3a-
MyLIeH B 3allMlleHHOM pexume” Hanmuimnte "Windows sanyuieH B aHTUNIIOYHOM
pexxnme” unn "Imiok sanyien 8 Windows-pexume”. Takux cooBUIEHHH MOXHO
C/IeNaTh HEBEPOSTHOE MHOXECTBO.

B pasnene Accelerators HaxomaTcsi coyeTaHMs KIABKIY jUlsi BBICTPOro BBI30BA pa3-
JMYHBIX KOMaHI (HampuMmep, MepekyiioueHre MeXay OKHAMH WM BbI30B OKHa
cBoiticTB 00bekTa). Ecnu Bac He ycTpaMBAalOT CTAHIAPTHBIE KOMOWHALMM, TO MX
6e3 npobsieM MOXHO 3aMEHUTH Ha YTO-TO APYTOe.

B pasznene Icon xpaHsiTcs OCHOBHEIE MKOHKM CHCTEMBI, KOTOpPble MOXKHO BCTpe-
TUTb YyTh JM He Ha KaxnoMm iary. MMenHo orcioma Gepercss u3obpaxeHHe
Kop3unsi, Moero xomnsiorepa, IMpunrepa, [lokymenTos u T. 1.

¢ BameuaHne )

MNocne coxpaHeHusi U3MEeHeHWIA He cneLunTe 3akpbiaTe nporpammy Restorator. Mo-
DOXAWTE CEKYHAY, NOKa He NOABWUTCH CUCTEMHOE OKHO, Npeaynpexaalluee o Hapy-
WweHuu eaxHoro gaina. Ecnu oKHO He Mokasanock, To nonpobyiite BeIMONHUTH
nioboe pevicTeve, aktusmanpyioulee nporpammy Restorator. Korga otkpoertca okHO
¢ npocbBoi BoccTaHOBUTL (haikn explorer.exe, OTKaXUTECh, UHAYe Baln U3SMEHEHUA
He ByayT NPUHATLL.

MMocne coxpaHenus aiina chenaiite ero Komuw B Apyrod mupekropuu. B or-
nenbHBIX caydasx OC MOXeT 3aHATHCS BOCCTAHOBJIEHWEM BaXKHBIX (ailioB U u3
pe3epBHOM KOMWK BOCCO3JdcT NepBoHayallbHylo Bepcuio explorer.exe. Eciu 3T0
MPOM30IAET, TO HE MPHAETCS pelakTHpoBaTh (aitsi 3aHOBO, a AocTatouHo Oyner
€ro TO/NBKO Mepe3anucarb U3 pe3epBHON KOMUU.

daiin explorer.exe o4YeHb BaXKeH JUISI CUCTEMBI, W €ro pPecypchl Mbl BHIMM KaX-
Bl JIeHb, [TO3TOMY pPeAaKTUPOBAHUE MOXKET MMPUBECTH K 3HAYUTESbHLIM U3MEHE-
HusM B uHTepdelice. B cienyioieit riaBe Mbl y3HaeM, KaK MOXHO C NMOMOLULIO
penakTHpoBaHms explorer.exe MOALIYTHTE HAll GIVOKHUM.

( Mpumevyauune :

WN3aMeHeHUs BCTYNAT B CUNY TOMLKO MOCAEe Nepesarpyak CUCTEMBI.

2.9. O6onouka XP

Crenyromwmit daiin, koropslit Mbl 6yier penakruposars, — shell32.dll. Bro daiin
060/109KH, B KOTOpPOM ellle DOoNblIe MHTEPECHBIX PECYPCOB, KOTOPbIE MOJIB3OBA-
Testb BUAMT Kaxaelit nens. Daiin shell32.dll naxonnres B nanke Windows\System32
(w1 NT cucrem — sto WinNt\System32). Otkpoiite 3T0T (haili B nporpaMmme
Restorator, U cpasy Xe yBUIMTE MHOXECTBO paszenoB. PaccMOTpHM Kaxibiid U3
HUX B OTAEABHOCTH M B3rNISTHEM, YTO TAM €CTh MHTEPEeCHOTO.

4 3ax. 923
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2.9.1. AVl .

B stom pazmene Haxomsitcsi Bumeokiunbl B dopmare AVI. AHMMALMIO M3 HUX
MOXHO YBUIETh BO BpeMsi moucka (aitioB U KOMIBIOTEPOB B CETEBOM OKpyXe-
HUW, B MOMEHT YyIaleHHs WiIK KonupoBaHus daitnos. AVI-daiiisr nerko penax-
TUPYIOTCS, HO TIPH HATMYHMH TPaHYECKUX MPOrpaMM, KOTOPbIE CTOAT AOCTATOYHO
npoporo. IMoaromy s ucnonssyio CyD Animation Studio wim GIF Studio Pro
(www.cydsoft.com). DT nporpaMMBbl BBl HailleTe Ha KOMIMaKT-ANCKE, B AUPEKTO-
pun \Soft. O6a naxera npenHasHayeHsl 115 paborel ¢ GIF-daitnamu, Ho ymeroT
yuTaTh M coxpaHath U AVI. Dro 3HaYuT, YTO BBl MOXeTe npeBpatuts B AVI Jio-
oyio GIF-anumMaumio, HaineHHy10 B MHTepHeTe.

EIMHCTBEHHBII HEIOCTATOK — HE cOoXpaHsieTcs uBeT rnpospauyHoctd. Ho Hexena-
TeNbHBI (POH NIerko M3MeHUTh M caenarh 0ojiee NMPUBIEKATENLHBIM, TOLNA OH
sriuuiercs B Jiro6oe okHo. Hanpumep, MOXHO HapHCcOBaTh Kaxiomy dpeimMy Kpa-
CHUBYIO paMOYKY.

Ecnu it penaktupoBaHusi BuaeodaitioB Bbl OyaeTe MCNoAb30BaTh APYTYIO Mpo-
rpamMmy, TO NpU COXPAHEHHWM HU B KOEM CIIyyae HE MCIIOIb3YHTE pexXHM CXaTus,
MOTOMY YTO cUcTeMma He paboraerT ¢ TakuMu daitnaMu ¥ Npu BOCHPOU3BEACHUM
HE WUCIIONb3yeT Komeku. B kpaitHem ciiydae, MoXxHO morpoboBaTh YCTAHOBUTH
Microsoft RLE.

2.9.2. KapTuHkKm

B paszene Bitmap cHOBa MHOXECTBO KapTMHOK. TYT u M3006paXeHUs KHOMOK JUis
naHenu 3ana4y M obospesarensa (pecypesl 204—228), u aHMMALMOHHAs KapTHHKA
norotuna B obospesaresie (pecypchl 240—247), KOTOpYIO Mbl HAyYMJIHMCh MEHSTh
yepes peectp B 22. [, MOMUMO 3T0ro Macca (hOHOBBIX PHCYHKOB JUISl PasiiMUHbIX
okon Windows. Coseryio o6patute BHUMaHue Ha pucyHok 14351 — cdon okHa,
Kotopoe Bel BuauTe npu 3akpeitun OC Windows XP.

He kaxnas sepcus Windows ucrnonesyer Bee KaptuHki. Hanpumep, B Windows 2000
HeT pecypca 14351, moTomy YTO JUISI BBIXOAA M3 CHCTEMBI MCHONB3YETCs TIPOCTOE
oKHO (6e3 pucyHka).

2.9.3. MeHi0

B pasnene Menu MOXHO YBHIAETH pasjiMuHble MeHI0. Hanpumep, nox HoMepoMm
197 HaxomuTcst BCIUIBIBAIOIEEE MEHIO, KOTOpPOE MOABIAETCS MOCHE MepeTacKuBa-
Hus aiina npaBoit KHOMKOM MbluM. B HeM 4YeThlpe NMYHKTA, KOTOPBIE MOXHO
[OAMEHMUTS!

O Copy here (Konuposats) — "KnoHuposars";

O Move here (ITepemectuts) — "Berom ciona";

[ Create Shortcut Here (Co3narh Spnsik) — "3anmoMHHTB CCBUIOYKY";
O Cancel (Ormena) — "S nmepeayman” wmu "da Hy ero”.
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Takum 0Opa3oM, MOXKHO OTKOPPEKTHPOBATH BCE OCHOBHLIE MEHIO, KOTOpBIE
nonb30Baresib BUAUT npu pabore, HanpumMep, B MpoBoiHMKeE.

2.9.4. inanoru

B pasnene Dialog Haxonarcst Bce AMAIOrosbie OKHA, KOTOpbie BHAHBL NMpu pabore
¢ Windows. Hanpumep, noa Homepom 1003 Haxoautesi OKHO, KOTOpOE MOAB/AET-
cs npu Boibope meHio Start/Run (ITyck/Boimonuuts). [AnajsoroBsix 0OKOH NpocTo
rPOMANHOE KOJMHYECTBO, H PeAaKTHPOBATh €CTh YTO.

OuyeHb YAacTO B KayecTBe TEKCTAa B PAIMYHBIX JIEMEHTaX YIpaBieHusl UCMOJb3y-
10TCH crieMaibHbie cuMBOBL. OHM HAuMHAIOTCS CO 3Haka "%", mocyie KOToporo
uner Gyksa (yawe Bcero 5). Takue CHMBOJIBI B peanbHoit Xu3HM 6ymyT noame-
HATBCA Ha YTo-TO npyroe. Hanpuwmep, B TekcrosoM 3aronoske "&Current user (%s)"
kombuHauusa "%" u Oyksbl "s” Kak pa3 yKasblBalOT HA KIIIOY, KOTOPbI B OKHe
Oyzer 3aMeHATBCA Ha MMS MOJIb30BaTes.

2.9.5. Ctpoku

B paszene String Kak Bceraa MHOXECTBO CTPOK, M CHOBA 5 TOKaXy, B KaKyio CTo-
POHY ABMrarbcsi, YToObl yayqiunTh MX. OTKpoem pecypc nmoa Homepom 5. 3xech
ecTb coobllieHHe 1noa HomepoMm 65, KOTOpOe BBIDNAMMT CJEIYIOINM 0GpasoM:
"Are you sure you want to delete it?" (Bbl ACHCTBUTENIBHO XOTHTE YAAIHTE 3T07).
3ByYnT Kak-To ro-aercku. He syquie au 3aMeHHTh 3TO YBEJIOMJIEHHE HA HEYTO
tuna "Cruparens roros K pabore, HayaTh peuHpKyaauuio?”.

Bce coobuiennsi, KOTopbie Bbl HaiieTe B 3TOM pasjene, MOXHO YBHUIeTb, paboras
8 [poBonHMKe, MpH BLINOMTHEHUH onepaluil KONUpoBaHusl/yaranteHus daiinos u
ap. Ecim Bel He yctaHoswin (aiinossiii MeHemkep (tuna Windows Commander),
a nosb3yereck cpeacrsamu Windows, To ¢ aTuMu coobllleHHSAMH Bbl BCTpeYaeTech
KaXIblif 1eHb, ¥ CTOMT MX CAENaTh BhIpasHUTeNbHEe.

2.9.6. UKOHKH

Yxke noHsTHO, 4Yro Haxoautcs B pasaene Icon. MKoHKH BBl MOXeETe YBHAETH
y sipasiykos B Tlposonuuke, [Nanenu ynpasneHus win okHe Moii KommsioTep.
B Windows XP oHM 10CTaTOYHO KpacHBbie M BIMCHIBAIOTCA B TEMY, HO €C/IH Bbl
yeraHoBuau StyleXP u temy B manepe Mac unu Linux, To BrnojaHe JIOrHYHBIM
OyleT MOMEHSTh BCe WKOHKM M CHenaTh MX B TakoM Xe ctune. Toraa cucrema
Gyner NoJHOCTbI0 FTAPMOHUYHOM.

Jluyno MHe Gonblue No Ayille CTHIb, MCMOJb3yeMblit B KoMmbioTepax Apple, u
Windows s Toxe npesparii B nonodue Mac OS X. A 3xaio moneif, Kotopsie ya-
ue paborator B Linux u genaior Bce, uToObl He 3a0biBaTh O cBoeil JOOBM, Jaxe
koraa pa6oraior B Windows.

Kak BuauTe, MOJHLINA TIOHHHT CHCTEMBI BO3MOXEH TOJBKO MMPH PYYHOM PEAaKTH-
pPOBaHMM PECYpCOB OCHOBHBIX CHCTEMHBIX daiinos.
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2.10. Namartka

C noMolbl0 PelakTOPOB PECypcoB MOXKHO HE TONBKO YKpaliath MpOrpamMMbl.
Hekoropeie xakepbl ¢ MX MOMOLIbI) 3aHUMAIOTCSA JOKAIM3ALMEN nporpaMm Ha
pasHyHBIe A3BIKK U MO cIyxaM Heroxo sapabatsiBaloT. XoTs ¢ yero TyT 3apaba-
TBIBAaTh, Korza 3Tor codr craHoButcst nuparckum. OT Takoi paGoThl TOJBKO
yA0BCTBO /TS TONB30BATENS, A JUIS (PUPMBbI TIPOU3BOJNTENS — YOBITKH.

JInuHo s penakTHpYIO pecypchbl TONLKO JUISl COOCTBEHHOIO MCMONBb30OBAHMA M- He
pacripocTpaHsiio csou paborsl B MHTepHeTe (M He cobupaloch 3Toro Aenars!).

[ToMuuTE, YTO KOrja Bbl BMELIMBAETECh B pecypchl, Bbl Moauduumupyere 3amyc-
KaeMblit ¢aiin, MHoraa naxe He3HaYMTEAbHbIE M3MEHEHHMSI MOTYT HApYLIMTH pa-
GoTy Beeil mporpaMMbl M MOBAHATE Ha ee cTabuibHOCTh,. MMeHHO mosToMy Bee-
roa HYXHO JeJaTh PEe3epBHYI0 KOMMIO ucrnonHsemoro aitna. [lporpamna
Restorator, KOTOpYI0 Mbl pacCMaTpUBaIW B 3TOH riaBe, AE/NAeT 3TO ABTOMaTHuE-
cki. Ho He CTOMT HalesTbCs HA KOMIBIOTEP, M NMepel KaXAbIM peIakTHPOBAHHEM
HYXHO J1e/1aTh COOCTBEHHYIO KOMMIO.

Sl TaxKe HATOMWHAID, YTO M3MEHEHME 3aIycKaeMoro ¢aiila MOXET MpWBECTH K Ha-
PYLIEHUIO JULIEH3NOHHOTO COMIALIeHMs, & 3TO TPO3UT TeM, 4To (Gupma He Byner
TPOM3BOAHTE MOLIEPKKY M3MEHEHHOTO MpoAyKTa. B HEKOTOpPHIX CTpaHax HeBbl-
MIOJTHEHHME YCJIOBUH TAKOro JIOTOBOpa MOXKET NMPHUBOAUTH K Oojiee nevyaibHBIM Mo-
CJIeACTBUAM (3aBUCHUT OT CTEMEHM HAPYLIEHMS).

Ho Hamo umerk B BuAY TOT (hakT, 4YTO NPOM3BOAUTENb HE MOXET ydecTh nortpeb-
HOCTH BCEX, IO3TOMY 3TH HYXAbl ycpeaHstoTes. Mbl ke MoxeM uis cebst pelnTh
HEKOoTOphIe MpobJieMbl 103a0MIUTH € MOMOIIBIO PENAKTHPOBAHMS PECYPCOB JIi0-
GuMoit nmporpaMmasl.
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LLIyTKu Hap apy3bamMmu

LyTouyku #ABNAIOTCS OAHUM M3 criocoboB camoBbipaxeHusi. C HX TOMOLUIBIO
MOXHO He TOJIbKO [10KA3aTh CBOE [PEBOCXOACTBO, HO M MPOCTO OTAOXHYTH MM
paspecesnTb Komter. JIMYHO 51 oueHb 0610 XOpoline KOMITbIOTEPHbIE OCTPOTSI
W C YIOBOJBLCTBHEM MOTY 1103a6aBUTBCS HAJL IPY3bSIMH,

Cpa3sy xouy npeaynpeiuTs, MTO B MOEM MOHMMAHMM PAaM WIYTKH MOXHO 3aTop-
MaXuBaTh paboTy KOMIbIOTEpd, BPEMEHHO 3amnpeliaTb 3anyck, OpPraHM30BaTh
UMKJIMYECKYIO €ro nepesarpysky u T. 1. Heabas TOibKO yHHYTOXath MHbopMa-
LMIO, JIOMATh KOMIBIOTED WINM OKOHYATE/IbHO BBIBOAWTL €ro M3 CTpos 6e3 Bo3-
MOXXHOCTH BOCCTAHOBJIEHUs. DTO YXKE HE TOJNBLKO HE NMOTEUIHO, HO W MOLIO.

Camble JydllIHe WYTKH — 3TO Te, KOTOPble BbI3bIBAIOT YIBLIOKH M CMEX, HO U MX
HYXHO TipoboBaTh HA ONbITHBIX crneunanucrax. LyTuTh Han HeyBepeHHBIMH M
MAJIO 3HAIOLMMH MOJIL3OBATENSIMHU HE OYeHb ITHYHO.

B HEKOTOPBIX MOMX ILUYTKAX, ¢ TOYKH 3PEHMsl OTAEJLHBIX YHTATENEH, MOXKET yC-
MaTpUBAThCS HEOOIBLIOE XYJINTAHCTBO. DTO KaK KHHO, KOMY-TO HPaBATCsA CeMeil-
Hble Komennu [ucHes, a KTO-To JIOOUT YepHblil I0MOp ¢ yOUICTBAMM U KPOBBIO.
YroAUTb BCEM HEBO3MOXHO.

Sl crapaincs onucarb KOMNBLIOTEPHbIE LIYTKH, KOTOpbie paboTaloT HA rpaHM Jer-
KOro XyJIMTaHCTBA M TOHKOIO AHIJIMMCKOIO IOMOpa, YAOBJIETBOPAIOIIME Onpene-
JIEHHBIM KPUTEPHAM:

O He HecyT (PU3UHECKOro paspylIeHus;

O npasuiabHO OyayT BOCHPHHATE OOJMBIIMHCTBOM YWTaTENeH W JIOAbBMHU, HAL KO-
TOPBLIMH Bbl MOWIYTHTE, Beldb JlOOUTENEl Xopolero n aobporo omopa Goib-
[IMHCTBO;

O noaxoasaT Moemy A06pOMY M MyLIHCTOMY Xapakrepy :).

HekoTopble 3KCNEpHMEHTBI JOCTATOYHO ONACHBI C TOYKHM 3peHHs cTabMIbHOCTH
paboTsl Xeneaa, H 31a MHGOPMALIUS TAeTCs TOJMBKO B MO3HABATENbHBIX Leasix. He
NpUMEHsiiTe NpuBeleHHbIe crnocobbl HA NpaKTHKe, eclii He HUMeeTe AOCTATOY-
HOrO OITbITA M HE YBEPEHB!I B CBOUX CHIIAX. '
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Buumanue!! Ecnu Gyner onuceiBatbesi Heutp, Tpebyiollee BCKPBITUS CHCTEMHOTO
Gnoka, To He 3abyabTe BBHIKIOYNUTL KoMMbioTep. KoMMOHEHTh KoMmbioTepa Ha-
XOSITCS! MO HAMPSDKEHHEM, M 9TO MOXeT GBITh OMACHO JUIs Ballei XH3HM.

3.1. LLlyTkn ¢ MbiLLKOWA

Ilis Havana kiaccuyeckas M OfHa M3 caMbiX MOOMMBIX MoMX wyToK. Cnpsuste
Kyna-HuOyIb MoACOeANHEHHYI0 K KOMIBIOTEPY MbIUb (He orcoenuHsas ee). Ecaum
MCIONB3YeTCsl KOMITBIOTEPHBIH CTOM, TO MOXHO 3aKHHYTh 3a HEro M CIpATaTh
nposod. Ternepb Ha 2T0 MecTo KiaaeM apyryio (6yradopuio), a ipoBoa Toxe 3a-
OpaceiBaeM 3a cTOJN, YTOOBI CO31aTh BIEYATIEHHE, YTO YCTPOMCTBO BKIIOYEHO
B KoMmnblotep. [nasHoe, urobsr Mbium Gbutn noxoxu. Koraa xeprsa csamer 3a
KOMITbIOTEP, TO cXBaTuTCsA 3a GyradopcKyio Mblllb, ¥ Gyaer Aymarb, YTO OHA HE
paboraer. Pasranars npobiaemMy o4YeHb CI0XKHO, MOTOMY 4TO KOMIBIOTEp HE pyra-
ercst (MBILLB-TO MOAKIIOYEHA), U €CIH B3IIAHYTH Ha KOPIYC C3alM, TO B pasbeme
Oyner TopuaTh ITEKEP.

ToyHo TaKXke MOXHO MOCTYIUTh M C KIABMATYPOW, TOJIBKO €e CrpATaTh TpyAHee.
2
Ecan nonoxurs ee 3a KOMNBIOTEp, TO MoAMEHa GLICTPO pacKpoeTcs.

Elie oqHMM BapMaHTOM MOXET cTaTh Mbillb 6e3 wapuka. [Tpocto BeITalINTE €ro
M3 MBIIK, U OHA nepecraHer paGorarb. Koraa nmonb3oBaTesnb HauyHeT ee Aeprarb,
TO He cpasy goramaercsi, yro oHa nycras. [IpodeccHoHanbl TOTYAC 3aMEYaioT, UTO
MbIllIb CTAJA CIAMUIKOM JIETKOW (Bec wapuka COCTAaB/sieT MOYTH MOJOBHHY Beca
BCeit MBILLIM), U PACKPOIOT 3TY UWIYTKY. TOpPOMMUTECH, 3TY YIOBKY NMPOBEPHYTH CTa-
HOBHUTCS BCE CIOXKHEI, MOTOMY YTO LUAPHKH 3aMEHSIIOTCS ONTHKOIA.

Ho ontuka Toxe mmeer cBou Hepoctarku. [lepeBepHUTE ONTHYECKYIO MBILIE, H
Bbl YBUIMTE rocepeauHe yrnybiaenue ¢ auH3oi. Camblii npocToil crnocob — 3a-
KJIEUTh JIMH3Y YeM-TO TOHKMM M HENnpo3payHbiM (HampuMep, LBETHOH CKOTY).
Meius nepecraer paboraTh, a MO MOMM HaOMIOAEHMAM Ha JHH3Y oOpamaioT
BHUMAHHE B MOCIEAHION 04Yepeb.

Ecau y Bac ectb IBYyCTOPOHHMI CKOTY, TO MOXHO MPUKJIEHTH MBILIb K CTONY WIH
KkoBpuKy. KoHeuHo, Takas wyTka packpoercs ObicTpo, HO adekT oT Hee He
MeHbie. Baum xonners win Apysbsi ¢ XOpPOIIMM YyBCTBOM IOMOpA JIOJIKHBI OLle-
_HUTD 3TO 110 IOCTOMHCTBRY.

Ceituac oueHs pacnpoctparensl ATX-kopryca ¢ PS/2-pazsemMamy ist MBIIIW W KTa-
BHATYphl. OTH pasbeMbl WIACHTHYHBI, NO3TOMY MOMEHSTh MECTAMH LUTEKepsl He co-
crasnsieT Tpyaa. He BonmHyiiTech, OT MX NMEpeMeElleHMs HHYEro He CTOpPHT, B COBpe-
MEHHBIX KOMMBIOTEpAX CTOST OTIMYHBIE MAaTepUHCKME [UIaThl, M B HHUX 3TH
MAHHMYIALMH MOXHO TPOBOIMTE JaXe MPH BKIIOYEHHOM KoMmbiotepe. B atom ciy-
yae He Oyaer paGorarh HM KJIaBHATypa, HHU MBILlb, 1 B TO Xe BPEMs BCE MOAKIMIOYEHO.

Sl npoepan ropsuylo 3aMeHy Ha MaTepuHCKHMX fuiatax Asus, Abit, Gigabyte,
¥ npobnem He Gbuto. EnmHcTBEHHOE, KOTZa Bbl BO3BpalllaeTe IITEKEpPhbl B HOp-
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MATbHOE [TOJIOXEHUE TIPH BKJIIOYEHHOM KOMIIbIOTepe, xmuawpa ‘HauYMHaeT pa-
GoTath cpasy, a MbILIb MOXET MPOCHYTBCSI TOMBKO MOCHE Nepesarpy3ku. 1o yxe
3aBUCHUT HE TOJILKO OT MATepUHCKOM 1aarhl, HO U oT THNa U sepcun OC.

Bor eie oaun BapuaHT. B HacTpoikax cucTeMBbl YCTAHOBUTE MbILb VIS JIEBILH.
Jlist sToro samyctute ocHAacTKy ee csoiicts (Start/Control Panel/Mouse nin
IMycx/Tlaneas ynpasaenus/Mpims). ITepen sBamu oTKpoercsi OKHO KOHGHUIYpHpO-
BaHuA napamerpoB mbiy (puc. 3.1). Beuenute snecy nynkr Switch primary and
secondary buttons (O6mensTh HasHaueHue kHonok). Teneps nesast KHonka Gyner
BBITIONHATE (DYHKUMM NpaBoit ¥ HA06OpOT. DTO AOCTATOYHO MPOCTas WYTKA, KO-
Topast cpaboTaeT TONBKO Hall HAYHHAIOLMMM.

-~ Pue. 3.1. i-lampoﬂmnapauerpoammu
B HacTpoifkax MbILIK MOXHO €llie YCTAHOBUTH (hIIaXKOK WM (Cxo-

pOCTb BBINOJIHEHHS JIBOHHOrO LIeN4YKa) B MAKCHMAIBHO BO3MOXHOE TN
Fast (Bhie). D10 notpebyet OT N0/b30BaTE/Is XOPOUIEHi PeaKIIiH. Korza s nepe-
[ABHHY/ B 3TO IMOJIOXEHHE MOM3YHOK HA CBOEM KOMIIbIOTEpE, TO, KaK Obl BBICTPO 51
Heé HAOXHUMaI, MHE He YIaloch coeaaTh ABOHHON KIHK.
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3.2. XKenesHble WYTKN

Crnenyromue "wagoctu” TpebyioT BMELIATEILCTBA B XKejle30 KoMnblotepa. B cBazu
C OTUM JUISl peanu3alliyi ONMCAHHBIX 3[eck TIPUEMOB MoHANo6uTcs cBoBonHbI
JOCTYN K KOMHOBIOTEPY M BO3MOXHOCTb OTKPBITHS KPBILIKH, MO3TOMY yaobHee
JLOKIATLCSH, KOTJla JIpy3bsl BRIHAYT B APYIyi0 KOMHATY MHJIM NPUHTH Ha paboty
paHbiue Bcex. KoHeuHo e, BaM elle MoHano6saTCsl 3HAHNS KOMIIbIOTepa.

3.2.1. CmepTb BAeo

Jlns pasMHHKM packpyTuTe KOpryc KomitbioTepa. Terepb UyTh-4yTh OTKPYTHTE
BUHTHK OT BH/IEOKAapThl, HEMHOIO MNPUIIOAHUMUTE ee H3 passeMa M 3aKpoiite
Kopryc. BeITacKMBaTh HYXKHO COBCEM YYTh-4yTh. JocTaTouHO, YTOOBI Kapra XOTs
Obl ¢ OIHOW CTOPOHBI BBIMIAABIBAIA HA MWLIMMeTp win aBa. Ha mepseiit B3aras,
BCE HA MeCTe, @ KOMMBIOTEpP 3arpy3uthes He cmoxer. Ilpu crapre Oyayr pasaa-
BAThCS TOJNBKO 3BYKOBBIE CUTHANBI M HUKAKUX JBMKEHUH.

Ecnu BBl He 3HaeTe, re HAXOAUTCs BHAEOKAPTA, TO 3TY IUIATY JIErKO ONpeNe/iuTh,
JIOCTATOYHO IMOCMOTPETh, K YEMY MOAKIIIOYEH MOHHUTOP.

Camoe miaBHOE B 2TOH LIYTKE, YTO HEMUCIPABHOCTH CMOXKET OINPEAENUTh TOJNLKO
4eJIOBEeK, OYEHBb XOPOIUO 3HAIUUN 3HAYEHHS! CUTHAJIOB YCTAHOBIEHHON Mare-
puHckoit mnarel. OcranbHele 6yayT UckaTs npobiemy oueHb OO, MOTOMY YTO
BCE Ha MecCTe, a TAKOW MaJIeHLKUH [MEPEKOC OMPENETUTh Cpa3y CIIOXKHO.

Yto6bl nmolleKoTaTh HEPBUILKKM AaXKe MpodeccHoHaTy, MOXHO OTKIouYnTE PC-
Speaker, yepes KoTOpBIH MAET 3BYK. DTO MalleHbKHil IMHAMUK, PACMONOXKEHHbIH
BHYTpH KommbioTepa. OyeHb YacTo OH MPHKPEINJeH K AHULLY cHcTeMHoro Gioka
WM BHU3Y nepejiHeit naHenn. JInuHo g Beerja B CBOEM KOMIIbIOTEPE BbIIEPIUBaI0
U3 3TOFO OWHAMMKA NMPOBOMA, YTOObI OH HE JOCTABa]l CBOMCTBEHHBIMH €My He-
NPUATHBIMU 3BYKamu. s HopMaisHOro 03By4MBaHuUs cyliecTsyer audio-kapra u
0ObIYHBIE KOJIOHKH, MpaBia Takas "BHeCEHHas 'olInMbOKa yepe3 3BYKOBYIO KapTy He
coobuaercs.

3.2.2. [leBn4bA NamATh

Ectb HEKOTOpbIE MaTEpHUHCKHE TUIATBI, KOTOPLIE COMECPXKAT 3 crnota maMsATH.
Tpernii U3 HUX MoxeT He paboraTh ¢ ABYCTOPOHHUMU Moaynsmu. Ecnn 3to tak
M B KOMMblOTEpEe TOJbKO ofaHa "tabnerka" (rakoe ObIBaeT B cTaphiX MOAENsX), TO
MOXHO NMEPEKMHYTL €€ B 3TOT Pa3LeEM. A He AymMal, 4TO XO3dMH 3HAeT MX HyMme-
pauu1io U BCIIOMHUT 00 3Toi ocoBeHHOCTH.

Ha coBpemeHHBIX 1J1atax mMoxer ObiTh 4 cioTa, W yCTAHABIMBAIOT YETHOE KoNu-
uectso auHeek namatu (2 win 4). Ecam ux ase, To o4eHb yacto Tpebyercd, yro-
6b1 "rabneTkn" obs3aTeNbHO HAXOAUIUCE B MEPBLIX ABYX cjotax. Ecau B KoMIblo-
TEpe TONLKO JBE JUHEHKH MaMATH, TO MOXHO WX MepekHHyTs u3 1 1 2 passemoB
B JIBa JIpYTHE.
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[Tpn HenpaBM/IbHOM MOAKMIOYEHHM TAMSATH KOMIIBIOTEP TMOBPEAUTH HENb3fA, HO
paborarb OH He Oyner. A Uisl Hac TJIaBHoe, YTOOBI HAUTH MPUYUHY GbLIO HEMPOCTO.

3.2.3‘. ATX — He -3au4ma

Sl perynsipHO COpEBHYIOCh CO CBOMM HaYyalbHUKOM W €ro 3aMecTUTEEeM, IMOoToMY
4TO y HHMX XOpolllee YyBCTBO loMopa. ¥ oboux Kommnbiotepsl ¢ ATX-Koprnycamu,
B KOTOPBIX C3aIM €CTh CHeLMaibHble YIUKH IS YCTAHOBKM 3aMKa. OgHaxmbl 3a-
MECTHTE/]b HAYAJIbHUKA HANeJ HA 3TU YIIKW BUHTHK, 3aKpyTHI raikoit u coun
pe3bby (Hy He GbUTO MOA pyKoii 3amka). Ho oH 3a6bu1, 4TO GBIBAIOT MOAENN KOp-
nycoB ATX, y KoTopblx 6e3 npobneM CHUMAETCSi BEPXHSA KpBIILKA W MepexHss
naHesib, ¥ MX 3a670KMpoOBaTh HENb3sl. S CHSJ KOXYX, O/HY GOKOBYIO CTEHKY
(BrOpasi 3aKpbiTa Ha BHHT) M TEPEAHION MaHeslb. B ero KoMMboTepe TP MSATH-
mioiiMoBBIX oTceka. B BepxHem crout CD-ROM, a yepes ocranbHbIe 1BA BUAHO Bee
BHYTPEHHOCTH. fl 3a1e3 Tyda pykKod M Ha OLIYIb OTKIIOYWT NMUTaHHE ¢ honmnu
nucka. Bekope nociie 3TOro s U3 MYCOPHOTO SLIMKA BBITAIW LEIYIO Mayky Juc-
KeT, MOTOMY WYTO 3aMECTHTeJ]b HayaJbHUKA OYMal, 4YTO OHH HCITOPYEHBI,
a peanbHO He paboran auckosoi. ITomumo 3Toro, 1 Momyuui GrarogapHocTh OT
COPaTHUKOB 110 pabore 32 coOOpPasUTEILHOCTD U JIMIUIWICA MMPEMUM 33 HATJIOCTS ).

3.2.4. YyTb OTKNIOUUM

MoxHO BBITAIIMTE ¢ MarepuHCKoil ruarel Garapeiiky. Komnbiotep-To paGorath
Oyner, a BOT BCe HAcTpoOWKW M Bpemsi Oyayt cOpacbiBaThCsl Mocjie KaxIoro Bbl-
kmovyeHus. [MepBeie aBa aHs Mojb3oBaTe]b OyaeT BcroMuHaTh "HoOpBIMH ClIOBa-
MU" BCEX CBOMX POACTBEHHHKOB !), IMOKA He [OMEHSET 3aBeTHYI0 Oarapeiky
B CUCTEMHOM OJIOKeE.

[Mepexonum k cienyiouiemy npukony. CoBceM 4YyTh-UyTh BBIABMIaeM pa3beM U3
MoHuTopa. Kommnbiotep paboTocrnocobHblif, HO OTKIIMKATHCS HU HA YTO HE XOYeT.

Boo61ue, cyluecTBYeT MHOrO MecCT, [/Ie MOXHO IMPHJIOXKUTH CBOM IIAJIOBIUBBIE
pyuku. OveHb yI06GHO BBITACKMBATH BWJIKY NMUTaHMUsI M3 mpuHTepa. ['Hesmo Tam
rnyboKoe, Mo3ToOMy Tocje U3BIeUEHUST HY>XXHO TTPOCTO MPUCTABUTE €ro K pO3eTKe.
Bpone Bce HopManbHO, HO He paboTtaer.

Ho Tonbko He COBCTYIO CJIMIIKOM YBIEKATECA DSKCIIEpHUMEHTaAMM C NpoBOJaMH
nutanud. Ecim Mexmy KOHTaKTaMM MPOCKOYMT MCKPa, TO MOXET BBITOPETh KOM-
MBIOTEP W YCTPOMCTBO, KOTOPOE BBl OTKJIIOUMAM, HO He yOpanu kabenb (Hanpu-
MEp, TOT Xe MOHMTOP).

Ecii y Bac mosiBHJICS MOJHBIN JOCTYNT K BHYTPEHHOCTAM KOMMbBIOTEPA XKEPTBbI,
TO TYT IWIYTKH NMPHOOPETAIOT COBEepLIEHHO WHON pasmax. Bel Moxere noMmeHsTh
MecTaMM Ha MATePUHCKOW [uiate KoloaKu KHonok Reset u BKIIOYEHWs MUHUS.
Takum obpazoM, naxe coobpasUTeNLHEI YETOBEK HE C MEPBOTO HAXKATHS CMOXET
[orajgaTthcs, B YeM npobiemMa, u MoYyeMy KOMITBIOTED He 3anyckaercs Mo KHOIKe
Power On.
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OTKIIOYUTH MOXHO Bce, HaYWHasg OT AUCKOBOAOB M mpupoaos CD-ROM, u 3a-
KaHUMBasi BEHTWIATOPOM Ha mpoieccope. MHe Gonblile BCero HpaBUTCs MOCAEI-
HEe, MOTOMY 4YTO €CJIM Ha MaTepHHCKOﬁ IJjiaTe CTOHT Mpoleccop Intel, TO OH 4e-
pe3 HEKOTopoe BpeMs Tocjie 3alycka ITPOCTO OCTAHABIMBAETCS NpPH Neperpese
npoueccopa. B aror MomeHT npoucxoauT 3cdexT 3aBUCAHUSA, HIM KOMIbIOTED
MOXKeT BOODI1LIe BBIKIIOYHUTBCA.

Ecnu BBl He yBepeHBI B XeJe3e XepTBhl, TO HE COBETYI0 MIPATh C OXJTaXKICHUEM,
MOTOMY YTO MOXHO YTO-TO CHAINUTH (HEKOTOphIe Moienu mpoieccopos AMD ne
OTKJIIOYATHCH W cropanu). B 3ToM ciyuae mon rmazaMyu MOTYT NpPOSIBUTBCSA CHHsi-
KH, @ TAKOKe BO3MOXHO COTPSICEHUE MO3ra :).

3.2.5. MoHuTop

Y HeKoTophiX MOHHMTOPOB SIPKOCTh yOHMpaeTcs MOJHOCTBIO M OCTAeTCS YepHBIi
akpaH. K TakuM MmoaensM otHocutes Mot jobumsiit LG FLATRON 795FT. Ec-
nu y6path pKOCTh, TO MOHMTOpP O BCEM NMpHU3Hakam paboraer, HO MHGOpMALIMS
He orobpaxaercsi. DTO eAMHCTBEHHAs! LIYTKA, HA KOTOPOIO 5 MOMAJICH U A0JATroe
BpeMs He CMOr MOHSATh, B YeM /ie10. Sl mphiran BOKPYr KOMMABIOTEpa, KOJIOBAI,
nposepsn Kabenau, HO Bce pabotano, a usobpaxeHus He Obuo. Bocrnpoussomi-
JIOCh TOJIBKO MEHI0 MOHHMTOpa, HO MHE JaXe B roJIOBY HE NPHUILIO MPOBEPUTH
SIPKOCTh M KOHTPacTHOCTE @.

Hakonen Mo OOMIYMK He. BBIIEPXKAN M C AUKUM CMEXOM [TOKA3al Ha KHOIKH
ynpasieHusi napamerpaMu MoHuTopa. [locie 3toro s HECKOABKO AHEH Mompan
JKECTOKO MCTHIT 3a ceﬁa, MNoTOMY 4TO TaK MEHHA €1U¢ HMKTO HE CMOT IMPOBECTH.

Mory ele nocoBeTOBaTh MOJOXKUTE MArHUT MO3aAl MOHHTOPA, YTOGLI ero He 6bL10
BUaHO. B aToM ciyyae oH Oyzner gaBarh CTpAllIHble HABOIKH, U IJ1a3a MOMEHTAIEHO
Oynyr ycrasatk. ZKeprsa Oyaer pyraThesi M IIEBaThCs HA NMPOU3BOAMTENS, HO HHKTO
M3 MOMX MOJOMBITHBIX KPOJWKOB He Jorajaics o npu4MHax npoucxomsuiero. Ho
MOMHH, YTO HE BCAKKI MArHUT OKa3bIBAET TAKOE BO3NEHCTBME M HE KAXKIBIA MOH M-
TOp Ha HHMX pearupyer. S He 3AEKTPOHIUMK U OOBICHUTD BTO HE MOTY.

Ecnm marHut He Oyier HaiiaeH, TO BHITAILUTE €ro caMu, WHAYE YENOBEK MOXeT
MCTIOPTUTH 3pEeHME, A 3TO yxXe He cMelHo. Co 300poBLEM IIYTHTH HeJb3st, Mo-
3TOMY JAAHHYIO [TIPOLEAYPY HYXHO TPOBOIMTE KPaTKOBPEMEHHO, 1a U 3dpexT ot
aroro Gyaer Gonblue.

Bositbesi aTOrO Mertoma ToXe He cToMT. Uisi Toro 4yToOBl MArHUT MCMOPTMI 3pe-
HHUe, OH JOJDKEH MpoJjieXaTh OYeHb JONTO, A MOJNb30BaTelb BEIHYKAEH 1o 8 yacos
[POBOAUTL . 32 KOMITBIOTEPOM, ‘HE OTXOAS Ha nepexypbl W obeast: Hanpumep,
y MeHsi Ha pabGore npu BKIOYeHWM Gonbluoro KoHauuuMoHepa (Gomee: 2 MeTpoB
IUTHHOM, MOILIHOCTh HE 3HAI0) HA MOHMTOP MIYT HABOAKH, U OH MOCTOSHHO Jiep-
raercsi, Kak or MaruuTta. M Tak s paboraio Bce NeTO YKe B TeueHue AByX ner. bes
KOHJMIIMOHEPA HETh3s, MOTOMY YTO XKapa B MOMX IIMPOTAX AOCTATOYHO CHIIBHAs,
M C HUM HEBO3MOXHO.
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U Bce e co 310pOBbEM Jiyullle HE IUYTHTh, TO3TOMY He JepXuTe MarHuT Gosee
nonyyaca. Ecnu XepTBa He 3aMETUT MepUAHMS, TO HET CMBIC/A MTPOIOJIKATE IKC-
nepuMeHT. Jlyyille BBITAWINTE MArHUT M YECTHO MPHU3HATBCSA. A eciM MepuaHue
MOSBUTCS. M XKEPTBA HAYHET BONHOBATHCS M BECENUTb HAPOX TMOUCKAMU O HEuC-
NPaBHOCTH, TO BCE PABHO BAXHO BOBPEMS OCTAHOBHUTHCS. !

3.2.6. Typ6oBeHTUNATOP

Kak xe MHOrux pasapaxaer rpoMkuil BeHTwiarop! Buammo, 3tu joam He BeTpe-
yaauch co MHOM. Ceifyac 1WIYTKH ¢ BEHTWIATOPOM camblie Mou Jobumse. HenasHo
MHE TMOIKUHYJIH CBEXYIO WIEI0, B KOTOPYIO 5 BIIOOH/ICH 10 KOHYMUKOB HOITEH ).

Haiigure rae-Hubyap niacTMaccoByio JHMHENKY W OTJIOMHUTE OT HEe HECKOALKO
ManeHbKMX Kycoukos. [lorom 3aGpochkre MX B BEHTWIATOP O/lOKA MUTAHUS M
XKIWUTE, KOTa XKepTBa BKIIOYUT KoMrblotep. ['poxor Gyner crosTh TaKoOM, 4To ria-
3a OT CTpaxa MOIYT BbUIe3TH Ha Jiob :). Ho ecim ryna He Oyiger, TO CpOYHO Bbl-
Kimoyaiite KoMnbiotep. BoaMoXHO, 4TO BEHTHIATOP MPOCTO 3aKIMHWIO, ¥ TOrAA
6/ToK MUTAHUSI MOXET Croperb, 4 HaM 3TOro AOIYCKaThb Hesib3f. Mbl LIYTHHKM,
a He 3nojen Kakue-1o. MmMeHHO mostoMmy crapaiitech He nepebopLIMTL ¢ 3amya-
CTSIMM, KOTOpble MOAKWAbIBaeTe B BeHTHsATOp. Kak morom Bece ymanuth? Bonb-
LWIMHCTBO 3anyacteit BbuieTaer camo. Ho OyabTe cHUCXOAMTENIBHBI K MOCTpanaB-
LIEMY, MTOMOTUTE aKKYPATHO BBHITAILIMTL OCTATKH MUHLIETOM.

Korna 51 MpOTECTHPOBA 3TOT MNPHEM HAO CBOMM MpPHATEIEM, TO OH cHa4yaiga Hc-
nyrajicsi, OTOM J0JIF0 CMesUIcs, @ BCJIel 3@ TeM Tak Bo30yluiics, YTO MMOBECH) Ha
PELIETKY OT BEHTHJIATOpa MOJOCKW TyaneTHoi Oymard v TOHKOH (hoibru OT Lo-
Konaga., Tenepb BEHTHJATOP AYET Ha BCIO 3Ty TMpJsSHAY, H 38 CHCTEMHBIM 6J0-
KOM CTOMT CyMaclUeAlluit ryn, a OH HacaaxiaaeTcs THUMM 3Bykamu. Bpome kak
MENOANN KaKMe-TO CIBILIMT :). BOT cuXy M aymaio, MOXET 3aricarh ero 3aBTpa
Ha mpueM K ncuxuarpy?

B npuHuune, 6ymary i ¢osnbry MOXHO MCIonb30BaTh U paan wyrtku. Koraa ue-
JIOBEK HEe 3Haer, YTo K CeTKe, 3a KOTOpPOH MpsAYercss mpomesuiep, NpUKpyuyeHa
(onbra, M YCABILMT 1IYM, TO OH MOXET CHJIBHO YIMBHTBCH.

3.2.7. Cynepckoty

Ha crapoii pabote nepen caMbiM YBOJIBHEHHWEM S HamMcal [porpaMmmy, Kotopas
reyataja Ha ITUKeToYHoM mnpuHTepe 6Gapkoael, PDF-konel u wunHbopmauuio
o tosape. [IpuHTep no/bkeH GbUl pacreyaTbiBaTh BCEe 3TH JAHHBIE HA CaMOKJIes-
LMXCS ITHKETKAX, KOTOPhIE OMepaTopbl MOTOM MPUKPENJIsIM Ha KOpoOKU ¢ mpo-
IDyKLHei.

K 4emy 3t0 #? A K TOMy, YTO Takasi 3THKETKa-CaMOKJIeiKa TMPWINMAaeT K YeMy
YroaHoO, Ia TaK, 4YTo OToAparh ee npobiemarnyHo. CHaYyana Mel CKIEHBANU ALLN-
KH B cTOnMax, 4yTobbl OHM He OTKpbiBaiuch. [loToM 3aHAIMCH PO3ETKAMU H,
B KOHLIE KOHILIOB, — KOMMBIOTepaMu. TYT NMepBoit A0CTANOCh KHOMKE CTapTa KOM-
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rpioTepa, €¢ 3aKIeMBATU ABOMHBIM M TPOitHBIM cioeM. Cienom — Bce IMCKOBO-
ael, npuBonsl CD-ROM u passeMmsr cuctemHoro 6iaoka (USB, LPT u 1. 1.).

Ecnu HeT caMmokiesiueics STHKETKH, TO MOXHO BOCIMOJIb30BATLCS CKOTYEM. Tak
A OIHOMY I[apHMILKEe yXe Ha HoBoil pabore Bech cUcTeMHBIN Gnok obmorau
ckorueM. [Tpuiuiioce ynotpebuth Belo ynakoBky. Kak oH Mmasncs, Korga pasma-
ThiBaN Bce 370 ). Mom e My4eHUsi CTOWJIH TOTO, YTOObI YBUAETh, KaK 0cBOGOXK-
[al0T cUCTeMHBbIH 610K OT pynoHa ckorya. Camoe MHTEpecHoe, — eciu Mom py-
KOt HEeT HOXHULL U JIEHTY HeJIbasl Cpe3aTh..,

Ho Gonbuie Bcero MHe MOHPaBU/IOCh 3aKJIEMBATh JMCKOBOALL. DTO HY)XHO IEIaTh
AKKypaTHO, 4yTo6bl Bauty pabory He 6sUT0 BUAHO. Eciu cKOTY Mpo3payHsblil, T OH
He3aMeTeH M JUCKOBOJ KaXeTCsl MyCThIM, HO NMPH 3TOM BCTABMTh TyAa AMCKETY
npobiieMaTHYHO, ' .

3.2.8. MynbTUKHONOYHUK

Y mensi Ha komnbiotepe Tpu kHonku Ilyck u uetsipe kHomku Reset :). 3auem
CTONBKO M OTKyHa oHyM B3siuck? Bee ouens npocro. Tonbko ojHa W3 HUX pabo-
yasi, a BCE OCTAIbHbIE — 3TO MPOCTO PUCYHOK, pacrevaraHHblii Ha Gymare u ak-
KYpaTHO HAKJIEEHHBIH HA cUCTeMHbI 6ok, S-To 3HAI0, KaKas KHOMKA HACTO-
11ast, & BCe OCTANbHBIE, KTO MBITAETCS BKIIOYMTH KOMITBIOTEP, BMNAMAIOT B MAHUKY
WIX HAYMHAIOT HAKUMATH Ha BCE MOIPSIL.

[Mpu peanu3almMy AaHHON WYTKH rJaBHoe, YToObl H300paxkeHue OBLIO XOpollero
Kavyectsa. PUCYHOK MOXET He COOTBETCTBOBAThH MOMUIMHHOMY oOpasily, U KHOTIKA
MOXET UMeThb Apyryl KoHdurypauuo. MoxHo obKIeHTs KOMIbIOTEDP KApTHHKA-
MH U3 KHOMOK pasHbIX (opM.

Yyte nozxe g nowen eute panbue, Ha pabote y MeHs KHOMKa nycrtas, MOTOMY
YTO caMm BBIKJTIOYATEJb 5 CHSUI M BbIBEJ Ha MpoBoAax cboky or Kommbiotepa. Tor,
KTO He 3HaeT, HAuYMHaeT ThIKaTh B KHomnKy Ilyck, a KommeloTep He 3amyckaercs.
TakuM obpazom, S He TOJABKO MPUKATBIBAIOCH HAJl APYTMMH, HO M 3allMILAIOCS,
[IOTOMY YTO 4yXKOil YeJOBeK He CMOXET BKIIOYWThL Ge3 MeHs komrbiotep. M Heuero
MM J1a3aTh 1o MouM aitiam, 9T0 Mosi IPUBATHOCTE.

3.3. CeTeBble WYTKN

Tak Kak Mbl ¢ 3aMeCcTUTE/IeM HaYIbHHUKA OTAena Haxoaumcs Ha OonbluoMm pac-
CTOSTHHHU JIPYT OT APYra (B pasHbIX 3[aHMUSX), TO OH MOCTOSIHHO 3BOHUT MHE, 4TO-
Obl 3arpy3uTh CBOEH ouepenHoi npobieMoi, cBA3aHHONW C MporpaMMUpoBaHIeM
Ha Visual C++.

TenedoH crout He Ha MoeM cTosie, U 4TOObI TOCTOSHHO HE BCTABATh, £ OKA3al eMY,
KaK MO/b30BAThCHA KOMAHAOM NET SEND (OTHpaBnsTh coobuieHus: no cetu). Eciu Bbl
HE B Kypce, To o0bbsicHs10. /Ui OTrpaBKu coobiieHus Hy>KHO HalMcaTh TaK:

NET SEND Anpec Texct; coobmEeHMA
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BeinosiHsiere 3Ty AMpeKTHBY B J11000i KOMAaHIHOM CTpoKe, M y azpecara MosiB/si-
eTcsl OKHO € TEKCTOM Balllero coobuleHusi. 910 paboraet Tonbko B NT-cucremax
(Windows NT/2000/XP/2003), Ho ceityac B GOJNbIIMHCTBE ceTeil 910 He Mpobie-
Ma, T. K. Windows 98 peako ucnosb3yercsi JUisi OpraHU3alMKu COBMECTHOTO JIOCTYTIA.

Utak, He MPOXOAMT W HEleNd, KaK MeHs YYeHUK 3abpocai TAKHMHU COOOLIEHNS -
Mi. Bl He npeacrapasieTe, Kak MeHs OecuT, Korma BO BpeMsi BOWHBI C o4epeji-
HbIM MOHCTPOM [OSBJISIETCH OKHO C BOMPOCOM, a MTpa cBopauusaerca. Hemonro
aymasi, si Hanucan Hebonbuyio nporpamMmy Ha Delphi. Ha dopme y mens 6wuia
TOJILKO OJIHA KHONKA, [0 HAXATHIO KOTOPOIT BBHIMOJHICA CHAEAVIOUINAI KO

var

i:Integer;

begin
for d:=0 to 10 do
begin
WinExec ("NET SEND 10.1.1.15 T Gynems CTpanaTh KaxmeM HeHs',
SW_SHOW) ;
sleep(100) ;
end;
end;

AHaOrMYHbI Ko Ha C+-+ BBIISAUT ceaylolnmM obpasom:
for (int i=0; i<l0; i++4)
{
WinExec ("NET SEND 192.168.1.121 You will be cry by me",
SW_SHOW) ;
Sleep (1000) ;
}

B npumepe Ha C++ 3anyckaercsi uuki M3 10 waros, B KOTOpoM € MepepbiBOM
B 1000 mmvcekyHa ornpasngercss coobuienne Ha aapec 192.168.1.121. Ecaun
ybpaTh CTPOKY C 3aMepXKKOM, TO 3KpaH GeaHO! XEPTBbI 3achIIIeT cooBIIeHUIMU
TAK, YTO OH He cMoxer paborarb. XoTs W Be3 3Toro A0CTATOYHO. A MOXHO cMa-
CTEpUTh KOJI elle 3jiee — cfieNiaTh LUK OeCKOHEYHbIM, TOTIa MpepBaTh Mporpam-
MYy MOXHO OyIeT TO/IIbKO Yepe3 CHATHE 3aayuu.

Bbl MOXeTe HAMUCaTh 4TO-TO Mono6GHOE Ha M06OM A3bIKE MPOrpaMMHpOBAHHMS,
Ha 9TO MHOTO BpeMeHu He norpebyercsi. B npuHLmnie, MOXHO CO30aTh OAXE KO-
MaHmHbI ¢aitn. TyT Bce yKe 3aBUCHUT OT BalUX 3HAHWI M YMEHUH.

Eciu Bac Hayanu 6oMOMTH cOOBLIEHUAMU, TO MEPBOE, YTO 5 COBETYIO CHENaTh —
BBIIEPHYTh CETEBOM WIHYpP U3 cucTeMHoro 6ioka. TolbKO He TOT, 4TO JAeT Balle-
My KoMmibiotepy 220 BosbT, @ TOT, 4TO CBA3bIBaeT ero ¢ cerbio. [locie aroro Ha-
xmute Start/Control Panel/Administrative tools/Services (ITyck/llanens ynpas-
aeHnsi/  Anmunucrpuposanue/ Cepsucel). [lepen Bamu  OTKpPOETCH OKHO
HACTPOMKM cepBUCOB (cM. puc. 3.2).
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Puc. 3.2. OkHO NpocMoTpa YCTAHOBEHHBIX CEPBUCOB

Haitaure cepuc Messenger, ABaX/bl 1EJKHHTE IO COOTBETCTBYIOLUIEH CTPOKE, U
Bbl YBHIUTE OKHO CBOICTB ciyk0bl (puc. 3.3). 3aech HYXKHO HaXaTh KHOMKY Stop
(Cron) 4yrobkl OCTAHOBUTH CEPBHC, U MOTOM B BBIMAialoueM crnucke Startup type
(Tun samycka) Beibpars Disabled (OrkiioueHo), 4To6sl cayxba coobieHHil He
3alycKajlach MpH 3arpy3ke CHCTEMBI.

Boaspaiuaiite cerh B MCXOmHOe cocTosHue M paboraiire manbiuie. Kommnsiorep
obumunka OymeT MBLIPATH COOBIEHNS, a Balll — CTAHET MPOCTO OTOpachiBaTh MX.
Tax 4to oTnpaBUTENIb TONBKO 3ps OYAET TOPMO3UTE CBOI KOMITBIOTED.

BeiBoa M3 3TON WHIYTKM oaWH — cepBuc Messenger ot Microsoft kak Bcerna He
3allMILeH W NPUHUMAET Bce, 4ro K Hemy npuxoaut. Heobxommmas sauura He
nosisuiace gaxe 8 Windows Server 2003. Ecnu Ha Bac HayaiM aTaky, TO MPUXO-
IUTCSA OTKITIONATh CEPBHC M OTKA3bIBAThCS OT YI0OHOro cpeacTsa obieHus.

Ecnu B Balueii ceTd Ha KOMITBIOTEPAX YCTAHOBJIEGHBI MPUHTEPHI, 4 aIMHHHCTpATO-
pbl TMONHBIE "J4alfHUKKH", TO MOXHO MOUIrpaTh M ¢ STHMH yctpoiictBamu. Tlo
YMO/YaHUIO moboi NTOKTBHBIN MIPUHTEP CTAHOBUTCH HOCTYIMHBIM MO CETH, H 3TO
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NeJIaeT ero XOpolueid MHILEeHbLIO JUIS WYTKU. 3aiiiuTe 4Yepe3 ceTeBoe OKpYyKEeHHe
HA KOMIBIOTEP XKEPTBhl M JABAXKIbI LIEJKHUTE 1O ero npuHrepy. OH ycraHoBUTCS
B Ballly CUCTEMY, M Bbl cMoxere Ge3 npobiiem nonb3osatbes M. TosbKO He Hano
OTMPABIATh HA HEro KapTMHKW HJIM TEKCT, MOTOMY YTO 3THM Bbi Cpasy Xe Bblia-
[UTE ceTeBoe MPOMCXOXKIEHHE HaneyaTaHHoro aokymenta. Ilosb3oBaresb MoXer
3aiftu B JlucneTyep meyatu W yCreTb YBUAETb MCTOYHHMK 3alaHusi. YK Jiydiue Kax-
Able MATHAAUATE MUHYT HAMpPaB/IsiiTe HAa Me4aTh MYCTYIO CTPaHMILy, KoTopas ob-
paboTaetcst 0CTATOYHO GBICTPO M He3aMeTHO. BOT 3THM Bbl 3aCTaBUTE MOJIb30BA-
Tesi 3alyMaThCsi O HEMCNpPABHOCTH NMpHHTepa WM Apaiisepa. [losropsiite 3ty
ornepauuio, NoKa MocTpalaBlidi He 10ralaerTcs WK BaM HE HANOECT CMEATHCS.

e

L}

Puc. 3.3. OxHo cBOiCTB cepBuca

Kak BuauTe, OYeBHIHBIE BAPHAHTHI — HE BCeraa cambie npukonbHbie, MHorna
Ayyille HEMHOro MOAYMaTh W CHAENaTh YTO-TO [AEHCTBUTENLHO OPUTMHATLHOE,
W TIPH 3TOM He BbUIaTh ceGsi, WHAYe MOXHO OTKPHITH BOiiHy. Bam Toxe wmoryr
OTOMCTHTB M HAayaTh NMOMUIYYHBATH HAJl BALIHM KOMITBIOTEPOM.

Knaccuueckoii mIyTKO# B CETH fABISeTCH OTIIpaBKa coOOWEHHHA OT Apyroro .lmua,
HanpHMep, Yepe3 KOMaHIy NET SEND.
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Honyerum, 4To Bel paboraere B HebonblloM OQHCE M XOTUTE MNMOCHATH CBOEMY
KoJuiere MHMOPMAaLKIo OT HMEHH HayalbHUKA. B 5TOM cnydae HeoOxonumo, yTo-
6Bl ero Kommblotep GbUl BeIKTIOUEH (MM xO0Ta Obl He Haxomuscs B cetu). s
STOr0 €cTh TPU BapUaHTA!

0 BpeMeHHO BBIICPHYTH CETeBOW LIHYP M3 Komiblotepa Gocca. Ho ecian B arot
MOMEHT Hiey uyTo-HUOYIE NOHAZOOUTCH W OH Y3HAET, KTO HApPYILW CBA3k, TO
y BAC MOTYT BO3HMKHYTH 1pob/ieMbl ¢ NOJNYyYeHHEM OYEePeAHO NpeMun;

0 npocieauTh, Koraa narpoH OymeT mnepesarpyxaTh WM BhIKIIOYMMT HA BpeMs
KoMmrmbloTep. Jlasg sToro MoXHO Bocmosib3oBathes nporpammoit CyD Careful
Observer (www.cydsoft.com), Kotopas MoXxer HaGMIONATh 3a KOMIIBLIOTEpaMM
B CETH, W TIPH MOTEpe CBIA3M BbIIABATH COODIIEHMS;

O camblil onacHslil Meron — cMmeHuTh [P-anpec Balliero KOMIbIOTEpa Ha Takoi xe,
KaK Y HaYaIbHHKA. DTO BbI30BET KOHOMAMKT, 1 06a KOMOBIOTEPA MOTYT OLITh
BbiBeneHbl M3 ceTH. [Momoxaute Hekotopoe Bpemsi. Illed ckopee Bcero HauHer
nepesarpysky, 4tobbl paspewuts cutyainio. Kak Torsko 3T0 npousoiiier,
HeMeUTs ellle pas MoMEeHANTe CBoif aapec Ha ero.

Eciu BEl mobunuck BpPEMEHHOI'0 BbIXOJAa HAYalbCTBA M3 CETH, HYXKHO NMOAMEHHTH
MMsi cBoero Kommnbiotepa. [Uist 9TOro WIENKHUTE MpaBoil KHOMKOM Mo MKOHKe
My Computer (Moit komnbiotep) u Beidepute nyHKT Properties (Coiictpa). ITe-
peitnnte Ha BkiIanky Computer Name (Cerepasi uueHTUhHUKALNMS) W IIETKHHUTE 110
krornke Change (CsoitcTsa). 31ech 3aMeHUTE UM KoMmmbloTepa 1 Haxmute OK.

Teneps, noka e nepesarpyxaercsi i OTCYTCTBYET B CETH, Y Bac ecTh BO3MOX-
HOCTB OT €ro WMEHM OTNpaBIsATh coobiieHusi. MoXHO mochark YTO-TO THMa
"3aiion ko mue" win "Tel ysonen". [Toayuarens Gyaer aymarsb, 4YT0 3TO PYKOBOIH-
TeJb UUIET COODLIEHM, M, KAK MHHHMYM, HCIYTaeTcs.

[MomHuTE, YTO ¥y BAaC B PACMOPSKEHUH He TAK YK MHoro BpemeHu. Ilepesarpyska
Windows uner npuMepHo 3 MuHyTHl (Mau 4yyTh Gombiie). Kak Tonbko Bel ornpa-
BUIM cooblleHue, cpasy BepHHUTE MCXOIHbIE UMsI KoMmbioTepa ¥ IP-ampec, T. K.
KOMIIBIOTEP HAYAIbCTBA MOCHE Mepe3arpy3Ku CHOBA MOXET BbIIATh OIMOKY M3-3a
3THUX NapamMeTpoB, W TOrga AIMWUHUCTPATOPBI CETH HAYHYT MCKATh KOH(MIMKT M
BBIIIYT Ha Bac.

Eciv B ceTH MCMoJib3yercsl BNeKTPOHHAs MouTa, To 3axaya ynpouercs. B pazd. 5.5
MbI 5)’118]\{ paccMaTpHBaTh, KAK OTNPaBiIsATh AHOHUMHbIE cooDIleHus WIN nuchbMma
OT UYXKOT0 UMEHH, 1 5 YBEpeH, YTo KoJulery nopepst. Teker cooblieHus 3aBHCHT
OT KOHKPETHON CHTyaluH.

Korna noaumyyusaere ¢ NOMOILBID cOOBIIEHNI, TO BoIOMpPATe B KAYECTBE XKepTB
mofeit ¢ XOpomUM YyBCTBOM: IOMOpa: 3TO NOMOXET BaM M30eXaTh JUIIHUX TNpo-
OneM U ccaguH ;).
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3.4. Copr-uyTKN

B arom pasgene mbl paccMoTpuM wyTku Hag OC Windows. Oxun HaubGonee npo-
CThle B peaiu3aluu, a 3pdexkt He MeHee MHTEPeCHBIH, YeM OT TeX, YTO Mbl pac-
CMATpMBA/IY paHee.

3.4.1. UckyccTBEeHHOe 3aBucaHune

ﬂaaaﬁ're crnenaeMm konuio Pabouero croma BMecTe ¢ MKOHKAMM H NaHeJablo, HO
6e3'sanyiieHHbIX mporpamm (kiasuiua <Print Screen>). IMoroM B noGom rpadu-
4YeCKOM PEeNaKTOpe BBIMONHMUTE BCTABKY M3 Oydepa obMeHa M COXpaHHTE KOMUIO
skpaHa B BMP-daitn. Teneps yoepure ¢ Paboyero crona Bce MKOHKH M CHpAYbTE
nauesnb ¢ KHonkoi Ilyek, urobbl HUYero He ocrasiock. [lajee HYXKHO YCTAHOBHUTH
B KauyecrtBe (hOHA COXpPAHEHHYI0 BaMHM Komnuio 3kpaHa. [laxe mnpocdeccuoHambl
KieBad Ha 2ty Oyracdopuio. MHtepecHo HabnionaTh, KOraa Xeprsa MbiTaeTcs
WESKHYTh B MKOHKY Wau kHomKy Ilyek, a HuYero He NMpoMCXOAMT, MOTOMY HTO
OH THIKAeT B 060M, 2 peaIbHBIE SIPJILIKK U MaHe b CIPATAHBI 3a NpeieaMi SKpaHa.

3.4.2. ApnbivukKn

51 oyeHb 0G0 NPHUITMCHIBATH APJABIKAM COBEPLIEHHO Apyrue nporpammbl. [Lis
9TOTO WIEJKHUTE MPaBOH KHOMKOW MBILUM [0 SPALIKY W B IMOSIBUBLIEMCS MEHIO
Boibepute nyHKT Properties (Csoiictsa). INepeitnure Ha Binanky Shortcut (Spibik)
U uameHute comepxkumoe nojis Target (O6GbekT), yKasas 3nech NMyTh K APYrow
nporpamme. JIyuuie Bcero MOMEHATh MECTAMM 3HAYEHWs 3TOrO CBOMCTBA B IBYX
PasHBIX SAPJBIKAX.

Tyr rmasHoe ObITh BHUMATENBHBIM M HE MOMEHATb WKOHKY, OTOMY YTO OHa MO-
JKeT ABTOMATHYECKH M3MEHMTBhCH Ha TY, 4TO HCIOJb3yeTcs B yKazaHHOH Bamu
nporpamMe. Ecjii 3T0 MpoU30LLI0, TO BEPHHUTECH B CBOHCTBA SP/AbIKA U HAKMUTE
kHonky Change Icon (Cmenuts 3Hayok). [losiBuTCSi OKHO OTKphITHA (aiina.
Haiinure 3anyckaemsiii daiin nporpaMmsl, Kotopasi 6sU1a 10 Ballero BMELIATE b~
crea. OC BO3BMET U3 HEE MKOHKY.

Taxkum mpocThiM criocobomM MoXxHO 1o Bbibopy 3Hauka Microsoft Word 3amyc-
Karb, Hanpumep, Kanskynsarop win Brokror. Yaue Bcero monb30BaTEIsAMH OB-
JlaeBaeT HeloyMeHHe, U TONBKO ¢ MATOrQ Iepesanycka OHH JOTraabiBaloTCsl, YTo
X o6MaHyIu.

3.4.3. Mycop Ha Pa6ouyem cTtone

Moit HaYaIBHHK MOCTOSHHO JEPXKHUT BCE CTHITKH HA NOKYMEHTBI, Gaiinsl 1 mpo-
rpammil Ha Pabouem crone. Korna Ttast ywie per Mecta u Herae 6pociite otuepen-
Hoil aiin, ckayanusiit ¢ UHrepHera, od nepeycranasnusaer Windows. [Tonyua-
eTcs, 4To 3arpomoxnenue PaGouero crona sBASIETCH JUISE HEro WHIMKaTOpOM
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BpemeHH uis nepeycraHoBku OC. Xopouwmii mokasaresnb, He npapaa au? 5 61 10
TAKOro He Joragaics HHKOIA.

Ho sT0 He enuHcTBeHHBINH ero HemoctaTtoK. OH Bceraa M Be3jie CTAaBUT MpocTeii-
wuit napons — 11, Buanmo, Gonrtes 3a6piTe. HenaBHo OH ycloXHWI HAM 3anady
W Havasn ycraHasaupath apyroit maponb — 1111, Ero unTemnekTyalbHblil ypoBeHb
BBIPOC, U OH CMOT 3aIIOMHUTb, YTO LMpa MOBTOpsieTCs! YeThipe pasa :).

Braronaps 3HaHWIO NMapois aOIMHHUCTPATOPA JIErKo NpobpaThesi HA KOMMbIOTED M
clIeNaTh ¢ HAM Bee, uto yroaHo. Eue Bo Bpemena Windows 98 1ed yacro ocras-
NS OTKPBITHIM AMCK C:, ¥ TOrja Mbl BECENWINCH Yepes CeTh Mo MOJHOM Mpo-
rpamme. Ecim y Bac ecTh naposib aiMuHMCTPATOPA WA YYXKOro KOMIBIOTEPa, HO
TIPY 3TOM B CETEBOM OKPYXEHUM He BUAHO aucka C:, To 310 A€o NnonpaBuMo.

HaBepute B cTpoKe anpeca OKHA CETEBOTro OKPYXXEHHS CAEAYIOLIMl 1MyTh:
\\KounsioTep\c$

3neck BMECTO MapaMmeTpa Kounesorep HYXKHO ykalath uMsa uiu IP-anpec xomnbio-
Tepa xeptBbl. Eciy noka Her npas HOCTyna K OUCKY, TO Mepel BAMH MOXET Mosi-
BUTBCA OKHO JUISI BBOJA MMEHM T0JIB30BaTeNd W Mapojis. YKakKUTe NaHHBIE aIMu-
HUCTPATOPA, M BECh JIMCK OKAXKETCSl Ul BAC TMOJHOCTHIO HOCTYITHBIM.

Wrak, mony4us AOCTYN K AMCKY, Mbl KOMMPOBAIM MO ceTH Ha ero Paboumit cton
(manka C:\Windows\Desktop st Windows 9x win C:\Documents and Settings\
All Users\Desktop n1s Windows 2000/XP) Kky4yy maneHbKux (haiioB, cCbUIOK W
nokymeHToB. IlonpoOyiitTe ¥ Bbl npoaenars 310 ¢ KeM-HuOyns. MHTepecHo Ha-
GionaTh 3a YEJIOBEKOM, Y KOTOPOro npsiMo Ha rnasax Ha PaBouyem crose mossisi-
ercsl pasHblit Mycop.

Ecnn Her JocTyna K KOMIBIOTEPY MO CETH, HO Bbl MOXKETE BOCIIOJIb30OBATECA €I0
KJIABHATYPO# (B MEpephiB MM NMOKA XO35MH KyAa-TO BBILIEN), TO MOXHO, 3apaHee
MOATOTOBUBIINCE, MOUTH APYTHM ITyTEM.

Cospaiite Ha PaGoyem crone daiti ¢ kakuM-aubo 3aMaHUYMBBIM Ha3BaHHEM W
pacuperneM bat. B 31or daitn Heo6XxonMMO MOMECTHTD CEAYIOLIMI KOIL:

md hi

md format

md ¢

md delete

TNorom B cBolCTBaX ApIbIKA YKOKHUTE KAKylO-HUOYAb 3aMaHYMBYI0O MKOHKY M
NPAYLTECH B OXKMIAHWUM JKEPTBBI.

Ecnu BBl cienanu BCe OYEHb NMPHBJIEKATENBHBIM, TO OH 3anycTuT ¢aiin, u Ha Pa-
BoueM CroJie MOABUTCS MHOXECTBO Gecrioie3HbIX Manok. A [IaBHOE, YTO Ha3pa-
Huga y Hux Oyayr format, c, delete. lllok — 310 no-Hawemy!!!
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3.4.4. Cmeptb Windows 9x

[on Hasan st moMeHsl paboTy M cTal CHCTeMHBIM amMmuHHUcTpatopoM. [Ipocrto
HAII0EJIO BKAJILIBATH MPOrpaMMUCTOM, M HYXKHaA 6puia pabora co cBoGOIHBIM rpa-
(ukom, rae mMoxHo OGbuto OBl MUcaTh NMporpaMmel Ui cebs U COYHHATH HOBbIE
cTaThM MU KHUIH. Moeil oCHOBHOI 0DSI3aHHOCTBIO OBLIO aAIMUHUCTPHPOBATH CETh
13 COPOKa KOMIBIOTEPOB M ABYX CepBepoB. Moii mpeaiecTBeHHHK yexanr B Mocksy
M OCTaBW/I BCE B COBEPLIEHHO 3aMyLIEHHOM COCTOSAHMHU. TONBKO HA ABYX KOMITb-
torepax crosi Windows XP u Ha omtom — Windows 2000 Professional. Bee oc-
TaJlbHBIE MAIUMHBL yrnpasasiauch u3-nog Windows 98. A koHdurypauus HeKoTo-
pbix KomnblotepoB — Pentium IIl ¢ 32 Mo6aiitamu namatu. ¥ 310 Bo BpemeHa,
xorga 512 MGaiit crouT xome#ku. XoyeTcss MOCMOTPETh B IJ1a3a TOMY YEJIOBEKY,
YTO BBIMMCHIBA CYET HA TaKyl cBoeobpasHylo KoMmiaekrauuio. S Obr eMy "Ha-
CTy4as Mo npoueccopy” u "MPOYUCTHII ONePaTUBKY'.

Sl 6bUT B LIOKE, HO MepeycTaHABIMBATL CUCTEMY HUKTO He XOTell, YToObI He ocra-
HaBAUBaTh padoty.

Ho HeoxuaaHHo MHe 1moaOpOCHIIM OLHY BEJIMKOJIENHYIO Mielo, KoTopas Mo3Bo-
asier criokoifHo Gmokuposath Windows 9x. docratoyHo B KopHe mucka C: cos-
nath nyctoit daitn ¢ uMmenem win.com, u OC Bosbllie caMa He OyIeT cTapTOBATh.
MoXHO TONBKO HAacHJbCTBEHHO yKa3biBath nonHblit nyth C:\Windows\win.com
Wi ynansath nycroi 6yradopekuit daitn.

Bor Ttak s mociemoBaTeNibHO Kuaan ¢ait Ha Bce KOMIBIOTEPBI, AAMOYKH-
T0JIb30BATEIH KPUYAIH, YTO KOMMBLIOTEPH! CIOMAINCh, a sl 3abupan WX Ha Boc-
craHosienue u yeraHasausan Windows 2000 wan XP B 3aBUCHMMOCTH OT MOIIHO-
CTH Tipolieccopa U obbeMa namsiti. Kajtb, YTO MeHsI YBOJIMIIM 32 TO, YTO MPHU MHE
KOMITBIOTEPBI CTATM JIOMAThCS Yallle, a Bedb 5 3TO JAeal ¢ J0OpbIMH HAMEpeHHsI-
MU ¥ MOBBICHJ HAIEXXHOCTh U 6E30MacHOCTh CETH.

Ilna Oonbluieif [10CTOBEPHOCTH JKeJaTeNbHO cHaenath cBoif aiyli win.com
HEBUAWMBIM, YTOOBI KAKOH-HUOYIbL YMHUK €r0 He 00HAPYXUI U He YHUYTOXWI.

3.4.5. byrachopus

Ha xomnakr-ancke, B aupekropun \Chapter2, Bnl mMoxeTe HalTH nporpammy
IE.exe. [onpobyiite 3anyctuth ee. Beimaaur kak Hacrogiumit Internet Explorer,
a peaJbHO 3T4 MporpaMMa HamWcaHa MHOIO 3a nATh cekyHa. Huuero Tyt pabo-
TaTh He Gyner, MoTOMY YTO BCE CONEPXHMMOE OKHAa — 3TO pucyHOK. [loicyHbre
arot ¢aitn KepTBe U M3MEHWUTe B HacTpoilkax 3Hauka Internet Explorer ctpoky
3anycka Tak, 4Todbl MenonHsics Haw ¢ail, a He craHaapTHeii IE M3 cocrasa
Windows.

Kak TojbKO NOCTpajaBiliMii MOMBITAETCS 3anyCTHTh TNPOrpammy, TaK CIOBO
"Hwak" B orHoweHuu 1E Oyner cambiM JTACKOBBIM U HEXHBIM :).
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Ecnu Bbl APYXWTE ¢ NporpaMMUpoBaHUEM, TO 3TY LUYTKY CMOXKETE BOCIHPOM3Be-

CTU ¥ camu ¢ Ji1oboii Apyroi nporpaMmMon B TaKOH MOCHEN0BATeIbHOCTH:

O BeibepuTe MporpaMMy, KOTOPOil JKEpPTBa TMoJb3YeTcsl Yallle BCEero;

0 CHUMHUTE CKPUHIIOT OKHA 3TOH MPOrpaMmbl;

0O cosnaiite obsruHoe npuioxeHue B Borland Delphi uau nro6oit apyroit cpene
nporpamMupoBaHusi. Ha dopme yoepure 06/1acTh 3arojloBKa OKHa M 3JIEMEHTBI
yrpaBjieHusi B Hei, a B KauectBe (oHa (background) YKaOXKUTE CKPHHILOT,
B cnyuae ¢ Delphi ycTtaHoBuTe CBOMCTBO BorderStyle B bsNone, [TOMECTHUTE
Ha (GOpMYy KOMITOHEHT TImage W 3arpy3uTe TyAa CKPMHILOT [TPOrpaMMbl,

Byradopus rorosa, u ee MOXHO M00GPACHIBATE CBOUM [APY3bsIM.

K Mpumevyanue :

WcxoaHbii ko4 npumepa-wyTky ¢ Internet Explorer, HanucaHHblid Ha Delphi, Bbl Mo-
wete HauTh B aupektopun \Chapter2\IEDelphiSource.

3.4.6. 3annaHupyii 310

B Windows ecTh Takas ynoﬁriaﬂ YTUJINTA, KaK MUIAaHWPOBILKMK 3anay. Ee BbI Moxe-
Te Haiith B MeHio Start/All programs/Accessories/System tools/Scheduled Tasks
(MTyck/Bcee nporpammsel/Crannapthbie/Crnyxe6Hbie/HasHaueHne 3anans).

3anycTtuTe 3TY YTUINTY, U BBl YBUAMTE OKHO, KaK Ha puc. 3.4.

4
{oRan = 2 N T

) = M
Ll

Puc. 3.4. OkHO HACTPOIKKM 3annaHnpoBaHHbIX 3anay
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[llenkHute npasoit kHonko# Meiun mo crpouke Add Scheduled Task (Jo6asuts
3afaHue), HOKMUTE eIMHCTBEHHYIO cTpouKy MeHio Open (OTKpbITh), M Mepea BaMu
MOSIBUTCSt MAcTep MIaHupoBaHus 3anaHuit. [lepssiit war yucTo HHGOPMAUMOHHEIIH,
u 3neck Haxmute kHonky Next (Hamee). Ha Bropom wiare nosipasercsi cnucok
nporpamMM, YCTAHOBJIEHHBIX B CHCTEME, Ile Bbl ZOJDKHBI BBIOpaTh YTO-TM60 MHTE-
pecHoe W cHoBa Haxarb KHonky Next. [lanee onpenenurte exXeIHEBHOE BbUTOIHE-
Hue 3azauu. Ha mocnennem stame HyXHO yKasaTh BpeMs 3amycka BhIGpaHHOM
NporpamMMel, B KOTOpoe KepTBa TOYHO OyzaeT paboTaTh 32 KOMITBIOTEPOM.

3apepiinre pabory macrepa. Temepb B 3amaHHOe BpeMsi Oymer 3amycKaThes yKa-
3aHHas nporpamma. Koraa 3to Gyaer mpoucXomuTs, NOIb30BATEb CTAHET TEPSTh-
csl OT HeoXuaaHHocTH. Y CHOBA 3aMENBbKAOT MBICIH O BUpYycax iu Gapabaikax
B cucTeMHOM GJioKe ).

3.4.7. Cmeprtb IE

B 2a. I Mbl pacemarpuBany, Kak U3MeHUTB Jorotun B Gpaysepe Internet Explorer.
DTOT METOJ JIErKO NMPEeBpaTUTh B WYTKY. JlocTaTouyHO MOCTaBUTEH B KAYECTBE JIOTO-
Tuna uzobpaxkeHue Gomnblie, YeM paspelieHHe 3KpaHa, U ok obecrneyeH. Jloro-
TUN 3aiiMeT BCo oBnacTh 3KpaHa, He OCTABMAN MecTa [UTsl MeHI0, MaHenel MHCT-
pymeHTOB M paboueit obimacti Gpaysepa. Bee, uTo yBHANT MOJb30BaTENb — paMKa
okHa Internet Explorer u Baiua orpoMHasi KapTHHKa.

3.5: LLIYTOBcKue pecypchi

Mpbl JIOCTATOMHO MHOTO BpEMEHH TOTPATHIIM HA W3ydYeHue pecypcos (em. 2a. 2), U
3TH 3HAHUS MPHUTOATCS HE TONBKO JUTS M3MEHEHMS HACTPOEK CHCTEMBI, HO M
WYTKM panu. 3a6apisiTbCsi TaKUM CrocofOM XOpollo Hal HAYMHAIIUMH WIH
npocto aamepami. OHM Bcerjga 4MTAIOT HAAMMCH, KOTOPbIE OHM BMIAT, M JOBe-
pstioT UM. OrMBITHBIE [MOJL30BATENH 3HAIOT HAW3YCTh MPOrpaMMbl, C KOTOPBIMHU
OoHM paboTalT, ¥ MM HesaueM JIHLIHWI pa3 NPUMEHATb MYyHKTHI MEH0, Koraa
€CThb MaHeln HHCTPYMEHTOB C KHOMKAMM M KJIABHIIHM TOPSYEro BhI30BA.

Jpyrasi kateropusi — NpoIBUHYThIE Tosik3opateau. OHM He MepBhlil IeHb 33 KOMIb-
10TepoM, GOMBUIMHCTBO HAMMICEH 3HAIOT HAU3YCTh, HO €CIIM OHM 3aMEYalOT YTO-TO
HEJIaIHOe, TO 3TO MOXET UX BBECTH B cTyrop. Al He pas BcTpeyan JOBOJILHO 3HAIOLLMX
JTIONIEH, KOTOPbIE HA KAKYIO-TO HECTAHNAPTHYIO MEJIOYb HAYMHAIOT BbUIYMBIBATHL CY-
macuieqmmne teopuu. Korja 3apucaer MailllMHa, TO HEKOTOPbIE YMHUKH HAYMHAIOT
BBIBOAUTH TEOPUH GaroB, CITUCHIBAIOT HA XYYKOB B MHKpOCXeMaX, ITIOYHOCTE Mare-
PUHKH, & Belb npobreMa 3aKiiovaeTcsi BCero JMIlb B OlIMOKe MporpaMMal.

3.5.1. Windows Total Commander

Camplit pacrnipocTpaHeHHBIl (ailioBelli MeHeIKep MO YMOMYAaHWIO MCMONB3YeT
aHruiickuit s3e1k. Ecnu 1 He owubatock, To oH peanuzosad Ha Delphi (xors 3to
He MMeeT 0coforo 3HAYyeHWs) M B KOJe MpOnucaH MMEHHO aHmnickuit. Yrober
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orobpaxark HALMOHATBHEIE A3bIKH, UCTIOIB3YIOTCA TEKCTOBRIE (aitiibl, B KOTOPBIX
BCE HAAMHCH JIaHBl B OTKPEITOM M JIETKO YMTAEMOM (@ 3HAYMT, U pelakTHPYEMOM)
suae. Ecnu BBl McrionbayeTe aHIIMMCKMN S3BIK, TO BaM HY)XHo Oyaer paBoraTh
¢ dainamn WCMD_ENG u penaktupoBaTh HMEHHO B HUX.

Tounee ckazath, ¢aiijioB IS KAXKIOro HALMOHATBHOrO A3bIKA (Hampumep, wis
Poccuu ¢ umenem WCMD_RUS) upensix aBa: OZMH ¢ paclIMpeHHEM mnu,
a apyroi — Ing.
B daitne MNU HaxomsaTcsi 3aroIoBKM LISl yHKTOB MeHI0. OHM BBITISIAT NpH-
MEPHO TaK:
POPUP "s&dain"

MENUITEM "WamenuTs &aTpuOyTH...", cm SetAttrib

MENUITEM "&YHaxoeBarTk...\EALT+F5", cm_PackFiles
MENUITEM "&PacnakosBaThk...\LALT+F9", cm_UnpackFiles

END_POPUP

Kak BumuTe, 3TO MonHas KOMHs TEKCTOBOIO OMMCAHMs MEHIO W3 pecypcos. Bl
MOXeTe, KaK MUHHUMYM, caenarb 6ojiee HHTEPECHBIMM Ha3BaHWsl MMYHKTOB MEHIO,
HO 370 Oyser npocThiM yKpawenuem. Hawa sanaya nogwyTHTs Ham nojib3oBare-
JieM, TO3TOMY JIyyllle M3MEHMTe KiasuliM Oeictporo BeizoBa. Ha paGoty npo-
rpaMMBl 3TO He TIOBJIMSIET, HO crmyTaer Bee Kaprsl. [lonb3osarens Gyaer BMmeTsh
B MEHIO OJHM KIABUIIM, a PEalbHO JUIS BbI30Ba COOTBETCTBYIOLIEH KOMAaHIBI
HYXXHO HCIIO/NL30BaTh JAPyTHE.

s nomHOro cyacThsl neperacyiite aKKypaTHEHbKO HA3BaHMs BCeX TMYHKTOB MEHIO.
Haxe GONbUIMHCTBO OINBITHLIX PedsIT 3HAIOT HAM3YCTh HE BCE ropsiyMe KJIaBMILM,
[aNeKo He IS BCeX MYyHKTOB MEHIO ecTh KHOMKKM Ha maHeau. Peako menosnb3yembie
KOMaHIbl HUKTO 3aMOMHHATh He OyleT, Mo3ToMy XOThb WHOIAA MPUXOIMTCH JIe3Th
B MEHIO, A 3[eCh HA3BaHUS MepernyTaHbl, U OYIyT BbI3bIBATECS HE Te KOMAHIbI, KO-
Topele oxuaalores. Hy a ecau Baury nporpaMmy 3anycTuT YaiHHK, TO OH TONYYHT
no nonHoit nporpamme. Crnasa buty, eciau 3tor Jam He yaanut Bee chaitisl co
CBOEro BHHYECTEpa, uTo AocTarouHo cioxHo. [MTocrapaiiteck ohopMHUTh MEHIO KaK
MOXHO MHTEpecHeil 1 repeMelaTh Bee, YTO TOABKO [IONAneT 1oj MbIllb.

Pesynabrar — TiepBoe JIeMCTBME CHEKTAKIISl BBI3BIBAET 3aMEllaTesibCTBO, a TOTOM
Ha4YHHAKTCH IMTOMCKH BHPYCOB U TPOAHCKOI'O KOHS.

Teneps nobmuke nosHakomMumcest ¢ daitnom WCMD_RUS.LNG. Brto Toxe Tek-
cToBblfl daiin, B KaxIol CTpOUKE KOTOPOro HAXOMATCA OTHE/IbHBIE cOODLIeHNd,
KOTOpbIE MOXHO YBHAETH BO BpeMs paborsi ¢ Windows Total Commander.

TyT TOXe ecTh re pa3BepHYThCS: MOMEHSTh MecTaMK COOOLIeHUSI WM TPOCTO
WU3MEHUTh MX, 4T0OB! 3anyTark G6enHylo XepTBy. BOoT HECKOMBKO NMpUMEpPOB:

O "Henb3s konuposath daitn cam B cebs!” — moxHO 3ameHuTs Ha "Konuposa-
HHE MPOLLIO yaaqyHOo";
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0O "Konuposars %i d)aﬁn(a,os) B:" — HoBelit Bapuant "llepeumeHoBarTh/
nepemectuts %i (aitn(a,on) B:";

O ynakoBKy NMpeBpaTuTe B PaclakoBKy, MepeMelieHne B KOITMpPoBaHHe U T. M.
[TocTapaiitech XOpOUIEHEYKO M OTPEAAKTUPYITE BCE, YTO TOJBKO MBICIHMO.
IMocne Toro, Kak 3aKOHYWTE CBOH XECTOKHI Tpyd, OCMOTpHMTECH euie pas. Mo-

JKeT, BaM MpUIET B rojioBy eile Oonee GezpaccynHast uaes. XoTh S M HIYTHHK CO
CTAXEM, HO IJ1a3 MOT YK€ 3aMbUTHThLCS.

3.5.2. Tembl Windows

B 2a. I MBI paccmarpuBain, Kak pegakruposath Tembl Windows. Haneiocsh, uto
BbI MPOYUTAIW 3Ty MIaBy MOJHOCTBIO. EciM 4TO-TO ynmycTWIM, TO Herioxo GbuUio
OBl NepevnuTars.

Hrtak, B NpOLLION [J1aBe Bbl YBUIEIU, YTO BCE 3JIeMEHTBI YIpPaBIeHUs] — 3TO BCEro
nvllE KapTHHKWA., Tak Kro HaM MelaeT MOMEHATH 5TH KAPTUHKH MecTaMM M M3
(hnaxka (Check Box) chenarb rnepexsodareb (Radio Button) MM elle YTO-HUOYIb
nono6Hoe (cMm. puc. 3.5). A HemaBHO MPOBEPHI MOAOOHYIO LIYTKY HAll 3AMECTUTEIeM

F

Configuration

o o %
T
o AN U RPN . AT TR

| Color (&) Show button bar
|  Tabstops ’
| Foldes Tabs (%) Show diive buttons

Language | (®Show two drive buttan bars (fised width, above file windows) |
Ugm (®) Flat icons I

I(_}Togv/Delete | (® Show drive combobox 5
Packer (%) Show directory tabs

i ki
Mzi;:pac i : () Show current directory

| || (®) Show buttons for history list and hotlist
li | (® Show tabstop header

| | (& Show status bar

E | ® Show command fine

l | (&) Show function key buttans

() Flat user interface [button bar configuted separately)

e e TN

[ ok J[ Cancel J[ Hep ]| Apph

Puc. 3.5. Bce anemeHTl CheckBox npesparmnuce 8 RadioButton
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HayaTbHUKA CBOEro oTjena, Tak s Takoe ycasiuan npo Busna leifrca, yro y scex
B OTAIese HOITO TOTOM yluu Donenu. A KOria oH Y3H&I, YTO Hal HUM NPUKONONUCH,
TO 5 YXK€ XOTeJl MATH MoKynarh cebe KocThUlH :). Boobiue-1o oH mocTaToyHo npo-
JBUHYTBIA, HO MPOCTO HE OXMIAI, YTO MOXET TaK IOMACThCs.

Yepes nmapy [aHeit s 3aKpacus B pecypcax TeM Bce KOMIOHEHTHI LBeTOM ¢oHa
nuanora. Takum ofpasoMm, oHM OymyT CAMBATBCS C AMATOTOBBIMM OKHAMM, T. €.
cranyt HesuauMbl. TTocMoTpuTe Ha puc. 3.6, rie TOKA3aHO BCE TO XKe OKHO Ha-
crpoek Windows Total Comander, B KOTOPOM OCTaIMCh TOMLKO HAAIMMCH, 8 MEMEH-
THI yIIpaBleHus npocro ucyeanu. Y Bot tak Bo Beex okHax Windows.

Layout

Fant 1~ Screen layout 3 |
Color Show button bar |
Tabstops A |
Folder Tabs Show drive buttons
DLanﬁgﬁ ‘Show twa diive button bars (fixed width, above file windows)
peral - <
| EditMiew Eikicong
I ETDgW Delete : Show drive combobaok
Packer ; Show directory tabs
Mzi;zlpka I Show cunent directory
] Show buttons for history list and hotlist
| Show tabstop heade :
Show status bar }
| Show command line
| Show function key buttons _|
| Flatuser interface (button bar configured separately) & :
e e e A R N L L e = ot oy ] |
Lok J[ cencel J[ Hep ]| sooi

Puc. 3.6. VcyesHyslumne anemMeHTsl ynpasneHus

B pecypcax tem Windows oueHb MHOro HMHTEPeCHOro, W monpobyiiTeé MOKOBBI-
pATBCA CAMOCTOATENbHO. S Jajl BaM MWILY Ul PasMbILUICHHMS, @ KaK Bbl 9THM
BOCIIO/IL3YETECh, 3aBUCHT OT Bac caMux. I7aBHOE — BKIIOMWTL CBOE BOoOOpaxe-
HIE M HCIOMb30BaTh €T0 IUIOALL B PABUILHOM HAaNpaBlIeHUN.
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Awvanorosbie OKHa

Ecnau Bbl Hauuim B pecypcax Kakoe-TO OKHO, TO MOXHO IIepeTacoBaTh Bce 2iie-
MEHTBI U TIOMEHATE MECTAMU HaInucH uisi kHonok. Ilons3oparens Byner ao no-
CHHEHWA HAKMMATL KHOTIOYKH W YIWUBISATHCH.

Eciu Bam monanock MonaibHoe OKHO (Gnokupyer paGoty mporpamMMbi, oKa ero
He 33aKpoloT), To s Obl yOpan 3arosioBok, uToGsl He OBUIO BUAHO KHOMOK CBEpHYTH,
Maxkcumu3uposate U 3aKkpbiTh, 4 TakKe clAeNal HEBUAUMBIMM KHonku Ja u
Ormena. B atom ciyuyae mporpamMma Oyaer OXMIAATh OT MOJNb30BATENS [MOATBEP-
KIEHUS MU OTMEHBI IEiCTBUA, @ KHOMOK HeT, U eMy Hekyna Oyier HakuMmarhb.
Tak uto npuaeTcs Bocnob3oBaTees ducneryepoM 3anay JUisi ee CHATHA.

YnanaTs KHONKM He COBETYIO, ITOTOMY 4TO Ge3 HuX (aily1 MoXeT He 3anyCTUThCH,
4 BOT M3MEHHUTb CBOMCTBO Visible HA false Y BCEro, YTO TOJILKO MOXHO — 3TO
Oyzner oueHb XOpolIMM pelieHreM. Moxere faxe crpsTarh abcojllOTHO BCE OKHA,
TOr/1a IOJIb30BaTe/i0 Boobilie Heyero OyaeT BeIOMpPATS.

3anyckaiite cBoit Restorator mau mioboil Apyroit pemakTop pecypcoB, KOTOpPBIN
BaM Oosiblile HpaBUTCS, M HAYMHANTE MpaBuTh Bce noapsa. BoablIMHCTBO Mpo-
rpaMM, HanucaHHeix Ha Visual C++, B cBoMX pecypcaXx couepkar MHOIMo MHTe-
PECHOro, W BCE TO JIETKO MONaeTcs peaakTupoBaHuio. Tyr si Gojbile HUYEro
106aBUTH HE MOTY, MOTOMY YTO 3TO MpPOLECC TBOPYECKMI, M B KAXKIOM ciyvae
TpebyeT CBOEro Mnojaxosia.

Toneko He 3abuIBaiiTe rnepea pefakKTHPOBAHHEM COXpaHAThL Komuio pabouero
chaiina, NOTOMY YTO HEKOTOpBIE M3MEHEHHs MOTYT CHeNlaTh mporpaMmy HepaboTto-
cnocofHOI, a 3T0 yKe He ocTpoyMHo. Eciti Bbl XO0THTE Z0OUTHLCS MMEHHO 3TOTO,
TO MPOCTO yaanuTe aitn 1 He uerasaidte Gonbliie pecypesl.

Cucrema

B pazd. 2.8 va npumepe daiina explorer.exe Mbl paccMaTpHBAIH, KAK MOXHO W3-
MEHATH MapaMeTpel cHcTembl. B pecypcax atoro daiina XpaHATCH OCHOBHBIE Hall-
MHUCH, KAPTUHKH H JIHAJIOrOBbleé OKHE, KOTOpbIE Mbl BUIWUM KaxIbIi [eHb. Ecnn
HUX U3MEHHUTH, TO 3TO 04YE€EHL CHJIBHO BO3IICHCTBYCT Ha [MoJbL30BATENS. HanpuMep,
cpenn pecypcoB ecth 3Haukn Kopsuna u Moii komnsiorep. Eciu ux nomeHaThH
MectaMi, To adext ByaeT 10CTaTOYHO MHTEPECHLIH, noToMy YTO BONBLUIMHCTBO
He CMOTPUT Ha MMOACKA3KM K MKOHKaM, a BepuT M3obpaxenusim. Koneurno, u
MOAMHUCH TOXKE MOXHO M3IMCHMUTD.

OTpenakTupyiiTe Bce KapTHHKM M HAaNMIIMTE Bce, 4TO Baiueil aywe yrogHo. Ho
PEKOMEHIYIO CAEPXKMBATHL CBOM 3MOLIMK B PAMKAX MPWIMYHS, MOTOMY YTO 3TO HE
BCEM MOXeT MOHpaBuThesl. Hanpimep, MOXHO MCMOJIB30BaTh TEKCTOBBIE HALNN-
cu "Buumanne! Bupyc!!"" uan "Mapcuane arakyior!!!". Dr1o mHTepecHo M Moj-
YEPKHET Balle YyBCTBO OMOPA M MHTEJLIEKT.

51 mobnio penakTHpoBarh explorer.exe, MOTOMY YTO €ro MOXHO M3MEHSTh Ha CBOEi
MalHHe, a noroM noxbpacsiBath XepTBe. JlOCTATOYHO MOMECTHTH STOT ailn
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B KopeHb aucka C:, u Oyaer yxe MCrojab3oBaThCs Ballia, & HE CHCTEMHas BEpCHs
explorer.exe. Ilepen Takoil onepaumeii yéeaurecn, 4yro Bepcun Windows Ha Ba-
KUX MalmHax oauHakosele. [Tporpamma explorer.exe U3 cocrasa Windows XP ne
nonoiiner mns Windows sepcun 9x wim 2000.

WUror

PenaktupoBaHue Haanucei, yaaneHue, 3aMeHa MU TepeMellieHHe TeKCTa OYeHb XO-
poiio cpabareiBaet isl Moboro TUNa nojib3osareseil. [Jaxe onbITHbIE MOPOH MpPUXO-
ST B MCCTYIUIEHWE, KOr[a BMISIT HapyllleHWe 3aBEIeHHOro Ha SKpaHe Mopsuika,
a yaitHMK BoODILIEe MOXET BIMACTh B KOMAaTO3HOE COCTOSIHME MPUMEPHO Ha yac :).

Bawa 3anmaya mpu CO3MAHMM LUYTOK C PECYpcaMy MOArOTOBUTH HYXHBIE (ailiibl
Ha CBOEM KOMIBIOTEPE, a TOTOM TOMBKO MOAKMHYTh UX HA KOMITBIOTED XKEPTHBI.

Hanocnenoxk xouercs nobnaropaputh bunna TIeiitca 3a npemnocraBieHHYI0 BCEM
HapogamM OC, B KOTOpOil Tak JIETKO HacMexaTbCsi Ham OMMXKHHUM. YX roe-tae,
a B 9TOil onepalMoOHHON cucTeMe HACTOSLIEMY IOMOPHUCTY €CTh [/le PasTyIsThCA.

3.6. MonHoe ynpasnexne

Jloryctim, YTO Bbl 3HAeTe UMSI M MApoJib aIMUHHUCTPATOpa IOMEHA CeTH WIN Ha ApyroM
KoMmneiorepe. B atoMm ciyvae 1ryTku MoryT GbiTh eile Gonee uasiHbMEU U 3ddexTnB-
HbMK. [I15 Hayana HyXXHO CO37aTh B CBOEH CHCTEMe Y4YeTHYIO 3aluch ¢ MACHTUHBIMM
riapaMerTpaMu uis Bxoaa. [Uist 3T0ro BhIMOHUTE CIIEAYIOLINE AeHCTBIS:

1. [lenkuure npasoi KHoMKoM MbIy o ukoHke My computer (Moit KoMmbI0-
TEp) U B TOsIBUBLIEMCsl MeHIO BeiDepute nyHkr Manage (Ynpasnenue). Iepen
BAMH OTKPOETCA OKHO yrpapjieHus KoMmnbiorepoM (puc. 3.8). Cnesa pacnoso-
XKEHO JIEpeBO 3JIEMEHTOB KOMMBIOTEPA, KAKAOMY W3 KOTOPLIX COOTBETCTBYET
ciyxebHas nporpamma. -

2. B arom naepese orkpoiite BeTky Computer Management/System tools/Local
Users and Groups/Users (Yrnpasnenue KommnbiorepoM/Ciyxe6Hbie nporpam-
Mbl/JloKkanbpHele nonb3oBatenu W rpynnel/Ilonpzosarenn). B npasoii uactu
OKHA JIOJDKEH MOSIBUTBCS CITUCOK BCeX MOJIb30BaTelIeii KOMMbIOTEpA.

3. lllenkuuTte npaBoil KHONMKOW MBIIIK M B MOSBUBLIEMCS MeHIO BblDepurte
nyHkT New User (Hosslit nonssoBarens). Tlepen BaMmu nosiBUTCA OKHO, B KO-
TOPOM HYXKHO YKa3aTh UMsl ITONL30BaTeNs U NMapoiib. Beeaure gaHHble, KAk Ha
KOMIBIOTEPe, KOTOPBIM BBl XOoTUTe yrpasnars. [lomumo atoro, ybepure ra-
noyky ¢ napamerpa User must change password at next logon (ITorpe6osarts
CMEeHY MapoJisi MpHU CJIEAYIOLIEM BXO/IE B CHCTEMY).

4. CoxpaHuTe yueTHYI0 3ammuck, Haxas KHomnky Create (Cosnars). [Tepesarpysute
KOMITBIOTEP M BOHIWTE B'CUCTEMY IMOI 3TUM MMEHEM M MApOJIEM.

5. CHoBa HIENTKHUTE MpPaBOil KHOMKOM MbilKU no 3Ha4yky My computer (Moit Kom-
nbiotep) 1 BeiGepuTe nyHKT Manage (Ynpasinenue). Toii e KHONKOU akTUBU3M-
pyiiTe camyio BepxHiolo crpoky Computer management (YnparieHue KOMIIBIOTEPOM)
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B BhiafaouieM MeHio Haiiaure nyHkr Connect to another computer (IToxtio-
YUTBCS K APYroMy KoMmribiotepy). Bbl yBMAWTE OKHO, Kak Ha puc. 3.8. Vkaxure
KOMITBIOTED, KOTOPBIM XOTUTE YTIPaBIATh, M HaXMuTe KHonKy OK.

Administrator

Guest

IWAM_NOTE... - Launch IIS Process Account  Bult-in account for Internet Inform
SUPPORT_38... CN=Microsoft Corporation... This is a vendor's account for the

Puc. 3.8. OkHo Beibopa KoMnsioTepa

B npuHumMne, rnocje 3TOro OKHO MPOTpaMMBbl YNPABICHUS KOMIIBIOTEPOM, MOKa-
3aHHOE Ha puc. 3.7, HE MOKHO CHIbHO M3MEHUThCH. B Hem OyayT npaktuyecKu
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T€ e MYHKTBI, HO TENnepb Bbl MMEETE BO3MOXHOCTh MPOCMATPUBATE CONEPKHMOE
YyXKOTO KOMIBIOTEPA U ynpasiaTh UM. TYT WIYTKK yKe MOTYT GBITh MOCOMHIHEE.

OuyeHb KpacHBO CMOTPUTCS, KOTJIAa y HUYEro He MOJ03PEBAIOIIEro MOMAb30BaATES
BAPYr Bhieaxaer soTok CD-ROM.

Jlnst aroro HyxHo BbIOpath pasnen Computer Management/Storage/Removable storage/
Libraries (Ynpasienne kKoMbiotepoM/3anoMunatouie yerpoicrsa/Coemubie 3Y/
Dusnueckoe pasmMetierne). Cripasa OT CTPYKTYPbl KOMITBIOTEPA TMOSIBUTCA CITHCOK BCEX
pocrynuex npusogo CD-ROM. lllenkHute no moGoMy M3 HHUX MNpaBoii KHOIKOI
MbIILM 1 BbIOepUTe B nosiBABILIEMCS MeHI0 MyHKT Inject (Berasuts). IMepen samm or-
Kpoercs OKHO Macrtepa 3arpy3ku amcka B npusoa CD-ROM, Ha KoTOpoM MoKa To/IBKO
osHakoMuTenbHasA HopMauus. Haxmure kHonky Hanee, kpoiiika CD-ROM orkpo-
erca. Elie onHo Haxartue mo kHonke Janee 3acTaBUT KPBILLIKY 3aKPhITHCA.

MoxHo elle 3amycTUTh Ha ydajeHHOM Kommnblotepe HdedparmMentaunio ancka.
DTO 3acTaBUT BUH4YecTep paborars B YCHJIEHHOM pEXHME, ONTUMH3IUPYs comep-
xumoe. Kommnblotep 6yner paborarh MeUIeHHee, HO ¢ MOMOLIBIO 3TOW OrNepalun
Mbl MOXEM CJIelaTh JKEpTBe AaXe a0bpoe jgeno. 3a cuer onTtuMusaumny daiiion
CKOpOCTb paboThl KOMMBIOTEPA nocne aedparMeHTalu MOXEeT YBEIMYMTBCHA, W
TOTOM MOJIb30BaTENb, Hall KOTOPBIM MBI MOMIIYMABAIHN, AaXe CKaXeT HaMm criacubo,

3.7. MNporpaMMHbIe LLUYTKN

[IporpaMMHO MOXHO peanu3oBaTh cambie 3(h@eKTHBHBIE WYTKU. S nmporpamMmu-
pPYIO VXKe HaBHO, M MHoOraa Jiobai0 COTBOPUTH YTO-HUOYAL wiyTouYHOoe. Ecnu BhI
XOTUTE CAMOCTOSATENIBHO HAYYUThCs CO3JaBaTh Takue MPOrpamMMbl, TO COBETYIO
npountats KHUry "Tlporpammuposanue Ha C++ rnazamu xakepa” [1] (Hackish C++
Pranks & Tricks) wiu “"Tporpammuposanne Ha Delphi rmazammn xakepa" [2].
Eciu HeT TArn K 9TOMY 3aHATHIO, TO MOXHO HPOCTO BOCHOJb30BAThCHA FOTOBBIMH
peweHusiMu. biaro B MHTEpHETE MX TIPEIOCTATOYHO.

OpHoilt M3 camMbIX M3BECTHBIX (PUPM Mo pa3paboTKe TAKOTo MporpaMMHoro obec-
nevyenus asnsgercss RIL Software (www.rjlsoftware.com). Ha ux caiite Bul Haiinere
MHOXECTBO BECEJIBIX YTHJIUT, C MOMOLUBI0 KOTOPBIX MOXHO 3aCTaBUTh YIbIOHYTHCS
koro yromHo. OHM pacriojiokeHbl Ha crpaHuue http://www.rjlsoftware.com/
software/entertainment/. JTio6yi0 U3 3TUX MATEHBKUX MPOrpaMM HYXKHO CKAuaTh U
npocto 3anyetuts daitn. Obpaiuaio paiie BHUMaHKe, YTO TIPOTPAMMBI HEBUIMMBI,
M NPOCTO TaK MX 3aKpbiTh Henb3s. YToObl 3aKoHYMTH paboTy, HYXHO HuXaTb
<Ctrl>+<Alt>+<Del>. Ecnu Bbl padoraere B Windows 2000/XP/2003, To nepen
Bamyu nosisutcst okHo Besomacwoers Windows ¢ xHomkamm julsi Bhibopa Hyx-
Horo peicrBus. Haxmure Task Manager ([Iucnierdep 3amav), 4Tobbl 3aMycTHTH
Windows Task Manager (Jducneryep 3agmay Windows). B 3ToM okHe mnepeiinute
Ha Binanky Process (ITpouecchl) u Haitaute B criMcke uMs (aitna sanylueHHOI
nporpaMMbl. Beiienure ero ¥ Haxmute KHonky End Process (3asepiuth mporiecc).

Ecte 1 Gonee npoctoit cnocob 3asepiuuienust paborsl wyrtok or RIL Software. Or-

BEAWTE KYpCOp B JIEBbIil BEPXHMIA Yrojl 9KpaHa, ¥ Bbl YBUIHTE coobLieHue, nocie
KOTOPOro MporpaMMa caMa 3akpoercs.
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Bot, kak MHe kaxercs, HauGonee nHTepecHbie uyTku o RIL Software:

0

0
)

&g & O-Q

0

Avoid — sanycTuB ee, Bbl Oonbllle HUKOIAA HE LIETKHHTE MBIIIBIO HA KHOIKY
Iyek. lpu kaxmoit nonbiTKe HABECTH Kypcop KHomka Oyaer yberars BIOJb
naHesau 3azay;

Click Start — kaxuable 45 ceKyHI UMHUTHPYeTcA HaxaTHe KHonku Ilyek;

Cursor Fun — 3Tta mporpaMma 3acTaBUT Kypcop BecriopsiiodHo ABUTATECS 10
9KpaHy, Nnyras nojb3opartesis M cOuBasg ¢ TOJIKY;

Clippy — uepes onpeieneHHOe BpeMst Ha 3KpaHe Oyaer BbICKAKMBATh CKpernka
B cTUiie noackaszynka MS Office u nasars rayrble cOBETHI,

Fake format — mporpamMma Co3laeT BHAMMOCTb (opMaTHpOBaHUSI KAKOIO-
Jmbo nucka. INospisieTcs BOAHE PEATMCTHYHOE OKHO hopMaTUpOBaHUS, U JT0-
6oit nonb3oBaTeN b MOXET HE Ha LIYTKY UCITYTraThCsl MOTepPU AaHHBIX,

Fake delete — yruinta uMHTHpYeT ynaneHue Kakoii-mubo aupekropuu. Eciu
Bbl Y€ MCIbITaIM Ha Kom-Hubyap Fake format, To nomnpo6yiite eme u Fake
delete. Dto Oyner Kak KOHTPONBHBIN BBICTpeN, YTOOBI OKOHUATENBHO J10-
6uThL GepHoro nojib3opatens (NpeaBapuTe/IbHO MOMHTEPECYHTECh COCTOAHHEM
CepueqyHO-COCYAUCTON CUCTEMBI KOJUIETH);

Fake start menu — mporpaMMa 3aMeHsIeT CTAHAAPTHYIO MaHenb 3amady Windows,
HO MPH 3TOM HE pearnpyeT HU Ha KaKWe COOBITHs (IeHCTBHS MONB30BaTe/Is);

Headache — 3kpan HauWHaer murarh YepHo-6enniM 1peroM. Ui Toro 4Tobbl
OCTaHOBHTb 3T0, HaxmMuTe <Alt>+<F4>;

Open/Close CD — spozse 6bi npocroe orkpsite Kpbiliku CD-ROM, Ho
o4YeHb AeicTBeHHOE Ha JTI0O0ro NojibL30oBaTENs;

Rotate — nporpamma nepesopauusaer PaGouwii cron Bepx Horamu. KoneuHo
Xe, pealbHOro M3MEHEHHs HeT, MOoTOMY 4To jenaercs Konus Pabouero crona,
a pasBopayMBaeTcsi pUCYHOK M oroOpaxaercsi Ha Bech 3KpaH. YroOnl 3aBep-
uuTh pabory, HaxkMmute <Alt>+<F4>;

Show—Hide Desktop — nporpamma npsidetr u otobGpaxaer WKOHKH Ha Pabo-
yeM cTone;

Time traveler — kaxasie 30 cekyHI Bpemsi Ha BalleM KOMMObloTepe Oyaer M3-
MEHSTBCA Ha CAyYaiHoe 3HAYeHHe.

Ho knaccukoii xanpa s cuurawo nporpammy Floppy madness. Ha nepsblit B3,
NIPUMMUTHBHAS 3aTest, MOTOMY YTO MPOrpaMMma MOCTOSHHO ONpAIWBaeT AMCKOBOI,
[OKa MoJb30BaTeNlb He BCTaBHT AucKery. Korma 310 mpoM3oiaer, nosBiserca
coobienue o6 ommnbke ¢ Haanucelo "YteHume c AuckeThl HeBoamoxHO". Bpoje
MPOCTO, HO €CTh BO3MOXHOCTb M3MEHWTb TEKCT COOOLIEHHS, €CIH 3aMyCTHTh
nporpaMmy ¢ napamerpoMm setup (Floppy.exe setup). MOXHO yKasath OIHH H3
C/IeYIOIINX BAPHAHTOB:

0
0

Hy nakoneu-to. fl-To aymai, 4to Thl yxe 3abbU1 Mpo MeHS.
Cnacubo 3a 6yrepbpon.
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0O Onouyku, ceityac oropmatupyio!!!
0O dMckera mycta, WIM MHe Kaxerca?
O Ywurait cam 3Ty AUCKETY, §l yXKe yCTall.

OnHo 13 npeumyiiects yriomr oT RIL Software — ux ManeHbKMit pasmep, 4To Mo3Bo-
JisieT Jierko noadpocuts Gaiin ceoemy aApyry. MoXHO OTIpaBUTh MporpaMMy Mo noute,
a MoXKHO roadpocuTs Ha Pabouuii crost, 4ToObl MOIB30BATENb CaM €€ 3aITyCTHIL.

Ho ne tonsko RIL Software ymeer wrytuts. Ectb ewte Dewa Soft u ee nporpamma
Key Panic. Bbl gomKHEL yKa3aTh IporpaMMe Kakoe-HuOYAb CJIOBO, U OHA CreHe-
pupyeT ucnojiHseMblil daiin pasmepoM okono 70 Kbaiit. IMocne ero sanyeka kia-
BUaTtypa okaxercsl ¢akruuecku 0JOKMpOBaHHOH (B TOM CMBICIe, YTO Ha 5Kpa-
He Oyaer TOABKO CJI0BO, BBEAeHHOe BaMu). Hampumep, ecnm ykasath CJI0BO
"Oy6rmuk", To yro OBl He Habupana Xeprsa, B peady/brare OyAyT TONbKO OYO/IMKH.
[porpaMmmy MOXHO cKadath ¢ caiita http://dewasoft.com/Software/KeyPanic/
KeyPanic.html. ExuncrseHubiit Henocratok — ona miarHas ($10). M ecau He
3aMIaTUTh, TO MOJb30BaTes OYIYT NPEaynpexiath © TOM, YTO B CHCTEME Haxo-
IUTCS mporpamMma-mytka. Eciu Bee oniiaueHo, To HEBUAMMOCTb TapaHTHpPYeTCs.

B UHTepHeTe MOXHO HAiTH OYEHb MHOTO PAasHbIX WIYTOYHBIX MPOrPaMM, HO CO3-
JIaTh YTO-TO CAMOMY HAMHOrO npustHee. M TeM, KTO yXe yMeeT nmporpaMMupo-
BaTh, ¥ TE€M, KTO eLle TOJBKO npobyeT cosmasBarh LIYTOMHBIE MPOCpPaMMBbL, 5 elle
pa3 pexomeHnyioo npountarb KHUry Hackish C++ Pranks&Tricks. B Heit Bel Haii-
JieTe MHOXECTBO TIOTOBBIX pBlHBHHﬁ M Ha HUX OCHOBE CMOXKETE CO31aThk 4TO-TO
cBOE, 1axe He MMes oOpa3oBaHUs NporpaMMHUcTa. '

3.8. Mopans

Her npenena coBepiieHCTBY, MABHOE MMETh Xopoiuee BoobpaxeHue. Ecmu Bul To-
XKe J1obuTe NoAIYTHTE Hal OkHUM, To nuuuTe MHe Ha horrific@vr-online.ru.

A1 cobupalo Xxopoliue KOMINBIOTEPHbIE LIYTKA M 0BA3aTeNbHO MCMBITAIO BAIL [PH-
KOJI HA CBOEM 3aMECTHUTENIe HayalbHMKA W MepesaM BaM OT HEro MpuBer :).

Tonbko MOMHHTE, YTO XOpolUas LYTKa J0/KHA ObiTh Ge3spenta. MoxHO BpeMeH-
HO BBIBOAWUTBL U3 cTpost, Bewars OC, HO HUMEro YHUUTOXATh U JIOMaTh HEJb3sl, DTO
yXKe He 3THYHO, M JIerye MpocTo CTYKHYTh 10 MOHUTOpPY MonoTkoM. [lpexuie yem
HayaThb MOALYYHBATE, 0053aTeNIbHO YOeaIUTeCh, YTO Balll U3OPAaHHUK MMEET YyBCTBO
IOMOpa M TMpaBuJibHO MoiimeT Bac. HeKoTopble JMIOXH MOIYT CIMIIKOM 3MOLIHO-
H&JIBHO BOCIPUHSTH BAILK TMONBITKM pa3BecenThb cebs, ero 1 OKpyXalowmx.

He 3abbiBaiiTe mpuchuiaTh MHe cBOM Hien. Eciu BBl NMpuIyManyu YTO-TO OPUIM-
HAILHOE, TO HAPOJL JAO/IKEH C STUM MO3HAKOMUTECS.

Moyt Han GAMXKHUM CBOMM, OO OH MOWYTHT HAaL TOOOI W BO3pamLyercs :).
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CoBerTbl Xxakepa

B naHHOli ri1aBe Mbl pacCMOTPHUM HEKOTOpbIe CeKpeThl XakKepoB. DTO MO3BOJUT
BaM MpaBMJIBHO HCIOJIB3OBATH CBOM KOMITBIOTEP W MOBBICUTH €ro MpoOHU3BOIOH-
TelbHOCTE. Mul Oynem paccmarpuBaTh He TOJNBEKO paboty ¢ KommbiotepoM u OC
Windows, Ho u MuTepHer.

JIMYHO 5 MOYTH MOCTOSIHHO HAXOXYCh B pexume on-line M BBIXOXY M3 3TOrO co-
CTOSIHUSI TOJNILKO UISl TOro, YTOObl MOKYWIATh WM Mocnarh. [losTomy mwisi MeHs
OY€Hb BAXHBIM SABJSAETCS MCMONbL30BAHME KOMIIBIOTEPA M CETH C MaKCHMAJIBHOI
ornayeir. 3a MHorne roasl paboTsl HAOpATOCh yKe HeMalo NMPUEMOB W METONOB
nosbllieHUs1 3PPEeKTUBHOCTH, MU ceiuac si cobupaioch TIONEUTLCA C BaMH 3TUM
OIBITOM.

B naHHOii rmaBe MBI y3HaeM, KakK ONTMMH3HpoBaTh uiIn copcuposats pabory
Kommnblotepa. s atoro Gyayr onucaHsl pasfiMyHbIe METOdbl Pa3roHa fnpoleccopa.

4.1. Kak He 3apa3uTbca BUpycamm

Dro camaa 6onbHAs Tema A nonb3osareneit MurepHera. MHorue cuntaior, yto,
YCTAHOBUB XOPOIUMIT aHTUBHUPYCHBIH NakeT, OoHW 00e30MacuiIf CBOif KOMITBIOTED
OT BTOPXEHWUSI 3JIOBPEIHBIX MporpaMm. DTo BepHO, HO Takas 3aumura addekTis-
Ha He Gosee, yeM Ha 10 %. ITouemy? Bce ouenn npocto. Korma mosisasiercss Ho-
BBIif BUpYC, TO DOJIBIIMHCTBO AHTUBMPYCHBIX TMPOTpaMM JaXe NpU MCIOJIb30Ba-
HWH 3BPUCTHYECKOro aHaATH3a HE MOIYT €ro OnpenaeinTh.

HoBele BHpyCHI pacipocTpaHAOTCS ¢ MAKCMMAJIbHOM CKOPOCTbI0 M MH(MULUUPYIOT
BCE, YTO TOMANAeTCst HA UX MyTH. BeposTHOCTL NOAXBATUTH 3apa3sy Npu HEYMENbIX
neiicteuax Bospacraer no 90 %. Mo npollecTBMU KAKOT0-TO BPEMEHH MOJIb30Ba-
tenu WMHTepHeTa OOHOBISIOT CBOM AHTHUBMpPYCHbIE 0asbl M jledaT KOMIIBIOTEPHL.
[Tocite 3TOr0 3apasuThcsi HAMHOIO CHIOXKHEE, MOTOMY YTO 3JIOBPEAHbLINA KOI yXKe
W30JIMPOBAH M ero AeicTBusl ¥ 3¢ GheKT yMEeHbLIAIOTCS. '

TMonyyaeresi, 4TO aHTUBUPYCHI MPeAHA3HAYEHBI 1A JIeYeHUs, 4 HaM HeobXoauMOo
CPEIICTBO JUIS MpPEeOTBPALIEHUS 3apaxXeHHns KoMmbloTepa. Bupyc moxer okasarscst
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JIbIM M YCMEeT YHHYTOXHTE HWHpOpMAUMIO, HAMpPUMEpP, OT(OPMATHUPYET IMCK
WK Nnpocro Bee cotper. Takoit KoMNbIOTep IeYnTh yKe Bbylaer mosaHo.

3a BCI0 MOIO XM3Hb paboThl ¢ KOMNBIOTEPOM Y MeHsl BUpPYChl He (QyHKUMOHIIpO-
. OHU nonagaioT Ha Mol KoMmnbioTep Yepe3 rmouty win WEB, Ho cpasy 13o-
IUpyloTesi, U B DONBLIMHCTBE ciyyaeB 6e3 yyacTUsi aHTHBUPYCHBIX NPOrpamMM.
KoneuyHo xe, y MeHsl €CTh aHTHBUPYC, H Sl PETyIsIpHO ero oOHOBIAI, HO HE [ep-
XY B 3anylieHHOM COCTOSTHUM, 1aObl 9KOHOMMTH PECYPChl KOMIbIOTEpa W He OT-
HUMaTh JIMUTHIOW namaTs. KaxaoaHeBHbIe MPOBepKH TOABKO YMEHBIIAIOT Bepo-
SAITHOCTD 3apaXeHHs, HO HUKAK HE HCKITIOHAIoT ee.

Ha caitte oqHOro M3 KpymHe#HIUMX NPOU3BOAUTE/IeH AaHTHBUPYCHBIX MPOAYKTOB —
JlaBoparopun Kacnepckoro (www.kaspersky.com) — MOXHO YBHIETH TEKYIYIO
akTuBHOCTL BUpYycoB (puc. 4.1). Hu3skoil axkTHBHOCTH MpHCBAWBAeTCH 3eMeHbIN
kon. Ero moxHo Habmonars, Korna no CeTH MpOryJnBalOTCs CTapble BHPYChl, OT
KOTOPbIX /IaBHO €cTh BaKLMHA, WIH HOBble, HO abCOIIOTHO HEe OPHUIHHAIBHBIC TIO
CBOCH npupoue.
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Puc. 4.1. Caiir NlaGopatopuu Kacnepckoro

Bo BpeMmsi nosiBiieHHs HOBOMCITEYEHHOTO ¥ OPUTHHAIBHOIO BUPYCd, KOTOPBIH Ha4yM-
HaeT 3apaxarh CUCTEMBbI, KO/ AKTHBHOCTH TIOBBILIAETCSl, HO HAM OT 3TOTO He Jierye.
VBUIEB Takoe MpeaynpexAeHne, OCTAeTes TONBKO BHIKIIOUMTH KOMITBIOTEP, 4T06bI



CoseTbl XaKkepa 121

HE 3apasuThCsl, W OXWAATH, TTOKA TPOM3BOMMTENSL BALIEro AHTUBMPYCHOTO MpO-
JYKTa HE NOATOTOBHUT BaAKLMHY, KOTOPYIO MOXHO ﬁyne'r cKayaTts u3 HHTBPHCT& H
CMOKOHHO XHTh HaJislle.

an}KHC YEM 3alIMIIATBCS, JaBafTe HEMHOro MO3HAKOMMWUMCH C HAUIUM BpAarom,
y3HaeM, KaK OH YCTpPOeH M Kakue MeTOIbl Mcnojib3yer. TonbKo Tak MOXHO Byuier
HaitTh 3¢hdeKTHBHOE pelteHe mpobieMbl.

Bosnblias yacTk NOBECTBOBAHMS MOMOXKET BaM MPeAOXPAHHUTHCH HE TOJBKO OT BH-
PYCOB, HO U OT TPOSIHOB, M J@Xe, B KakKoi-To cremeHu, oT crnama. Bel Ao/DKHE
YMETb HE TOJIBKO 3aLIMIIATECS OT BTOPXKEHMS, HO U HAyYHTbCS M30JIMPOBATH BH-
pychl WIH 00e3BPEIHTh TPOSHCKYIO YTIANTY. Ecin Bbl ABIsAETECH AIMUHUCTPATO-
pOM CETH U TOAYYMIM 3NOBPENHBLIN KO, CAMOCTOATEABLHO HAMUCAHHBIN KAKHM-
b0 XakepoM CHeuHaTbHO MO Bac (C 11e/IbI0 BLIKPACTh ONpeneNeHHyI0 nH(op-
MalW0), TO HU OAMH AHTUBUPYC TAKYIO YTUIIUTY HE OOHAPYNKUT M HE CMOXKET
obeappennThb. TyT yxe Ge3onacHOCTh 3aBUCUT OT BalIMX yMEHHIl ¥ HABBIKOB Bbi-
ABneHnst ¥ 60pbOLI C XaKepcKUMHU TIpHEMaMH.,

4.1.1. Kak pa6oratot BUpychbl

Koraa Mbl paccMaTpuBain CTPYKTYPY NpOrpaMMbl, TO FOBOPMJIM O 3aroJIOBKe UC-
nojyiHsiemoro aiina (em. pasd. 2.1). B 3ToM 3aronoBKe ecTb TOYKA BXONa — ajlpec
BHYTPU TPOrpaMMbl, ¢ KOTOPOro HayuHaercs BhinonHenue. Ecnu supye nomxeH
NPUCOCAHHHUTECA K [MpOorpaMMe, TO OH JIOMMUCBLIBAETCA B €€ KOHEL M HU3MEHAET
TOYKY BXOAa Ha cebsi, @ MporpaMMa cO CTapOro ajipeca Bbi3bIBAETCH TOC/E Bbl-
NoJHEHUs Tejaa Bupyca. Takum obpasoM, nocjie crapra 3amyckaemoro aiina
CHayala aKTUBU3UPYETCH BHPYC, 4 IOTOM YIpABIEHUE MEpPelaeTcss OCHOBHOM
nporpamMmme.

Ocofo JleHnBbIE MUCATEAN BUPYCOB He jobaT pasbuparsesi ¢ saronoskamu, OHM
Haobopot a0bapiasfloT 3anmyckaemslil ¢ain apyroit nporpaMmbl K CBOEMY, T. €.
TeJI0 BUpyca OKasblBaeTcst B Havyane caiiaa.

Tak paGoraer GONBIIMHCTBO BHPYCOB, KOTOPBIE NMPUKPEIUIAIOTCS K NporpaMmam,
u rakux g0 2000 roga GuUT0 OYEHB MHOrO, 0COGEHHO B OMNEpalHOHHON cHcTeMme
MS DOS. Ecnu Bbl XOTHTE 3aLUMTUTBCS OT BPEIOHOCHOTO KOAd, TO MUHUMAIb-
HbIM TpeboBaHHEM NO/KHO ObITh CIEXEHHE 33 3aroJIOBKaMK 3anyckaeMblx daii-
JoB. Kak TonbKo 3aroioBoK M3MEHMJICH, HYKHO OUTb Tpesory, NoToMy 4To 3TO
MOXeT ObITh BUpYC WM 4epBb. KoHeuHo e, BpYYHYIO 3TO [le/laTh TSXKENIO, HO
HeobXOIMMO CleAuTh XOoTd Obl 32 pasMepoM OCHOBHLIX MpOrpaMM, Belb KoOrjaa
K UcroHsieMoMmy® paitay nmpuKperuisiercst BUpyc, H3MeHsAeTCs ero pasMep.

Ho cymiecryer BapuanT, Korja Tejo supyca nobasnsiercs K sanyckaemomy daii-
Jly, @ 3aroJIOBOK He M3MeHsieTcs, T. K. B 3TOM CjIy4ae Tejlo BUpYyca BbI3IBAETCHA U3
npyroit nporpammsl. [Monyuaercs addgexr, kak B AMHAMHYECKoi Oubiauoreke —
nporpaMMa 3arpyxaer B MamsiTh HOMOMHUTENbHBII (aiiyl, BBITIONHSISN B HEM Telo
Bupyca.

53ax. 923
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Kak s yxe roBopwui, Takue Bupycel BractsoBaiu 1o 2000 roga. Torna Murepuer
ObUT pasBUT €llle He TAK CWIBHO, KaK celuyac, U OCHOBHBIM CPEICTBOM pacrpo-
crpaHeHus MHGeKunu Obmu auckerbl win Gainel, ckayanHsie ¢ BBS (Bulletin
Board System, 21eKTpoHHAas AocKa OOBLABIEHWI), ¢ MOMOIIBIO KOTOPLIX JIOIH
obmeHuBaTHCh MH(opMauneil. Hekoropble BHpPYChl 3anMChIBATMCh HE B NpO-
rpaMMmy, a B 3arpy3o4Hyio o6acTh IWUCKOB, W BBIMOJHSINCH NMPHU MepBOM ke ob-
pauieHnu. B arom ciyuae, sanyctus ¢ali ¢ IMCKeTHI, BUPYC 3arpyxaicd B rna-
MATb U pacrpocTpaHsics no ¢ailioBoil cucreme, 3apaxas Bce, YTO MONaTaIoch
Ha NyTH.

3ayeM NpoU3BOAWICH IOMCK M 3apaXeHue Bcex ucnoaHsieMmbix ¢aitios? Bce
oueHb npocro. B MS DOS 6buta TONBKO OHA BO3MOXHOCTE 3arpy3uTh Mporpam-
My 4BTOMAaTH4eCKW IpH cTapTe KOMIbloTepa — autoexec.bat. B atom daiine npo-
MUCHIBAIOTCS MPOrpaMMbl, KOTOPHIE JIOMKHBL 3anmyckarses npu 3arpyske OC. Ec-
JI OBl BCe BUPYCHI 3aMMChIBAIMCE B 3TOT (paiiyl, TO aHTHBHpPYCaM Jierko 6bu1o OBl
ofeaBpennTh BHEAPEeHHBINH Koa. UMeHHO noatoMy 3apaxanuch Bee daitnsl. [locne
3TOro Mpu 3arpyske Jjoboii nporpaMmbl 3anyckKaics BUpyc.

EcTh BUpYCHI, KOTOPBIE ITPOCTO KOMUPYIOT ce0f B CHCTEMY M NMOMELIAIOTES B pa3-
nen asrozanycka. C nossneHuem Windows uMeHHO Takue BUpYchl ctanu Gonee
TIOTIYJISAPHBI, TIOTOMY 4TO 31ech Yxe Oosblie crnocoboB mx crnpsartarb. B manHoM
cilydae yxke HeT CMBICTAa CKaHWpOoBaTh BECH JMCK B [OMCKAX MCHOAHsEMBIX (haii-
JIOB W 3apaxceHusl UX, JOCTATOYHO 3anucaThesl B aBTO3arpy3ky, M Hejo B HuUmirne.
Ipn kaxnom crapre cucreMmbl OC cama 3anycTuT BpeaoHOcHbIH Koia. Ho tenepsb
TaKWe BUPYCH! HE CTOJIb MPU3HAHBL, TOTOMY YTO C ABTO3arpy3Koi yxe Haydujiuch
Boporses.

B Windows, nmomumo Gonbiioro KonuyecTsa cnocoGoB aBTOMAaTHYECKOi 3arpys-
KM, MOSIBWIOCH OYe€Hb MHOro (aitios, KoTopble 0053aTeIbHO 3arpyXaloTcs npu
crapre OC, HanpuMmep, CHCTEMHbIE IMHAMMYECKH MMOAKTIOYaeMble OubIHoTEeKH
(DLL, Dynamic-Link Library). ®To ToXe ympouiaer XH3Hb Bupycam. Ecmm
paHbllie HYXKHO OBbLIO 3apaxaTh Bce, MOTOMY YTO 3apaHee HEM3BECTHO, ¢ KAKUMH
nporpaMmMaMu  paboTaeT Ioab30BATENb, TO TENEpb AOCTATOYHO HMH(ULIMPOBATH
onHy u3 GuOAMOTEK MW BAXHBIA HMCIONHAEMBIH ¢dailin, U HeT HeobxomuMocTH
B CKAHUPOBAHUU. '

BrIxomuT, ecnn paHblie npobrema npsaranack tonsko 8 EXE uw COM-daiinax, To
Tenepb MCTOYHUK 3/1a HYXXHO MCKATh W B JAMHAMUYecKUX Oubimorekax, y KOTo-
PBIX €cTh DONBLION HEAOCTATOK — BO3MOXHOCTH BBIMONHATH KON TPH CTapTe
DLL. W ecnu Bupyc 3anucarb B aBTO3aMycK BaXHOH OMOIMOTEKH, TO OH CMOXET
3arpy:kathcsi apTomarndecku. Takum o6pa3’oM, KOMHYECTBO MOTEHLMATbHBIX Jd-
3€€K B CHMCTEME PEe3KO YBEINUHIIOC.

Ho nunamuueckue 6ubnuoreku — He enuHcerBeHHOE 3510. Kopriopanus Microsoft
IUTs YIPOILUEHUs KU3HW [MOJh30BaTeieil BO MHOIME CBOM MPOAYKTHI BKIIOUMIIA
9MIeMEHTHI sI3kIKa nporpamMmupoBanms Visual Basic. Takas noaaepxka ecTb NovTH
BO Bcex KoMmoHeHTax nakera MS Office. Dto ouyeHb yanobHO, Korja ¢ NMOMOLLBIO
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NPOCTOro A3bIKA MOXHO OBNErYyuTh CBOKO XKM3Hb W PACHIMPATH BO3MOXHOCTH HC-
nonb3yeMoii rporpamMmbl. Ho xakepbl yBHAEIH B 9TOM OYEPEMHYIO Ja3eiKy.

BonbiuHeTBo nojbsosareneit MHTepHeTa NpUBBIKIIK, YTO ONACHOCTH OT BUPYCOB
Kpoercst B MCTIOMHAEMBIX (aiiax, 1 HUKTO He Mor cebe MpeacTaBuTh, YTO Yrposa
MPWIET U3 TEKCTOBBIX HOKYMEHTOB MJIM 3eKTpoHHbIX Tabinuu MS Office. Umen-
HO MO3TOMY MEpBbleé BHUPYchl, BCTPOeHHbIe B HokyMeHTHl Microsoft Word wam
Ucro/iHAeMBbIe B Mo4ToBoii nporpamMMe Microsoft Outlook, 3apasunu rpomagHoe
KOJIMYECTBO KOMITLIOTEPOB 3a MHUHHUMaibHOe Bpems. K takum obcrositeabeTBam
He ObLIM rOTOBBI HU M0JIb30BATENIM, HY CAMBIE JIyMllIME AHTHBUPYCHBIE MPOAYKTHI.

JInyno 9 HUKOrAAa He NMPUBETCTBOBAI BMPYCOMHCATENECTBO H CYMTAN 3TO CAMBIM
[YMBIM 3aHATHEM. 3TO pebsYecTBO, NMPUCYILEE TONBKO MANEHBKUM AETSIM, KOTO-
pble MPH MOKYMNKE HOBOH MIPYLIKH CTapaloTcs ee [10JIoMaTh, 4 He HCMOJIb30BaTh
no HazHayeHuio. MMeHHO Tak Benmyt cebs Xakepsbl, KOTOpbie He padoralor (Win
WTpaioT) 33 KOMMBIOTEPOM, a MBITAIOTCS MONOMATh Ero.

B HacTtosuiuMii MOMEHT BHpYChI pacrnpocTpaHsioresi yepes MuTepHET M npakTHye-
CKH Heé HCMOoJIb3YIOT B KadecTBe HocuTens daitibl uiu auckersl. OCHOBHBIM repe-
HOCYMKOM CTANA 9JIEKTPOHHAS MOYTA M MACCOBbIE pacchUIKU. Bl monyuaere nuck-
MO, K KOTOpPOMY MpPHUKPEIIeH BUPYC U 3aMAaHYMBBIH TeKcT, yOexnalomuil oTKphITh
nporpammy-sioxenue. Eciu takoil daiin 3anycTuTh, TO BUPYC 3apaXaeT KOMIIbIO-
Tep W paccbuUiaer cebs Mo BceM azpecaM, BHECEHHBIM B Ballly alpecHyi0 KHUTY.

4.1.2. Kak xe npepoxpaHarTbca?

C BMpycaMu HUKOT/IA He 3Haellb, OTKYJA NpUAeT oyepeaHas npobrema. Ho y meHs
HUKOrIa He GBUIO pe3duaeHTHO paboTalollMX aHTUBUPYCHBIX MPOTPAMM, & Tocnie/-
HMIi pa3 s CKAHNPOBAI MUCK HA HAIMYME BUPYcOB b jieT Hasan, Y HecMoTps Ha 310
B MOEM KOMITBIOTEPE HUKOrAa He 6bu1o Gonee 5 MUHYT aKTUBHBIX BHDYCOB,

Bo spemena MS DOS s ckaHupoBanm XecTKHH IMCK TONBKO pa3 B rox (M To s
o4yHcTKH coBecti). Kak Mbl yXXe 3HaeM, B Ty MOPYy OCHOBHBIM MCTOMHUKOM 3apa-
xenust 6t BBS n guckersl. [lepsoe st He Mcnonbk3oBai, U ¢ 3TOH CTOPOHBI YIpo-
3bl JUTSl MOETO KOMIIBIOTEpa He ObLTO. A BCe AMCKETHI MpeXKie, YeM OTKpPBITh B (haii-
JIOBOM MeEHeIXepe, 0bs3aTe/IbHO MpOBEPSUTNCh aHTUBHPYCHOI TporpamMMoit, aaxe
ec/TH JAWUCKETY HaJl XOpOILIWii 3HAKOMBI. [Ipy3bsi MOTYT He 3HATh O CYIIECTBOBAHHH
H4 HX KOMIBIOTEPE BUPYCOB U, HE XKelas Toro, MpMHECTH BaM 3apaXeHHbINH daitr.

B nacrosuiee BpeMs s He MONB3YIOCh AMCKETaMU U He OOMEHMBAIOCh MCTIONHsIe-
MbIMH aiinamu ¢ apy3eaMu. Bece M Bcerga ‘Hamo OGparb M3 NEPBOMCTOYHHKOB,
T. e. ¢ ounmuaneHbix caiitop B Uureprere. UmeHHo oduUMATBHBIE HCTOYHUKH
moryt Ha 90 % rapaHTHpoBaTh oTcyTcTBME BUpycoB. KoHeuHo ke, GbulH ciaydau,
KOrZa XOpOoLIO 3apeKoMeHIoBabiine cebs GUPMBI MO HEOCTOPOXHOCTH pacnpo-
CTPaHsUTM BMECTE CO CBOMMM NpPOLYKTaMM BHpPYChHI, HO 3T0O OblBaeT KpailHe peixo,
u Ttakue omubku MHTEepHeT-cooblIecTBOM ONpelensioTess oYeHb OhicTpo M Hc-
NpaBAOTCA MOMEHTAIBHO.
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WUcnonb3yite HepacnpocTpaHeHHble NporpaMmmbl

Kak s yxe rosopwi, ceilyac ocHOBHBIM MCTOMHUKOM BUpycoB cran Wurepier,
a TOYHee SAeKTPOHHAs noyra. B kauecTse NMOYTOBON MpOrpamMMbl s UCTIONE3YIO
The Bat (http://www.ritlabs.com), xoropas He NOMIEPXKHUBAET CKPHIITOB M HE
nMmeer perpoeHHoro s3sika VB (s3bik ckpuntoB Visual Basic, mMoXer no3sosiuTh
aBTO3aMycK MpUKpPerieHHoro K nuceMy daitna) wiu VBScript. Xors B 6onbiti uH-
CTBE TTOMTOBBIX KJIMEHTOB YK€ €CTh 3alllMTa OT aBrosanycka uepes ckpuntel VB,
HO MHOTIA B HUX OTBICKMBAIOT ysA3BHMbIE MECTa, M BHUPYChbl MOJYYAIOT YepHbIH
Xon, wisi npoHuKHoBeHus B cucremy. Koxeuno xe, u B The Bat ectb owmbku,
KOTOpbIE MHOTIJA HAXOUST, HO 3Ta MPOrpaMMa He OYeHb WIMPOKO M3BECTHA, Mo-
3TOMY BUPYChl MPAKTHYECKHM HE MCIIONb3YIOT ee caabble MecTa.

Sl BceM peKOMEHIYI0 MCITONB30BaTh YTO-HUOYIb MEHEee pacrnpocTpaHeHHoe, Mo-
TOMY YTO BUPYCOTMCATENM AeNAl0T CTABKY Ha camoe nonyaspHoe. To, uro wist
OC Linux He nUIIYT BUPYCOB, ellle He FOBOPHUT O HEBO3MOXHOCTH HX CO3MaHMSA.
MNpocro 3ra OC Masno pacnpocTpaHeHa, M MaciuTabbl 3apaxeHusi 6ynyr Hebosb-
wumu. JIioGoit Kpakep MLIET U3BECTHOCTH M KaK Xakep XO4eT MOAYYHTh YBaKe-
Hue GonblunHersa, noaromy M ucnoabdyer OC Windows kak camyio socrpebo-
BAHHYIO Cpe/lH AOMAlIHUX [TOJb30BaTeNeil.

Ho naxe ecan Bel paboraere ¢ camoil He3aMeTHOI NporpaMMoil, Bce paBHO Hellb-
351 ObITH YBepeHHBIM B cBoeil GezonacHocti. B pasHeIX nporpaMmax Berpeyaiores
OIMHAKOBLIE OWKOKH, 1 TOrA Balll KOMIBIOTED TOXE OyAET MOIBEPXKEH ATAKaM.
Honycrum, 4To BBl Mcnoab3yere wist Aoctyna k WEB-caiitam camblit npoctoit
Gpay3sep, KOTOpbIil HHYErO HE NOMIEPKUBAET, KPOME OTODPAXEHHS TEKCTA, U He
MoxeT ObITh arakoBaH. Ho g nonydeHMst JaHHBIX OT cepBepa HCMOb3yeTcs
nporokon HTTP, a tor B cBow oyepens paboraer nosepx TCP/IP. Eciu B onHoMm
U3 3THX NPOTOKONOB OyaeT HaitneHa owwnbKa, UCIONb3ys KOTOPYIO 3M0YMbILILTEH-
HHK MOJAYYHT HOCTYN K JOKAIBHOMY AMCKY Balllero KOMIbIOTEPA, TO TYT YXe HH-
Koro He Byaer BOJHOBATH, Kakas y pac nporpamma uan OC. B stom ciayyae Mox-
Ho Oyner 6e3 ocobbix mpobiem NPOM3BECTH BINOM.

HenonynsipHsle nporpammsl — 310 G1aro, KOTopoe ¢ Apyroil cTOpoHbl MOXeT obep-
HYTBCS MCTOMHMKOM Goblunx npobnem. [peanonoxum, YTo Baill MPOILYKT paspabor-
YUK Mepectanl NMOMIepXMBaTh, W HailieHa KpuTvuyeckas owmubka. OGHOBUTHL Mpo-
rpamMy Oyzer HEBOIMOXHO, A Mepexojl Ha APYryld OTHHUMET MHOIO BpeMeHH M
cpeacts. YTobbl He CTONKHYTBCS € TAKO CUTyalMeit, Jyylue BbiOupars nporpaMMHbie
cpencTea, B OyaylieM KOTOPBIX MOXHO He coMHeBaTbes. TakuMu ObIBAlOT MPONYKTHI
¢upM, KOTOpbie CHUTAIOTCS BTOPBIMH WM TPETBHMH MO MONYIAPHOCTH, HO HUKAK HE
nocaeaHUMK. TlepBsiMi YMUPAIOT caMble He3aMeTHbIE W HeH3BEeCTHBLIE.

PerynapHo o6HoBnsiiTe NnporpamMmmbi

Ecnu BaM HeoOGXoAMMBbI BOIMOXHOCTH PACHPOCTPAHEHHBIX TIPOTpPaMM, TO pery-
NSPHO npoBepsiiiTe HATHYKe oGHoBNeHUWH. B 3TOM oTHOWEHHN Jiyuile Beex pabGo-
taer Microsoft. Kak 6b1 He pyraiu 3Ty KOMIIAHHIO, OHA OYeHb GoMbilIoe BHUMaHUE
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VAEASeT MOMIEPKKE Mo/ib3oBaTesieil M peryisipHo npenocrapiser oGHOBICHMS,
MO3BOJIAIOIIHE MCAPABUTL MOTPELIHOCTH B CBOMX paspaborkax. Owubku ecrsb
Be3je, HO MILYT UX TOJbKO B camoM nonyaspHoM. Kopnopauus Microsoft aenaer
BCE BO3MOXHOE VISl YMEHBIICHHS HeraTHBHOTO apexTa or cobCTBEHHBIX JISITICYCOB.

CpoespemenHoe obHomienne OC u OCHOBHBIX TNPOrpaMMm TOXE [O3BOJSIET
obesonacuTbesi OT BTOPXKEHHS BUpycoB. BceBo3MmoXHBIE aHATMTHYECKHE KOMIIa-
HUY BCEr1a MOKA3bIBAIOT pasHble AdHHBIE, HO BCE OHU CBOMATCS K TOMY, UTO
GonblunHeTBO nosb3oparesieit UHrepHera He OGHOBNSIOT CBOM MPOMYKTHI: OIHH
W3-3a JIEHH, ApyrHe u3-3a cnaboro KaHama CBA3M, @ HEKOTOpbIE M3-32 MCIOJNb30-
BAHWUA HEJMLEH3HOHHOro rporpaMMmHoro obecrneuenus. Bupyconucarenu nonb-
syiores atuM. TIpu HaxoXIeHUH HOBOMH YA3IBHMOCTH, MO3BOJSIOLIEH NPOHUKHYTD
B CHCTEMY, OYEHb HacTO MOABIAIOTCA BUPYCHI, HCMOMb3YIOLHE ITOT M3bsAH. Eciu
Bbl Y3H&IM, YTO NOABHIACH KaKas-To Opellb, To 06513aT€/1bHO ODHOBHTE CHCTEMY.,

B pacnpoctpaneHun BupycoB uepes ysassumble mecta OC Windows s 6ojibliuyio
4yacTh BUHBI BO3/IArdi0 HE Ha JIEHHMBBIX IMosib3osarteneit, a Ha Microsoft. O6HoBe-
HUiT OYeHb MHOTO, M CJIOXKHO pazobparbcsi, KAKHE M3 HMX ycraHaBnusatb. Kop-
nopaunsi Microsoft fo/kHAa CBOEBpEMEHHO JOBOAWTH [0 CBEIEHHS .BCEX [10/b30-
Batesied O HalAeHHbIX owubkax, a 0 Haubonee KPUTUYHBIX HYXHO coo0lLaTh BO
Bceycnbllianbe. B 6oablIMHCTBE cilyyaeB KOMIAHMS CTapaeTcs NpoMoa4arb, YTo-
Obl IMLIHKIE pa3 He FOBOPUTH O CBOMX [POKOJAX, HO 3TO HENpaBuIbHO. Xakepsbi
CJIEAT 38 TAKMMM JIa3eifKaMy ¥ 3HAIOT 0 HUX BosbLie, YeM PSIOBbIe NOMbL30BATENH.

KoHeuyHo, pyKOBOACTBO KOMMAHWM MOXET CKasarh, 4TO OHHM HHGOPMHPYIOT
nosnb3osareneit yepes pacchuiki. Ho 310 He camblit yaayHblid cnocob. Aznpeca
E-mail peryisipHO MEHSIIOTCSI, 1MOYTa HE MOXET CYMTATHCS HALEXKHBIM HCTOYHHKOM
nHpopmauuu. CylIecTByiOT 1 Apyrie NPUYHHLI, KOTOPBIE TPEOYIOT HCMOIb30BAHNSA
MHBIX MeTOfIoB (TenieBuaeHHe WM paano). TonbKO TaK MOXHO MOBBICMTb HaIeX-
HOCTb KOMMBIOTEPOB M HABCEINA YCTAHOBUTD 3€JIEHbII KO aKTHBHOCTH BHPYCOB.

[JoBepsan, HO npoBepsn

[Mpu pabore c sneKTpoHHON MoYTONf HUKOrIA HE NOBEPANTE MONYYdeMbiM c00D-
LIEHUAM W HUKOIrAA He 3anyckaiire npukperuieHHsie daitis!!! laxe ecinu Bel Mo-
JY4WIA THCBMO, B MOJIe OTNPaBUTEIs KOTOPOrO YKa3aH aipec Ballero Jpyra,
B/IOXEHME HE MOXET CUMTaThCd HaAeXKHBIM. Ecan KoMnbioTep oTnpasuTesst 3a-
paxeH, TO BMPYC BYAET OT ero MMEHM pacchUIaTh BCEM KOMMH MHUCEM, M Bbl MO-
KeTe MonacTb Ha 3Ty YAOUKY. ;

[Mucaresm BUPYCOB MCHOMB3YIOT NCHXOJOTHIO H COUWANBHYIO HHXEHEPHIO H
Do/bIIOe BHHUMAHHE YIAENSAIT TEKCTY pacchiiaeMoro mucbMa. S odeHb 4acro rno-
JIy4yal MUCbMa OT CBOMX 3HAKOMBIX, napTHepoB ¢ TekctoMm “"TlocMmorpu 3rtor
(paiin", HO 3TO TOUYHO BUPYCHL

BnoxeHusa

Eciu Bbl NONYYWIH MO TONTE WCnodHsieMblil daiin ¢ npeuiokeHueM OTKPbLITh
ero, TO Mpexie, YeM 3TO AeNarTb, HE MONEHHTECh 0OpPaTHTBES K OTNPaBUTENIO
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~¢ npocb0oil yIOCTOBEPUTL MOCHIIKY. Bupycu Moryn' TOJIBKO PAcChUIaTh MUChMA,
a CJIEIMTH 3a MOATBEPXKICHUSMH HE MOTYT. RE 19N

Kak onpenenuts, Kakue dailbl BO BIOXEHUHM MOTYT CONEPXKATh BUPYChI, 4 KaKue
Het? Bupycos TOYHO He MoXer OwiTh B TekcroBbiX (aiinax TXT, B KapTuHKax
JPG, GIF, BMP, B aymno- u Buneodaiinax WAV, MP3, AVI u HekoTopsiX apy-
rux. Ho Hesbas GBITh COBEPIIEHHO YBEPEHHBIM, YTo B GyyieM 3ty Gpopmars He
cMoryT GbITh 3apaxeHsl. B onpeaeseHHbIX CHTYaLMsAX W NPH MCNONb3OBAHUM OT-
JENBHBIX MPOrpaMM BHPYCHEI CMOTYT PaclpOCTpaHAThECS Yepe3 uTo yrogHo. IToka
XaKepoB CIepXUBaeT cauiikoM Oonblioe konuvecTBo ycioBuit. IMocne Kpaxu
ucxonHsix konoB Windows nosisuiics Bupyc Agent, xoromn 3apaxan KOMIbIoTep
npu Ge306MaHOM TPOCMOTpE CrielHaTEHO CKOHCTpyHpoBaHHBIX BMP-daiinos.

Korza cmoTpute BIOXEHHE K IMMCBMY, Bbl JODKHBI OBITH YGEXNEHBI, 4TO OHO

viMeeT npaBuibHOe pacmmpenue. B Windows 9x/NT/2000 mo ymomuanuio He
0TOGpaXAIOTCs! PACIIMPEHHST VISl 3apETHCTPHPOBAHHBIX TUIIOB (aiiioB. BTo 3HAYMT,

Eﬂmmmmrbsmmm.m
[ Bewsoaurs noaHsii NyTb B CTPOKE 3aronoeKa

[ Orxpoisare kaxayio nanky & oTaensHoM okHe

o} Ombmmwuame
M Oropaxare nanky "Mou aokyvenTsl" Ha padoyem crone

O Mmm%nwww

Puc. 4.2, OKHO HAaCTpPOEK CBOICTB U‘roﬁpas_xeuus daitnos
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HTO €C/IM BIIOXKEHWUE MMEET paclllMpeHue exe, To Nnepen BaMM NpeacTaHeT TOJNbKO
ero umMsi. Xakepbl MOJAL3YIOTCsl 3THM U JaioT daitnaM npoliHsie pacmuupenus. Ha-
npuMmep, ecam Qaiin Hasath update.jpg.exe, TO pPaclIMPEHHE eXe cucTeMa Crips-
yer, a BBl YBMIAWTE TONbKO update.jpg. Cosnaercs NOXHOE MpeNCTABAEHHE, UTO
nepea BaMW KapTHHKA, U (ailyi MOXeT ObITh 3aNylleH, @ 3T0 rPO3UT 3apaxeHueM
KOMIbIOTEpa.

Yro6bl He GbLTO NpobiieM ¢ NeeBIopaciiupeHusIMU, i PEKOMEHIYI0 OTKA3aThCs OT
UX COKPBITHS [UISI 3apETHCTPUPOBAHHBIX TUNOB daitnos. s 3Toro HyXHO nepeii-
TW B NaHesb ynpasneHus (Start/Settings/Control Panel win Ilyck/Hacrpoiika/
IManens ynpasienus) u 3anyctuTb ocHactky Folder Options (Csoiictea namku).
3nech HeobxonuMmo nepeiTH Ha Bianky View (Bun). Ilepen Bamu otkpoercs ok-
HO, KaK Ha puc. 4.2, Yoepure ranouky ¢ nynkra Hide extensions for known file
types (CkpbiBaTh paciiMpeHus JUIsi 3aperucTpUPOBAHHBIX THITOB (aiinos).

CoMHuTenbHbie caTsbl

[ToMMMO 3/1€KTPOHHO# TOYTBI, HCTOMHHKOM WHGEKUHH MOXHO cuurath 1 WEB-
caittel. Tak xkak B MHTepHer-6paysepax (a r1aBHoe, B CAMOM PacrpocTpaHEHHOM
13 HuX Internet Explorer) peryasipHo HaxomsT oliMOKM, HO3BONSIOLIME TTOAYYHTh
NOCTYN K AMCKY MOJNb30BaTeNs, TO 3TOT Crocob 3apaXeHus HeNb3si UCKIIOYATh.
51 ucnonwsayio MHTEPHET NO HA3HAYEHUIO W MYTELIECTBYIO TOMLKO MO O(hHIIMATb-
HBIM calitaM. Tam He 3aaeiicTyioT Gpeln B Gpaysepax IS 3apaXeHusl MoJab30Ba-
Tenei, Mo 3T0 OYeHb CHJIBHO MOIOPBET AaBTOPUTET KOMIAHUH.

BoABUIMHCTBO MEPCOHATBHBIX CTPAHMYEK TOXKE HE UCIOB3YIOTCH ISk HAHECEHH
Bpella, HO MHOMAA TaM MOXHO HaifTu TecTOBHIH monuroH xakepa. Ho eciau Boi
N100MTE NYTEILeCTBOBATh MO caiiTaM COMHUTENILHOrO XapakTepa, To TYT YK Bepo-
SITHOCTD ITOJIy4HTh HEMPUATHOCTH YBENINYMBAETCS B HECKOJBKO pa3s. B arom ciy-
yae OOHOBIATH HYXHO BCE M DEryIsipHO, @ aHTUBMPYC HOKEH ObITh Beeraa
BKJIIOUEHHBIM, M Ziake npy BHINOTHEHMM BCEX STHX YCJIOBWIl CHCTEMa 3arosHs-
eTCsl PasiuYHbIM MYCOPOM C HEMMOBEPHOIT CKOPOCTHIO.

HenaBHo mo6oNbITCTBO 3aCTaBHJIO MEHS LIEJKHYTh MO OIHOI CChUIKE, H B KOpHE
nucka C: Tyt xe mosiBwioch nBa (aiina xxx.exe u yyy.exe. Korna nuems no-
N00OHbIE KHUTH, TO MPHUXOAMUTCS TECTHPOBATh MHOIN0 COMHUTENBHOrO codTa WM
WHTtepHer-caiiToB M 3apaxarb CBOI KoMmbloTep.

OnHaxXabl MHE 0BENOCh NMHUCATh CTATBIO TI0 MHTHM-caiiTam. s 5Toro npuuLUioch
MOMyTELIECTBOBATD 110 CETH, MOCIE YEro HEAeNI0 BBIYMIIAT AMCK OT MOCTOPOHHUX
peuteil. MHorue U3 HMX, KOHEYHO Xe, He paboTajiu, MOTOMY 4TO TpeboBanu pyd-
HOrO 3drnycka, Ho caMo MX MPUCYTCTBHE MEHS HEe pamoBallo.

Moii E-mail — mos KpenocTb

YV MmeHs Bcerza 4 noyTOBBIX fAIMKA: pabounii, Wi obleHUsA ¢ ApY3bAMH, My0-
JAUYHBHE M MycopHbliA. Pabounit 3HAIOT TOIBLKO KOLIErH, H OH CYIIECTBYeT Yxe 6 Jer.
Ipu 3TOM KONWYECTBO BUPYCOB M CMama, MOMAAAIOLIEro B 3TOT SAIUWUK, MUHM-
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MallbHO. Azipec uisl oflLeHus ¢ aApy3bsiMu Bosee pacnpocTpaHeH, U Ha Hero
HHOrAa npuxoasT Bupycsl. OcTtasbHbie ABa — JUIS IUMPOKOI NyOnmMKH, X aapeca
M3BECTHBI MHOTHM, TO3TOMY BO BpeMeHa OOoJIbLIOI BHPYCHOM AKTMBHOCTH S BbI-
KauyuBao MerabaiThl 3apaXKeHHBIX MHCEM. v

HHOI'I[E! HacTraerT MOMEHT, Koria Ha HYGJIH'-IHBIX a.upecax KO/THYECTBO HeXxena-
TEeJIbHOI MOYTHI B HECKO/NBKO Pa3 MpesbIllaeT ocHOBHYIO. Toraa s mpocTo OTKPhl-
B4l0 HOBBIN SIUMK M HAYMHAIO BCE C 4YMCTOro jaucra. [la, 3T0 co3aaeT HEKOTOpbIe
HeynobcTBa Uik MOMX 3HAKOMBIX, HO OHM MEHSI MOHUMAIOT.

MycopHBIit AIMK 5 UCTTONB3YI0, KOIA HYXHO yKasath E-mail npu perucrpaimu
B UHTepHere. B atux ciyyasix aapec pacrpoCTpaHsieTcsi Cpeiy CriaMepoB MIHO-
BEHHO, ¥ €ro NPUXOIUTCH MEHATh NOBOJBHO 4acTo. Ho 3T0 BoOOLIE HMKOrO He
BOJIHYET.

3a cyeT TAKOro BOT pasrpaHMyYeHMs s 3HAIO, 4YTO Ha MyOAMYHBIX axpecax HyXHO
ObITh 0cO00 BHMMATENIBHLIM, M TTUCEMa C BIOXEHUEM YAISIO cpa3y, BHE 3aBHCH-
mocTtH or ¢opmara. daxe eciu daitil no cBoeil cyTH He MOXET ColepXarb BUpY-
coB (HanpuMep, Tekct B ¢opmare TXT), g He yBUXKY ero.

®anbwuebiii URL-agpec

Tax kak Mou ajpeca JOCTATOYHO M3BECTHBI, HA HUX PETYJISAPHO NPUXOAAT MUCHMA
COMHMTEJIBHO Xapakrepa. BykBaibHO BuYepa MoJy4ywsi MHCBMO, B KOTOPOM MOil
GaHK MPOCH/I MMOMEHSTh MapaMeTphl JocTyna K cuery. Bor mumcbMmo, Kortopoe s
YBHIEI:

IMucsmo ¢ npocsDoii cMelbl apaMeTpoB cueTa Danka
Dear SunTrust valued member.

Due to concerns, for the safety and integrity of the Internet Banking community we have
issued this warning message.

It has come to our attention that your account information needs to be updated due toin-
active accounts, frauds and spoof reports. If you could please take 5-10 minutes out of your
online experience and renew your records you will not run into any future problems with
the online service. However, failure to update your records will result in account deletation.

Once you have updated your account records your online banking account will not be in-
terrupted and will continue as normal.

Please follow the link below and renew your account information.
https://www2.suntrust.com//cgi_w/cfm/personal /account_access/account_access.cfim
SunTrust Internet Banking

Sl ycnyramu storo 6aHka HE MOML3YIOCh, MOTOMY Cpa3dy MOYYBCTBOBAI YTO-TO
HenaaHoe. BHu3ly mucbMma masanach ccbuika Ha WEB-crpanuuky, u aapec spone
661 peabHblit u 6e3 omwnbok, Ho ecan Hasectn meius Ha crpoky ¢ URL, 1o BbI-
CKAaKMBAaeT TOJACKA3KA ¢ UCTHUHHBLIM alpecoM, KOTOPLIl OyIeT 3arpyxKarbes, eciu
MEJKHYTh No ceslike. B Hell novemy-To ‘agpec www2.suntrust.com u3mMeHwiIcs Ha
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1P-anpec hittp://211.202.3.208. [Nocne npoBepK# BBISICHUIOCH, YTO CEpPBEP pacrio-
JIOXKEH COBEPLLIEHHO B IPYroM MECTe, MpocTo oopMiieH, Kak cailt baHka.

Xaxkepsl ponyctunu Gonsiuyto owrnbky, koraa tak npocro crnpsrann URL. Ha-
MHoro a¢dexTuBHee Obiio OBl 3aperucTpupoBarh agpec wwwl,santrust.com uiau
yT0-TO B 3TOM poge. Toraa noxcrasa Obila 66l HE3aMETHA, MOTOMY YTO Pa3HMIIA
B MMEHaX JOMEHOB TOJBKO B ofHol Oykse. Korna smaniubs IP-ampec, To cpasy
MOHATHO, YTO 3TO MUCHMO-(haNBIUUBKA, @ JOMEHHOE MMs, CKOpell BCEro, He Bbi-
30BET MOA03PeHMI (Iaxe NpW HE3HAUYUTENLHOIT pasHuUle).

B3soMBI € MCMONB30OBAHMEM CXOXWX HOMEHHBIX MMeH ObUIM O4YeHb MONYJISpPHBI
HECKOJIBKO JieT Hasald. TakuM o6pa3oM oueHb YacTO BCKPHIBATH [1apoJiM MO/b30BaTe-
neit wis nocryna B MurepHer, korna oH GbuT noctarodHo goporum. Hanpumep, nons-
30BaTeJb MOAYYAT MUCHMO ¢ MPOCLOOI BBIC/IATE CBOI MApoJib HA alpec alMUHHUCTpa-
11K rposaiinepa. donyetuM, uTto peanbHslit anpec 6eut support@provider.com. Xakep
perMcTpUpoBa IOMeH, Hanpumep, provader.com (pasHuua ToJALKO B 5 OykBe) u
ykaseisan B 3anpoce E-mail support@provader.com. OueHb MHOIME MOJIb30BATENN
BEPHJIM TAKHM [MHCbMaM, MMOTOMY 4YTO HE MMC‘!EUIH TOACTABHOTO a/ipeca.

Takue araku JErko Mpoxouin, rmotoMy 4To no 1995 roma perucrpaiius nomeﬂa
ObUta GecriaTHO M GECKOHTPOIBHOM, & JUI MHOTMX 3TO OBUIO B HOBHHKY, MO-
9TOMY HHKTO HE 3amMevyall Takoi npoctoit moacraHoBku. Ceifuac perucrpauns
cTana TUIaTHOM, Ja W BCe MMEHa, CXOXKME ¢ TOProBhIMM MapKaMu, CKYMJIeHbl, 1o-
ITOMY MOA0OPATE YTO-TO [MOXOXKEE CTANO CIOKHO.

B HacTosilee BpeMsi KOJMYECTBO TAKMX B3JOMOB YMEHBLUWIIOChH, HO 3TO MOXET
ObITh TONBKO 3aTHibeM nepea Oypeii. [None3osarenu crany 3abbiBaTh O TaKoOM
MTPOCTOM MeTole, KaK MoAMEHa aipecoB, H Xakepbl MOIYT BOCIOJIb30OBATHECH 3ITUM
criokoitctBuem. Konuuyectso HOBLIX noib3osarteneil MHTepHeTa pacter ¢ KaxibiM
JTHEM, MHOTHE M3 HUX W HE CIBIIATH 0 MogobHbIX cnocobax B3aoma. Beeau st Ha
YKAa3aHHOM B MHUCbME caiiTe napaMerpsl CBOei yueTHoil 3anucu, TO CKopeil Bcero
yBHIea 6bl npocToe coobuieHne o6 oumbke, a peaibHO MOW JaHHbIE NoNaiu Obr
B PYKH XaKepos.

Eute nars neT Hazan takuM criocoboMm Xakepbl BOpoBaid napoiu noctyna K Mu-
TEPHETY, HO C PACIUMPEHHEM 3MEKTPOHHOH KOMMEPLUHM MOLYT MOABUTHCSA B3JIO-
Mbl MHTEpHET-aKKayHTOB U APYroi BaxHoil uHbopMaLuy.

4.1.3. N Te61 Boinevar, n MeHs

Jlaxe camblif 3alIMIICHHbI KOMIBIOTEP, C CAMbIM JIY4IUM AHTHBHPYCOM Koria-
HUbyab Gyaer 3apaxeH. S1 510 oulywa nocrosHHO. YToOb CBOEBPEMEHHO W3-
6aBIATHCH OT BHPYCOB, BbI HOJKHBI PErYIISIPHO BBITIOMHATE HECKOABKO MPOCTbIX
JelicTBUil (MOMUMO OMUCAHHBIX B pa3d. 4.1.2), 1 aHTHBUPYCHUK B ABTO3aIyCKe
HE MoHaxobuTes.

Kak Mbl yKe 3HaeM, ecii MporpaMma HarnucaHa crielnanbHoO UIA BTOPXKEHUsI B OIl-
peleNieHHYI0 cpely, TO oHa OyieT MMeThb YHHKaIbHbIl KOM, M MPOTHBOBUPYCHbLIE
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CHCTEMBI €€, CKopee Bcero, He 3aMeTAT. B atoM ciayyae 6e30nacHOCTb KOMITbioTE-
pa 3aBUCUT OT YMEHHs MPaBWIBHO PAacCio3HaTh M HEHTPATM3OBAThH 3NOBPENHYIO
IporpaMmy.

OBe3BpennTh He TAK YK M CJIOXHO — MPOCTO 3apepluaem paboTy nporpamMmer M

ynanseM Bce ee caitibl. HaMHOro cioxHee MpaBuIbHO ONpENenTb UCHOJHAe-
Maiit daiin.,

KopeHb cucTeMHOro gucka

PerynsipHo crieute 3a BceM, YTO TOABISETCS y BaC B KOPHE CHCTEMHOIO AMCKA.
Bbl mO/KHBI 3HATH, I Yero npeaHasHavyeH Kaxiablit ¢air, W BuaeTh mobbie 13-
MeHeHus. [ist HabmioneHus Jyyile BCEro BKIOYMTH OTOOpaXeHHe CKPHIThIX daii-
J0B. [Lnst 3TOr0 HYXHO nepeiiti B naHens ynpawieHus (Start/Settings/Control Panel
wiu Ilyck/Hacrpoiika/Ilanens ynpasaemns) 1 3anyctuth ocHactky Folder Options
(Csoiictsa nanku). [Mepen Bamu oTKpoercsi oKHO, Kak Ha puc. 4.2. 3aech Heob-
xouMo nepeiiTn Ha 3aknanky View (Bua) M noctaBuTh raiouky Ha nyHkre Show
hidden files and folders (IToka3biBaTh cKpbiThie hailibl M NANKH).

Hukakux EXE unu PIF-¢aitior B KopHe aucka ObITh He AoimxHO. EamHcTBeH-
Helit COM-daitn, kotopuiit Moxer Jsexarbs B kKopHe aucka C: — 310
ntdetect.com. Bee ocranbHbie A0KHBI MMETh pacluMpeHus sys, bin, ini wiu bat u
HEe MOIYT BBITIOJIHATHCSH,

daitnel ¢ paciuupenneM bat He MoryT ObITh BUPYCaMH, HO 3TO KOMaHIHBIE aii-
Jibl, KOTOpbI€ MOTIYT 3anyckaTh Apyrue nporpaMMbl M Te xe Bupychl. MUMeHHO rno-
STOMY 32 HUMMW TOXE Hamo ciaeautb. B kopHe amcka moxer 6GuiTh TONBKO (aitn
autoexec.bat.

Yro6bl Bam mipole Geuto BecTH HabiioneHHe, HUKOLAA HE yCTAHABIMBAITE Tpo-
rpaMMBbl M He Konmupyiite ¢aitnsl B KopeHb AMCKA. 3aBeMTe UIA 3TOrO OTAENb-
HbIe TIAMKW. '

ABTO3arpyska

Bupychl nosiBiasiioTes rae YrojiHo, HO 4allle BCero — B CHCTEMHBIX AHPEKTOpIsX
WIN B KOpPHE cHCTeMHOro aucka. Ecim 3a KOpHeBbIM KaTajoroM CAeAMThb Jierko
(He Tak yx u MHoro daitoB), To B cucreMHbX aupexkropusax (\Windows,
\Windows\system, \Windows\system32) uckarb HAMHOIO CAOXHEe, MOTOMY 4TO
3aech MCroiHAeMbIX (aitos npya npyad. Bupycel yauie Bcero crapawoTtes no-
nacTb B aBTO3arpysKy, a 5To ynpouuaer HaM Xu3Hb. B Windows 9x/XP/2003 ects
yrunura msconfig (8 Windows 2000 oHa orcyrcTByeT), € MOMOILIBIO KOTOPOi
MOXHO Y3HATH, YTO B CHCTEME 3AIYCKAeTCH aBTOMAaTHYECKH.

Yrobbl BOCTIONB3IOBATLCS YTHINTOIM, BeibepuTe MeHio Start/Run (Tlyck/Beimonmiis)
M B MOSIBUBILEMCSI OKHE YKaXuTe uMs rporpammbl msconfig.exe. Haxmure OK, u
nepej BaMHM OTKPOETCS IIABHOE OKHO NporpaMmbl, KOTOPOE COCTOMT M3 HECKO/b-
kux Bkranok. Hac 6Gyaer uHrepecoBarh nocienHsas — Startup (Asrosarpyska).
Mepeiiante Ha 3TY BKIALKY, H Bbl YBUIUTE OKHO, KaK MOKa3aHO Ha pHc. 4.3.



"et\Program Files\Kas... mmmwmmm el
DIAWINDOWS\system... HKLM{SOFTWARE\Microsoft\Windows\Currentver..,
"D:\Program FilesiCom... HKLM\SOFTWARE\Microsoft\Windows\Currentver, .,

D:\WINDOWS\System... HKCU\SOFTWARE\Microsoft\Windows\CurrentVer..,
. E:\PROGRA~1\ABBYY... Common Startup
E:\PROGRA~1\Adobe... Common Startup
[ Adobe Gamma Loader D:\PROGRA~1\COMM,., Common Startup

Puc. 4.3. OxkHo oToGpakeHnn aBTOMATUHECKK 3anycKaemblx Nporpamm 8 msconfig

Bce umena, kotopbie otobpassitcsi B 9TOM OKHe, AOMKHBI ObITH BAM 3HAKOMBI.
B npuHuune, ecam aake Mo HEIHAHMIO OTKIIOYMTH Kakoi-inbo (raxok, 1o
pabory Windows 510 He HapyluMT. MoXeT TOJBKO MPOMACTh KaKas-TO MKOHKA
B CHCTEMHO#H O0GjacTH BO3/Ie YacOB WJIM MCYE3HYTb HeKas BO3MOXHOCTb. Yaue
BCETO MepBoe.

Becb cnMCOK COCTOMT U3 TPEX KOJIOHOK:

1. Startup item (DnemeHT aBTO3arpy3KM) — INPOUIBOJALHOE HMSA 3arpyxaemoit
nporpaMMsl. Yauie Bcero 3To nojsiHoe Ha3BaHMe NMPOTPAMMBI, HHOTAA BKIIOYA-
eT HaMMEHOBAHHE KOMMAHMM,

2. Command (Komanna) — KoMaHna, KOTopasi BEINOJHAETCS, WK nyTh K daitny.
3. Location (Pacnonoxenue) — MecTononoXxeHue 3arpy3ku nporpaMmal.

HaGnionaiite 3a HasBaHMAMM, KOTOpble 31echk otobpaxaiores. Eciu nossunace He
ycTaHaBIMBaeMass BAMH [POrpamma, To MOMeHTalbHO yaaiute ee. Crmeaure 3a
BCEMMW CTPOKaMM, KOTOpLI€ MOTYT Bbi3BaTh IOAO3PEHHE, HalpUMep, dyxas npo-
rpaMma (Tak MacKuUpyloTCsl BUPYChI), CTPAHHOE HAa3BAHHE WJIM MM 3aIyCKaeMoro

daitna u 1. 1.

Ha puc. 4.3 B cniucKe ecTh OIHA CTPOKA, B KOTOPOii MOKA3aH 3anyckaembiii daiin
y.exe ¢ uMeHeM "y". Hu oauMH npou3ssoauTesnb He Oyner HasbiBaTh TaK nporpam-
MY, ¥ 3TO JOJKHO 3apoiMTh Y Bac nozospeHus. Ui nmpoBepkH MOXHO ybpath
raio4YKy HanpoTHB 3TOi CTPOKM M Mepesarpy3suTh KOMIbLIOTED.
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B kononke Pacnonoxenne BHIHO, OTKyJa 3amycKaercsi nmporpamma. 3zech Monrr
ObITh caenyionne BapuaHThl:

0O Common startup (OcHOBHOIl  3arpy3unK) — HAXOAMTCS B MEHH0
Iyck/TIporpammbi/ABTo3arpyska (Start/Programs/Starmp) 3a 3THMM mpo-
rpaMMamy Jierko Habiionath 1 6e3 crielaIn3upOBAHHBIX YTHIIUT;

00 nyTb B peecTpe — €c/M YKa3aHO 3HAYEHHE B TAKOM BHJE, TO Bbl MOXETe Mpo-
CMOTpPETh COOTBETCTBYIOLLIME KJIIOYM uepe3 nporpammy regedit.

Eciu y Bac HeT yruautel msconfig, T0 MPUIETCs CAMOCTOATEBHO POCMATPHBATH
peecTp. ABTOMaTHYECKH 3arycKaeMble MporpaMMbl MOXHO YBHIETH B CIEHYIOUIIX
pasjieiax peectpa:

0O HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run;
0O HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce;
0O HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run.

“E:\Program Fles\Roxio\Easy CD Creator 610ragT <Ok
REG_S2 “D\Program Fles\Common Fles\Roxio Shared|Syren

Puc. 4.4. Cnucok asTOMATUHECKM 3arpyxaemMbix NporpaMmM B peecrpe

IMpumep crHUcKa ABTOMATHYECKHM 3arpyXaeMmbiX MPOrpaMM, MONYYEHHbIT 11pU
npocMoTpe peectpa, npuseneH Ha puc. 4.4. OH NICHTUYEH NEpeyHio, chopmupo-
BaHHOMY YTH/INTOM msconfig (pnutils — yHHKanbHOE UMSI TPOTPAMMBI Y.€Xe).

B npuHuine, 910 HE TAK YK CIOXKHO W He Tpebyer MHoro spemeHn. B Windows 9x
MporpaMMbl MO/ ABTOMATUYECKH 3arpyxatbecsi M yepes system.ini wam win.ini.
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Ho tam yrunura msconfig obssaresbHO npucyTcTByeT U oToBpaxaer cooTBeTcT-
Bytoune aiibi.

C noMollelo nporpaMmsl msconfig MM uepes peecTp Mbl y3Haem ums daiina,
KoTopblit BeimoHsieTcs. He saGeiBaiiTe, uTo HYXKHO YAQINTL HE TOJNBKO CCBUIKY
Ha MporpamMmy B peectpe, HO M cam aitn. BoamMoxHo, 4TO OH 3anyckaercs etue
MpH KAKKX-TO YCHOBHSX, H TOTAA BCE MOXET BOCCTAHOBWUTHECH B @BTO3anycke, W
3710-11porpaMMa cHosa OyIeT craproBaTh aBTOMATHYECKH.

Ecnu ¢aitn He yaansiercsi, TO cKOpei BCEro OH ceifvac BBIMONHSAETCH, W HYXHO
3aBeplIMTL paboTy nporpaMmbl. [Uisi 9TOro coBeplumnTe cleayioume aeicTBus:

I. Haxmure <Ctrl>+<Alt>+<Del>. Eciu y Bac cepsepnas OC, To orkpoercs
OKHO C LIECThI0 KHOMKAMMU JUis BbiGOpa BbINOAHSIEMBbIX AeiicTBuil. Haxmure
aneck kHonky Task Manager (ducnieryep sana4). B kimenrtckoit sepcun OC
cpasy nosisutest okHo Jlucneruepa sanay.

2. B Jlucnervepe 3anay (puc. 4.5) nepeiimre Ha sriaiky Processes (Iporeccsr).
Haiiaure HyXHbiil npouecc u Haxmute KHorky End Process (3asepuintsb npouecce).

LOCAL SERVICE
SYSTEM
Administrator
Administrator
LOCAL SERVICE
SYSTEM
Administrator
Administrator

Puc. 4.5. lucnetyep 3apay — aanymeuuaé npoueccsl
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Korna Gynere orciexuBarb MporpaMMmbl, obsizatensHo obOpautaiite BHMMaHUe Ha
Kaxnyilo Oyksy. Xakepbl O4YeHb MCKYCHO YMEIOT MAcKMpOBaTh IOl CBOEro
TBopyecTBa. Hampumep, oxHaxapl S HamMcal TPOSHCKOrO KOHS, KOTOPBIH AOJ-
’eH OBl nepesarpyKaTh KOMINbloTep HavanbHuKa. Daiin s Hassan Internat32.exe
M TIOMECTH/I B aBTo3amyck yepe3 peectp. Llenbiii Mecsiii HUKTO He MO MOHSITb,
no4yeMy KOMIMbIOTEP TaK HecTaHnapTHo cebs Bexer. Ero Tectupoamu gaxe npo-
deccuoHAIbHBIE AIMMHUCTPATOPLI, HO HUYEro He Hauwiu. B cucreme ecthb Mpo-
rpamma Internat.exe, M ee BBINOJIHEHHE OYEHb KPUTHYHO, MO3TOMY HM OIMH al-
MHUHHCTpaTOp He obpartui BHUMaHWs Ha aitl ¢ MCKaKeHHBIM HasBaHHEM
Internat32, xoTtsl TaKOro He JOJKHO GBIT.

Euwe onun cioyvail nmpousouien uepe3 mnapy JieT, KOrga MHe MOPYYWIM CO3[aTh
CUCTEMY CJIEXXEHMS 3a IporpaMMmamMy, KOTOpbi¢ paboTalT Ha KOMIIBIOTEpax co-
TpyaHUKOB Haiwei ¢upMbl. Torma TposiHCKoro KOHs s Hassay scanbisk.exe.
W onate Bce npounio HezameyeHHBIM. [Ipocto B OC ecth yruaura scandisk.exe
[UISl CKAHUPOBAHMWSL IUCKOB, U HUKTO HE 3aMeTHJi, YTO B HAa3BaHWM 3ameHeHa Oy-
kBa "d" Ha "b".

TouHo Tak Xe Xakepbl MPOM3BOASAT MOAMEHBI CHMBOJIOB M MACKHPYIOT Mporpam-
MBI oA Apyrue. BykBbi yno6HO 3aMelath UMGPaMH CO CXOXMM HAYepPTAHUEM.
Hanpumep, Gyksa "O" moxer ObiTh 3aMeHeHa LMQpoi HOMb, U 3T0 GyueT yxe
npyroit daiis, a2 BOT HA3BaHUsl GYAYyT MOXOXM, U HA CKOPYIO PYKY OTIM4YMe 3ame-
TUTb CIIOXHO. 3aTeM Takoil (aitn KramyT B Ty e Nanky, e HaXomuTcs Mpo-
rpaMma, CXOJACTBA C KOTOpoil Mbl noOuBaemcsi, 1 OOJNBIIMHCTBO MMOJb30BATENEH
yKe MOXHO OyzeT cuuTaTh OOMaHYTLIMH.

Cepsucoi

B Windows 2000/XP/2003 y BupycoB u TPOSIHOB MOSIBUJICSI HOBBIH criocob akTu-
BHU3MPOBATHCH MPU BXOLE B CHCTEMY — CTATh CEPBMCOM (CyK00i1).

CepBrcel — 3T0 NporpaMMBbl, KOTOPbBIE BBIMOMHSKOTCH HEBHUAWMO IS MOJb30BA-
TEJis, U MOTYT aBTOMAaTHYECKH 3aIyCKaThes MPH CTAPTE CUCTEMBI.

Muorne HayuHaioliMe Monb3oBatesy Gosrcs ynpasnsth cnyxbamu Windows,
MTOTOMY YTO HEKOTOpPBIE M3 HHX MOIYT OKA3aThesl KPUTHYHBIMM Uil paboThl.
‘MmeHHO no3TOMY Xakepbl B IOC/e[Hee Bpemsi Bce 0ojibllie BHUMAHMS YAENAOT
HaITMCAaHMIO 3/10-KOJa B Bume cepBUcoB. JIMYHO 9 MoJoOHBEIX BHPYCOB MOKa elle
He BN, Ho B Gmuxkaliliee BpeMsl BCé MOXET C/IVUUTBCS, a2 BO3MOXHO, YXe cly-
4YMJIOCH, HO 51 06 3TOM He 3Halo.

TNepBeiMu non cayxOel HayanM MacKUpoOBaTh MpOrpaMMbl HejeranbHoro cbopa
uHdopMa ¢ KOMIBIOTEPOB noab3oBateseil. EcTh enie A0cTatouHo MHOTO 3710-
CTHBIX HAPYLIMTENEH HAlero CrnoKOWCTBUSA, U Bbl JOJKHBL PETYJISIPHO CHEAUTEL 3a
CBOMMM CepBUCAMM, YTOObI TaM HE MNOABUNOCH HUKAKMX HEOXHIAHHBIX Mpo-
rpamMM, KOTOPBIX Bbl HE MPOCHIIH.

Vnpapnenue ciyk0aMu NPOUCXONUT ¢ MOMOILLBIO ocHAcTKH Services (Cinyxonr).
Hnsa ee 3anycka HYXHO BeimoaHuth Start/Control Panel/Administrative tools/
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Services ([Tyck/Hacrtpoiika/ITanens ynpasnexus/Anvunucrpuposarue/Ciyx6or).
[Tepen BamMu oTKpoercs OKHO, Kak Ha puc. 4.6.
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By Tk Schehuder Enabhes & e 13 corfigre e schedds ado Locsl St
10 NeIOS elpar  Provides mewart far the NetBIOS over TCRIP . Locsl Servce
Ry Tremes e Local System:

TR
T

Cniucok cnyX0 cOCTOMT U3 MATH KONOHOK:
1. Name (Mms) — KopoTKoe Ha3BaHue.
2. Description (Onucanue) — HasHaYeHUe CAYXKOHI.

3, Status (CocrosHue) — TeKylMii cTaTyc cepBHca, 3/1eCh MOXET ObITh HALMUCH
"Paboraer”, eciii B AaHHBI MOMEHT ciyx0a QyHKIHOHUPYET.

4, Startup Type (Tun 3anycka) — crnocob 3anycka ciyx6ul. 31ech MOTyT ObITH
TaKue BapHAHTHI:

* aBTOMAaTH4ecKH (MpH CTapTe CHCTEMBI);
* BPYYHYIO;
* OTK/IIOYEHa (3aMyCTHThL HEJIb3st).

5. Log On As (Bxon B cucTeMy) — yKa3blBAaeTcsi y4eTHas 3aruch, papa KOTOpoi
Gyner umerb cayx6a. Ecim ycraHoBIeH aaMMHHCTpPATOp, TO nporpamma Gyner
obnanarb LOCTYINOM KO BCEM pecypcam, Ul rocTeBOH y4eTHOM 3anucH npasa
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Eciu BBl BUAHTE Hﬁ%ﬁae wzyxﬁu 'KOTOpasl BBI3BIBAET T10]
[IEJKHUTE 10 COOTBETCTBYIOILEH CTPOKE M Iepel BAMH OTKPOETC!
BbibparHoro cepsica (puc. 4.7). _ SRR
Ha sxuanke General (O6uue) Bl uoaxma VBUIETD CEAYIONULYIO HHC

O Service Name (Mwms cepsica) — KOPOTKOE naana}me--cepnnca,

0 Display Name (Bbwomluoc UM$) — HA3BAHWE, KOTOPOE BBl BUINTE B CIIMCKE,

' ne) — xopmm Kaumcmpnﬁ QH Hacmbica aepg'rxnﬁ
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O Path to executable (Mcrnionnsiemsiit ¢haitn) — naspanue aiita u ero pacrosno-
JKEHHe, CTPOKa MCIob3yercs Uit crapra cepsuca. [locie UMEHW MOTyT WATH
rapamMeTpsbl, NepeaaBacMble CEpBUCY.

Besi aTa mHdopMmaums Tonbko WIS NMpocMoTpa, W penakTUpoBaTh ee Heabsd. Ho
KHUTA HasbiBajack Obl ro-apyromy, eciau Obl sl HE [MOKA3an BAM, KAK MOXHO ee
U3MEHHTh. '

Ecnu oueHb Xouercs, TO NOAKOPPEKTHPOBATE MOXKHO BCE, M JUTS 3TOrO HET Heoh-
XOIMMOCTH HAMATBIBATH MBIIILI0 KuioMeTpsl. HyXHO TONBKO 3a/1e3ts B peectp u
otkpbite BeTky: HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services.
BoT 37ech pacnoiiokeHbl BCE CEPBMCHI, M BRI MOXETE M3MEHsATh M00bIE MX mapa-
meTpel. Haspanusi pasienoB He BCEraa MOHATHBI U B OONBIIMHCTBE C/1y9aeB He ro-
BopAT 00 MX npegHasHadeHny. [To3TOMY MPUXOIUTCS BLIAEHSATh KAXKIBIA U3 HUX U
cMoTpeTh B mapamerpax ko4 DisplayName, uro6nl onpeneiuts To4HOE UMSL.

C nomoulbio peectpa Bbi 6e3001€3HEHHO MOXETe peaakTHposarh onucaHmus. Ecin
XOTHTE U3MEHHWTH MApameTpsl 3arycka, TO TYT XKEMaTeJbHO NPOoIUTYAHPOBATh 10-
KYMEHTALIHIO 110 MHTepecylollieMy Bac cepsucy. Mayuaiite XopolleHbKO, MOTOMY
YTO MPH HENpaBWIbHO 3aJldHHBIX MapaMeTrpax cinyxkba MOXET 3arycTUThCH He Tak,
KaK Bbl XOTUTE, WiKH BooblIe He 3apaboTaer.

Eciu BBl ceifyac MOCMOTpPUTE HA CBOW peecTp, TO 3aMETHTE, YTO Pa3/eiioB Ha
MHOTO OOJibllle, YeM Bbl MOTJIM BHAETh CEPBUCOB B ocHacTke Services (Ciyx0Obi)
Ha puc. 4.6.

Kak Bcerna Microsoft npepocraBuia HaM BO3MOXHOCTb OrPaHMYEHHOIO YIpaB-
JIeHus1, a OONBIIMHCTBO BELIEH OCTANOCh CKPBIThIMU. [1aBHas npobieMa cocToUT
B TOM, YTO MBI HE MOXEM LITATHBIMM CPEICTBAMM TOYHO OIPENeINTb, KAKHUE
cayx0bl celfyac 3anyileHsl, MOTOMY YTO BHAMM pHajieko He Bce. Hekortopwie u3
CEPBUCOB JOCTATOYHO CJIOXHBIE, COCTOAT H3 HECKOIBKHX 4acTeil M MOTYT MMETh
o JIBE BETKH B peecTpe.

S1 6ur 3a aT0 nporpamMuctam Microsoft cnacubo He ckasan, MOTOMY HTO CO3/4ET-
csi o6MpHas MoJIAHA U MACKMPOBKM BPEIOHOCHOIO KO, KOTOphIH ceifyac He
oueHb TpsiueTcss B cepucax. Ho uyepe3 rom wum jasa, ecau He Gyner xopoiuei
BO3MOXKHOCTH MOHHMTOPMHTA CJYX6, MPOTHBHBINA KO OCHOBATENLHO NepebGepercs
U3 MPOLIECCOB B CEPBUCHI.

B none Path to executable okHa HacTpoiiku cepsuca (cM. puc. 4.7) MOXHO- YBH~-
NeTk MyTh K 3anyckaeMomy (aitly U no HeMmy OMNpelesiMTh MCIOIb3YEMYIO MpPo-
rpammy. 3nech ke ectb KHornka Stop (Crom) uis ocTaHOBKM cyxObI, mocne Ha-
KaThs KOTOPOH MOXHO yaansTh Bce, UTO OTHOCHTCs K cepsucy. [axe ecnu 3ta
KHOINKA HEIOCTYMHA, BCE PABHO cpasy TepexoamTe K 3Toif onepauuu. B stom
cllyyae yHMUTOXEHHe OyleT OTJIOXKEHHBIM M NPOM3OHIET MOCHe Nepesarpysku
KOMITBIOTEPA.

st ynaneHusi HAIO MepeiTH B MAarnky, rie pacrojoXeH COOTBETCTBYIOLIHH HC-
nonHsieMblit  (aitn, W 3anycTUTL ero, yKasaB B KayecTBe mnapaMerpa Kio4
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/UNINSTALL. DTHM Bbl ybepere U3 cucteMsl cayxOy, a HoToM MoXHo Gyner ¢u-
3uuecKH ynansath (aitn ¢ amucka, 1abel oH Bac Gosblile HUKOTAA HE CMYILLA.

Yrobel 0bnerynTh cebe XKU3Hb U HE CIeJUTh CAMOCTOATEIBLHO 32 W3MEHEHUSIMM
B CEpBMCAX, MOXKHO BO3/IOXKHTb 3Ty 00s3aHHOCTH HA OIHY OYEHb XOpOLIYI0 M T0-
Je3nyio nporpaMmy — Ad-aware. Ee MoxHo B3aTh ¢ caiita http://www.lavasoft.de/.
Ob6s3arenbHO cKayaiiTe ee M yCTAHOBHTE, MOTOMY uTO Ad-aware MILET HapyluuTe-
JIei CIIOKOMCTBMS CPeIn CEPBMCOB H AaBTOMATHYECKH 3arpyKaeMbIX MPOrpaMm.

Haxe ecnu Bbl aBTOMAarH3MpyeTe npoiecc obHapyKeHusl 3JTOCTHOTO KOoid, 3T0 He
3HAYMT, YTO MOXKHO CIOXHUTH PYYKHM U CIOKOHHO MyTELIECTBOBATH MO COMHM-
TenbHbiM cTpaHnuaM Murepuera, Ceifyac pery/isipHO MOSBISIOTCS HOBbIE Mpo-
IPaMMBbl, KOTOPbie OOXOAAT 3aIUUTY ABTOMATH3MPOBAHHBLIX MOUCKOBHUKOB, MMOITO-
MY XOTb MHOI/A HA0 CAMOCTOSITENBHO NPOBEPATH pabOTAIOINE CITYXOBI.

CmMeHa napameTpoB

Eciu Bawr xoMmnbiorep GbUl 3apaxKeH TPOSHCKOM MpOrpaMMOi, TO TOCE TOro,
KaK Bbl BEIYMCTHIIM CHCTEMY, Sl PEKOMEH/IYIO MOMEHSTh Bee Maponu. BonbuuHeT-
BO BUPYCOB 3TOr0 TMMA HANpPABJEHO MMEHHO HAa BOPOBCTBO KojoB moctyna. Ilep-
BRIM NesioM MeHsiiiTe maponu Ha Windows, mociie 3TOro HYXHO CMEHMThH mnapa-
MeTphel Bxoga B VIHTepHeT, M, HaKOHELl, He 3abyabTe CMEHUThH NMApoal HA BCE CBOM
MOYTOBELIE ANIMKH, T. K. UMEHHO OHM Yallle BCEro SIBJISIIOTCS LIE/IbI0 TPOSTHOB.

Ecnu ectb Bpems, TO Jy4lie CMEHMTH NMAPOJIM HA JOCTYN K Pa3IMYHBIM caiiTam
win dopymam, e Bbl 3aperncTpupoBaHbl. BoamMoxHO, 4TO mporpamma ycmena
NPOCKaHMPOBATh JaHHBIE, KOTOphle Bbl BBOAWIM B Opaysepe, u repeciana ux
3JIOyMBILUIEHHUKY. He MCKITI0YeHo, YTo MOTYT TMOCTpanaTth HOMEpa KpPeIMTHLIX
KapToyeK Wi HOMEpa/Mapoin 3MEeKTPOHHBIX KolleibkoB. KoHeyHo Xe, eciiu y Bac
ecTh KPeANTHAs KapTouKa, TO HE CTOMT TOPOMMUTHECS €€ MEHATH (3TO MOXET OKa-
3aTbCsl HEHYXHBIMU 3atpatamu). [TpocTo KOHTpONMpYiiTe pacxoaHbie Onepalui,
M €CNIM TOABATCS NUIIHIE TIaTeXH, TO B 3TOM C/Iy4ae HYXHO cpasy Xe GuTh Tpe-
BOTY, MOKA BAlll CYET HE OMYCTOMIMIIN. 3

4.2, MNMonHbIA fOCTYN K CUCTEME

Korza Mel paccMarpuBaii KOMIBIOTEpPHBIE TYTKU (cM. 2a. 3), TO OYEHb 4acTo
tpeboBasics MOCTYN K HMCKaM KOMIIBIOTEpA, M Jiyyilie Bcefo no cetu. Ho MHorue
[ONTB30BATENN OTKPBIBAIOT HOCTYI TONBKO K 6e3o0umHbIM mankaMm. Eciu Bel 3Hae-
TE NMapojib afMUHUCTPATOPA HA KOMIIBIOTEPE XEPTBbI, HAL KOTOPOM XOTHTE MoI-
WIYTUTD, TO JIOTHYECKHE YCTPOICTBA CTAHOBSTCS Ul BAC HOCTYIHBIMM aBTOMATH-
yeckd. Ho eciim BOWTH B ceTeBOE OKpYXEHUE, TO OYIyT NpeacTaBUTENbHEl TOMLKO
OTKPBITBHIE MMarKH.

Kak xe yBunmerb kakoi-HuOyab HHMCK, 3HasA mapoib amMmuHucrparopa? Hyxkxo
Habparb B cTpoKe ais noucka caeayiowmii nyts: \\Kommsiorep\c$, rue "Komno-
totep” — ato uma win IP-anpec kommpioTepa. 3ateM yepe3 ciaell MALIETCS MMs
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HYXHOTO ycTpoiicTBa u 3HaK jaojuiapa. Takum cnocoBom MbI MOAy4aeM IOMHbI
NOCTYTl K AUCKY, KOTOPbIi HEBHIEH B CETEBOM OKPYXEHHH.

Ecau B Baweil cet Mcrnonab3yercsi IOMEHHas OpraHU3alus, TO aIMUHHCTPATOPbI
OMEHA 110 YMOIYaHHIO HMEIOT TMOJIHbIE MPaBa HA KAK/IbIH KOMIBIOTEpP B Ipymnne.
[la noctyna K o6oMy ycTpOHCTBY J0CTATOYHO YKa3aTh aupec lcommompa B BUIE
\\Mms\c$ . Bro He ecth xopoluo.

Koraa s npuien B oaHy ¢upMy ¥ BBell CBOM HOYTOYK B JIOMEH, TO YEpe3 NATh
MHHYT 3aMETHJI HEKYI0 aKTHBHOCTb MO ceTH. O6 3TOM roBopu/Io HeoGBsICHUMOE
MOpraHWe MKOHKH CETeBOTO MOAKIIOUEHHUS, a Belb Sl B JTaHHLI MOMEHT HUYEro
He mepeaasat. [la M Harpyska Ha XecTKMit AMCK noveMmy-to OBLIA HOCTATOYHO
Gonboi.

TpocMoTp MOAKIIOYEHHIl TMOKa3a1, YTo 3T0 HeAoOpocoBeCcTHBIN AAMUHUCTPATOP
MECTHOM CeTH MbITAeTCs MOKOBBIPATLCA B Moel auyHON MHbOpMalMK U cKavyaTh
Mou cekpeTHbie ainsl. Braro Bce nmaponm Ha AMcKe CrpATaHbl Tak, YTO Jaxe
1 C TPYAOM MOTY MX HaWTH. A TO 310/ aIMUHUCTPATOp YKpaa Gbl HCXOAHBIE KOJIbI
MOMX IPOrpaMM MJIH 3/MEKTPOHHBIE BEPCHH KHUT, 4ToObl onmybnukosate X B UH-
TepHeTe WM MPOAaBaTh MOW MPOTrPaMMbI TOI CBOMM MMEHEM, M MECHALB! IUIOI0-
TBOpHOro Tpyaa yuuiu 66l B TpyOy. A, koHeuHo, He Buwun leiitc, HO McXoaHbIE
KOIIbl ABJAIOTCHA Pe3yJbTATOM KPOIMoTIHBOH paboThl M Moeil coGCTBEHHOCTHIO,
KOTOpasi 10/DKHA NMPUHOCHTL MpUOLUTL MHE, a He JioboneirHoi Bapsape.

Kax To/sbKO $I YAOCTOBEPHJICH, YTO MO JAMCKAM MOEro KOMIIbIOTepa MNyTeliecTByer
ITOCTOPOHHMI, H TOYHO onpeaennn obuaYHKa 1O ero aapecy, i TYT XKe BbUIEPHY
U3 HoyrOyka cereBoii kabejb. DTO NMO3BOJMIO Pa3opBaTh CBA3b W HE AaThb 3J10-
YMBILUIEHHHKY MPOJIO/KATh CKaYMBaTh NaHHble. ECiM Bbl OKaXHTECh B NMoA00HOIH
CHTYaLMH, TO COBETYIO MOCTYNATh TaK Xe.

Tenepb HyxXHO ObUIO HAHTH 3TOro LIYCTPAYKA W PAaCTOJIKOBATh €My, YTO OH He
npas. [Touck ToXe He COCTABMJI TPyAd, MOTOMY YTO XEHIIMHBI B KabuHeTe, rae s
HAXOIWJICH, NOKA3aIN IOPOTY B KOMHATY aAMHHHCTpaTopoB. Yepes 1Be MHHYTHI 5
pasMHHAJ MBIIILBI XYIOILABOIO MAThYHKA, MOcMeBllero 3abparbcs Ha MOIO Tep-
putopuio :). ITocie aToro s BEXJIMBO MONPOCH YAATHTE BCE MO3aMMCTBOBaHHOE
C MOETO JKeCTKOTO JIACKa M NMPOKOHTPOIMPOBAT 3TOT MpOLEcC.

Urobsl y Bac He BO3HMKIIO MoaobHbIX nmpobiaeM, HeoOXOAMMO OTKITIOYHTE HOCTYM
K KOMIIBIOTEPY CTOPOHHMM aaMHHHcTpatopaM. [Uisi 3TOro HYXHO BBINOJIHHUTH
CIeAYIOUINE 1Iaru:

1. UlenkHuTe npaBoii KHOMKOI MBILIK MO MKOHKe Mol KOMNbIOTEp U B Mosf-
BUBLUEMcA MeHI0 BbiGepute nyHkT Manage (Ynpasnenwue). Ilepen samu or-
KPOETCSl OKHO ynpasjieHus KomnsiotepoM (puc. 4.8). Ciesa pacnonoxeHo 1e-
PEBO €ro 3JeMEHTOB, KOTOPbIMH MOXHO YNpPaBJsiTh.

2. B arom nepese otkpoiite Betky Computer Management/System tools/Local
Users and Groups/Groups (Ynpasnenue komrbiorepom/CiyxebHbie nporpamMmbl/

JlokansHele nonb3osarenu 1 rpynsl/Tpynnei). B npaBoit yacTi oKHa BBl JO/DKHbI
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VBUIIETh CITMCOK BCeX MOCTYMHBIX rpynn. Haiiaute crpoky Administrators
(AIMUHMCTPATOPBI) U ABAXKIBI HIETKHUTe o Heid. Tlepen BamMu oTKpoercss OK=
HO, B KOTOPOM [epevyuc/ieHbl Bce y4eTHble 3anucu (puc. 4.9), uMerouue npa-
Bad aIMWHHMCTPAaTOpa HA JaHHBIH KOMIBIOTED.

3. Ecnu BBl paboraere B cHcTeMe MO YYETHOI 3amMChi0 aNMMHUCTPATOpPa, TO
YOaJIUTE BCE OCTAJIBHBIE. Ecnu Y Bac CBOA y4Ye€THad 3anMch, TO OCTABLTE €€ M
yueTHyio 3anuchk Administrator (AxMuHKMCTpaTOp).

Tenepp HU OAMH AAMUHHCTPATOP AOMEHA HE CMOXET NOJYYUTL LOCTYIl K BalllUM
JAHUCKaM, He 3Had Mnapojb UMEHHO BallE€ro JIOKaAJIbHOIO agMHHUCTPATOpPa CUCTEMBbI.

4.3. Bnarpa gna BIOS

BonblUMHETBO M3 HAc, KOraa He XBaTaeT MOLIHOCTH KOMITBIOTepa, 6eXUT ero o6HOB-
JISITh. A Be[lb MOXHO YBEJIHYUTH MPOU3BOAMTENLHOCTh G€3 HOMOMHUTETbHBIX BIOXKE-
HUI C MOMOLLBIO ONTUMH3ALMK PabOThl KOMITBIOTEPHOIO XKele3a MK JaXKe pasroHa.

Yem ornuyaercss onTuMU3aluus ot pasroHa? OnTuMHsauus — 3TO HACTpoiika na-
paMeTpoB YCTPONCTB C LIeJIbI0 MAKCUMAIBHOIO MCMOMb30BaHUS UX pecypcoB. [pu
3TOM MBI HE HapyllaeM yKasaHHble Mpou3BoauTeneM pekomeHgauuu. I1pu pasro-
HE JKenes30 3acTaB/faloT paboTarh HA Ipejelie BO3MOXKHOCTEN M € HAapylIEHHEM
NpaBui SKCIUTyaTalluu,

[Nouemy Hano oNTUMM3UPOBaTh KoMIbIOTEP? BONBIIMHCETBO CTALIMOHAPHBIX KOM-
MbIOTEPOB BbITycKawoTes ¢ Hactpoiikamu B BIOS (Basic Input Output System win
fasoBasi cucTeMa BBOAA BbIBoZA) nMo ymonyaHuio. [lpum aToM ycTaHaBnMBaloTCH
TaKKe 3HaYeHWsl, MPU KOTOPLIX JIIODbe KOMILIEKTYIOUIMe BynyT paborarh HaIexkHO.
Ho KOMITOHEHTEI pasnu4YHbIX MPOM3BOAUTENEH MOIYT MMETh pPa3HblE TEXHUYECKHE
XapakTepUCTHKH M BO3MOXHOCTU. EclM He MeHsATb 3aBONCKHME HACTPOMKH, TO
Keneso Oyaer paboTarh ¢ MUHHMAIBHLIM [TOTEHLIMAJIOM,

B 3TOM OTHOIIEHWH OYEHb XOPOLIO MOKYMAaTh HOYTOYKM M KOMITBIOTEPbI KPYITHBIX
npoussoauteneit Apple, IBM, Sun. B HuX TuarensHo noabupaercs KoMmMOMHALNs
komnoHeHToB, 1 BIOS Hactpausaercss Ha ONTUMAIBHOE MCHOJIB30BAHUE BO3MOXHO-
creil. B Takux KommbioTepax BooblLe MOXeT He noHanobutees Hactpoek B BIOS.

Ecnu koMmmbloTep coOpaH B rapaxe W3 pasiMuHBIX 3anyacreif, To oH cKopei
Bcero Oyner MMeTb HM3KYI0 NMPOM3BOAMTENbHOCTh. TpartuTk OonblliNe OEHBIW Ha
TEXHUKY W HCTIONb30BaTh €€ [0 MUHUMYMY — [0 MeHbllei Mepe, riyno. [losto-
MY Bbl JOJDKHBI YMETh BBDKATh M3 XeJe3HOW KopoOKH BCce, HA YTO OHA crocobHa.

4.3.1. OnTuMn3ayusa cuCTeMbl

Kak s yxe ckasa, onTUMH3ALMs CUCTeMBl cBsidaHa ¢ Hacrpoiikoit BIOS. Onn-
CBIBATh 3TOT MPOLECC JOCTATOYHO CIOXHO, MOTOMY HTO CYLIECTBYET HEMAIO MPO-
u3BoaMTENeH, KoTophie OhOPMISIIOT YTHAMTY HAacTpOilku Mo-cBoeMy, na elue
C y4eToM MHOTrOYMCJIeHHBIX Bepcuii. biaro mapamerpsl Ha3bIBAlOTCH BE3E OM-
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HakoBo. Sl Oymy paccmarpuBarb HAacTPOMKY Ha OCHOBE CaMoOro TMOMYyJIsAPHOro
BIOS or ¢pupmer AWARD. :

Hnst Hactpoiiku BIOS HyXHO nepesarpy3uTh KOMIBIOTEP U HaXaTh KHOIKY BXO-
na B yrmwuty. Kakyio kiaBunty Haxumath? Bo BpeMs TeCTMPOBAHMSA MaMsATH W
onpenenerust IDE-muckoB BHM3Y 3KpaHa MOXHO yBHIETb morckasky "Haxmure
Del wra Bxona B BIOS". Yanie Bcero ato ObiBaer kiasuiia <Del>, Ho uHorza
Berpevaercs <F2> wiu <F12>, '

CospemerHble BIOS uMelOT BO3MOXHOCTb He OTOGpaxaTh XOI TECTHMPOBAHMS
KOMITbIOTEpA, 4 CKPBIBATH BCe 32 YEPHBIM OKPAHOM WM jloroTunoM. B atom ciy-
yae rocie Hayajaa 3arpy3ku HyXHO MHOTOKparHO Haxumarb kiapuury <Del>,
TI0Ka He TOSIBUTCS [V1aBHOe MeHI0 YTHauThl Hactpoiiku BIOS. Ha puc. 4.10 mpu-
Be/leH NpUMep Takoil mporpaMmbl oT Kommnannn Award Software.

B Standart CMOS Features P Frequency/Voltage Control
» Advances BIOS Features Load Setup Defaults
P Advances Chipset Features Llllld Turbo Defaults
» Integrated Peripherals J Set Supervisor Password
» Power Management Setup Set User Password
» PnP/PCI Configurations Save & Exit Setup
P PC Health Status Exit Without Savings
U 0 £ 1 0w S L DN e mswmmi St e S

Puc. 4.10. Ytunuta HacTpoiku BIOS ot Award Software

Hekotopsle U3 onuchBaeMBIX NTAPAMETPOB MOTYT HE COBMALATH Uik PA3HBIX KOM-
nbloTepoB. M eciv BBl 3aMETHIM OTJIMYMS, TO S PEKOMEHIYI0O O3HAKOMMTLCS
¢ nokyMeHTtaumeil Ha BIOS k marepuHcKoil maarte Baiiero kommneiorepa. KHinx-
KM, KOTOpasi WJIeT B KOMIUIEKTe C KOMMbIOTepoM, Oyier focrarouHo. B kpaithem
cliyyae, COBETYIO MOMCKAaTh NOKYMEHTALNIO HA caiiTe MPOU3BOLHTES.
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4.3.2. boicTpas 3arpy3ka

Camoe nepBoe, YTO HAIO YCKOPHUTb B CBOEM KOMITBIOTEPE, — 3TO 3arpyska. 3jech
MOXHO ONTHMH3UPOBATH TecTUpoBaHWe cHcreMbl. Hampumep, 3ayeM TpHXIBI
NPOrOHATh TECT NMAMSITH WM MPOBEPSITh HAIHYKME AMCKOBOAA, KOTAA 3TO MPOCTO
HE HYXHO.

BriGepute B MEHIO yTHAMTHI HacTpoiiku nmyHKT Advanced Chipset Features (Pac-
LIMPEHHBIE BO3MOXHOCTH YUICETA), B HEKOTOPBIX YTHIMTaX 3TO Mpocto Advanced.
W nepen Bamu OTKpoeTcs CIUMCOK NapaMeTpoB aToro paszgena (cM. puc. 4.11).
B ornensHsix Bepeusix BIOS B pasnene Advanced napametpbl MOryT ObITH Crpymn-
NMpoBaHbl MO TMOAPAa3feNaM, U Ballla 3aj1a4a HaliT¥ HyXHBIl MapaMerp B OIHOM

W3 HHX. '

External Cache yled] mmwm
Quick boot [Enabled] T
1st Boot Device [HDD-0] Menu level
2st Boot Device [COROM]
3st Boot Device [Floppy]
Boot Other Device [Enabled]
Swap Floppy : ; [Disabled] £
Seek Floppy ; [Disabled]
Boot Up Num-Lock Led [On]
Gate A20 Option ] [Fast]
Typematic Rate Setling [Disabled]
x Typematic Rate (Chars/Sec) 6
¥ Typematic Rata (Msec) 250
Security Option [Setup]
APIC Function [Enabled)
MPS Table Versi [1.4]

RS ik e

Puc. 4.11. MapameTpel paspena Advanced Chipset Features

IMepBoe, 4TO s PEKOMEHIYIO, — YCTAHOBHTB MapaMeTp Quick Boot B 3HAYEHHE
Enabled. Yawe Bcero 3HaueHusi M3MeHsiorcs kiuasuuieit <Enter> wam asyms
knasuwamu <PgUp>/<PgDn>. Teneps, 4ToObI MpH cTapTe KOMMbIOTEpPa He GbUIO
JIMIUHUX obpallleHnit K AMCKOBOLY, HYXXHO YCTAHOBMTH MapaMeTp Seek Floppy
B 3HaY€HHUe Disabled.



144 \ | __[nasa 4

B cospemennsix BIOS Takme mapametpnl MOTYT OTCYT b, U 110 MOMM Ha-
OMIOICHNSAM B TAKMX BEPCHSAX NAMSTH TECTHPYETCs onuH pa3 u He MPOMCXOMNT
noucka auckosoaa npu crapre. Bropoe orkiiounau, ckopeit Bcero, noromy, 4to
bAOMMH-ANCK CeiYAC YXKE YCTAHABTHBAIOT BCe Pexe.

B GosblIMHCTBE CHCTEM MO YMOMYAHUIO KOMITBIOTED MILET 3arpy3ynK cnat!ana Ha
JMCKETe, a MOTOM YXKe Ha [MABHOM XecTKoM aucke. Eciu Bbl oueHb peliko 3a-
rpyxaetech ¢ QIONNK-AUCKA, TO sl PEKOMEH/IYIO H3MEHUTb MOPAIOK U MOCTABH Th
BHHYECTEp MepBbIM. 3aueM JMIIHMIA pa3s MCCenoBaTh JMCKOBOL Ha mmme
AMCKETBI ¢ 3arpy34HKOM, KOTAA 3T0 HEOBXOAMMO pa3 B rof.

Yrobbl M3MEHHTH TOPSIOK 3arpy3KH B GONBLIMHCTBE ‘BIOS, HyXHO BbIZENHTE
CTPOKY 1st boot device M Knapuureit <Enter> wim <P3Up>)’<PgDn> nime-
HMTb 3HauyeHHe Ha HoD-0. Ecth yruiurel Hactpoiiku BIOS, B KoTOphIX mOpsiok
3arpy3KM M3MEHSACTCH HE B palesie Device, @ B OTAENBHOM pasjielie Boot.

4.3.3. Onpenanﬁmo .qucxos

Otxem yacro fo mmiua}ﬂﬂo B BIOS ycTaHOB/IEHO aBTOMATHYECKOE OMpelese:
IDE-yerpoitcts (Integrated Device Electronics) — xectkiux auckos 1 CD-ROM-
npusonos. Ho GoabuinnacTso u3 Hac mersier HDD win npusoasi CD/DVD pas
B rojl, U 3a4eM Ke KaXKIbIi AeHb NPy 3arpy3Ke 3aHOBO MX ONpPeneiaTh?

Date (mm:dd:yy) : Wed, Jan {F3 2005
Time (hh:mm:ss): 20 : 10 : 00

HARD DISKS TYPE SIZE CYLS HEAD PRECOMP LANDZ SECTOR MODE

Primary Master :User 30739M 3737 255 0 59558 63 LBA

Primary Slave : None om 0 i 0 0 e

Secondary Master : None oM 0 0 0 [ JE—
0 6295 63 LBA

Secondary Slave tUser 3249M 787 128

Drive A : [1.44M, 3.5 in.]
Drive B : [None]

Video :[EGA/VGA]
Halt On : [All , But Keyboard]

Puc. 4.12. NapameTpsl paspena Standard CMOS Features
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Hacrpoiikn onpenenenus XecTKMX JAMCKOB XpaHsiTcs B pasaeie Standard CMOS
Features (Cranmzaprueie BoamoxHoctd CMOS) (cMm. puc. 4.12) win B noapasjeie
IDE Configuration pasjena Advanced BIOS Features (PacuivipeHHbie BO3MOXHO-
cru BIOS). 3aeck nepeuncienst yerbipe IDE-yerpoiicTsa: isa IDE Primary (oc-
HOBHOI BCTPOEHHBIH WHTepdeilc AMCKOBBIX YCTPOWCTB) M /1Ba IDE Secondary
(Bropuunbiii IDE). Hurne He nO/KHO ropeTh €/10BO Auto. EciM K ONHOMY M3
nureidoB noakmoyeH suH4Yectep wim npusog CD/DVD, To Bbl IOMXHEI 9TO 5B-
HO ykasaTe. Eciau yctpolicTBa HeT, TO YCTAHOBHMTE 3HA4Y€HWE None, 4TOOBI IpH
CTApTE KOMIbIOTEPA HE TMPOBEepsICs NycToi KaHal.

Jlns1 IBHOTO yKa3aHMWsl MOAK/IIOYEHHOro AMCKA HYXHO BhIOparh BMECTO Auto 3Ha-
yeHue User, U BIOS Tyt Xe nmocrapaercsi onpenesuTh MOAKIIOYEHHOE YCTPOMCT-
BO. Ec/iM moneiTKa He yaanack, TO BO3MOXHAKI 1B BapHaHTa:

(0 K JaHHOMY KaHaIy HMYEero He MOAKIIOYEHO, M HY)KHO yKa3aTh 3HAYEHHEe None;

0 HAamo MCHOJb3OBATE OTHENbHBIM MYHKT ISl aBTOMATUYECKOTO ONpeaencHus
JIUCKOB, PACTIONOKEHHBII B [JTABHOM MeHIO YTUINTH Hactpoiiku BIOS. BriGe-
pUTE ero M BBIMOJHUTE [OMCK YCTPOMHCTB.

4.3.4. boicTpas namaTb

B KOMMBIOTEPBI MOXET YCTAHABIMBATLCS MAMSATh PA3IMYHBLIX THIIOB, M TIpH HA-
crpoitkax no ymonuanuio BIOS Geper cambie cinabbie 3HavyeHusi. CKOPOCTh Mamsi-
TH XapakTepu3yeTcs TpeMsl OCHOBHLIMM MapaMerpamMy (B, Havajle KaXIOro napa-
MeTpa MOoXeT cosepxkarbest Mg tuna namarh SDRAM, DRAM u ap.):

|. cAS# Latency — ONpenesisier Bpemsi, HeobXxoaumoe Ui MoJydeHUs 3anpaiin-
BaeMOIl sIMeMKM ¢ NAHHBIMU (camblii BaXHBIN mapamerp). 3AeCb MOXHO yKa-
3BIBaTh 3HAYEHUA 2, 2,5 Win 3. YeM MeHblle 3HaYEHHE, TeM MEHbLIe 3aIepxk-
Ka u 6eictpee pabora. CoBpeMeHHasi MaMsiTh XOpoLIo paboTaer Mpu sHaveHuu 2,
M HET CMBIC/IA €ro 3aBbILIATS.

2. RAS# to CAS# — 3alepXKKa IpH YTEHMM MaMSTH, KOTOpas MOXET NPUHHMATh
3HA4YeHHs OT 2 A0 4. ONTUMANTBLHEIM CUYMTAETCH 3HAYEHNE 3, MOTOMY YTO B 3TOM
ciyyae rapaHTupyercs ctabwibHas paboTa Ha BCex THUMAX MamsTH M C JHOOBIMH
npoueccopamut. Eciu Bbl yBEpeHbI B KayecTBe MAMATH, TO MOXHO YMEHbLINUTE
sHaueHue 10 2. Ecau OyayT Bo3HMKATh MpobieMbl, TO BePHHTE 3HAYCHHUE 3.

3. RAS# Precharge — Bpemst 10 riepesanucu 6joka namsarn. MoxXHO yKassiBath
3HayeHus ot 2 Ao 4. CrabwibHOCTb FMAPAHTHPYET YMCIO 3, HO TpH KayecT-
BEHHO# MaMATH MOXHO NOHU3UTh 3HAYEHHE U JIO 2.

Hacrpoitkn 3Tux niapametrpos MOXHO HaiiTh B pasnene Advanced BIOS features
win pasmene Advanced nosapasigene Chipset Configuration (3aBMCHT OT BepcHu
BIOS). Yrobsl umerh BOIMOXHORTH M3MEHUTH 3TH napameTpsl, HY)KHO BBITIONHUTE
CrIeaylolIne AeiicTBUS (B 3aBMCHMOCTH OT YTHAMTEI KoHtburypuposanus BIOS):

O napaMmerp System performance YCTAHOBHTH B COCTOSIHME Expert, 4 Memory
Timings — B User (cM. puc. 4.13);
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0 napamerpy Extended configuration NPUCBOWUTb 3HAYEHHE User Defined M
SDRAM Timing Control YCTAHOBUTH B COCTOSIHME Manual-user defined.

System Perfomance [ m Description
CPU Click Ratlo [Default]
FSB Frequency [133MHz] Menu level
CPU Interface _ 5 [Aggressive]
Memory Frequency . [Auto]
Resulting Frequency 133 MHz
Memory Timings _ [Turbo) L
X T (RAS) 4
x T (RCS) ’ 2
« T (RP) ; 2
‘X.CAS Latenacy 2.0
% RAS Precharge y 2

Puc. 4.13. Hacrtpoiika napameTtpos paboTsl namsTh

Cwmeicn obonx AeHcTBUH CXOX, a pasHULA cyu'xec'i'.nyér TONBKO B HA3BaHMAX, 1O-
TOMY YTO MPOU3BOAMTEH UMEHYIOT TTapAMETPhI KaK UM B3IyMaeTcs.

4.3.5. TotranbHoe o6HoBneHue BIOS

BIOS — sro mporpamma, a B Heit mMoryr ObiThb ¥ OBIBAIOT OWIMGKH, KOTOpbIE
BIMSIIOT Ha paboty cucrembl. Ecin kommbiotep paboraer HectaGHIBHO, TO 3TO He
obsizaTennbHO U3-3a Windows. Bbuto HeMasio ciyyaes, Korjia BUHOBHHKAMU cHoes
oKasbiBanuck ommbku B npoueccope uian BIOS. K Intel, u AMD yxe nHe pa3s
OT3BIBAIN LIEJIBIE MAPTHH TPOLIECCOPOB.

Yrobbl MCTIPaBUTh MMOTPEIIHOCTH, HYXKHO o6HoBAsATh BIOS, npu 3toM ucuesaior
1 HekoTOphle oWMGKK npoueccopa. Takas MpoLENypa MOXeT YAYHLIUTE [IPOH3-
BOIMTENILHOCTD, €C/IM HOBAs TIPOLIMBKA paboraer GbicTpee. DTo Kak apaiisep, ec-
i oH paBoraer GBICTPO, TO W cucTeMa Geraet, KAK crpunTep. Ecm topmosur, To
BECh KOMIIBIOTEP OYIET cnarh [Aaxe MpH MPOCThIX BBIMMCIEHHSAX.

OnuceiBath npourusky BIOS Gecrioyne3Ho, moromy uto cnoco® BhINOTHEHUs 3a-
BUCHT OT MaTepUHCKO ruaTel U ee npoussoautens. B mocmexnee Bpemsi aror
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MpOLECC YNPOCTUIICA [0 3alycKa YTHINTEI, KOTopas Mepe3arpyKaet KOMIBIOTEP H
Bece JIe/IaeT aBTOMAaTUYEeCcKH, MIaBHOe B3sTh HYXHBIH Gaill MMeHHo ¢ caiita npo-
M3BOJUTENSI N KOHKPETHO JUTs Ballell MAaTepUMHCKON IUIaThl. YCTaHOBKA HEBEPHOI
Bepcun BIOS caenaer crapt KOMNbiOTEpa HEBO3MOXKHEBIM, H BOCCTAHOBHTH pabo-
TOCMOCOBHOCTE MOXHO OyaeT TOJBKO B cepBHCHOM ueHTpe. Ecam ommbka ob-
HOBJIEHHS NPOM3O0LLIA 11O BALUEH BHHE, TO BOCKpelleHHe DyIeT miaTHEIM.

A pexomenayio odHosaaTe BIOS, HO TojbKO MHOrAAa ¥ HE cpasy nocie BbIXOAa
HOBOIi BEPCHM TPOLINBKHU, T. K. OHA TOXE 3a4acTyio couepXuT ounbku. Moatomy
CTOMT MNOMOXAATh, MOKAa APYrHe MOoJb30BaTeNM OOOXIyTcsi MM MPOMU3BOLMTEIND
caM TUIATEJIEHO He MPOTECTHPYET CBEXYIO BEPCHIO.

O6nosnenue BIOS moxer mo3BonuTh BalleMy KOMIIBIOTepY paboTtarh ¢ coBpe-
MEHHBIMH YCTPOUCTBAMYU WM NPOLIECCOPAMMU, @ MOXET MCIPABUTH KPUTHYECKHE
oumbku. Onun Mol HoyToyk (Fujitsu) mocie nokynku He paboraji OT aKKYMYJIs-
Topa, a apyroit (Siemens) orkaswiBaics BocnpuHiuMare PCMCA-ceteBbie KapThl.
B oboux ciayuasx nomoriao obHosneHue BIOS.

4.4. Pa3roH xenesa

Ecnu ontuMH3auuMs He no3Bosuia 100UThCA HYXKHBIX Pe3y/IbTaToB, BOT TOTAA Tepe-
XOIAT K PasroHy W 3aBbIILAIOT MAapaMeTpbl CHCTEMBI, 3ACTARISAS €€ MEpPenphirHyTh
yepes rojioBy U pabotark Ha 3arpelesibHbIX Bo3MoxHocTsIX. Hekoropsle npoiiecco-
PBI MOXHO pasorHars 6e3 ocobbix yewinit Ha 50 %, Ho s npuberar K 3TOMYy 04€Hb
PeIKo M Ha KOPOTKHE MPOMEXYTKH BPEMEHHM, MOTOMY YTO 3TO HapyLIeHHE TeXHO-
JIOHH, KOTOpPOE MOXKET np}mec’m K HEXENaTeJIbHBIM IMOC/ICACTBUAM.

Ecim Ha mponeccope crout mapkuposka 3 I'T'u, To nponsBoauTens rapaHTUpyer
ero crabwibHyl0 paboTy MMEHHO Ha Takoil uyacrore. Ilpu 3TOM KavyecTBO YHIOB,
npou3BoauMbIX Komnanusamu AMD u Intel, mocratouHo BbicoKOe, YTO TIO3BONSIET
nonpobosars 3acTaButh MX paborath Obictpee. Ho npu 3TOM BBl HOJDKHBI YYUTHI-
BaTh, YTO TEPSIETCS FAPAHTHSI U, BOSMOXKHO, CTAOMIBHOCTE CHCTEMBIL.

Sl Bemomuuaw 1995 roa, korna y mMeHst 6bu1 Kommbiotep ¢ 486 mpoieccopoM, u
MHE €ro NMpOM3BOAMTEILHOCTH B TO BpeMsl XBaTajio Uil paboThl ¢ OCHOBHBIMM
NPUIIOKEHUSAMH, TIporpaMMupoBaHusi U urpsl B Doom2. Ho Bbilwia HoBasi urpa.
9r1o 6611 3D Action, KoTopblii HEMHOIO TOPMO3MJI U paboran ¢ 3aaepXKaMH, YTO
OYeHb CHJIBHO BIHsI0 Ha rraza. OGHOBAATL KOMITBIOTEP M3-3a ONHOW MIPBI He
XOTEI0Ch, TOATOMY MPHILIOCH MPUGETHYTH K PA3roHY.

Yacrora npoueccopa 6w1a noaxsta ¢ 66 MIu go 100 MT'u. Komnsiorep npo-
nomxkan paborare crabunpHo. W xotsi mpoueccop cran Gonbuie rperbest (3T0
MOXHO NMobGeauTh, U Mbl MOrOBOPUM Ha 3Ty TeMmy B pa3d. Xoaoduabruk), nrpa pa-
forana npuemiemo. Bpoue Huuero He mnpejaseiuiano Geawl, NMoka s HE BCTABMI
B FDD muckery. llluna FSB (Front Side Bus, obecnieunsaer obmen uHgopmauneit
¢ MaMsATHIO M HEKOTOPBIMK APYrHMH ycTpoiicTBaMu) paborana clMIIKOM ObICTpo,
W JAaHHBIE C JMCKOBOJA MPOXOMWIM C OWMOKAMH, MO3ITOMY YTEHHE W 3aMUCh
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Ha JUCKEThl CTAIM HeBO3MOXHbIMU. [Ipu moboMm obpallleHnH K AUCKY TOSBI-
Jock coobuiernne "Thl 3a4eM cIOMaT MTPYILKY', KOTOPOE LIYTHUKH-pa3paboTdyn Ky
BCTpOoWIH B (hailfIoBYI0 000TOUKY.

B pesynbraTe s cMOr MOWTpath B OYEHL XOPOLIVIO MIPY, HO MPH 3TOM MNPUXOIH-
JIOCh MTOCTOSIHHO TO Pa3roHSATH MpPOoLeccop, TO MOHHKATh CKOPOCTh JUIS KOPPEKT-
HOIf paboThl ¢ IUCKOBOAOM. S MCIONB3OBaN 3TOT MEXAHU3M TONBKO KaK BpeMeH-
HOE AB/IEHKE, MMOTOMY YTO 3TO OMACHO [UIS CHUCTEMBI, HO MHOTIA OYEHb XOYETCH
MOJ1y4UTh HEOOXOAUMYIO ITPOU3BOAMTENBHOCTb.

Ecan y Bac Her omnbita c60pKu KOMTIBIOTEPA, TO COBETYIO OrPAHMYUTHCS OMTHMMU-
3alueit mapameTpoB WIH HeOONbIIMM MOBBILIEHUEM TAKTOBOM YacToThl, T. K.
pasroH He Tpebyer OCOOBIX HABLIKOB, HO MOXET NMPHBECTH K BBIXOMY M3 CTpOA
TMaMATH, MATEPUHCKON MJIaThl WK MpoLeccopa.

r

BHumaHue 3
e landatdlaidb A

Ecnu Bam noTpebyeTcs BCKPbITL CUCTEMHBIA BNOK, TO He 3abyAbTe BLIKMIOYUTE KOM-
nbloTep. Ero KOMNOHEHTELI HAXOAATCH NOA HANPSKEHUEM, N 3TO MOXET BbiTb ONacHO
ONs BALLEW KU3HW,

4.4.1. XonogunbHUK

IMpu paGore KOMNBIOTEPA HEKOTOPBIE KOMIIOHEHTHI MoABepxKeHbl Harpesy. K stoi
Kateropuu orHocutcs M npoueccop. Ilpu paspaborke ouepeaHoro KomrbloTepa
MPOU3BOAUTENH AENal0T OXJaXIeHWe Ui 3TOro 3JIEMEHTa, oﬁecnequnaromee 3amac
B 10—20 %. MMeHHO Ha CTOJIBKO MOXHO 6e3 npobiieM HEHAAoAro Pa3roHATh I1Po-
LIECCOP, HO NMPH 3TOM MEI TEPAEM 3aI€E]T.

Crapble Npolieccopbl IpU Meperpese Cropajid, HO HA XOPOIIMX MaTepHHCKUX
MIaTax BCTPOEH TEpPMOAATYMK, KOTOPBIH OTKIIOYAET YHMH, W NPH MOBBIIEHUH
TeMIlepatyphbl Bbl ouyrute addekt 3apucanus. Ytobbl 3T0r0 HEe NPOM3OULIO, 10
Hayana pasroHa HeoOXOAMMO Mo3aBOTHUTHCSH O XOPOLIEM OXJIAXIEHWH, KOTopoe
MO3BOJIUT paboTaTh MPOLECCOPY Ha 3anpeliesibHBIX YacTOTaX MpH MaKCHUMATLHOM
3aTpy3Ke [OCTATOYHO MPOMOIKUTENBHOE BPeMS.

Ecnu y Bac kopnye Media, To B HEM M3HAYANBHO [JIOXOE OXJIAXIEHWE H3-3a He-
yaayHoro ¢opM-(akropa — ropH3oHTAIBHOE pacrnoiioxeHne He criocobeTeyer 06-
nyBaHuio. Bee KOMIOHEHTB! B TAKOM KOPIyce HalerUIeHbl APYr HA Apyra, U BO3IyX
MUIOXO LMpKyaupyer cpend naar. [pobnema ycjioxHsieTcs, eciii MoBepx Kopryca
y BAC CTOUT MOHMTOP, KOTOPHIif elle GoJiblile 3aTPYAHACT MOCTYIJIEHHE MOTOKd XO-
JIONHOTO BO3[yXa B CHCTEMHBIH 00K M HOMOJHUTENIBHO HATPeBaeT OKpyXalolllee
MIPOCTPAHCTBO.

Hamuoro siyqune, eeim y Bac Big Tower (Goibuioif: BeprHKaIBHBL KOPIyc B BUE
Ganruu), notomy Yto B HeM Gosbie cBoGOIHOrO MPOCTPAHCTBA, @ 3HAYUT M BO3-
IyXa JUTSl OXNaXKAEHUsT BCeX KOMITOHEHTOB.
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[na HopmanbHoOl paBoThl KOMIIBIOTEPA JOCTATOYHO ABYX-TPEX BEHTWISTOPOB:

1. Ha npotieccope (nomkeH GhITh MAKCUMATBHO MOLIHBIM), JIVHIIUM BAPUAHTOM
Oyler 3amMeHd IUTATHOTO Mpornejuiepa Ha Gojiee MOIUHBIA, ¢ XOPOUIMM paaua-
TopoM. B naHHOM ciyuae He COBETYIO 3KOHOMHUThL U romorars Kuraio passu-
BaTh CBOE "KONeHHOE" MPON3BOACTBO, 4 YCTAHOBUThL (DUPMEHHBIH BEHTHJISATOD
or Takux ¢upm, kak Thermaltake Technology wau Titan. Mue Gonbiie no
nyiie Bropas (hupma, U ee BepPTYLIKN MEHs TTOKa HM pasy He MOABOANIH.

2. Ha 6noke nuranus. OH Hac He OYHET CHIILHO BOJHOBATH, OCODEHHO, €CJIH Bbl
YCTAHOBHUTE JONMOMHUTENBHBIE BEHTUIATOPLI, O KOTOPLIX MbI [TOTOBOPHM [O3XKE.

3. Hanpumep, Ha Buieokapre, eciy OHA JOCTATOYHO MOLUHAA, M OXJIAKICHHA
paaHaTOpPOM HEAOCTATOYHO. PasroHOM BMIEOKApThI MBI TAKXKE 3AHUMATBCS He
Gy/eM, TIO3TOMY OCTABMM 3Ty TeMmy B rokoe. Ho agxe eciiv Bbl HEMHOTO MOJi-
HUMUTE YacTOTY BUACOKAPTEI, TO OHA, CKOPEH BCEro, He IMeperpeercs npu Ha-
JTUMUK JOMOJHUTEIBHOTO OXIAXKIEHUS B KOPITYCeE,

Droro poctaro4yHo wig wratHoi pabotsl. Ecnu Bbl Bynere pasroHATh KOMIOHEH-
Thl CHCTEMBI, TO S PEKOMEHAYI) YCTAHOBUTH AobaBouHoe oxinaxueHue. Ceiivac
B MArasuHax rpojaiTcsi BEHTHISITOPBI, KOTOPhIE YCTAHABIMBAIOTCS B S-IMIOHMOBBIN
OTCEK M MOAKITIYAKTCS K CTAHAAPTHOMY NMUTAHUIO KoMIbioTepa 12 Bonbr,

[MoctaBuTh Tako#H BeHTHISITOP Jiervye, yeM noakmounts CD- unn DVD-npuson.
[TpocTo cHUMAaeTe KPbILKY KOMMbIOTEPA, YOHpaeTe 3aryliky co cBoboIHOro oT-
ceKa M BCTABISIETE BMECTO Hee BeHTMUaATOp (cM. puc. 4.14). B xomnbioTepe
JIOJDKHO OBITh HECKOJIBKO CBODOIHBIX PazbeMOB UIsl MOAKIIOUEHUs! MUTAHHS, HA-
npumep, Ha xectkoMm aucke win CD-npusoge. Bocroabsyiitech oaHUM M3 HUX
IUISl TIOACOEAUHEHUS BEHTUIIATOPA.

Puc. 4.14. BenTunarop, ycraHasnveaemelili Ha nepenHein naHenn B otcek 5,25 aioiimos

Ecan cBoGOAHBIX Pa3beMOB [MUTAHUS HET, TO UCIObL3YIHTE TPOIHHK (MOXET ObITh
B KOMIUIEKTE ¢ BeHTWIsITopoM). Otcoeannute nuranue or CD-ROM, nepexunsre
ero B TPOMHHUK, @ TOT, B CBOIO ouepeb, noakitoyute kK CD-ROM u BenTuasiTOpy.
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Takoit BeHTHJISITOP MO3BOJAET MOHU3UTH OBLLYI0 TEMIepaTypy B cucteMHoMm 610-
K€ 3a cyeT JNOMOJHMTEeNbHOM noaauu XononHoro Bosayxa. Eciau sroro He menatb,
TO BO3[yX, HAXoMsAIUUiics BHYTPU GMOKa, MOCTENEHHO HATPEBAETCs, U HMXKe 3TOoil
TEMIIEPATYPhl OXJTAAUTh KOMITOHEHTHI (MpolLeccop, BHUACOKAPTY MM IKECTKHi
IOWCK) yXe OyIeT HeBO3MOXHO.

YcTaHOBUB HA MEPEIHIOW NMaHejJb BEHTWISATOP HA BAYB, JXKeJaTelbHO MOCTABUTh
Ha 3aIHION0 MaHeJ b BEHTHJISATOP HA BBITSKKY, YTOOBI OH OCBODOXIAN CHCTEMHLIIH
6JIOK OT ropsiyero Bo3sjyxa. Beck MOTOK, KOTOpPHIA BTATMBAETCSt B KOPHYC 4epes
OJIHY CTEHKY KOMITbIOTEpa, NO/KEeH 3a0Mparbesi HA MPOTHBOMOIOXKHONW CTOPOHE,
MO3TOMY MOLIHOCTE BEHTWISITOPOB XKEIaTeJIbHO YPaBHATE.

Kowmneiorepsl Ha 6aze Intel crpagaior GONBIIMM KOJIMUYECTBOM 1eHdOB, KOTO-
pble IPyNoi cBaleHbl BHYTPH Kopryca. BoXbIIMHCTBO rapaXHbix cOHOPOYHLIX
TIPOU3BOJICTB JIaXe He MBITAIOTCH KAK-TO YMOPSAOYMUTh STH IMPOBOAA, U TOJNbKO
KPYMHbIE MMPOU3BOANTEIN CKPYYMBAIOT BCE B XKIYThl M PacKiIaibiBalOT BAO/b CTe-
HOK. OTKpoiiTe Kopnyc U nocrapaiitech 3aHsiThCs YOopkoil. JIuiiHue npoBojga Ha
NYTH BO3AYIUHBIX MOTOKOB TOJBLKO YXYIIIAIOT oxnaxmaeHue. S Bcerna sakumaio
MpoBOJa XOMYTaMM W @KKYpPaTHO MPUKPEIUISi0 1Mo Kpalo MaTepUHCKOMN mMmiaThl.
Taxknum obpaszom, LeHTpaTbHas YacTh Kopryca ocraercsi cBOOOIHOIN.

BepHeMcst K oxXTaxaeHu10 ipoueccopa. S yxe ormeyal, YTo OYeHb BAXHO MOCTa-
BUTH BeHTWIsITOp nomoliHee. LtarHbni (Mckmiouas dpupMenHslii Intel-seHTHIATOP)
MOXET MMeTh HeOONBIION 3amac MOLUHOCTH, KOTOPOTO MOXeT He xBaTuTb. Ku-
TalicKMe BEPTYLIKW HEMJIOTHO MPUXMMAIOTCH K KpMCTALLY W moatomy ciabo sa-
O6upaloT 0T HEro TeIo.

TMosroptock, uTo Xopoleil ansrepHatuBoil 6yayt uanenus Thermaltake Technology
win Titan, HO JaXe OHM He JMUIEHbl HETOCTATKOB M TpebyioT HeGonbLIOH nopa-
Gorku. Eciit KOHCTPYKTOPBHI CYMTAIOT, YTO OONBLION pagvarop MIOC MOUIHLI
BEHTHJISITOP CMOTYT OXJTaQHTh YTO YrOAHO, TO 3T0 rIybokoe 3abmyxneHue. Panua-
TOp — 9T0 3aMevaTeNbHO, HO TOJBKO €C/IH Y Hero XOpOUIMi KOHTAKT ¢ KpUCTal-
JIOM ripoueccopd. A KOHTAKT HE MOXeT GbiTh HOPMAIBHBIM, €C/TH paguarop Kpa-
LLIEHBIA.

[la, GoNbIIMHCTBO JaXe COMMIHBIX MPOM3BOAMTENCH KpacaT pamuaTropsl, a Jo-
MOJTHUTEIBHOE TOKPLITHE HAPYLIAeT TeIUIooOMEeH, U JIMIIHUEe rpaayckl Bam obecrie-
yeHsl, YTo6b! yaydlinTh TEIIOOTBOA C Mpolleccopa, AOCTATOYHO TMPOCTO CHAThH €TI0
M 3a4MCTHTH KPacKy MeaKoil HaxmayHoil Oymaroii, [Jdenars 310 HYXHO aKKypar-
HO, 4TOOBI MOBEPXHOCTH Obla MAKCUMalbHO oTuUTHdoBaHHONK M Ge3 uapamiH,
KOTOPBIE TAKXKE YMEHBLIAIOT MJIOIIAAL CONPHKOCHOBEHUS.

[Mocne 3aYMCTKM HYXKHO XOPOLLIO NPOTEpPeTh MOBEPXHOCTH paauaropa uis yaane-
Husi obpasoBasiueiics MbUIH. 3aTeM BbIAABIMBAEM B LEHTP OAHY KaIUIO Ter.o-
npoBoJisiiei nactel. Bosbille — He 3HAYUT Jydilue, MOTOMY YTO TMPH KPervieHun
pamuaropa (ecnu oH ¢pupMeHHBIH, a He "made in Sosedniy Garag") Bce octaTku
BBIMOJI3YT HA MarepuHeKyio mnaty. JIyyiue Beero, ecinu 310 Oydaer poceuiickas
nacra KIIT-8. ¥ moboro paanossneKTpoHuIMKa Takas obs3aTenbHO €cTh B apce-
Hase. [Tocie 3Toro Bo3Bpai@aeM fpoueccop Ha POaMHY.
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[Ipn ycranoske BeHTWIsiTopa OyIbTe OCTOPOXHBI, MOTOMY YTO HEKOTOPBIE MpPO-
ueccopsl (HanpuMep, Celeron mo texHonorunm Copermine) MMEIOT o4YeHb c1abyio
3aIMTY KpHcTaUia. B MOMEHT KperuieHust BEHTHJIATOP MOXET NMPOCTO pasiaBUTh
KPUCTAJLI, T. K. OH c1abo 3alMIIeH W CIMIUIKOM NaJIeKO BBICTYITAeT Hal ITOBEpX-
HOCTBIO MpolLeccopa. 1

4.4.2. Teopusa pasroHa

[Npexne yeM paccMaTpUBaTh PasroH OMNpeaeleHHBIX MoLeseit MpoLeccopoB, HYX-
HO MO3HAKOMUTCS ¢ Teopueil atoro npouecca. Yacrora, Ha Koropoit 6yner pabo-
TaTb MpPOLEccop, XapakTepusyercst ABYMs [1OKa3aTelsiMM: 4YacTOTON IWMHBI H
K03(hPULMEHTOM YyMHOXKEHHUS. DTH [Ba 3HAYEHMs TEPEMHOXAIOTCH, H Pe3y/ibTa-
ToM Oyaer uckomblil napamerp. Jonycetum, uro y Bac npocroit Pentium 111, ko-
TOpBIi A0/KeH paborarh Ha wactore 600 MTI'u. Ilpu yactore cCHCTEMHON UIMHBI
100 MTI'u (zanoxeHo npoussomuTeneM, ¢pupmoit Intel) MHOXUTENBL DOKEH OBITh
paseH 6 (100 x 6 = 600).

CKopocTh Mpolieccopa MOXHO MOAHUMATh ABYMS CIIocODaMu:
1. TMoBbilieHHE YACTOTH! LIMHEI.
2. YBeJauueHHe MHOXHUTEIA.

A PEKOMEHAYI0 HAYMHATH UMEHHO C MEepBOoro, NOToMy 4YTO 4YacToTa LHHBI BIHUSET
HE TOJIBKO Ha MpoLEeccop, HO OT 3TOro mapaMeTpa 3aBUCHUT paﬁma CO BCEeMMH OcC-
TalIbHBIMUA ycTpoiicTBamMu. Hanpumep, Ha ckopoctu, omnpenesisieMoil yacToToi
IUKWHBI, TIPOUCXOAUT OOMEH NaHHBIMU C ONEPAaTUBHON NMaMATHIO, U €C/IU 3TOT Ma-
pamerp MOBLICHTb, TO, COOTBETCTBEHHO, yCKOpuTcsi obmeH uHGpopMmauueit, a 3a-
onHo GeicTpee OyayT paboTaTh NOYTH BCE COCTABIAIONINE KOMIBIOTEPA.

Ecnu mis 600-MrepiioBoro rpotieccopa YCTaHOBHTH 4acTory bl 133 MTi
(aT0 mpuemieman yacrora) U KoadduuueHt 4.5, To paboyas yacrora npoteccopa
Gyner 598,5 MI'u. CkopocTb npolieccopa Aaxeé HEMHOTO yMEHbIIMIACh, HO 3a
cyer dopcupoBaHusl paboThl OCTAILHBIX KOMIIOHEHTOB, CBSI3AHHBIX [10 LIMHE,
B LIEJIOM [TOJIYYUTCs MOBbILIEHHE MTPOU3BOAUTEIBHOCTH.

Ecnu yeemuuuts KoadduiueHt no 5, To npoieccop Gyaer paborath Ha yacTtore
665 MTI', n 310 BymeT yXe pasroH He TONLKO LIMHBLI, HO W Tipoieccopa. Ho B
HEKOTOPBIX MpOLIeccopax YacToTa LIMHEI U MHOXUTE/b (DUKCUPOBAaHbl 1 HE MOTYT
U3MEHATBCA BPYUHYIO. DTH 3HAYCHMS BHIOMpaeT MatepuHcKas miata. bonblunu-
CTBO (DUPMEHHBIX KOMMBIOTEPOB HE MMEET TAKOM BO3MOXHOCTH, MOITOMY B Ta-
KMX CIIy4asix JIy4ile BCEro MOIXOMISIT MalliiHbl, COGpaHHBIE MEJIKWMH ITPOM3BOIM-
TEJSIMHA WM CAMOCTOSITENIBHO.

Y MeHs JloMa cTalMOHApHBINH KoMnbioTep Ha Gase npoueccopa Celeron 566. 1o nep-
blii Celeron, cosnanuerit no TexHonorun Copermine (npumensutace B Pentium I11).
CepaueM MaTepuHCKO# naarel sasaserca yuncer ZX. [Uisi Takoro npoweccopa 3to
oueHb crapsiit uuncer, u BIOS toxe npesHuit. Ho npousBoautenu He obparuin
BHMMaHWs Ha (UKCALMI0 TIApaMeTpoB, IO3TOMY, OMpEIeJuB IpPOoLeccop Kak
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Pentium I11, yactora wwuHEl aproMaTuyecku crama 126 MTI'u, a muoxurens 4,5.
Pesynsrar — pabGouasi uacrora npoueccopa 567 MTI'u. B T1o Bpemsi naxe
Pentium 111 pexomennosano 6biio paborars Ha 100-Mrepuosoit mmne, a Celeron
Boobine noskeH panosareest 66 MIu. Mrak, Moii npoueccop B cpeatem pabortaer
Ha 15 % ObicTpee cBoMX coOpaTbeB, BKAILIBAIOLIMX Ha ITATHON 4YacToTe WIMHEI
B 66 MT'u, u npu 3Tom Ge3 yiepba Harpyske u 6e3 kakux-iubo neperpesos. Ho
MPH 3TOM MOTYT BO3HHUKHYTHb Npob/iieMbl ¢ HEKOTOPBIMM YCTPOMCTBAMH, KOTOpbIe
HE TIOIEPXKUBAIOT BBICOKYIO YacTOTY.

[Mepen noBLIIIEHHEM YACTOThI IMHBI Bbl ZODKHBI NIEPBbIM Ae/IOM yOeauTses, uTo
onepaTMBHas MaMATh CMOXeT paborath B TakoM pexume. Eciiu y Bac ycraHosie-
Hbl Kaprbl namatu crannapra PC100, To onn 6e3 npobaem Oyayr paborars Ha
ckopocti 100 MT'u, Ho mns 3Havenus 133 MTIu, ckopeii Bcero, BO3HMKHYT Mpo-
6nemel. Tak yX NoJy4yuaoch, YTO M3TOTOBMTENIH MAMSTH He 3aKJIANbIBAIOT 3alcia
npoussoauTenbHocTi. Eciu npolieccop 3a cHeT YCHJIEHHOTO OXJaXKIASHUA MOXHO
3acTaBuThL pabotark GeicTpee, TO NAMATH NPAKTUYECKH HEBO3MOXHO.

YcranoBka 4acToOThl IHHHBI H MHOXHTENS B OCHOBHOM MPOUCXOAUT C MOMOILLbIO
nepesiioueHus DKaMIIepoB Ha MaTepuHCKoi mare. B coBpeMeHHBIX naarax (Ho
He BO Bcex) 3TH M3MEHEeHWsl MOXHO mnpoussoauTts uepes BIOS. Hanomuuaio, yro
MPOU3BOANTEIM MPOLECCOPOB NMOCTOAHHO BOPIOTCS ¢ Pa3roHOM, UTOOBI MOJIL30BA-
Tenu 3a HeGonblipe JeHBIM He monyyanu Gonee ObicTpbie cucrembl. Ho 310 He
Beerza uenecoobpasHo.

A nomnepkuBaio GIOKMPOBKY UIS 3alMTHI OT MpoaasioB. Bbulk Takue ciayuaw,
KOrza MpoLeccop pasroHsuIcs, HA HeM nepebMBanym MapKHpPOBKY CKOpPOCTH H
npoaasany Kak Gosee OBICTPLIA, HO IOpOXKE.

A BOT TOJIB30BATE/IH JO/KHBI UMETh BO3MOXHOCTh PasroHa, Ho npu aToM obs3a-
Hbl OTAABaTh ceOe OTYET, YTO HANEXKHOCTb CHCTEMbl YMEHbLIAETCH MPOIOpLIo-
HATBHO HaKpy4eHHbIM MerarepuaM. Eciu paiia cucrema BBUIETHT, TO HH OJHMH
NPOMU3BOINTE/b Y€ He OyleT HecTH 3a 3T0 oTBeTcTBeHHOCTh. Ho ecnn cienopats
[IABHOMY TMpaBWIly pasroHa, TO MOTepsATh JaHHbIe OyleT C/IoXHO. A OCHOBHOM
MPUHLHKT 32KJ10YAETCs B TOM, YTO HAAO0 MOCTENEHHO, MAKCUMAILHO MAIEHbKHMH
JIOJIAIMU MTOBBILIATH YACTOTY M IOCHE KAXKIOro M3MEHEHWs! TIIATENbHO TECTHpO-
BaTh KOMMbIOTEP Ha pabortocrnocobHocTh. Ecau 4To-TO nouwio He Tak, To cpasy
BLIKITIOHAiTe MAIMHY ¥ BO3BpallaifTe BCe B MCXOIHOE COCTOSIHUE.

Osnanes TeopHel, MEPEXOaNM K PACCMOTPEHHIO OTAENBHBIX [POLECCOPOB U 11po-
Gr1eM, CBA3AHHBIX ¢ WX pasroHoM. Pazobpars abcolllOTHO Bee BAPUAHTBI MATEpPH-
CKHX IUIAT W MPOLECCOPOB HEBO3MOXHO, HO OCHOBHbBIE 3HAHMS, KOTOPLIE BaM
MOTYT MPUTOAUTHCSH, Bbl TIOJYUHTE,

4.4.3. Npoueccopbl AMD

51 oveHb peaKko MUCHONb3YIO Npoleccopbl 3TONH (DUPMBL, TTOTOMY YTO HECKOJbKO
pa3 yxe obxurancs Ha ux kauyectse, Ceituac ucnonHenue npoieccopos Athlon
JOCTHINIO NPHEMJIEMOrO YPOBHS, HO CTPaldeT NMojlepxka. BTo BHIHO Jaxe pH
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ycraHoBke Windows. Ecnu Ha xommnsiorep ¢ Intel-npoueccopom OC yeraHanm-
Baercsi 6e3 Bonpocos, To ¢ Athlon Bcerna HarbiKaelbes HA "MOABOJHbBIE KaMHU",
KOTOpbIE Hallle BCEro CBfA3aHbl C JpaiiBepamMu IUIsl MAaTepUHCKOW IUJIATBL, U 3TH
npobiaeMBbl TIOABISAIOTCS JaXKe TIPH MCTIOJIB30BAHWM MATePHHCKMX 1T MMEHUTBIX
ripou3sBoauTtenei tuna Asus, Gigabyte.

M3-3a 3TMX HEAOCTATKOB 51 cTapalock u3berars npuMeHeHus npoueccopos AMD,
HO [IBa pasa yxe MPUXOIWIOCh pPasroHATh MOAOOHYI0 CHCTEMY M pe3ViIbTar,
K CUacThbi0, JocraroyHo xopouuit. Ho 06 aTom uyTth nosxe.

A ceiiyac i Xouy MpeaynpeanTh, YTO CTapbie Mnpoleccops! (B TOM YMUCIe U MepBble
Athlon) He UMEIOT TepMOAATYMKA. DTO 3HAYUT, YTO MPU TIEperpese Mpoieccop He
BeIKJIIOYAeTcsi, a cropaetr. B Intel-ripotieccopax takoit garduk mMosiBUICS AaBHO,
H €ro pasroHsTe HAMHOTO besonacHee.

[Npoueccopsl cemeitcrea K6 6e3 npobnem pasrousiiorest Ha 33 u gaxe 66 MIu.
Ecnu BBl gBisierech obnagarenem npoieccopa ¢ Takrosoit uyactorod 233 MTI'u, to
13 Hero MoXHo cueiarb 266 Ml (mmua 133 MTu ¥ MHOXWTENb 2) WIM Jaxe
300 MTi (umna 100 M u MmuOXMTeL 3). HanmoMuHao, YTo HE Kaxaas naMsTh
nonnepxkupaer yactory 133 MT'u, Ho eciu paboraer, TO 1 peKOMEH/IYIO Jiyyllie
BbIOPaTh MEHBLIYID CKOPOCTb IIPOLECCOpa, HO 0O0JibllyI0 4YacToTy IMHbL. Jlist
npoueccopa ¢ yactoroit 233 MI'u xopoiium Bapuantom Gyaer pasron a0 266 MT'i.
Harpes B 3TOM ciiyyae yBeJMYHBAETCsl HE CHJILHO, d MPOU3BOIINTEIBHOCTb MOBbI-
LIAETCSH CYIIEeCTBEHHO.

Ecau npu pasroHe KOMITbIOTEDP HE 3arycKaercsi WK HauuHaer paboraTh, HO 3a-
BHCAET, TO BO3MOXHBI IBE MPUYHUHBL

1. MNamare He moxer paborarh Ha BbICOKON vacrtore. HyXHO MOHW3WTH 4acToTy
LIMHBL U UCIOJIB30BATh IPYTOe COYETAHUE [TAPAMETPOB YACTOTA/MHOXHUTEb.

2. ITlpoueccopy He XBataeT MoUIHOCTH st paGoTel HA Takoi vacrore. B atom
Cly4ae MOXKHO MOMBITATHCSA MOBRICHTE MOAABAEMOE HA MPOLIECCOp HANpsKeHUe.

[MoBbieHne HanpsbkeHUsT MOXKET npou3BoauThesi uepes BIOS wnm ¢ nmomo-
LbIO JUKAMIIepa Ha MaTtepHHCKoi muare. CTaHAapTHBIM CYMTAETCsl MOTEHIHa
B ouanaszoHe 2—2,2 BoJbTA4, HO MPOLECCOP BEJMKOJENHO BOCHpPUMET [axe
2,4 Bonbra. Bosibliiee 3HAYEHHE CTABUTH HE COBETYIO, MOTOMY YTO BEPOSITHOCTD
CKeYb YUIT YBETUUMBACTCS, 4 MOBLICUTE CTAOMJIBHOCTE, CKOpEil Beero, He yaacrcesl.

C nosiBneHMeM HOBOTo cemeifcTBa npoueccopoB or AMD, koropbie Ha3bIBaKOTCSH
Athlon u Duron, pasrox cran cioxsee. C OZHOW CTOPOHbI, B npoleccope Obil
noctatoyHo OosplLIOH 3ajen Wis pasroHa, a ¢ ApYroil, — Bo3HMKanM npobiemsl
c namsAThio. B Takux mpoueccopax Hauanu npumeHsith wmHy Alpha EV6. JaHnHbie
B CTAPOii IIMHE MepelaBaTuCh 10 OAHOMY (DPOHTY TAKTOBBLIX MMITY/ILCOB, & B HOBOM
BapuaHte — 1o obouM. DTO 3HAYMT, YTO CKOPOCTH 0OMEHA ¢ MAMATHIO YBEeIUYH-
Jlach B Ba pasa, U ecau y Bac ycraHomieHa wmunHa 100 MTI'u, To peansHas pabora
oyner npoucxonutsh Ha 4acrore 200 MI'u. Tloseicus uwacrory Ha 33 MIu, mbr
YBEJTHYNBAEM CKOPOCTH WKHEl HA 66 MT'L u npespaiuaem ee B 266 M.

6 3ax, 923
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Jlaneko He Kaxzas NMamaTh MOIVIa BHIAEPXArh MOBBILIEHHE YacToThl Ha 66 MI'u,
MO3TOMY ecJiM Yy Bac coxpaHuics crapsiit Athlon 800, To nepen pasroHom cienyer
0OHOBUTb MaMATh. TONBKO MoOC/e 3TOr0 MOXHO AENaTh CEepbe3HbIe TEeJOIBHXkKe-
Hust. Ecnim mamsiTh cTapasi, To 4acToTy WIMHBI MOXHO yBeiauuusars mo 120 MI'w.
B npuHuMMe, ecM y Bac MaTepMHCKas ruara BeinosHeHa Ha yuncere KT133, to
Gonbuie 3anath ¥ He noayuntces. Yuncerst KT133A, KT266, KT266A no3sonsiior
ycTaHaBauBaTh YacTtory WuHLl go 150 MI'u, a npu Xopolei naMaTH MOXHO 10-
outbest cxopocTH miHHBL B 300 M (150 MINu wmHBl, YMHOXEHHbIE HA Tepenayy
o AByX (ppoHTaM).

B ominumne or cepun K6, B npoueccope Athlon sanpeiieHo U3MeHeHHE MHOXU-
TeNs, M03TOMY ATOT napaMerp aaxe orcyrcTsyer B GonbiuuHcerBe BIOS marepuH-
CcKMX ruar. BMEcTo 3TOro MOXHO TIOJNIb30BATHCSA [MOBBILLIEHMEM HANPSKeH U
W/WIH TONBLKO YBEJIMYEHMEM 4acTOThl LUMHEI, YTO He oObecneynBaeT IIABHOCTH
pasrona. Ho mHoxurens sabrokuposaH HeokoHuyaTeabHo. Ha 3aBone siBHO ocra-
Jock crapoe obopynosaHue, NoToMy uto B nepBeix Bepcusix Athlon u Duron 6no-
KHPOBKH MHOXHTENA He ObUIo, a4 NPOM3BOAMTENL NMPOCTO CTAN Mepepe3arb Moc-
ik L1. B aromM xakepbl yBuaenu Oonblie BO3MOXHOCTH MO PasroHy
npoueccopa. Ha puc. 4.15 nokasan npoueccop AMD, 1 YepHBIM NPAMOYTOAbHU-
KOM BbIZIe/IEHO MECTO, rae pacrnionaraiorest Moctuku L1 u L3,

Puc. 4.15. Npoueccop Athlon ot AMD

Ecnum Bbl MOCMOTPUTE HA CBOIi Mpoleccop, TO YBUAMTE, YTO Bce MOCTHKM L1 re-
pepesanbl. Baiua 3azaya — BOCCTAHOBHMTH 3TH NOPOXKH. 5 He 3actapisio Bac Oparb
B PYKW NasUIbHUK, MOTOMY YTO €CTh crocobd aywue. [JOCTaToMHO TOALKO Mpo-
CTOro MATKoro rpadg)uToBoro KapaHiuaiua, YroObl aKKypaTHO HapHCOBATh JAOPOXKKH,
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KaK nokasaHo Ha puc. 4.16. TTouemy umenHo markuit? JKecTkue KapaHaaliu
Kpoularcs, ¥ ¢ HUMU Bbl HaMy4yaeTech, la M Oepxkarbcs rpaduT Ha ruiate He Oy-
net. Oyepumsarh HYXHO aKKypaTHO, yToObl He 3apucoBarh JuiuHee, Eciu y Bac
YTO-TO MOLUIO HE TaK WIM HYXHO yOpaTh Cliefbl CBOEro MPHCYTCTBHS, MOXHO
JIETKO BepHYTh BCE HA MECTO, cTepeB rpad)MTOBbIE TNHUU. :

Kapannai, KoHeYHO, XOpolio, HO HepoiroBeyHo. BeiBanu ciaydau, uto yepes
KAKOE-TO BpemMsa KOHTAKT Mponajai, W NMpUXOAWIOCH pHcoBaTh 3aHoBO. Eciu Bul
XOTUTE clielaTh KOHTaKT OoJiee yCTOMYMBLIM, TO COBETYIO HAaWTH TOKOIMPOBOMAS-
LM KIei ¥ ¢ MOMOILBI0 MTOJKM HAHECTH ero Ha JopoXKu. Takoi KOHTakT Gy-
IIeT TOHaAeXxHee, HO C APYroi CTOPOHLI, KieH ClIoXKHee yIaTiiTh, eciH Karuis
CNyHaiTHO YIUIbUIA He Tyla, Kyla HYXHO.

B Atlon XP 3azaya pasroHa euie Gonblie YCIOXKHMIOCH, MOTOMY HTO Tenepb Ha
npolieccope ¢ TMOMOILLIO J1a3epd BhIAOKEHBI AMKH. DTO FOBOPHMT O TOM, YTO TeX-
HOJIOTHS B3/IOMa OCTANlach Ta Xe, MPOCTO BOCCTAHOBMTL Pa3pbiB CTAIO CIOXHEe,
MOTOMY YTO KapaHaalll SIMKY He 3apHcyeT W KoHTakTa He Oyner. Ho eciau Bbl Hay-
yniaKch pabotare ¢ KieeMm, TO 3TOT crnocod MOXHO mnonpoboBarsh NMPHMEHHTD.
[1aBHOE — Bce AeNarb KaKk MOXHO aKKyparHee.

[ist Gonblleit HAIEeXHOCTH 3aNoJHNTE KAHABKH, CAETaHHbIE JA3epoM, Cynepkie-
€M, KOTOPLIHf HE MPOBOIMT TOK, HO IMO3BOJSET BBIPOBHATH MOBEPXHOCTL IMpoliec-
copa. Ho npexie s peKOMeHAyI0 3aKphiTh BCE BOKPYr CKOTYEM. 3TO Kak IpH rno-
KpacKe UapanuHbl Ha asroMoOuie, Koraa obkienpaior Oymaroi Te yacTu, Ha
KOTOpbIe HEe MNO/KHA MOMAacTe Kpacka. TONBKO 31ech JIyulle BOCMONB30BATHCH
CKOTYEM.

4.4.4. Npoueccopsi Intel

OT1H npoueccopsl 5 110610 pasroHATb, MOTOMY YTO OHM Oojiee HANEXHBI U UME-
0T HeIUIoXoif 3amac B 4acToTé NpH XopolueM oxaaxiaeHuu. EavHcTBeHHbIH
HEIOCTATOK — B COBPEMEHHBIX MOJENAX MHOXHTEIb 3a0/JOKHPOBAH HA KpHCTal-
Je, 1 BIOKMPOBKY CHATh HeBo3MoXHO. Ho 1o peanu3aaumu stoil unen 6uuin ewie
Pentium Il ¥ ux ananoru, KOTopble HEe TAK CHJIBHO OBUIM 3alUMLUEHBI, U MPH Ha-
JIHYMH XOopolliei MaTepuHCKOI MIATHl BCE JIETKO MEHSJI0Ch.
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Ho nossnenust Pentium 11 Bo Bcex mMozaensix npoieccopoB ohrIHalIbHO HCTIOb-
3oBanack wuHa 66 MT'u, Ho HecMoTps Ha 9TO MOGAg MaTepUHCKasa Miara Mo3so-
Jsna gacrory 85, 100 mam maxe 133 MTI'

Hanomunaio, uto KoaGQUUUEHT YMHOXKEHMS HE BCErga MOCTYNEeH, U eciu BaM
nonajgack MoAobGHas MOAETb WIM H3MEHEHMH HEBO3MOXHBI M3-3a MATEPUHCKOMK
MJAThi, TO CHIILHO YBETHYUTH HACTOTY HIMHBI HE YAACTCSL. Hanpumep, ecnu y Bac
nipotieccop Celeron 400, To MHOXHTENL Y HEr0 YCTAHOB/IEH paBHbIM 6, a yacTora
LIKHHBL 1okHA Bbith 66 MIT. Ecin pasornats wuHy o 85 MTu, to npu ymHo-
XeHun Ha 6 yactora mporeccopa ysenuuusaercst go 510 MT'u. IMo csoeit npak-
THKE MOTY CKa3aTh, YTO Takasi cucTeMa 3apaboTaer TOJbKO MPH OYeHb XOpOlieM
oxnakiaeHuu. Yrobsl enre Gosbilie YCKOPHTH LIMHY, MPOCTO HEOOXOAHMO MOHM-
KaTh MHOXHUTEJb.

[pu nepesosne npoueccopos Ha paseemM FCPGA mnpo6iaema pasrona wis Intel
craia bonee cyuecrseHHoi. Eciu pansuwe Celeron u Pentium orinyanucs apxu-
TEKTYPHO, TO TENEPb TONbKO 00beMOM K3lua W YacToToil wwuHbl, C riepexosom Ha
TexHonorno Copermine B npoueccopax. Pentium stor napamerp 6bi1 MOOHAT 10
100 MTu, a B HekoTopbix Mozeinsix no. 133 MTu, B To Bpems kak y Celeron ocra-
Jck Te ke 66 MI'. Ho 3710 6bU10 clie/iaHo Uist SBHOTO pasjieNleHHsl PhIHKA MeX-
Jly KoMnblorepamu Ha 6ase Celeron u Pentium.

Ecim npoueccop Celeron 3acrasurh paborars Ha 100 win Gonbuieil yacrore mim-
Hbl, TO Pa3sHHUIA B MPOM3BOAWTENLHOCTH Mexty neureBsiM Celeron u moporum
Pentium ymeHblasach, a CKa3blBAICA TOJbBKO pasHblii obbema kamia. A eciu
Celeron 3acrasuth paborars Ha Gonsiuei, yem 100 MTit yacrore, To npoussonmn-
TeAbHOCTL cpaBHUBanack, MMeHHo nostomy Intel Gonbuie Bcex Gopercs 3a To,
yToOBI Mpolieccopsl He (GopcHpoBaii, U BCTPAUBAET BCEBO3MOXHBIE 3ALLIMTHL.

W Bce xe, HecMoTps Ha GIOKMPOBKH, 5 yxe npuses npumep ¢ Moum Celeron 566,
KOTOPBIi JIerko yuiea B pasroH Ojarojapsi crapoit MareépuHCKO rjare 4 cra-
GuibHo paboraer yxke B TedeHue 4 aer Ha yposHe Pentium ¢ aHanornyHoi Yacro-
toil. U Bce 310 nmortomy, yTo mpoiieccop (GyHKIMOHMPYET HA POIHON HacToTe W
abcosoTHO He mieperpesaercs. S Mor bl 3acTaBuTh paboTaTh CBOM Mpoligccop Ha
Gosblueit yacTore, Beib MATepUHCKAs Jiata UTaK onpeaeawia ero kak Pentium u
MO3BOJUNA MEHATH Yactory no 133 MTI.

Ecmu Bbl cuacTamnBeiit obnaxarens npoieccopa Celeron, BBITTOJIHEHHOIO MO Tex-
Hosorun Copermine, 1o GyIbTe OCTOPOKHBI. ITH TpoLIeccopsl TPEBYIOT pasHoro
HaNpsDkeHus ¥ moryt paborars Ha 1.5, 1.65 u 1.7 Boxsra. Yem Gosnbille BONBTAXK,
TEM JIy4llle PasTOHSeTesl Mporeccop.

Onst npoueccopos Pentium 11l HekoTOpsie NPOU3BOAUTENN CTAIW M3rOTABIHBATE
MaTepHHCKUE TJIAThl ¢ BO3MOXHOCTBIO HapalllMBadns YacToTsl WuHb 1o 150, 170
n naxe 200 MT'u. Ho Takue 4acToThl BBIAEPXKUT AAJIEKO HE KaXaas nmaMsiTh, M Ha
moeii npaktuke 150 MIu 6bu1o npenenoM. KoHeuHo, MOXHO norpo6GoBats Ky-
MHTh CAMYI0 [OPOTyI0 MaMsiTh PAAW [AOMOMHUTENEHON COTHM Merarepil Ha mnpo-
Lieccope, HO He JIerye JiM Toraa KynmuTh HOBbIH Tiponeccop?
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PasroH Pentium IV auuem He ormmuaercs or Pentium IIl, Ho Tonbko He Kaxblii
rpoleccop OIMHAKOBO Xopoiuo momaaercs atomy. Koprnopauus Intel ¢ xaxmnbim
nHem Bce Gonbiie W Gosblie BCTPAMBAET 3ALMUT OT XAKEPOB, YCHOXHAS MM
XH3Hb. M Bce paBHO MHOTLAA XOYETCS! BLDKATH JIMIIHIOW COTHIO Merarepil.

Korna nayunaere dopcupoBaTh cucTeMy, TO YacTOTy Mpoleccopa MOBbILAiTe
MaKCUMaIBHO TUIaBHO. Kak TONbKO 3aMeTHIM HecTaOMIBHOCTh B CHCTEME, OMyC-
tute ckopocth Ha 100 MTI'u u cnokoiiHo paboraiite Ha Takoii yacrore. Ilpu aToM
BCer/a CcleiuTe 3a TeMIepaTypoii B cHCTeMHOM Ojioke W Ha KpucTauie (1Uisi 3Toro
CYLIECTBYET MHOXECTBO YTHJIMT).

Ecnu Bbl 3aHUMMANUCh Pa3sroHOM B XONOLHOE BpeMsi, TO NP MOBBILLIEHUN TeMIie-
parypsl Ha yiauue Oyiaere ocobo OauTenbHBIMU. B kapy oxnaxineHue yxyauuaercs
W TOBBIILIAETCS KOJIMYECTBO IMBUIH, KOTOpAs TAKXKE IJIOXO BAMSET HA TEMJIOOOMEH.
[Ie11b 3acopsieT BEHTWISATOP, M OH MOXKET KpyTHThes cliabee, mogaBasi MEHbLIe
XOJIOAHOTO BO3JyXa, MO3TOMY IPH Pa30THAHHON CHCTEME HYXXHO pPeryjispHO Mpo-
BOJAMTH BJIIAXHYI0 YOOPKY BOKPYI KOMIIBIOTEPA W I1bUIECOCUTD BHYTPEHHOCTH.

. I'lpenynpem,qemnej

Meinb BCeraa ABMAETCH BpParoMm KoMnbioTepa, a fpW pasorHaHHoW cucTeme aToT
NPOTUBHWK CTEHOBUTCH elle cunbHee. ¥

4.5. PasroH BugeoKapThl

Camplit npoctoif 1 6e306uaHbI crnocod yeKopuTh pabory Buaeo — oGHOBIEHME
npaisepoB. Hanpumep, koraa nogsasercs Hopas sBuaeokapra or NVIDIA, to ee
apaiiBepa 3a4acTyio elle "Chipble” M MCMOJB3YIOT JKejle30 He Ha BCI0 MOlb. 3T0
CBSI3aHO C TEM, YTO HpOI‘paMMHCTCKHﬁ OTAEN Bceraa sana3sibiBacT (HC yCcneBaeT
3a xesesnyHukamu). CHayana BLIMYCKAIOT YU, a [MOTOM YKEe MUUIYT JUIs Hero
OKOHYATe/NbHYIO BepcHio jpaiisepoB. B mpouecce paspaboTku BUlleoYMIICETa He-
BO3MOXHO HallHMCATh OHT}{MK3HPOBaHthﬁ KO/, MmoSTOMY MPOUCXOAUT HebosbLast
3aliepxKKa.

A royeMy He MpPUAEPXKATh Kee30 [0 Bbixoaa HopManbHoro codra? Ho serynaer
B CWIIy Apyroif 3akoH. HeT cMblcia 3anepXuMBarh HOBYIO pa3paboTKy Ha CKIaue,
KOIJla OHa J0/DKHA MPUHOCHTE MpHObUIb. [103TOMY BUAEOKAPTEI 3aMycKaloT B Mpo-
M3BOICTBO paHblLE, YeM JUIsl HUX FOTOB COOTBETCTBYIOLIMIT ApaiiBep.

Ecin cynuts 06 NVIDIA u ee nponykrax, To 91a pupma nocTosHHO BIKIAIbIBA-
€T CBEXME BepCHUM ApaiBepoB, KOTOPbIE TO3BOSIOT YIYYIIUTh KAYECTBO KapTHH-
KM M MOBBICUTE MMpou3BoauTebHOCTs. Ho Obliu ciiyuan, korja HOBeHLIash BEPCUs
cora HaobopoT paborana MeIeHHee WM BooblUe oTKaseiBanack paborate. OngHa-
JKIBI OBUI BBINYIIEH BAPUAHT, B KOTOPOM HEKOTOpPbIE CIOXHBIE pacyeThl MpON3BO-
MWITHCH HACTONBKO B NpUOIMKEHHOM BMIE, YTO KAyecTBO KAPTMHKW [OCTpagano,
34T0 3HAYMTENbHO MOMHSTACH TIPOM3BOAMTENBLHOCTE. [103TOMY $i peKOMEHIYIO
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OGHOB/ATH JpaiiBepbl PETYJISPHO, HO aKKYpPaTHO, T. K. 3TO HE BCErJa MOXeT NpH-
BeCcTH K XopoluuM pesynbratam. [locne Bbixoma cBexeii BepcHHM Bcerga HYXHO
yAOCTOBEPHUTBLCH B ee paboTocrnocobHOCTH W KayecTBe Ha mxou-anﬁo TECTOBOM
KOMITBIOTEpE.

Ectb nporpamMmsl, KOTophie ¢ NOMOLIBIO rpaduyeckoro HHTepdeiica MoMoryr Bam
MOBBICUTH TPOU3BOANTENBHOCTD 3@ CUET pasroHa Mpoleccopa BHACOKAPTHI WIH
yactoTsl paborsl namaTi. HanGonee nonynsipuas us vux PowerStrip. ITporpamma
nonyunna Gonblioe pacnpocTpaHeHue Graronapsi MoiaepxKe BceX OCHOBHLIX B~
neokapr. KoHeuHo xe, pasrod Oyner HOCTYMeH TOJMBKO B TeX Ciyyasx, KOraa 3To
BO3MOXHO [UISl IaHHOH KapTsl,

PowerStrip moxHo ckauath c caiita http://entechtaiwan.net/util/ps.shtm. Ona
M03BOJISIET HACTPAMBATh JIOGbIE MAPAMETPbI BUAEOKAPTHI, B TOM YMCJIE CKOPOCTH
paGoThl 4MMa M MaMATH. YCTAHOBHTE MPOTPAMMy W [EPE3ArpysUTe KOMIMBIOTED.
[Mocne nepesanycka B CUCTEMHOI o61acTH BO3Jie YacOB MOSBUTCA HOBAas MKOHKA
nporpammbl  PowerStrip. IllenkHure no Heif, M nepel BaMM OTKPOETCSl MEHIO,
B KoropoM Haio Beibpars Performance profiles/Configure (Ilpoduin sbinonte-
nust/Kondurypaims). 3areM oTobpasuTcsi OKHO HACTPORKH MAPAMETPOB, OIpe-
JIeNAIOUMX TTPOU3BOAMTE/IBHOCTD BUIEOKAPTHI (cM. puc. 4.17).

LZi Performance profiles

Puc. 4.17. HacTpoiika ckOpoCTH NamaTh K Yuna
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B none Engine clock orobpaxkaercsi Tekylas wactota paboTel rpadguyeckoro
rpolieccopa, YcTaHOBJIEHHOro Ha Buzeokapre. B nmone Memory clock moxHO
YBUIETh CKOPOCTh paboThl BuaeonaMsThH. Birons jieBoit KpOMKM OKHAa pacrojara-
10TCsl 1Ba GeryHKa, nepeMeilias KOTopbie BBEPX/BHU3, MOXHO W3MEHsATh paboumne
YacTOTHI: JIEBBIIl OTBEUaeT 3a CKOpPOCTh rpaduueckoro mpoueccopa, a npasbiif —
3a MaMsTh.

Kak u B ciyyae ¢ pasroHOM Mpoleccopa, CKOpocTh paboThl BUIEOKAPTBI HYXHO
MOBBILIATE MOCTENEHHO, 1O OIHOMY IENeHHIO M IoodepenHo (mpoleccop, mMa-
MSITh, MpoLeCccop, MaMATh M T. I.) ¥ TLIATENbHO TECTHPOBATh IOCHTE KAXKIOro M3-
meneHust. Kak TonbKo nosiBuiachk HeCTabMIIBHOCTb, HAMO Cpasy e HEMHOro I1o-
HU3UTb CKOPOCTh MpoLEccopa M MaMATH U HA 3TOM OCTAHOBHTHCS.

IMoMHUMO HACTPOIKHN CKOPOCTH €CTh €Il€ MHOXECTBO NMapaMeTpPOB M CBOWCTB, KO-
TOPBIE MOXHO M3MEHATh. Sl pPEKOMEHIYI0 O03HAKOMHTbCs ¢ (ailloM MOMOILH,
4100l GOJIbILE Y3HATH O AOCTYIHBIX BO3MOXHOCTAX.

B WurepHere ecth ele MHOrO APYrHX MPOrpamMM Ul U3MEHEHWS NpPOM3BOIM-
TeJIbHOCTH BMIEOKApPT, HO OHM TpeaHa3HAYeHbl U1 KOHKPETHLIX MapoK YycT-
poiticte. Hampumep, Radeon Tweaker (http://radeontweaker.sourceforge.net) —
nporpaMma JUisi HacTpoiiku sBumeokapt ot ¢upmel Radeon. 3necs mocrarouyHo
npocrtoif nHTepdeiic B ctiume Linux, Ho HeOonblIOe KOMTHYECTBO HACTPOEK.

4.6. Ontumusayua Windows

Haxe ontumusuposas BIOS u pasorHas Xeneso, pecypcoB KOMIMBIOTEPA MOXET
e xpatuth 1 OC Windows Gosee HOBOIt Bepcuy. A y HEKOTOPBIX MO/b3OBaTe-
Neif TPOCTO MOXET BOZHHMKHYTH XelaHne, yTobsl KoMneiotep pabotas ele GbicT-
pee. B atoM cnyuae nepexomum K ontuMusaunn Windows i MakcumanbsHo ¢hop-
cupyeMm ero pabory. ' '

4.6.1. Nl'oTOBb CaHn NeToMm

IMpu nonrom ucnonb3zosannn Windows B HeM Habupaercss MHOTO Mycopa M CKO-
pocTh paborthl nocteneHHo nagaer. OHUM M3 MCTOYHHKOB MEIEHHOH paboTs!
sasngercda nedparmeHTauusa daitsios. Eciu y pac BunHuectep obsemom 80 I'GaiiT
W OH He pasjesieH Ha.Jjorudeckue ycrpoiictsa, To OC, nporpammsl U daiiner 6y-
ILyT HAXOAMThCSA Ha ofHOM aucke. Kaxubii dailn cucrema MoxKeT 3anucarb B JIO-
boe cBoboaHoe mecto. Takum obpazoM, pasbpoc Gymer orpoMHBIM.

K uemy uaue Bcero npoucxoaut goctyn? KoHeuHo xe, K cHCTeMHBIM haitnam,
M MbI IOJDKHBI 1103a00TUTECS O TOM, YTOOBI OHM KOMMAKTHO pasMelaiuchk Ha
JUCKe. BTOro MOXHO H00OUTbCS peryispHoil pedparMeHTalneil, Ho, KaK 5 yxe
rOBOpHJI B pasd. 3.6, 310 OOjblIAs HArpy3Ka Ha JKECTKMH ITHCK, €ro IJIacTHHBI,
rojIoBKY, & KpoMe TOTO, XOPOILIHil Harpes, KOTOPBIi OXHAXIbLI MOXET 3aKOHYMTh-
ca daranbHo.
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Ecrb cniocob ayvine — cosnate auck C: B OCHOBHOM pasnesne obnemMom B 5 ['6aiit
W YCTAHOBUTH CHcTeMY Ha Hero. OcTajbHOE NMPOCTPAHCTBO OTBECTH IO JIOTHe-
ckuit auck D:, ¥ Bce mporpamMmbl M JAaHHBIE 3aMUCBLIBATE yxkKe Tyna. Takum obpa-
30M, cucteMHBIe Gaitnsl 6yayr rynars yxe B npenenax 5 ['6aiit, a He no Bcemy
mueky. Tyt n gedparMeHTaLNsA OTHUMET HE TaK YK MHOTO BPeMEHH, Aa ¥ Hanob-
HOCTb B Heil OYy/eT BOZHUKATh 3HAYMTENBHO pexe.

Jdvck ¢ JaHHBIMM Tyckait ¢hparMeHTHpYeTcs M0 Mepe HeoDXOAMMOCTH, HO He
CHMILKOM YacTo, T. K. MECTA HA HEM MHOTO, @ K DOJIBIIMHCTBY W3 CONEpXKAlIHXCs
3nech (haiinos Mbl obpaniaemes penko. Ho sto He 3HauuTt, uto nedparMeHTaluio
He creayer aenaTh Boobuie. KoHeyHo Xe, Halo, HO He yalle, YeM pa3 B NoJjiroa.

4.6.2. CepBucbi Windows 2000/XP

Jliobasi coBpemMeHHasi onepalMOHHAsS CUCTEMA BKIIOYAeT B cebs O4YeHb MHOro
soamoxHocteit. OC Windows B 3TOM cMBIC/Ie OfHA M3 caMbIX JIVYLIMX, U B Heil
€CThb MHOTO TOJIE3HOr0, HO M JIOCTATOMHO TIPAKTUYECKN HEHYXHOTO PSAOBOMY
nonb3osarenio. Haunuast ¢ Windows 2000, Bce ocHOBHBIE (DYHKIIMK PEain30BaHbl
B BUJIE CEPBUCOB, H TEMEpPb HaM JIErKO YMpPaBisiTh UMW M BBIOMPATE TOJLKO HE0O-
XOJIMBIE.

Ipn onrumusauun OC s peKOMEHIYIO TepBhIM e/ oM 00paTMTh BHUMAHHE HA
cnyk6bl, KOTOPBIE 3aMYCKAOTCH MO YMONYaHHI0. Mbl yKe roopwin o cepsBHcax
NPU PacCMOTPEHMH TeMbl BUPYCOB (cM. pasd. 4.1.3), a ceifyac B3MISIHEM Ha HUX
¢ apyroit ctropoHbl. Kaxablili M3 HMX OTHMMAeT BpeMsi MpPW 3arpyske M TPaTHUT
JIPATOLEHHYIO TTAMATE. '

3anycrute ocHacTKy cepsucos Start/Control panel/Administrative tools/Services
(ITyck/Hacrpoiika/INanens ynpasineHus/AnmuHuctpuposanie/Cnyx6si). Ilepen sa-
M# OTKPOETCS OKHO YIpaBjieHus YCTaHOBIeHHBIMI cepBucamMu (cMm. puc. 4.6).

B ornuune ot Windows 2000 8 Windows XP a0 okHo crano nonpoiie: BHusy bl
MoxeTe 3ameruThb ase BKranku: Extended (Pacuwupennwiit) u Standard (Cran-
[apTHLI). B mepBoM pexuMe OTKpoeTcs [aHelb C ONHCAHMEM BbIAEIEHHOrO
cepsuca. B crangaprHoM pexume (yYCTaHABIMBAGTCS M0 YMOMYAHUIO) BbIBOAMTCS
TojibkKo obumii cnucok (B Windows 2000 ecth TONBKO TAKOH pexum),

Boiaensist mo0yio ciayx0y, Bbl MOXKETe ee 3arycTUTh, OCTAHOBUTH, MPHOCTAHOBHTh
WK TIEPE3aNYCTUTH € NMOMOUILBIO COOTBETCTBYIOLIMX KHOMNOK Ha MaHENH HIn Me-
Hio "Heitcreue”. Yrobbl HACTPOUTH KaKyl0-1n00 ciyxOy, HYKHO ABAXKIBI KITITK-
HYTL M0 Heil, U Nepejl BAMU OTKPOETCsI OKHO HACTPOEK, Kak Ha puc. 4.7.

Ha saknanke General (O6urmMe) okHa HacTpoeK CEpBUCOB Bbl MOXETE YBUICTb
Takue napameTpsl, kak Startup type (Tun sanycka) u Start parameters (Ilapa-
MeTpbl 3anmycka): Beinagarowmit cniucok TR 3anycKa MOXET couepXkarTh OAHO W3
CHEeIYIOMX 3HAYEeHMI:

O Automatic (AsTo) — cepsuc 3anyckaetcsi npu crapre cucremsl. [locie sroro
Bbl MOXKETE €ro OCTaAHOBHMTE BPYYHYIO WJIH OCTABHUTH B 3alyUIEHHOM COCTOMH-
Huu. Takoii cTaTtyc HO/DKHBLI UMETH TOJBLKO HeoOXoaUMEBIE TTOCTOSHHO CJIY)KGI:I:
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O Manual (BpyuHyio) — cepBUC 3amycKaeTcsl BPYYHYIO U3 OCHACTKH MM M3 KO-
MaHIHOU cTpokH. Ecim Bbl ueM-To MONb3yeTech OYeHb PENKO, TO JIYYILE BhI-
6patb 3TOT pexuM. Hanpumep, Bel ycraHoBu/iIu ceppep 6a3 ganHeix MS SQL
Server mwis BbINOMHEHUS onpeleneHHoi 3anauu. ITocne 3Toro yaansTh cepsep
KATKO (MOXET ellle MPUTOAUTHCS), & AepXkKaTh B 3arpy)KEHHOM COCTOSIHMM He-
3¢ deKTUBHO, MOTOMY YTO TOPMO3UT CHUCTEMY M OTHMMAaeET namaTh. B Takom
ClIy4ae JIyHIUE 3aryCKaTk CEPBEP TOJBKO MO MEPE HBOﬁXOJIHMOCTH BPYYHYIO;

O Disabled (OtkmiodeH) — cepBHC OTKJIIOYEH, W €ro HEBO3MOXHO 3aMyCTHTh
HUKAKUMH Metonamu. Ecin ecTh cepBuc, KOTOPBINH BBl HE WCIOML3YETE B 1e-
nsx 6e30MacHOCTH, TO OTKJIIOYUTE €ro. BTo aBTOMAaTHYECKW HAJIOXKMUT 3anper
Ha 3aIlycK BCEX CBSI3aHHBIX ¢ HUM ciyx0. Hanpumep, ecnn oTkiiountsk dazo-
BBl cepBUC CEeTH, TO HU OjiHA ceTeBas cayxba He 3apaboraer.

Ha sknanke Dependencies (3aBvcHMMOCTH) Bbl MOXETE OIMpPEAe/IUTL B3AMMOCBS3N
cepBucoB. B BepxHem crimcke nepevucieHbl KOMIOHEHThI, OT KOTOPBIX 3aBHCHT
W30paHHbIi cepBuc. DTO 3HAYNT, YTO MPH OTKIIOYEHHUM J11060it U3 HUX BbIGpPaH-
Hag cnyx6a Gonbuie He 3anycrutes. Tak uro s obecriedeHusi HANEXKHOCTH pa-
60TBI KaKkoro-jinbo cepsuca HYXKHO 3aLLUMTUTEL BCE, OT YEro OH 3aBUCHT.

B HMXHEM crnucke Bbl MOXETEe YBH/IETh KOMITOHEHTHI, KOTOPBIE 3aBMCAT OT Bbi-
BpanHoi cayx6el. Ecnu Bel pelwin uto-nnbo OTKIIOMUTh, TO Npexie, Yem 310
nenarh, CEMb pa3 3amiAHUTE B 3TOT NEPEYeHb, MHAYe Bbl MOXKETE OCTAHOBHTH
OYeHb MOJEe3HbIH CEPBUC.

Teriepb pacCMOTPUM HEKOTOPbIE CAYKObI, YCTAHOBIEHHbBIE HA BallleM KOMIbIOTE-
pe, KOTOpble MOXHO WJIH AaXe HYXKHO OTKJIIOYHTh, BO-IEPBLIX, OT Ipexa Mnojaib-
1€ ¥, BO-BTOPBIX, /UIS1 MOBBIILEHUS TIPOU3BOAUTEILHOCTH CHCTEMBI:

3 Automatic Updates (Asromarnyeckoe oOHOB/IeHHWE) — MpPH BKJIIOYEHMU 3TOi
ClykObl KOMITHIOTED MMEET MpPaBo aBTOMATHYECKHM 3arpyxaTb obHomineHus OC
Windows mo cern. Ecnu BeI xaneere cBoit TpadMK M HE XOTHTE KauyaTb BCAKYIO
epyHAy, TO MepeKnioyuTe 3Ty cIyk0y B py4HON pexum, 4ToObl 3anmycKarhb ee Mo
Mepe HeoBXOoIMMOCTH, ocBODOXAas TeM caMbIM pecypcehl. Ilpy aToM BRITOTHUTE
OTKJIIOYEHNE ABTOMATHYECKOro OOHOBJIEHMS, Ul Yero 3aiiiuTe B CBOMCTBA CHC-
TeMbl (ILIEJIKHUTE MpaBoil KHOMKOW MbIIIN 10 3Hauky Moil kommsioTep, BbiOe-
pute nyHkT CpolicTBa) W 3/ech HA BKJIAIKe ABTOMATHYECKOe ODHOBJIEHHE OT-
KiouuTe 2ty (yHkumio. Ecnu storo He caenars, TO MPH OYEPEIHON MOMBITKE
oBGHOB/IEHUS MPOU30HIET olnbKa, MOTOMY YTO He 3anylieHa ciayx6a;

3 Print Spooler ([ducneryep ouepenn nevyatn) — obCIYKUBAET OUEpelb MevyaTH.
Jlaxe npu HATMYUKM MPUHTEPA U OMpPeIe/IeHHbIX HACTPOEK MOXKHO paborarhb
Ge3 aroit ciyx6el. Hy a ecniu TakoBoM OTCYTCTBYET, TO MEPEBECTH CIYkKOy
B DYYHOM pexuM — cBsiToe Aefo. $l, Hanmpumep, o4yeHb PEIKO NeyYyararw co
CBOEro HOyTOyKa, W AepXKaTb B 3arpy;KeHHOM COCTOSHHUM 3TOT cepBuc — Bec-
CMBIC/IEHHOE PACXOI0BAHUE PECYPCOB;

O Task Scheduler ([TranupoBIIUK 3aKaHKuit) — JIMYHO S HUKOLIA He 3aCTABIISAI
OC BeINoAHATE CBOI0 padorty. HekoTopbie 11065T, 4T00bI KAXALIH IeHb B OIN-
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peneneHHoe BpeMs 3amyckanack AedparmeHTauus AMcKa. A MpeacTasbTe cede,
YTO BBl B 3TO Bpems yOHBaere oyepeaHOro MoHctpa B HoBoMm 3D Action, a tyT
BaM Takue Topmo3a. Mcnonb3oBanue nedparmeHraropa Boobile riynoe 3aHs-
THe (NIMUIHAA HAarpy3ka Ha BHHYECTEp, MeperpeBbl ¥ T. 4., cm. pa3sd. 4.6.1),
a BHIMONTHEHME MO 3aNaHMIO — emle Xyxke. [locTaToYHO BPYYHYIO BBITOAHATH
3Ty onepaumio mo Mepe HeobxomumocTH. Tak yro 3abyasTe NMPO MIAHHPOBLIMK
¥ 0cBOOOIMTE KOMMBIOTEP OT JIMIUHEH CIYXKObI;

O Portable media serial number (Cnyx6a cepuiiHbIX HOMEPOB TMEPEHOCH bIX
YCTPONCTB MYJABTHMENHA) — MONy4YeHHE CepUifHBIX HOMEPOB BCEX Meliia-
YCTPOMCTE, MONKTIOYEHHBIX K cucteMe. A oHo Bam Hamo? Torma mepesomiite
3aMycK cepBHCa B PYYHOH PEXHM;

0O DHCP Client (DHCP-xiueHT) — KIHEHT ISl IHHAMHYECKOro noayyenus |P-
anpeca or DHCP-cepsepa. Eciu y Bac IP-aapec crarnyeckuii (npornmcas sBHo),
TO B 3TOi cayx0e HeT HaJO0GHOCTH, M CTOMT CAENaTh py'moﬁ sanyck. Orknio-
YaTh COBCEM 5l HE PEKOMEHIYIO;

O DNS Client (DNS-kinenT) — cayx0a onpeaenenus IP-agpeca komnblorepa
no ero umMeHH. Eciu B Baliel ceTH HMCMOMABL3YIOTCH AOMEHBI, TO 3TOT KIAHCHT
HeoOXonuM, HAYe MOXHO MEpeBecTH B pyqdHOI pexuM 3anycka. Ha npeobpa-
3oBanue nmeH MHTepHeT-caiiToB nanHas cnyx6a He Bausier;

O Smart card (CMapr-kapThl) — MeHeKep Wis paboTsl co cMapT-Kaptamu. [Lis
WCTIONB30BAHMA cMapT-KapThl (ycTpolicTBO [UIsi XpaHeHus Kiiouell, mapoJiei
U T. .) HeoGXoaMM MPUCOEAMHEHHBII K KOMIBIOTEPY CNEeUHATbHBIN CYHTHIBA-
Tenb. Ecaim y Bac Her ycTpoMcTBa UTEHMS] CMapT-KapT, TO CayxOy ayuuie re-
PeBecTH B pYUHOMH 3aMycK;

O Messenger (Cayx0bi coobiieHuit) — HCNOAb3yeTcs ISl MpueMa-rnepetadu
cooOlllleHnit KOMaHaol NET SEND. Drta cayxba abCcoMioTHO He 3allMileHa oT
¢dnyna (06 3TOM Mbl FOBOPMIM B pa3d. 3.3), 1 ec/i OHA BaM He HyxXHa (1a-
npUMep, HET CETH WIM MCIOJb3YIOTCH Jpyrue crocoOpl obMeHa coobuieH -
MH), TO 00A3aTE/IBHO OTKIIIOMANTE OT rpexa Nnojaiblie;

O Terminal Service (Cnyx6a TepMHHAJIOB) — NpPUMEHSIETCsS [UIS TOro, 4YTOOBI
Apyrie KOMNboTepsl paboranu no ceru ¢ Bawum Pabouum crosom. [lis aroro
HeoOxoauMBbl cepBep  KAMEHT cnyxObl TepMuHaios. Takas BO3MOXHOCTb
4acTo Mcnoab3yercs Ha (upmax, riae aaMMHUCTPATOPbl YAAIEHHO YIPaBIsioT
IPYTAMHM MallMHaMHu, WK i paboTel ¢ TOHKUMM KIMEHTaAaMH, HO B JOMAall-
HHX YCIOBMAX 9T0 JuiiHee. UMEHHO 1no3TOoMy 3TOT CEpPBMC M0 YMOIYAH IO
OTKJTIOYEH, M €CAM BAM He HYXKEH TepMHHANBHBIH JOCTYIN, TO OCTABBTE BCe
KakK ecTb,

O Remote Registry Service (YnaneHHblit peectp) — M M3 HA3BAHUA TOHSTHO,
yTo cayxba no3poiseT M3MEHATH napaMmerpsl peectpa mo cerH. Camoe uwure-
pecHoe, 4TO OHa euie U padoraer o ymonyauuio. Tak uTo cpouHo nepesoauTe
B PY4YHOH PeXHM 3arycka, 4To0bl peecTp MOXHO OBUIO NPaBHUTh TOJIBKO JIOKATBHO,
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O FTP Publishing Service (Cnyx6a FTP-ny6mukauuit) — Heobxonuma B aBTo3a-
MycKe TOJBKO B TOM C/Iy4ae, ecl¥ Bbl XOTHTE MCIONb30BaTh CBOH KOMIBIOTED
B kayectBe FTP-cepsepa. Torga apyrue noib3oBaTeld CETH CMOIYT ¢ [TOMO-
whio FTP-K1HMeHTOB MOAKIIOYATECA K BalleMy KOMMBIOTEPY M 0OMEHMBATHCS
daiinamu. Mo ymonyanuio B HekotopbiX Bepeuax OC Windows ciyxba He ye-
TaHaBanBaercs (noxpobHeit 06 3tom ca. pazd. 4.6.3);

O IIS Admin Service (Cinyx6a 1IS Admin) — eciu Bbl He IUIAHUPYETE MCIOJNb-
30BaTh CBOIf KoMrbiotep wist nybaukaunit FTP- win WEB-cTpannyexk, 1o or-
KiounTe ator cepsrc. B Hekotopeix Bepcusx OC Windows ciyxba He ycra-
HABJIUBAETCS 110 YMOMYAHUIO (M. pasd. 4.6.3);

O Themes (Tembr) — ciyx6a HeoGxonuma st ynpasnenusi Temamu Windows XP.
Ecan Bbl npeamounTaere Kiaccuueckuit Bun Pabouyero croma, To cepBuC 3pA
OTHHMMAET NaMATh, H €ro HYXHO OTKJIIOYNTD;

O Telnet — cepBuC MO3BOJSIET YIATEHHOMY MOJNb30BATE/II0 C MOMOILBID KOMaH/1-
HOI CTPOKM BOWTH HA Balll KOMILIOTED M 3aIlycKaTh nporpaMmel. O6s3aTenbHO
orkmiounte ero. Ha 99 % koMmnbloTepoB 374 ciyxkba He HCIIONb3YeTcs, U He-
3ayeM [1aBaTh BO3MOXHOCTH 3JIOYMBIUUIEHHUKY MOAYYHTb AOCTYN K Baulei
cucreme. Ecim korma-HuOyab 3Ta BO3MOXHOCThH MOHALOOUTCS, TO 3alyCTUTE
Telnet BpyuHyio;

O RunAs (Cnyx6a RunAs) — cymecrsyer 8 Windows 2000, no3sonsger 3anyckarsb
MPWIOKEHUsI OT UMEeHH apyroro nosab3osarensi. B Windows XP ects kKomaH-
na Runas ¢ napamerpamu, KoTopas cBfi3aHa co cayx0oil BTOpHYHOro Bxona
B CUCTEMY;

O ClipBook (Cepsep nanku obMeHa) — MO3BOJSIET MPOCMATPMBATL CTPAHMLIbI
nanok obmeHa Apyrux Komnbiotepos. [locrassTe pyuHoit 3anyck, NoToMy 4TO
TaKue Manku Jaxe B JOKAIbHBIX CETSIX HCIOAB3YIOTCS PEaKo;

O Fax service (Cayx0a ¢akcoB) — eciu Bbl A00aBMIH BOIMOXHOCTb paboTsl
¢ dakcom (npu uuctansuun Windows cnyxba He ycTaHaBauBaeTcs Mo yMos-
YAHWI0), HO MOJIb3yeTeCh UM PEIKO, TO CTOMT MCNOIb30BaTh PYYHOMN 3aIyCK;

O Distributed Link Tracking Client/Server (Knueur orcnexusaHus H3MEHHB-
luxcsi caseit) — nomnepxusaer cpsasu NTFS-daiiios, nepemeniaemsix B
npejesax KOMAbOTEPa MK MeXIy KoMmnbioTepaMmu B aomeHe. [Tpyn 1oKanbHO#
paGoTte 3TOT mapaMmerp TOYHO J0JKeH GbITh yCTaHOBIEH B nojsoxeHue "Bpyu-
Hy10", HO JIaXe ec/IM U ecTb CeTh, 5l ero OTKIIOYAl0;

O Distributed Transaction Coordinator (Koopaunartop pacnpeneieHHbIX TpaH-
3aKUMiT) — MCMONb30BaHHE pacnpene/eHHbIX TpaH3aKLUMil is gocryna K 6a-
3aM JaHHBIX, o4epeasm coobuleHnit wan gaitioseiM cucteMam. S oTkimoua
9TOT CepBHC, KOrla He paboralo ¢ 6azaMy JAaHHBIX;

O Logical disk manager ([Iucneryep norn4yeckux AUCKOB) — MOHHUTOPHHT 33 HO-
BHIMH XecTKMMH auckamu. CocTosHHe AWHAMMYECKHMX JMCKOB M MH(popma-
UMsi 0 KOHUIypaLUnu M3MEHAETCA HE TaK YacTo, 4ToOb! ee MOCTOSHHO OTClie-
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XKWBaTh, TIO3TOMY [EpPEBEANTEe CEpBUC B PYYHOW peXHMM 3anycka, HO He oT-
KJI0YaiiTe coBceM.

Kak BuauTe, B CHCTEME HOCTATOYHO MHOIO CIyX0, KOTOpPbLIE MOIYT MOHANpacHy
pacxo[oBaTh pecypchl Ha BallieM KoMibloTepe. Eciu OTKIIOYHUTL MX, TO 3arpyska
OC yckopurest 1 0ocBODOAKTCST HECKOIBKO MerabaiT cBoGOAHON naMsITH.

4.6.3. YpaneHue HeHyXHoro

OanH M3 Jy4IInX BaApMAHTOB onTMMH3auuu padotsl Windows — u3baBuUThCcH OT
JUIIHUX nporpaMM. BenomHuTte 06 ocHacTke YCTAHOBKA M yAajeHue MporpamMm u
YHAIATE Heucrnoib3ayembie KomioHeHTsl Windows M cTopoHHME nporpamMMsl. st
aroro ieakHute no kuonke Add/Remove Windows Components (YcraHoska
komnoneHtoB Windows), U mepe BAMU OTKPOETCS OKHO C MepevyuciieHneM Bcex
HOCTYNHBIX pasaenos, [TocMOTpUM Ha3HAYEHME KaXIOTO M3 HUX M ONpeaesiM,
4TO U3 HTOrO HYXKHO, @ YTO HeT:

O Internet Information Services (ISS) — sro nomnepxkka WEB u FTP. Yaue
BCETO 5THUM CEPBUCOM [1O/Ib3YIOTCS MPOrpaMMUCThl st otiaaku ceoux WEB-
MPUIOKEHUI M aIMUHUCTPATOPHl CETH HA CepBepe ISl CO3ZaHus Kopropa-
THBHOTO caiita. Eciu Bbl Jameku oT 3TUX NpobieM, TO MOXeTe OTKIIOHITh
Cpasy Bechb pasfieln, a ecjiy 3aMHTEepPecoBAINCH, TO BOT €0 COACPXKUMOE:

o Cayxba FTP — obecneunsaer cospanue FTP-yaios, npemHasHayeHHbIx
s nepegadn Gainos, N IaeT BO3MOXKHOCTb 0OHOBISTH JIoKaibHbIH WEB-
caifT Apyr¥M MOJb30BaTENAM CeTH. DTO JHIIHAS Abipa B Ge3omacHocTH,
MOTOMY YTO Bbl M TAK CMOXETE MOMeHsTh (ailyibi HA CBOEM JMCKe, a JUld
MOJIb30BATENEH JIOKATLHOMH CETH MOXHO OTKPBITh 0BLIYIO MAINKy;

¢+ Cayxba WWW — 510 HenocpeAcTBEHHO CepBep, KOTOphId Oyaer yrpas-
JIATH CTPAHHYKAMH, MOXET OBITH YCTAHOBJIEH JIOKAJILHO,

e Ocnacrka IIS — nossossier anMuHucTpuposath cepsep 1IS vepes oBospe-
BATEJIb;

o JloxkymenTauus — MaTepHanbl 0 NyOJIMKAUMW COASPKMUMOIO y3ia U aamu-
HuctpupoBaHuu WEB- u FTP-cepsepoB. KoMoHeHT Ha mepBbiit B3risin
He HeceT Yrposbl, HO MpPH €ro BKJIIOYEHHW YCTAHABAMBAIOTCS CLEHAPUH
ASP, yepes KoTopbie NPOCMATPUBAETCS AOKYMEHTALIMA, a JII00BIe ClieHApHU
MOryT ObITh YS3BUMBIL;

o Cepsepunie pacumpennsi FrontPage 2000 — paspaborka u aaMHUHHCTPUPO-
BaHne WEB-y3nos. Ckoiibko yxe ObUI0 HalfeHO yA3BUMOCTelf B 3THX
paclIMpeHnsIX, YT0 ¥ COCYUTATh CAOXKHO. Eciu BBl jaxe He 3HaeTe, 4TO
9TO TAKoe, TO Jiyullle W HE YCTAHABIMBATB. A eClii Cephe3HOo, TO 3TH pac-
LWIUPEHWA TTO3BOJISIIOT CAENATh CTPAHMYKM ITUHAMMYHBIMM, HO HE KaXKIbIid
cepsep B UntepHere cMoXeT nMoToM 0TOGPa3UTh Balll CAHT, OTOMY YTO VC-
JIyru XocTuHra obeldHO npenoctasisiiores noa Unix-cucreMamu, rme 5TH
pacUIUpeHus He NOMIePXKUBAIOTCS ;
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e Cnyxba SMTP (Cayx6bl 3neKTpOHHOH 1mouTsl — g ceppepHsix OC) —
TTOJUIEPXHUBAET Nepeaayy cooblIeHUit 2JeKTPOHHOW MOYThI ¢ Ballero Kom-
NbIOTEPA U TOAYYEHHE HOBOCTEH, KOTOpbLIE B IOC/EAHEE BpeMs MOTepsiin
CBOIO AKTYaJlbHOCTh, @ ycraHapnuparh cebe SMTP-cayxby He crouT, ecin
Bel He WEB-nporpammicer;

O Jpyrue cayx0w goctyna K ¢aiiiaMm W NpHHTEpAM B CeTH — [0 YMOJIYAHUIO
VCTaHABIMBAGTCS TOJMbKO ciyxba, KoTopasi mo3poisier paborars ¢ pecypcamu
Windows-cucrem. B atom pasgene Bbl MOXETE IMOAKIIOUYNATE AOMOMHUTENBHEIE
cityx6b1, Koropble no3sossiior Macintosh- u Unix-knnenraM rmeyatath JOKyMeH-
Thl Ha J11000M AOCTYITHOM TPUHTEPE;

O JInuensuposanne cayk0d TepMHHAIA — KOMIIOHEHT CYLLECTBYET JUlsi cemelicTBa
CcepBepHbIX OrepalMoHHbIX cHctem Ha 6aze Microsoft Windows 2000 ¢ yera-
HOBJIGHHBIMU CTyK6aMHi TepMUHAJIOB B pexuMe cepBepa npuioxenunit. Hactpanu-
BAET KOMMNBIOTED KaK CepBep JIMIEH3UI cepBepa TEPMHHAIOB, [103BOIsieT
YIPaBisATh KOIUYECTBOM KIMEHTCKHUX JIMLIEH3WH HA HOCTYN K 9THUM ciyxbam.
Ecnu y Bac orcyreTByeT cayk6a TEpMUHAIOB, TO ¥ JIMLUEH3UPOBAHHE HE CTOUT
yCTAHABJIMBATD,

O Omraanuuk cuenapues (g Windows 2000) — ucrnons3yercs nporpaMMHCTaAMK
JUISL OTNTAJIKH CLIEHApHEB; '

O CereBble ciiyx0bl — Habop crieUMalH3upOBaHHBIX CIYXO I NMPOTOKONOB JUIs
paboThl ¢ CeThbio, DOMBUIMHCTBO U3 HHX HCMONL3YIOTCS TOJLKO HA cepBepe W
JUIsl KJIIMEHTCKOI'O KOMIMBIOTEPA HE HYXKHBI!

¢ DHCP (Dynamic Host Configuration Protocol, npotokon nuHaMu4ecKoit
koH(urypaumn xocra) — ycranasimsaer DHCP-cepsep, KoTopbiit aBToma-
THYECKHM Ha3Ha4yaerT BpeMeHHble [P-ajpeca KIMEHTCKUM KOMMbIOTEPaM.
Ucnonwsyeres B Gonblmux cetax i obGnerdyeHusi aaMUHUCTPUPOBAHUS
agpecaluu; '

« DNS (Domain Name System, ciyx6a mmeH 1oMeHOB) — cepBep npeobpa-
sopanmus DNS-uMmen (He nyrats ¢ nMeHaMu KoMnsiotepos) B [P-aapeca;

« WINS (Windows Internet Naming Service, cnyx6a umeH Internet s
Windows) — cepsep NetBIOS-umeH, no3soasiiouinit ux perucTpupoBarh.
DTO KaK pa3 u ecTb UMEHA KOMIbLIOTEPOB;

e Ilpocreie cayxdsm TCP/IP (Transmission Control Protocol/Internet
Protocol, nporokon yrpaeneHust nepenadei/nporokon Internet) — noa-
nepkka takux cnyx6, xak Character Generator, Daytime, Echo u T. A
B GonbIIMHCTBE C/Iy4aeB OHH HE HYXKHBI 1aXe CepBepy;

e QoS RSVP (Quality of Service/Resource Reservation Setup Protocol,
KagectBo chiyx6bi/ITpoTokon HAcTpoHKH pE3EpBUPOBAHHS PECYpPCOB) —
MO3BOJISIET  YNPABIATL paclipefenieHHeM Tpaduka 1Mo MPUHOPHTETAM JUlA
fporpaMm, moanep:kupamux Qos-cTaHAapT, W KOHTPOIWPOBaTh YPOBHM
obcnyxxusaHusi. Oty ciykOy 06a3aTeNbHO HYXKHO OTKIIOYHTh, MOTOMY YTO -
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OHA OTHMMAET OT KaXIOro COEMMHEHHs! YACTh IMPOMYCKHOM CrOcoBHOCTH,
YTO TOPMO3WUT CBA3b. [Ipy 3TOM ee Mano KTo UCMOJB3YeT;

Cayx6a WHIEKCHPOBAHHA — [O3BOJISIET TPOU3BOANTDL GBICTPLIA MoucK B daii-
Jax. 3aHWMAET JIMIIHEE MECTO Ha JIMCKEe, ecJIM Bbl OMEHBL PENKO TMOJL3YETeCh
nouckopoi cucremoit Windows;

Cnyxbmt Windows Media — obecrieunsaer noTokosyio repenady aiiios
MyabTHMeaNA 1Mo ceT. Ecnu BBl He 3aHMMaeTech BelllaHWEM 3BYKa WIH BUIEO,
TO HE CTOMT U YCTAHABIMBATD,

CepBep TepMHHAJIOB — HACTPaMBaeT KOMIIbIOTEp Ul YAANEHHOH paboTel ¢ Npu-
JIOXKEHHUAMM HECKOIBKMX TOJb30oBaresieil ogHoBpeMeHHO. KineHT noaxmiouya-
ercst ¥ BUaMT Bawl Pabounit cton, mpu 3TOM MOXET 3amyckaTh JoOble ycTa-
HOBJIEHHBIE MporpaMMel ¥ paborath ¢ HUMM. Takas ciayxk6a MCHoab3yercs Ha
cepBepe M YCTAHABIWBAETCH JUISl KIIMEHTOB, Y KOTOPLIX HE XBATAeT MOLIHOCTH
coOCTBEHHOTO KOMIBIOTEPA UIS JIOKATbHOM paboThl ¢ MPUIOXKEHUSAMH HITH
C LIe/IbI0 SKOHOMHM CPEACTB Ha TMOKYIIKe JIMLIeH3U;

Cayx0Opl yaaneHHOH YCTAHOBKM — IIO3BOJIAIOT BBIMOAHATH VAAIEHHYIO ycTa-
HoBKy Windows Ha KIMEHTCKHE KOMITBIOTEDHI;

CpencTsa ynpasjiennsi M HAOMIOJeHMS — BKJTIOYAET CPEACTBA CJEKEHHS 3a
npou3ssoauTeNbHOCThIO ceti. IlpocToil nonp3osaresnsb, ckopeil Bcero, He Haii-
JET UM NMPpUMEHEHHA, XOTHA B AIMUHHUCTPATOPCKHUX LIEJSAX 9TO MOXET OKa3aThLeH
MOJIE3HBIM:

¢ Tlaker aaMMHHCTPUMPOBAHHA IMCHETYEPA NONKIIOYEHHWH — CpPEICTBO /UiA
CO3[aHWs HAcTpaMBaeMbIX TOMKIIIOYEHMH yIalIeHHOro Aoctyna M ciyxba
TenedOHHON KHUTH;

* TIporoxon SNMP (Simple Network Management Protocol TpoCTOoi Tpo-
TOKOJI CETEBOTO YNpaBlIeHWs) — HCIONb3yeTcs Uis HabmoaeHus 3a pabo-
TO CeTeBBIX YCTPONCTB M MO3BOJNSIET BHIBOAWTE pe3yibrarThl oOpaboTku Ha
pabouyio CTaHLUUIO CETEBOW KOHCOJN; >~

» Cpeacrsa CETeBOr0 MOHMTOPA — I103BOJISIIOT CJEANTh B PEAILHOM BpEMeHH
3a NAKeTAMM JAHHBIX, MEPefaBaeMBIMI MO ceTH (KTO MOAKIIOYAETCS K KOM-
nbloTepy, Kakue Gaiibl U Tanku MCHoib3yeT, Kakue JaHHbie fepenaer).
EcTh BO3MOXHOCTH MOACAYUIHBATH TpauK, KAK 3TO AEAIOT MPOrpamMMbI-
cHudepsl, 0 KOTOPBIX Mbl OyIeM rOBOPUTH B 21. 5

Cranpaprabie H ciayxeOHbIe HPOrPAMMBI — 3[€Ch PACITONOXEHBI CTAHAAPTHLIE
nporpaMmel Windows 1 odMcHBIE NPUIOKEHNUS, KOTOPEIE Bbl MOXKETEe MCIIO/Ib-
30BaTh B KAXIOAHEBHOI pabore. Yalle Bcero Ha MPOM3BOAMTENBHOCTL OHH He
BIMAIOT, TO3TOMY OTKITIOYEHHE KOMIIOHEHTA MO3BOJIMT TOMHKO -OCBODOAMTD
JIMLIHEE MECTO Ha AMCKe:

*  Hrpw (otcyrersyror B Windows Serverv 2003) — crannaprHsie urpsl Windows,
rakue kak "Canep" win "Kocsiuka";
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* Macrep cnenHajbHLIX BO3MOXKHOCTEH — [03BOJISIET ClelHalIbHBIM 00pasom
HAcCTPOUTh CHUCTEMY IS JIIOAEN C OrpaHUYEHHBIM CIIYXOM, 3pEHUEM WIIH
MOABUXHOCTBI0O. MOXHO OTKJIIOYUTB, MOTOMY YTO 3TH BO3MOXHOCTH OT-
HUMAIOT JIMILIHUE PECYPCHI; {

* MyabTHMeIHAa — ec/iM Y BAC yCTAHOBJEHA 3BYKOBasi Kapra (a ceifyac OoHM
CTOSIT B€3JIe), TO B 5TOM pasjene Bbl HAifeTe NMporpaMMbl 3ByKO3amucH U
PeryjIMpoBKH TPOMKOCTH, JIa3epHbIi NPOUrphIBATENb M 0Opaslbl 3BYKOB.
OHM He pacXolyloT pecypchl, Ha JMCKEe He 3aHMMaloT MHoro mecra. Ot-
KJIIOYMB 00pasibel 3BYKOB, MOXHO BeiMrpare | Mbaiit auckoBoro mnpo-
CTPAaHCTBA,;

» CBa3p — cpeacTBa IS MOAKIIOYEHUS] K APYTHM KOMITbIOTEPAM WM MHTEp-
akTUBHBIM ciyxbam 4yepes COM-nopr. 3xeck Bbl HaiiieTre nporpammy
HyperTerminal, nossonstionyio obmeHuBathest dainamMu U cooblueHUsIMHU,
M Ipyrueé BO3MOXHOCTH "TIOTOBOPHMTH' C APY3bSIMH Hanpsmyio (yepes mo-
nem), 6e3 nopkmoueHus K MHTepHery,

* Crangaprasie — Takue nporpammsel, Kak Paint, WordPad, Kanskynsrop,
INanka obmena u 1. . Ecau yaanuth Kakue-i1ubo U3 HHUX, TO CIKOHOMMTE
TOJIEKO MECTO Ha JUcKe, U Huuero GoJbiire.

Ho criucok, KOTOpbIM BBl BHIWTE B pPaMKaxX OCHACTKM YCTAHOBKA H yJajieHHe
nporpamM, eule He nonHbif. OYeHb MHOTME MPOrpaMMa CKPBITHL OT YAaJieHHs.
Y106kl MX YBHAETH, HEODXONMMO OTpeaakTHpoBath ¢ain sysoc.inf M3 nanku
Windows\Inf.

B atoM caiisie nocie cTpOKH [Components] HIET ONMHUCAHWE BCEX YCTAHOBIEHHBIX
KOMITOHEHTOB, HampuMep, TaK:

WBEM=ocgen.dll,OcEntry,wbemoc. inf, hide, 7

OOparuTe BHUMAaHHE HA MapaMeTp hide Tepeld mociegHeit sanaToil. Bnaromaps
€My Mbl He BHIMM JaHHBI KOMMOHEHT M HEe MOXeM ero ynamutb. Ytobbl mpo-
rpamMMa orobpaxaiack B CIUCKe, HeoOXOAMMO MPOCTO YAAIUThL 3TO CJIOBO, TOTAA
CTPOKA MPUMET CIIEAYIOUNH BHIL!

WBEM=ocgen.dll, OcEntry,wbemoc.inf, , 7

Y6epure cioBO hide BO BCEX CTPOYKAX, H BCE KOMITOHEHTbI CTAHYT LOCTYIHBIMH
[UIs1 yoajneHus.

4.6.4. ABTO3arpy3kKa

IToMHMO CEpBHCOB ABTOMATHYECKH MOTYT 3aycKaThesi M APYrHe MporpamMMsl, H Bee
OHM OTHMMAIOT JUIHKE pecypebl. Bribepure meHio Start/Run (ITyck/BeinonHuTs)
1 BeIMoAHUTe KomaHmy msconfig. Ilepen BaMu oTKpoercsi OKHO HACTPOHKH cHC-
Tembl (puc. 4.3). Mbl yKe paccMarpuBaii 3Ty YTHINTY, KOTIa 3aTparMBaiu Temy
BUpYycoB (em. pasd. 4.1.3). Tlepeiinute Ha 3aknanky Startup (Asrosarpyska), rue
nepeyrciaeHbl BCe aBTOMATMYECKH 3aryckaemble mporpaMmbl. Ybeautech, uto
B TMiepeyHe TONBKO Te MpOrpaMMbl, KOTOPbIE Bhl MCIONB3YeTe 10CTATOYHO 4acTo.
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He TPaTHTh BpeMs (1octaroyHo Gosbiioe) Ha cosnaHue daiia-gaMna U cIKoHo-
MUTE MECTO HA JMCKe, T. €. OTKIIOYUTH 3TY BO3MOXKHOCTh. [is 3TOro 1enKHuTe
rpaBoil KHOMKON no ukoHke Moii KOMIOBIOTEp U B MOABUBIIEMCA MEHIO BbIGepH-
Te nyHkr Cpoiicrea (Properties). Ilepen BaMu OTKpOETCsi OKHO CBOMCTB CHCTEMBI.
[epeitaure Ha Bknanky Jdonoanurensno (Advanced) m HaxmuTe KHonky Settings
(Mapamerpot) B pasmene Startup and Recovery (3arpy3ka M BOCCTaHOBJIEHWE).
B nossusiuemest okHe (cM. puc. 4.18) B none Write debugging information (3arucn
OT/1an04HOH MH(pOpMAaLK) BhIOEpHTE MyHKT none (OTCYTCTBYET).

4.6.6. Kpacorbl

Koraa mbl yeranaBnusaeM HoBylo Bepcuio OC, To Xouyercs yBMIETb BCIO ee Kpa-
COTY M TOYYBCTBOBaThH KoMmdoprabenbHoeTh (Kak y ModMMoro aBroMobuis), HO
BHEIIHMIT BUJ — 3TO He Bceraa ynobcTBo M ckopocTb. [si MOBBILIEHUST MPOMU3-
BOIMTEILHOCTH MHOTIA TIPUXOINTCS KePTBOBAThL KPACOTAMM, €CIIH Balll KOMIIBIO-
Tep U3HAYAJbHO HE CITpPaBIsAETCSI C ONEPalMOHHON CHCTEMOM.

Jns ornodeHHs JUIHUX 3PGheKToB CHOBA LIEJKHUTE MPaBOM KHOMKONH MBI
no kaptuHke Moil KoMnbioTep 1 B MosiBUBLIEMCST MeHIO BbiGepute ImyHKT CBoiicTsa.
B yxe 3HAaKOMOM OKHE CBOMCTB CHCTEMBI Nepeitaure Ha BKiIaaky JdonoanurenbHo
u HaxmuTe KHONKY Settings (Iapamerpsi) B pasnene Performance (TTpou3ssonu-
teabHocTh). Ecou y Bac Windows Server 2003, To mepei BaMu OTKpOETcsi OKHO,
Kak Ha puc. 4.19 (no ymonmuauuio paaxku ycraHasimsaer OC B 3aBUCHUMOCTH OT
napameTpos Kommeiotepa). Bribepure nyHkr Adjust for best performance (Obec-
neuuTh Haunayyuiee 6eicTpoaeiicTeue). B cnmncke a¢pdekToB Bee NMYyHKTHI CTAHYT
Ge3 ramouex.

Taxum oOpazoM, Mbl OTKa3biBaeMcs OT BU3yanbHBIX 2(@eKToB, 3aT0 NO3BOJSEM
KoMIbloTepy pabotats, He Tepsist 3¢¢heKTHBHOCTH.

Ho ato eute He Bce adpextsl. [lenkrure npasoit kHonkoit no Pabouemy crony
W B nosisupliemcs meHio BoiGepute nyHKT Properties (Csoiictsa). INepen sammu
MOABUTCA OKHO HACTPOMKHM 3kpaHa. [Nepeitawre Ha Bianky Appearance (Ocdopm-
neuune) u Haxkmute KHonky Effects (Ddexrsr). Ecnu y Bac Windows 2000 win
Bonee crapasi Repeus, To B OKHe HACTPOWKW 3KpaHa cpaly nepeiljiuTe Ha 3akian-
Ky Effects (Dddexter). 3aechk nepeuymcieHbl BCe METObI, MCHMONL3YEMbIE TpPH
OTOBpAKEHHH OKOH, MEHIO WJIM 3HAYKOB.

[popucoeka Pabouero crona Toxe orHUMaer Bpems. Jonyctum, uro y Bac pabo-
TAET HECKOJIBKO MPOrpaMM M HYXKHO 3arycTHTh elle omHy. [Ins aToro wenkaem
no 3Hayky Ceepuyrs Bce M BuamMm, kak gonro OC nepepucosbiaer Paboumii
CTo/l. 9T0 0cOOEHHO 3AMETHO, EC/IH B CHCTEME HE XBATAET MaMATH WIH BLIMOIHS-
ercsl Kakoi-Hubynb TpynoeMkKuit mpouecc. Ha orpucoBky kaptuHku Pabouero
CTOJIa MPOCTO He octaercsi cwi. Haunyuiuee yckopeHue — Booblie He MCIOIb30-
BaTh ()OH, 4 YCTAHOBUTH LIBET.
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[0 Fade o slide menus into view
[ Fade or slide ToolTips into view

Puc. 4.19. OkHO HacTPOWKM NPOM3BOANTENBHOCTH

B 21. I MBI rOBOPH/IN O TOM, YTO CMOTPETh Ha ronblii PaGounii cron He oucHb
NMPUSITHO W KaKHe-TO KPacoThl JO/DKHBI MpucyrcTBoBaTh B cucreme. Ho do
HyXHO noabupars TiareJlbHbiM obpasoM. Ecim BBl paGoraere ¢ paspelieHneM
1024x768, a douosast kapruHka umeer pasmep 800x600, To cucrema moMmKHA
KaX/blit pa3 pacTArMBarh €e Ha BCIO MOBEPXHOCTh 3KpaHa. DTo ocobeHHO Opoca-
ercs B riasa npu ucnonbsosanuu JPEG-n3obpaxeHuii, MoroMy 4To B 3TOM CI1y-
qae TpebyeTcs BKIIOYEHME TPOXOPIUBOI TexHonmoruu Active Desktop. Jlydmnm
Mo NMPOU3BOAUTENBHOCTH BapuaHToM OyIET MCIo/ib30BAHWE PUCYHKa TAKOro xe
pa3mepa, YTo M BeIHYMHA 3KpaHa, a ¢dopMar — onHo3HauyHo BMP.

4.6.7. JlnuHne Konun

B Windows 2000/XP MosIBUIOCE OYeHb MHOFO CPEICTB JUIS YIPOLIEHHUA KHU3HHA
nonb3osarens. Hanpumep, npu uHcrausiuut OC Bee ApaiiBepsl KOMUPYIOTCs Ha
XeCTKMii JMcK. DTo ynobHO, TOTOMY YTO Cpasy MocC]e YCTAHOBKM OKasbIBaercs,
YTO He Bce yeTpoiicTBa GbUTM ONO3HAHBI, @ HEKOTOpPBIE BooDILEe MOran GbITh elle
He MOAKIIOYeHH! (MPHHTEpPBl, CKAaHepbl, CheMHBIe HOCUTenW H T. A.). Panbie
MPUXOIMIOCH KX pa3 Berasnath CD ¢ aucrpubyrusom, a Teneps npu nep-
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BOM K€ MOAKIIOYEHUH CHCTEMA CaMa HaXOdUuT ,upaﬁnep B K3llI€ Ha NTHMCKEe M ycra-
HaBJIMBAET €ro.

Bce ato xopouio, ecnu y Bac BuH4ectep Ha 150 I'Gaiit. A ecnu tonsko 30 I'6aiir,
KaK y MEHSl, U CO BpEMEHEM MecTa HauYMHAeT KaracTpoMuecKH He XBaTarh?
HyxXHO o4yMcTUTB K31 gpaiiBepoB, TeM Oojiee YTO OH 3aHMMAeT OYeHb MHOIo
MEeCTa, XOTsl MPOU3BOAUTENILHOCTD OT 3TOr0 HE IMOAHMMETCH.

Hrak, korga Windows orpaboran kakoe-To BpeMsi H Bce HeoOXoauMBble ApaiBepsl
YCTAHOBJIEHBI, K31l MOXHO O4MCTHTh. EcnM uTo-TO MoHanobuTcs, MOXHO B JIO-
001 MOMEHT BOCHOIb30BaThCs AUCTpUOyTHBOM. Kali apaiiBepoB HaXomuTcst B ABYX
nankax:

O Windows\Driver Cache\i386 — 3necb cambie pacripoctpaHeHHble, H 3To Gosee
70 M6aiit. OcHoBHOIf W camblit ofpeMHBI ala B 3TOM Karajiore —
driver.cab (apxus apaiiBepoB);

O Windows\system32\dllcache (manka BunHa B [TpoBoaHMKe, eciiM paspeliuThb
TIPOCMOTP 3alUMIIEHHBIX CUCTEMHBIX (aitnoB) — B OOJBIIMHCTBE CBOEM, 3TO
pacnakopaHHbIi driver.cab n3 aupexropuu Windows\Driver Cache\i386. Ecnu
apXuB elle MOXHO OCTABUTH, TO Pa3apXMBUPOBAHHAH BepcuA abCONIOTHO He
HYXHa, MoToMy 4ro MoxeT aocturats 500 M6aiir.

[Mpexae yem yaansaTsb (aiiael, Jydile BCEro YCTaHOBUTb (paiIoBBIN K31 paBHEIM 0.
U1 3TOTO BBITIOJIHUTE KOMAHAY:

sfc /cachesize=0

Eciiu BBI yKe J0CTATOYHO OIMBITHBIH MOIB30BaTElb M HE MMOMHHUTE, KOLAA MoCen-
HUiT pa3 Haxumanu MeHwo CnpaBka, TO MOXHO ynamuth (aitisl noMoum. OHM
ToXe 3aHuMawT Hemano Mecta (Gosiee 30 M6aiit), a uHdopmaunn HecyT B cebe
mano. Ipoute HaitTu mogmepxkky B MHTEepHeTE uepe3 rMoncKoBHK.

Ha xaxmom aucke B ckpbitoi nanke System Volume Information ects daiin,
B KOTOPOM COXPaHAIOTCH TOYKM BoccTaHomienud. Yro sro 3naumt? Peryasipho,
MpPU YCTAHOBKE HENMOANMMCAHHBIX OpaiiBEpOB CUCTEMA YCTAHABIMBAET TOYKY BOC-
craHosnenns. Eciau uto-To MOHIET He TaK, TO OC MOXHO OTKATMTH K TIpeabLLY -
LeMY COCTOSHUIO. DTo JocTarouHo MoliHoe HoposBeneHne B Windows XP, Ho
MEHs OHO cracaio TojabKo oauH pas. [Mocnennsas OC or Microsoft gocrarouHo
HanexHa, M €cJii OHA pPYLIUTCs, TO Ydllleé BCEro HabBceria.

Bo Bpemsi HacTpoiikn OC (cpasy nocie ycTaHOBKHM) TAKME OMOPHLIE TOYKH HYX-
Hel. Ho xorma cucrema ckoHGMUIypMpoBaHa M yaauyHo paboTaeT, BEpOATHOCTh ee
cbosi yMEHbLIAETCH MPAKTHYECKH 10 Hyias. TOYKHM BOCCTAHOBJIEHHS 3aHUMAIOT
IOCTATOYHO MHOTO MecTa, ¥ 4TOOBl OCBOBOAMTH €ro, MOXHO BPYYHYIO OYHCTHTb
nanku System Volume Information Ha kaxinom mucke, HO JIyYll€ BOCHOJI30BATh-
csi ocHacTkoil System recovery (BoccraHoBieHue cHCTEMBI), B KOTOPON MOXHO
HE TOJIBKO CAMOCTOSITE/IbHO CO3[aBaTh, HO M YIalATh TOYKH BOCCTAHOBICHHA.
Ho coBetyio Bce e MMETb ONHY OMOPHYIO TOUKY, YTODbI MOXHO ObUIO OTKATHTHCS
K 3TOMY COCTOSIHHIO.
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[punsiB Bce Mepbl MPeJOCTOPOXHOCTH, OTKIIOYMM aBTOMATHYECKOE CO3JaHue
To4eK BoccTaHoBReHHs. ist 3TOrO LeIKHHUTE MPABOil KHOMKOM MbILIK 110 HKOHKE
Moii komnbloTep 1 BbibepuTe B nosiBuBlieMcs MeHio MyHKT Caoiicrsa. Ilepeitni-
Te Ha BKaanky System recovery (BoccTaHOBlIEHME CUCTEMBI) U TTOCTABLTE TANTOUKY
psiioMm ¢ Turn off System Restore on all drives (OTK/II0MUTH BOCCTAHOBIEHHE CHC-
TEeMbl Ha BcexX Auckax). Ternepb co3aHUE TOYEK BOCCTAHOBIEHMS! MOJHOCTBIO JIO-
KUTCSl Ha Bac.

4.6.8. ®opcupoBaHune BbIKITIO4YeHUA

Ipu BBEICTIOYEHUN JIOKATBHOIO KOMMBIOTEPA MOXET BO3HUKHYTH CHTYyallMsl, KOria
Kakasi-mubo nporpamMma He XoueT Bhirpyxarbesi u3 namsti. B atom cayyae OC nosnro
1 HyaHo (no ymonuanuio 20 cexyHm) AoXKMAAeTcS 3aBepilieHusi 3Toro npouecca. Ya-
111 BCEero J1aTh DeCCMBIC/IEHHO, TTOTOMY YTO 3TO YK€ MOXOXKE HA 3aBUCAHME.

Ecnu nHa CEPBEPE MPOJOJKHTEIIBHOE BPEMA HEBO3MOXKHO OCTAHOBUTL CEPBHUC, TO
3aepkKKa MOXET oKasarbes rojie3Hoi. Hanpumep, €cian B MOMEHT MONBITKH Bbi-
KJIIOYUTH KOMMBIOTEp 0asa naHHBIX oOpabarkiBaeT HOATHI 3anmpoc, TO OXMAaHWe
OyneT BO3HArPAXKIEHO, EC/IM 3ANPOC 3aBEPLINTCH KOPPEKTHO.

Ha pomaiiHeM KoMmbioTepe O4e€Hb PeiKO ObIBAIOT TaKMe CEpBHUCHI, 4 MONB30OBA-
TEJLCKHE MPOrpaMMbl, B OCHOBHOM, 3aKphbIBAIOT BPYYHYIO M JI0 Hadana nepe-
3arpy3ku wiau BeikmoueHus. [lodTomy sydie yMeHBIUIMTH BpeMs OXHIAHHS.
s aroro orkpeiaeM B peectpe crpoky HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control u usmenseM napamerp WaitToKillServiceTimeout
€ 20000 Ha 5000 (T.e. 5 cexynn). Lia noma atoro Gyzer Hojiee 4YeM LOCTATOUHO.

4.7. 3awmra

MBI yxe MO3HAKOMUIHUCH C 3aLUUTON OT BUpPYCoB (ca. pasd. 4.1) u ontumu3samei
OC Windows (em. pazd. 4.6). U 1o, u npyroe Hanpamylo cpsizaHo ¢ GesonacHo-
cTbi0 cucrembl. [ToaToMy, HE MOBTOPSASCH, PACCMOTPHM TOJNLKO CBA3L ITHX aC-
MEeKTOB MeXy coboii.

Jaxe BLINOJAHEHME TMPEUTOXKEHHBIX MEp He rapaHTHpYeT MojHoil Ge3onacHocTu.
Bbl DO/KHBI YETKO MpeiacTasisTh cebe, yto Hactpoiiku Windows He Bo Bcex ciy-
yasix onTUMaibHel. [pasuia 3aulUTEl HECOBMECTUMBL € NPUHLMIAMH MPOU3BOLU -
rexbHocTH. s obecrieveHns MakcuManbHol OesonacHocTH Tpebyercst MHOXe-
CTBO NPOBEPOK, LIM(poBaHNe, MOMHBIN ayauT U T. A. Bee 310 oTHUMaeT pecypchl
W BO BKJIIOYEHHOM COCTOSIHUM TOPMO3MT CHCTEMY TaK, YTO HAXKEe Ha CAMOM MOLL-
rom kKomrbsiotepe KIT/ (koadduument nosesHoro aeictust) oyner nuxe 50 %.

[Mpexme yeM 3aliniiaThesi, HYXHO OIEHUTH, NEHCTBUTENBLHO U HMHpOpMALHs
Hacronbko BaxHa? Eciu na, To HYXHO 0003HAUYUTH KPYr AaHHBIX, KOTOPbIE Hau-
Gollee 3HAYMMBI, W HATPABUThL YCHIMS Ha UX sawuTy. HyxHO pamkupoparh HaH-
HBIE MO CTENEeHW BAXHOCTH, W B 3aBUCUMOCTH OT 3TOTO NPUHUMATL PEIMEHUC W
BLITIOJIHATE COOTBETCTBYIOILHE neicTBus. Ho 06 ToM MBI MOroBopHM YyTh MO3Xe.
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4.7.1. Bupycbl 1 TPOfIHbI

Bce, 4to s roBopus nMpo 3auUIMTY OT BMPYCOB, B PaBHOIl CTENEHHM OTHOCHTCA M
K TPOAHCKMM KOHAM. TposiH — 3TO mporpamma, KOTOPYIO 4alle BCEro pacrpo-
CTPaHAIOT B MHMChMAX C 3aMAHYMBBIM collepXXHMMbIM. Ecii mojb3oBaresib akTHBH -
3UpOBAJl TPOSIHA (MPUKPENJIeHHbIH (haiii), TO B CUCTEME MOSIBISETCS aBTOMATHYE-
CKM 3amycKaemas IporpaMma, KOTOpasi OTKpbIBAET YEpHBIM Xod Ui Xakepa.
Yepes a1y ABEpb Xakep MOXET MOJYYUTH JOCTYN K KOMIBIOTEPY M YIPABIATH MM.
BpiBaoT TPOSHBI, KOTOPBIE TOABKO MILYT MMapodM H BHICHUIAIOT MX Ha onpeje-
neunslit E-mail. B otinyue oT BUpYCOB TakMe NporpaMMbl Peako paclipocTpa-
HSIOTCSI CAMOCTOSITEJIBHO, B OCHOBHOM MX PacchUIAIOT LENeHANpaBieHHo Uis
B3JIOMa ONpe/ie/IeHHON MalIMHBI.

Eciiu BBITIOAHATL Bee MpaBuiia 3aliMThl OT BUPYCOB, TO Bbl TAK X€ YMEHbIIAeTe
BEPOSTHOCTH 3APA3NTLCH TPOSIHOM. BOJIBINMHCTBO AHTHBUPYCHBIX MTPOrPaMM CKa-
HUPYIOT IHCK HE TOJBKO Ha BHUPYChI, HO M Ha TPOAHBL. 3TO TOXE TOBOPHT
O CXOJICTBE 3THUX JIBYX BHIOB BallMIIOHOCHTENEI!.

4.7.2. OnTuMmusayus

Yro kacaercss ONTUMHU3ALMK, TO B pazd. 4.6 Mbl OueHb MoApoOGHO roBopuiIn 06
o0BeKTaX, Ha KOTOPBIE HAL0 HAMPABUTbL CBOM HEHCTBHUS (ABTOMATUYECKM 3amyc-
KaeMmble M PeIKO MCIOob3yeMble KOMIOHEHThI). Kaxnasi rporpamma comepxuT
MOrpeLiHOCTH, MOTOMY YTO UX MULIYT JIOAH, a JIOASIM CBOWCTBEHHO olinbarbes.
Ecau xakep Haimer jsncyc B Kakoif-nubo nporpamMme, 3anyiuleHHON Ha BalieMm
KOMIIBIOTEPE, TO OH CMOXET MPOHUKHYTE B CHCTEMY MIIM CHIEeNaTh elle YTo-TO He
oueHb xopoliee. UMEHHO 1103TOMY Bbl J10/XKHBI 3allyCKaTh TOJBKO T€ MPOrPaMMbI
WJIW CEPBUCHI, KOTOpbIe HeoOXoAUMBl, 0coBeHHO, NpH paboTe B CETH.

4.7.3. CnoxHbie naponu

Bee cneuuanuersl Mo KOMIbIOTEPHONH 6€30MacHOCTH B OJUH rojioc MPOCAT MOJib-
30BaTeNei JIeaTh CIOXHBIE NAPOIH, HO MAJIO KTO C/EAyeT 3TUM PEeKOMEeHIalHAM.
Henp3s Mcno/ib3oBaTh B KAYECTBE MAPOJisi MMEHA, YUTAEMbIE CJIOBA WM JAThl PO-
xaeHust. Takne KoMOHHALIMKU JIEFKO B3JIAMBIBAIOTCSI NMPOCTHIM MepebopoM 1o ciio-
BApIO, Y €CJIM OH XOPOLIIO COCTaB/IeH, TO NPOLeAypa HE OTHHMET MHOTO BpeMeHHU.

Ilpn co3maHum napoist KejaaTelbHO TeHEPHUPOBAThH Cly4aiiHble KOMOWHALMH,
B KOTOPBIX OVIYT MPUCYTCTBOBATH CTPOUHBIE U MPOMUCHBIE OYKBBI, a TaKxkKe Lub-
pbl ¥ pa3NnYHbIE MOMYCTHMbIE CUMBOJBI. [UTMHA naponst Ho/mKHA ObITh He MeHee
8 cumBornos, a ayuuie — 6onee 12. Torna wist nopbopa xakepy HyxKHO Oyner no-
TPaTUTh HAMHOro Gonbllie BpEMEHH.

Korga HyXHo NpHAyMaTh Napoib, s 3alycKal0 KaKoi-TWbo TEKCTOBbLIH pesakTop
(nocrarouyHo craHpapTHoro BiokHOTa) M ciyvaitHeiM oOpasom Habupalo Ha Kia-
Buarype ni00bie CUMBOJIBI B pasHoM peructpe. Kak Tenepb 3amoMHHUTh MOTy4eH-
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Hblit wudp? A HanpaAratbess U He HAmO. Y MeHs [UIf TakKuX ClyyaeB ecTh MpoCTo
TekcroBbii (air. [locTarouHo TOJABKO COXPAHUTb B HEM MAapoiib, MpPeaBapuUTeILHO
HaInucas KpaTKUif KOMMEHTapHit (Ul Kakoro caiita MM nporpamMmbl MCIONb3YeTCst).

XoTsi MHOTHE CHEelMATHCTBI HE PEKOMEHIYIOT XPaHMTh MMapojiM B TEKCTOBOM
dhopmare, s 310 senaw Ge3 npobiaeM. [MaBHoe — Xopolo cnpsATaTh Takoil daiir.
Kak 3ro cnenars? Cmortpute coBeThl, Kak mnpsATtath 0cobo BaxHble dailnbl, He-
MHOTO HUXe, B pa3d. 4.7.9,

EnuncTBEHHOE, YTO 5 MOTY NMOPEKOMEHIOBAThL — HE XPaHHMTh MApoJaH B CHCTEMe.
Te, xto nosepsitorcs Windows u paspeliaior eMy 3anoMMHaTh WNQPLL U KIOYH,
CHJIBHO PHCKYIOT. 3amuTa, BetpoeHHas B OC, M0CTaTOMHO HalexHa, HO B 9T0M
c/lyyae Xakepy 3aBeZlOMO M3BECTHO, I/le MCKaTh napou (noioxeHue puKCHpoBaHo),
1 X 6e3 npobnieM MOXHO YKpacTh, @ Ha CBOeM KoMIbloTepe paciumdposars daiin.

Hauunas ¢ Windows 2000, naponu xpausitcsi B 6ase JaHHBIX YYETHBIX 3anmuceit
6esonacHoctH (SAM, Security Accounts Manager), u K aToMy Gaitly Heab3si [10-
ayuuth poctyn. Ho ato mHuMmasi sawura, notomy 4ro copmar daiina Hu Ui
KOro He CeKpeT, W HalTH ero CTpaHMlbl B NaMsTH He cocraBiser Tpyza. K tomy
e, ecth cnocobbl obxona 3awuTel Windows u moctyna gaxe K Takum dainam,
Ho nukTo He Oyner aTuM 3aHuMarbes, noromy uro B nanke Windows\Repair Ha-
xoaures Takoit xe daitn SAM, Kotopsiit siBnseTcs pe3depBHON Konueil 0oCHOBHO-
ro. 1o npocro rpoManHas omwnbka paspaboTYMKOB, MOTOMY YTO PACIONIOKEHUHE
¢haita N3BECTHO W K HEMY OTKPBIT MOJIHBIN LOCTYII.

CyuiecTByeT MHOXECTBO anmnapaTtHbiX PeHieHHit Ui XpaHEHUs Naposeil, Hampu-
Mep, CIeLUNATU3UPOBAHHBIH ChEMHBIH HOCHTENb, KOTOPbIH 3altniieH wHdpom,
1 ZIOCTYIl K HEMY TOXe perlaMeHTHpoBaH. B aToM ciayyae HYXKHO MOMHHMTB TO/b-
KO 11apob JUIsl 3TOro yerpoicrsa.

HapexHocTs (pM3HYECKHX YCTpOifcTB ayTeHTHdMKaumu HamHoro Bbiuie. Ecim
napojib, KOTOPbIH BBl BBOANTE IpH CTAapTe KOMIbIOTEpPA, JIErKO YKpacTb H MC-
MoJIb30BaTh, TO ANNMAPATHYI0 KOHCTPYKUMIO Moaenars cioxHo. Takum obpasom,
HamMHoro a¢ypekTHBHEe OTCTAUBATHL MOACTYINEI K KOMIBIOTEPY C MOMOLIBIO Crie-
HATH3HPOBAHHBIX YCTPOMCTB, YeM 3awuMiiars Bxoa B Windows naponem. bes
TAKOr0 MeXaHH3Ma KOMITbIOTEep Jaxe He 3anycTutes, a Ge3s mapons Ha Windows
MOXHO Oy/eT 3arpy3uThesi € IMCKEThl MW KOMMAKT-AucKa. [lymaio, 4To MOM pe-
KOMEHJALMH 110 JAHHOMY BOITPOCY YK€ OUEBH/IHBI.

CroxHocTh BCKPBITHS NapoJisi MOXET ObITh YBEIMYEHA 3a CYET YacTOoH ero same-
Hbl. MHOTHE KOMIIAHWHN COBETYIOT 3TO JIe/laTh EXEeMecAa4YHO. IMpennonaraercs, uro
Takas yvalleHHas cMeHa OacT IBd MpeuMYyLIeCcTBa K GesonacHocTH!

O ecnu BIOMIIMK KaKUM-1uB0 obpazomM Monyqyu1 JOCTYN K Mapoiio, TO Bpems
ero Mcrnofib3oBaHusi OyaeT OrpaHHYEHO M 3aKOHYMTCH B MOMEHT OYEpenHOH
CMEHBI Napois;

O ycnoxuseres noabop naponsi. MHorne asToMaTH3HPOBAHHbBIE CHCTEMEL Nepe-
XBaTa aTaK MOryT JOCTATOYHO JIETKO OMpPeiennTh, KOrja Ha OTACABHYIO yder-
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HYIO 3aMuCh aBTOPH3YIOTCS HECKONBKO pa3 moapsal. YrobGel oboiiTH Takoe
MpensiTcTBHe, Xakepsl MpoBepAloT MApolu ¢ ONpeAesieHHOH 3amepkKoil. Dro
3aMe/UISeT B3JIOM, HO, B KOHIIE KOHLIOB, JACT pEe3yJbTaT, €c/iH Mapojib He-
CNOXHBIN U He MeHsieTcs. [Tpu yacToif cMeHe BepOATHOCTh yCIeTh ero 1moaob-
paTh CTAHOBUTCS OY€Hb HHU3KOIA.

Yrobbl yBHIAETH 9TO HA MpPUMEpE, MPEACTABHM, YTO Mapojib MOXET COIepXaTb
TONBKO uMena. [onmycTHM, 4YTO Ha MEpPBOHAYAIBHOM 3Tane OH ObUT paBeH
7 000 000. Xakep TyneiM nepebopom npotuen ot 0 go 6 000 000, a B 3TOT MOMEHT
naponab mMensiercst Ha 5 000 000. JanvHeiiiuee ckanupoBaHue XoTh A0 MUJUIMapaa
He [acT pesyabrara, MoTOMY 4TO HOBBIH Maposiib yXKe HaXoAWTCs BHE AMarnas’oHa
MPOBEPKH.

B peanbHoil XH3HH napoiu copepxKat OykBel, UN(pPE U onpenelieHHbIE CHMBO-
Jibl, 4TO jAaeT OoJblliee KOMHYECTBO KOMOMHALIMIA, 8 3HAYMT, TpeOyeT yBeIMYeHHA
BpemeHH noabopa. MeHsiiTe napoiu Ha BXOA B CHCTEMY €XEeMEeCSMHO, M BbI 3a-
TPYAHUTE paboTy XaKepam.

4.7.4. Naponu rno ymon4yaHuio

Her, s He Gyay MOBTOPATHCS MPO CIOKHOCTH MAposisi. DTO YKe W TaK ACHO.
Al xouy cKasarb, YTO B CHCTEME HE J0/DKHO ObITh MMEH TOIb30BaTeNs U napolei
no ymonuauuio. Hanpumep, 8 MS SQL Server ecth cucremHasi yuerHas 3anuch
¢ umeHem "sa" (System Administrator) u 6e3 mapons. Ecau aaMmHMcTpaTOp He
M3MEHWI e napamMerpbl, To Jobble arn Ha yeuiaeHue 6esonacHoOCTi GecrnonesHsl.

B Windows 2000/XP ecth rocreBasi yyeTHasi 3anuch, U cnasa 6ory, 4To mo ymosn-
yaHuio ona orkaovyena. He panymaiite Bimouats ee 6e3 ocoboit HamobHocTH,
a eC/IM pellnuTe UCMNONb30BaTh, TO HUKOrAA He aaBaiTe BoibLIMX NpaB, 0ocOOEHHO
Ha 3aMKuch JAHHBIX HA JIMCK MK co3iaHue yero-naubo.

Jonyerum, 4To Balll 3HAKOMBII 3aX0TeNl BaM repec/iarh 1Mo cetn Hekuil daitn. B
J0BepseTe eMy M OTKPHIBAeTe JOCTYN HA 3amuch, H Bpoae ObI HHYErO CTPAIIHOTO
HeT. A eciiu 4epes 3Ty yueTHywo 3anuck paboraer 1000 yenosex? I'me rapanTus,
YTO KTO-TO M3 HUX He yaanuT Bce aupektopun? [lake cpean aByx nonb3oBaTeneit
OJIHH MOXET OKAa3aTbesl 3/OYMBILLIEHHHKOM HIH LIYTHHKOM.

4.7.5. O6HoBNEHNA

51 yxe ynomuHan, uro omMbKn ecth Beaze, npocto B HeKoTopsix OC uX HaxonaT,
a B apyrux aaxe He vuyr. OC Windows — camasi pacnpocTpaHeHHasl, H B Heil
paGoraeT GOJBIIMHCTBO MOJNb3OBATE/IEH, MO3TOMY XaKepbi HMEHHO 34eChb HIIYT
owMbKky 1 cTaparoTcs BaIOMaTh MMeHHO ee. Korza HaiiaeHna npopexa, nossiser-
¢sl BO3MOXHOCTb MPOHHKHYTh HA YYXKOil KOMIbIOTED.

Kopnopauns Microsoft B nocienxee BpeMsi MHOro BHUMaHHs yienser Gesonac-
HOCTH CHCTEMBI M CTapaercs CBeCTH K MUHHUMYMY HexenatenbHble 3ddexTsl ot
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cBOMX OMGOK. It 3TOro peryisipHoO BBIKJIALbIBAIOTCA OOHOBICHUSA M MCTIpaBie-
Hus st OC 1 Beex MpoayKToB GUpMBL.

[Tosropio, uTo npolieaypa OGHOBIEHHS TPOrPAMM MOMOraeT 3alUTHTLCA OT Mpo-
HUKHOBEHHUS! BHPYCOB (. pasd. 4.1.2). TouHO TaK Xe OHA NPUXOAUT HA BBIPYUKY
W TIPH TIOTILITKE BTOPXKEHUs CO CTOPOHLI Xakepos. BesonacHocts, oHa u B Adpu-
ke 6e30MmacHOCTb, N He MMEET 3HAYeHMUs!, OT Yero Bbl 3alUHIIAeTeCh — OT BUPYCOB
WM OT XaKepos.

4.7.6. OTKpbITbie pecypchbl

Korna mer paGotaem B ceti, To Xouercst oOMeHHBaThesi HHBOpMaUMeit, He OTXOIs
ot mMoHuTopa. Crapbiif AEA0BCKHi coCco0 MyTEIECTBHS OT KOMIIbIOTEpA K KOMII b~
I0Tepy C AMCKETO yXe HMKOIo He yCTpauBaer, TeM Gojiee YTO ITH HOCHTEJM MH-
(hopmaumy abCOMOTHO HEHANEKHDI, H MOCTOSIHHO BO3HUKAIOT OLWNOKH YTEHMUs,

B Windows 95 nosBuiack BO3MOXHOCTh 0OMeHMBAThCS (ailiamu vepes oTKphi-
THIE NANKH. DTO AEHCTBUTENILHO YAOOHO, HO MOYEMY-TO MAIO KTO CTABHT MAapo.TH
Ha NIk, MO3TOMY TAKHE Pecypchl CTAHOBATCH JAOCTYNHBIMH BeeM. Ocobo eHuBbLIC
M0/Ib30BATE/H AT OBLMMHK Liebie TMCKH, YTOObl He MYHMTBCA ¢ OTKPhIBAHM-
eM Kaxnoii nanku B oraensHoctH. Ecau Gl s Obur paspaGorunkom Windows, ro
HUKOIIA He paspelius 6bl NoNb30BaTeNI0 OTKPLITh AOCTYI K KaTalory, He yKasas
naposib. [puueM sawmMrTa oT MycToro WKW OYEHb NPOCTOro Napons A0KHA ObiTh
peannsopaHa Ha yposhe OC.

Haunnas ¢ Windows 2000, pecypcsl ctanu TpyaHee aocsiraembi. Tenepb Ha Kou-
MBIOTEP MOXHO MPOHUKHYTH, TOMLKO 3HAA MMSI [o/b30oBarens u naponb. Ja u aucku
OTKpbIBATH yXe Heib3s. Ho MHOrMe ymyapsiiotcsi nyckarb Ha CBOW KOMIIBIOTEp
mobsIx nosb3oBareneil noa oaHON M TON Xe y4eTHON 3anuchio (dalle Bcero yxe
cyuecTByiolieit rocreBoit 3anucsio Guest) M OTKpbIBaTh AOCTYN K NankaM, yKasoi-
Basi BO3MOXHOCTh MOMHOTO A0CTYNA /Ulsl BCeX. DTH ACHCTBHA MOTHBHMPYIOTCS TEM,
YTO HUKOIIA HE 3HACUIb, YTO MOXET NPUTOANTLCS. ITO HEBEPHO.

Bl 10/KHBI HETKO pasrpaHMyMBaThL Mpasa, M U KAXIOro MoJik3oBaressi, KoTo-
PBIif BXOJAMT B CHCTEMY, 3aBOAWTH CBOIO YYETHYW 3anuch. OTKpbIBas AOCTYIN
K rnanke, paspeiiaiite K Heil obpawarbest TOABKO ONpeaeseHHbIM M0Ib30BaTEsIM
n rpynnam, a He BceM. Ha moeM komnbioTepe €cTh TOJNBKO OHA manka ¢ noi-
HBIM JIocTYnoM uis Beex. S ee HaswiBalo obueil. Jpyrie nanku si OTKpPLIBAIO Mc-
KNIOUUTENBHO JUIA YTEHHS W TOAbLKO KOHKpeTHOMY 4enoseky. Ecim xomy-to
HYKHA 3aMHch, TO OH MoMmeutaer ¢aitn cHavana B obLLyI0 Nanky, a i caM ero rne-
peHolly Kyjia Hano.

Crapaiitech He MMPeAOCTABIATD JUIUIHUX NPaB HA AOCTYI AdXe BO BPEMEHHOE 1107 b~
soBaHue. TYT Xe BCNOMWHAGTCSH CHy4yail, KOrja MHE YAA1och MOMYYHTH Y camoro
JIyM1Iero nposaitiepa ropoaa MoYTH KPYIIocyTouHslit Bhixoa B MHTEepHer Beero 3a
$4 B mecan. Heckonbsko net Hasam, KOIA s YYWICH B MHCTHTYTE, ONTHMATBHLIM
cnocobom nocryna K ceru 6uu1 HouHoi MuTeprer. Beero $12 — u HeorpaHuyeH-
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Hoe npucytersue ¢ 0:00 no 8:00 yrpa (n ceityac y HeKoTOpbIX MpoBaitaepos Tapud
3aBUCUT OT BpPEeMEHM CYTOK). EXeIHEeBHO CTOJIBKO BPeMEHH MHe OBUIO HEHYXKHO,
MO3TOMY Mbl cOpOCHIMCHL BTPOEM M 3aXOIWIN B CETh [0 OYEpe/n.

Ckopo BHISICHWJIOCH, YTO MOJIb30BaThCsl MHTEPHETOM MOXHO BCEM TPOMM OIHO-
BPEMEHHO, W HAa CEpBepe HeT NPOBEPKM Ha IOCTYN HECKOJBKUX YEJIOBEK C OIHOTO
akkayHra. Ho u 3toro okazwiock Mano. B konile pabouero jHs anMUHHACTpaTOpa
rnposaiinepa (B 17:00) s obparuncs B cinyxO0y MOMIEpKKH W MONPOCH NMPOKOH-
CYILTHPOBATH 10 MOBOAY TUTOXONO A03BOHA. MeHSl HOJIro MHCTPYKTHPOBAIH,
a MOTOM JIali BO3MOXHOCTh NPOBEPUTH Ka4yecTBO aocTyna. [isi aToro orpaHnye-
Hue ¢ 8:00 6bio npomnero mo 18:00. Tlocne 3Toro yeraBmiuil amMUHUCTPATOP
3a6bl1 BEPHYTH BPEMSi HA MECTO, U B TEUYEHHUE JBYX MECSILIEB Y TPOUX Yen0BeK Gbul
HeorpannyeHHbi goctyn ¢ 0:00 no 18:00. ITorom MbI YIycTUIM M3 BUAY Mpoie-
HHE JI0roBOpa, M Hallly YYeTHYIO 3aliCh ITPOCTO 3aKPbUIN.

Mopaib 1OCTATOYHO NMPOCTAa — HEJIb3sl OTKPLIBATL PECYPCHI, 4 €CJIH BBIHYXKIEHBI
9TO caenaTh, TO He 3a0yiabTe NOTOM 3aKkphiTh. B Moem ciyyae He Gku10 B3oMa, H
MpoBaiIep HE MOP HHYEro MHE CKasaTh, a4 BOT aJAMHHMCTPaTOp, CKOpeil Bcero,
JIHLTHJICA paﬁoru.

O Tom, Kak YHpasisTh TOJb30BATEMSIMM W pecypcami, HalMucaHo yXe MHOro
KHHUT. Ecamu Bbl gBisieTech aiMUHUCTPATOPOM CETH MM B BaluM oOOA3aHHOCTH
BXO[MT pacrpefie/ieHne 1npas A0CTyra Xors Gbl Ha OXHOM KOMIbIOTepe, To 0bsi3a-
TeJIbHO O3HAKOMBLTECH CO CHEeLMANM3UPOBAHHOIM auTeparypoil. S Xe aan TonbKO
obline peKkoMeHAAUUM, UCXO/s U3 CBOCH MPAKTHKH.

4.7.7. 3akpoite BopoTa

B Windows 9x 61 ot O0OMBLIONH HEAOCTATOK — JIOKAJIbHEIE Manku W hpaimnsl,
OTKPBITBHIE JUISl CETEBOr0 MCIOAB30BAHUA, MO YMOMYAHUIO CTAHOBH/IHCEH TAKOBBIMH
u g Uureprer-coennHenusi. Tak Kak mpasa gocTyna Ha Manku ObUIM MpoCThi-
MH (TOJBKO €cThb/HET W BO3MOXHOCTb YCTAHOBKM IApoJisi, KOTOPLIH HHUKTO He
BBOIW/I), TO 3Ta HACTPOHKA npeBpallanack B OONbIIME BOPOTA JUIS XAaKepoB
¢ Haanucsio "1obpo noxanosars”.

JlonycTuM, 4TO y BAC €CTh JIOKaNbHas CeTh M i obmena mHopMaLueit Bbl OT-
KPBUTH TAnKy, Koropas Oyjier BUIHA He TONBKO COCEAHHM KOMIIBIOTEpPaM, HO U
B MurepHere. Yrtobbl orpaHMunTh NMPOHMKHOBEHME M3BHE, HYXHO 3aNpeTuTh
noeryn K ¢aitnam u3 Murepuera.

LlleakHuTe MpaBoil KHOMKO MblKM 110 3HaukKy Ceresoe OKpyKeHHWE W B I0si-
BuBLIeMcs] MeHIO Bbibepute nyHkT Csoiicrsa (i Haxmure Ilyck/Hacrpoiika/
Cerp W ypanennsiit Joctyn K cern). [anee nisa nonszosarencit Windows 2000/XP
HYXKHO IIEJIKHYTH 10 Apibiky coennHenusi ¢ Mureprerom. IMepen Bamu oTkpoer-
csl OKHO ¢ Hacrpoiikoi Bcex nporokonoB (puc. 4.20). B cnucke The connection
uses the following items (OTmeueHHbBble KOMMOHEHTBbI MCHOMB3YIOTCH 3TUM MO~
KJTIOYEHUEM) TepevyMCciIeHbl BCE MPOTOKOJBI U CEPBUCHI, Yepe3 KOTOPhIE MOXKHO
nonyunth poctyn K cern. Orkmiounte File and Printer Sharing for Microsoft
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Networks (Cnyx6a nocryna x ¢aiiam u npuHrtepam cereil Microsoft). Teneps
mmmemumnmummﬁymoﬁmwnxmmm-
K@IbHBIM pecypcaM.
BW‘mdostxnymmemenepeﬂmmmamqhmny&paumw
¢ dnaxka Boiimi B cers. Takum o6pasom, KoMmnbioTep He Oyaer TPaTUTh Bpems
Ha PErucTpalMio B CETH, @ 3TO 3HAYUT, YTO COEAMHEHHE C Hampneromﬁyne-r
TIPOHCXONIUTH Guc'rpac a xouuex'rc:w 6esonachee.

Puc. 4.50. CaoiicTea coeamHeHus .

4.7.8. Hacrpoiikun

Tenepb paccMOTPUM HeKOTOpbie HacTpoitku Windows, KoTopbie TAKKe MOIyT 10~
BBICHTB 3alIMILEHHOCTh cHcTeMbl. Koraa et ycrauanrmaa(m OC, T0 HekoTopbie
napamMeTphl HACTPOEHBI He Ha 6e30MacHOCTb, @ Ha MOBBILLIEHHE CKOPOCTH paboTbi.
s HacTONbHOM CHCTEMBI i CYMTAIO TAKOW MMOXOJ ONpPABAAHHLIM, 3TO MO3BO/IS-

€T MOBBICHTH NPOH3BOANTE/ILHOCTb, HO JUIS cepBepa, e XpaHutes Gosbiie Bax-
HBIX AAHHBIX, 3TH HACTPOHKH HeaDDEKTHBHBI.



Cosersl xakepa 179

Caman Oonbluass omubka, KOTOpYIO HAI0 HCMpPaBUTh, — 3TO MNyTh K daiiny
explorer.exe. Miem B peectpe cheiyioutnii pasmae:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\Winlogon '

OG6patuTe BHHMaHKe, YTO B MapaMeTpe Shell NpocTo ykazano ums daiina. A rue
aror daitn? [Noapasymesaercsi, 4To oH jfo/mkeH ObiTh B cucreme. Ho 310 He Bee-
ria Tak, MOToOMYy 4YTo ecjiu OpocHTh B KOpeHb CUCTEMHOIo AMcka 3no-daiii ¢ ta-
KMM K€ WMeHeM, To OyHIer BHITIONHSTbCS HMMEHHO OH (cm. pa3d. "Cucmema”
¢ 21. 3). Ownbka ucnpasisieTcss MPoCTo — HOCTATOYHO W3MEHHUTh 3HAYeHHe Ira-
pameTpa Ha nojHsiit nyrtk, T. e. C:\Windows\explorer.exe.

To xe camoe orHocuTcsi U K Windows 9x, HO Tam 2Ta HacTpoiKa XpaHMTCs
B (aiire Windows\system.ini, rie Toxe ectb napamerp Shell.

IMoMHI0, KaK Mnapy JeT Hasal OIMH W3 MOMX KOJUIEr JOCTaBAl MEHsl CBOET My3bi-
KOM, a cyllai oH To, YTO MHe He o4YeHb Hpasutest, Henpusirno 8 yacos Ha pabo-
Te BHMMATh BCAKYIO epyHay. YToObI OTOMCTHTB, A Hamucan HebonblIyl0 Mpo-
rpammy, yraasoulyio sce MP3-daiinbl, KoTopylo HasBan Tak xe, Kak UMeHyeTcs
Screen Saver no ymon4yaHuio, U 3abpocuil ee B cucTeMy Koyuierd. BofbIIHHCTBO
nonb3opartesneit nocie ycraHoBk OC He MEHAIOT XpaHHTeNb 9KpaHa. Takum Gbu1
u Mmoit apyr. Kak Toinbko mpuIio Bpems 3anycTuTh Screen Saver, Tak MOst Mpo-
rpaMMa OYMCTHMIIA JUCK OT HEHAaBUCTHOM My3blku. Terepb 5l pasBaeKkaio OTAET M
CIYLIAIO TO, YTO MHE MO AyILE,

Hukorna He ucnonbdyiite Screen Saver, ycTaHariuBaeMblil no ymomndanuio. OH
JIerKO repesanuchiBaeTcs, W Ji060i TPOSH WM BUPYC MOXET MOAMEHHUTb 3TOT
¢aiin M BBIMONHATH B Ballle OTCYTCTBHE BCE, YTO B3AYyMaeTcs.

IMpu pabGore ¢ cHCTEMOI, B KOTOPOH HENOCTATOYHO MaMATH, HEUCIIOIb3yeMble
CTpaHMLBl coxpaHsioTess Ha aucke. [TpH BBIKIIOUEHHMH KOMMbIOTEpa 31a MH(pOpP-
Mauus He ynamsercs. B Takux cTpaHMyKax namsaTH MOTYT 0Kas3aThCsl OYeHb BAXK-
Hble JaHHBIE, 4 XaKep B COCTOAHHMM MPOYMUTATh MX. YTOOLI 3TOTO HE NMPOM3OULIO,
NpH BBIKJIIOYEHUH KOMMBIOTEPa XeNaTeJbHO O4MINATh cTpaHuusl. [ atoro me-
peMellaemMcsi B peecTpe B CHEAYIOLMIA pasaen:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Session Manager\Memory Management

3nech AOMKEH CYLIECTBOBATHL MapaMerp ClearPageFileAtShutdown (ecnu HerT,
TO HYXHO cozuatk THna DWORD), sHaueHHe KOTOPOro 1o yMoJ4YaHWIo paBHO 0,
U JIAHHBIE TOTAA HE CTHPAIOTCA. YCTAHOBUTE 1, BBIKJIIOYEHHE H3-3a OYUCTKH Oy-
JET MPOMCXOANTE A0/bIIE, HO CONEPXKIMOe CTPAHHIL NaMsITH OyIeT HeIoCTYITHO.

4.7.9. HeBupgnmocTb

Ina Havana soiaure B nmanky Windows\System32. [TocmoTpuTe, CKONBKO 3/1€Ch
¢aitnos. Muoro? Haxe cauuikom. W Gonblile nomoBuHbl uMmeior paciuupenue dll.
Ecian mosiBUTCS eiie oaMH MOmoOHBI (aiil, To HUKTO 3TOr0 A@KE HE 3aMETHT.
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Tonvko He Hago HaspiBaTh ero passwords.dll, (cauuikom accounaruso). Umsa ne
JOMXKHO ObITh BhI3bIBAIOMINM, Hampumep, chkprofit.dll, Toraga HukTO He obparuT
Ha HEro BHMMaHHs.

lne-to s BMAEn peKoMEHIALUMWIO, YTO CKpbIThINA haitn MoxHo Hassath kernel.dll.
B cucreme ectb Gubnauoreka kernel32.dll, u moboit xakep 3Haer, 4TO HUKAKMUX
daitnos Tvna kernel.dll win kernel16.dll He nomkHO GbiTh. To3TOMY XenarenLHo
NpHAYMaTh CBOE, He BBI3bIBAIOLLEE MOMO3PEHUN MMs, KoTopoe OyaeT moxoxe Ha
CylIeCTByIOlllee B CUCTEMEe, HO OHO He [OJKHO OTJIMYATHES TONBKO LMGpaMu.

Hecmorps Ha pacuiupenue dll, daitn Hy)XHO BOCIIPMHUMATH KAaK TEKCTOBbLI
W OTKpbIBaTh U1l paboThl B TEKCTOBOM pemakrope, Hanpumep B Notepad (Biaok-
HoT). Tak kaKk M¥M$ 3HaeTe TOJBKO Bbl, TO M HANTH €ro OYAeT CNOXHO CPelM Thi-
CAYM CUCTeMHBIX (aityioB.

Dait ¢ NaposisiMH MOXHO XpaHWTb He TOJIbKO B aupekTopnn Windows/System32,
HO ¥ B JiI0GOM apyroM cuctemuoMm noakaraitore Windows wiu Program files. Ke-
JlatenbHo, YToOBI B nanke 6GbUI0 KaK MOXHO Oonblie BCAKOrO Mycopa, Torjaa cpe-
I Hero Tsxkesiee HaiTH maponu. B pesynabrare Mbl Moayyaem JOCTATOYHO XOpO-
1O CKpLITHIE (haitsl, 0HAKO OH COAEPKUT TEKCT.

Ecth Gonee addexTusHbiit criocob, HO oH ctouT $19, TouHee ckasaThb, CTONLKO
crout nporpamma CyD Archiver XP (cm. puc. 4.21). 910 omiMyHbIi apxusarop
U151 HACTOSAILIETO XaKepa. :

U CyD Archiver

Puc. 4.21. MNaexoe okHo nporpammbl CyD Archiver XP
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Y1o0Obl BOCTIONB3OBATLCH 3THM CMOCOOOM, HYXXKHO BHITIOJIHUTS CACAYIOIWIUE LHaru:

I. Cospnaiite tekcroBbiii haili, B KOTOpoM GyAyT XpaHUTbCs naponu. Bror daiin
MOJET HA3blBATLCH KAK YIOJHO.

2. Coapaiite apxus ¢ moMouibio nporpammel CyD Archiver XP. s sroro gocra-
To4YHO BbiOpath daitn u Haxate meHio File commands/Add to new archive
(Daiinossie koManabi/[lo6asuTb B HOBbIK apxus). [lepei BaMu nosgBUTCS Mac-
Tep cO3AaHusi apxuBa. [Uisi ykasaHHs MMEHH apXuBa MCIOJIb3YHTE TE Xe rpa-
BWJIA, YTO ObUIM ONMMCAHBI Ul CO3/IAHMA CEKpeTHoro daitia. D10 3HAYMT,
yro ¢aitn nomkeH uMers pactuupenue dll u He Bbi3biBaTh nonospenuit. CyD
Archiver XP He obpauaer BHUMaHMS Ha pacluiMpeHus, noatomy caitn Moxer
UMETh COBEpPILIEHHO JTI000e nMs.

3. JIns Gonblied HAaAeXHOCTH YCTAHOBUTE MAPOJIb.
4. Tlepenecure daitn B nanky Windows/System32.

Tenepsb Gait CKPBIT, # TPH 3TOM OH HeynTabeabHbiil. MHOPME apXUBBI JaXe He
CMOTYT €r0 OTKPLITh, MOTOMY TO H3MEHEHO pacuiMpeHue, 3ato ¢ noMouubsio CyD
Archiver XP daitn 6e3 npobiem pacnakoBbiBaeTCs.

Ho ects apxuBatopsi, KOTOpLIE TOXe HrHOpHpYIoT paciinpenusi. Sl 6bl He cose-
rtosait Bam CyD Archiver XP, ecin Gbl B Hem He GbuTo ewte oaHoi yao6HO#H BO3-
MOXHOCTH — MSTKOro paspyuwienusi apxusa. Jlioboit ZIP-gaiin HaumHaercs ¢ 3aro-
JIOBKA, W nepsbie aa cuMpBosna aoskHbl 6eh "PK". 3anyctute CyD Archiver XP
n suibepure komanay Break/Restore (Ciomars/BoccranoButs). [Mepen pamu or-
KPOETCsl OKHO, B KOTOPOM HYXHO yKaszaTh 3aapxusuposaHHbii daitn, lenkuure
M0 KHOMKE ¢ TPeMS TOMKAMM M C [TOMOLILIO CTAHAAPTHOTO AMAIOra OTKPBITHS
draitna HaitanTe cosgaHubi Bamu apxus. Tenepb Haxmute kHonky Patch (Tlo-
CTaBUTh 3AMUIATKY), M MPOrpaMMa 3aMEHHMT repsble aBa cuMmBoia (CHrHaTypy
haitna) Ha eaydyalHbie.

Bee ZIP-apxupaTopbl, KOTOpbie fi BUAe, Nepel packpbitueM daitia npoeepsior
ero paciiMpeHue U curHarypy, Koropas aojkHa 6eirb pasHa "PK". Ecan xots Ot
OHO M3 ITHX YCIOBHI HeBepHo, TO Gaily CYNTAETCH HE apXMBHBIM M HE OTKPbI-
Baercd, [Nporpamma CyD Archiver XP He menaer Takoit uaeHTHHUKALMK W MO-
xeT pabortaTh aaxe ¢ "3arnop4yeHHBIM" TAKHM 06pa3oM apXuBOM.

C nomouteio CyD Archiver XP MOXHO npaTaTh He TOABKO OTAENbHBIE (ailibl
¢ NapoNAMMU, HO M LE/IbIE MKW CEKPETHBIX I0KYMEHTOB. [1aBHOE, YTODLI apxuBs
MMeJI noJIXo/sillee HasBaHUe W HeOoMbLIOH pasmep.

Eciu BbINOJIHUTE BCE ITH IPOCThIE ACHCTBUA, TO MOMYMMTCH JOCTATOYHO 3allu-
uieHHbIH (aitl, KoTopslit cinoxHO HaitTH. Ho noka 4o ero Bbiaaer gara KOppek-
TUPOBKH. BonblMHCTBO cucTeMHBIX (hailyloB He MOIMUUMPYIOTCH, a 3HAYMT,
aara u3aMeHeHMa OyleT HOCTATOMHO CTAPOM MO CpaBHEHWIO ¢ Haumm daitiom.
Mpobnema pewaercs moboit cneMHanu3npPOBAHHONK YTHAMTON MM BCe TeM Xe
CyD Archiver XP (Bwibpars Menio File/Set file access time, ®aiin/Ycranosurs
ppemsi nocryna). [Ipocro He 3abbiBaiiTe mociie BHeceHMsI WcnpasineHuwin B aiin
W3MEHATD ero Jary.
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4.7.10. MHumas 3awura BIOS

IMpakTuuecku Bce BIOS uMeIOT BO3MOXHOCTb YCTAHOBHTE MAPOJib HA BXOX B CHC-
TeMy. Takas 3allMTa XOpOIlIa TEM, YTO €C/IM JIOYMBIIUIEHHUK HE 3HAET Mapojis,
TO 3anycTUTh KoMIbloTep Oyaer Hepo3MoxXHo. Ho 3ra 3ammra MHUMas!, noToMy
yro ee Jierko obonTH. Best undopmauma BIOS coxpanserca nocie BBIKIIOHEH s
KOMIIbIOTEPA TONBKO 3a cyer Garapeitku Ha marepuHckoil miare. Eciam ary 6ara-
peiiKy BBITALLMTH M MOJOXKIATH HECKOABKO CEeKYHI (Wwis Gonblueid HaZekKHOCTH
MOXHO 3aMKHYTh KOHTAKTBI B passeMe), To Bce HacTpoiiku BIOS c6paceiBaorcs,
B TOM YHCJIE U MapoJb.

Hns crapeix Bepeuit BIOS (nanpumep, AWARD) Gbiio 10CTaTO4HO MHOIO YHH-
BepcanbHBIX Maposeit, Kotopele paboranu Beeraa. Hauunas ¢ sepeun 4.51 takoro
crnucka Gonbiue HET, HO Oe3onacHoOCTE CHCTEMBI IpH 3TOM YBEIHWYMIACh HC
CHJIBHO.

[Mapons BIOS moxer obecrneynTs MUHUMAIBHYIO 3alUMILEHHOCTB, TOJBKO ECIu
cUCTeMHBIIT 610K XOpPOIIO 3aUIUILIEH, HApUMep, HAXOMUTCs B APYroif KoMHare,
B ceiide, rmox GonpluM amMBapHBIM 3aMKOM.

4.7.11. LLUndppoBanune

Iudposanue — oauH M3 CaMBIX HANEXHBIX CrMOcoBOB 3aunThl MHGOPMALIH,
0co0eHHO, ec/li IOKHOE BHUMAHUE YIENUTh KII0YY, KOTOPBIH J0/KeH UMETh He
TOJIBKO TIPUEMIIEMYIO JUIMHY (OT 3TOro 3aBUCMT cTolikocTh windpa ot nepebopa),
HO M XPaHUTbCS B HELOCATAEMOM Ut Xakepa Mecre. Ecnn maHHble OyayT ykpane-
HBI, TO MPOCMOTPeTh WX Oe3 KiIoya OyneT HeBO3MOXKHO, [OTOMY 4TO B OOJBLINMH-
CTBE cllydyaeB NMoHamobuTes B3loM 4Yepe3 rnepebop mapoieil, a 3T0 MOXET ToTpe-
OoBaTh CANIIKOM MHOIO BpeMEHHM U OyIeT HECOM3MEPUMO C 3aTpaTaMy.

Bo Bcem Mupe ceifyac JOCTATOYHO YACTO BOPYIOT HOYTOYKH, B KOTOPBIX MOXKET
XPaHUTBCA MOJIHASI M MCYEpPIbIBAIOIAs Wis xakepa nHbopmauust. Bes wmudposa-
HUS YKpaieHHass HHPOPMALIUS CTAHOBUTCH JIerKoi Ho6bIYeH.

ITpu HempaBMJIBHOM CO3NaHMM Kmiouya 2¢dekT oT WHdPOBAHUSI CTAHOBUTCH OT-
pULATeIBHEIM, MOTOMY YTO TaKoi Koa jerko Oyner nopobpars, U yposeHb Ge3o-
ITACHOCTH CTAHOBUTCA HEBBICOKHM, HO TPH 3TOM M3MHILHE PACXOAYIOTCS pecyp-
CBl, H KOMITBIOTEP HAYMHAET paboTaTh MEICHHEe,

B GonswimHeTBe KpunTorpa@UuecKux MporpaMM KoY FeHepHpyercs ClIyuaiHbimM
o6pasoM ¥ MakCUMaIbHON [UMHBL. B 3TOM cityuae cucrema cama 3acTaBisieT Bac
UCITOMB30BaTh HaubOJBLIYIO 3atiHileHHOCTh. EciM aBromaruueckoi reHepaliu
HEeT W KOJi BbIOMpAeTcsl MO/b30BATE/IEM CAMOCTOSITENBHO, TO Bbl MPH OMpeie/IeHn!
KIIIOYA JO/DKHBI C/IEJI0BaTh BCEM PeKOMEHIALHSIM, ONMCAHHbBIM B pa3sd. 4.7.3.

[IpakTHuecKH BCE COBPEMEHHbIE ONEPALMOHHBIE CUCTEMBI YMEIOT LIM(pOBaTh
uenble aucku. ns pewreHust 2Toi MpobaeMbl ecTh ¥ CHelMaTH3UpPOBaAHHbIE
NMporpaMMbl CTOPOHHUX pa3paboTYNKOB, KOTOpbIe 3a4acTyio obnanaioT GonbiuuMu
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BoamoxHoeTamu. Ho mrudposats abcoloTHO BCe IMCKH CO BCeMM AAHHBIMH HET
CMBICJIA, MTOTOMY 4TO TIpOLIECC OTHUMAET pecypchl U KoMmnbloTep Oyner Heomnpas-
JlaHHO paboTaTh MeIeHHEee.

Bbl 1mO/KHBI MPaBWIBHO paHXUpoBaTh WHOpMaALMI0 ¥ WHdPOBATE UCKIIOYK-
TeJIBHO TO, 4TO Heobxoammo. Eciu ucrnonb3yemasi BaMu nporpamma yMmeer pabo-
TaTh TOJILKO C AMCKaMM, TO JIYYIUMM cnocoboM OyaeT 3aBecTH OTHENbHOE YCTPOii-
CTBO [UISI CEKPETHBIX NAHHBIX W KOIMpOBaTh TOMbKO ero. [lpeanonoxum, Bbl
XpaHWTe MApOJNU WIM ceKpeTHbie daiibl B cucreme (Hanpumep, B namnke Mow
JOKYMeHTBI), TO WndpoBaTh NPUAETCsS BECh CUCTEMHBINH JIMCK. A TaK KaK CHCTEM-
Hbie (hailiibl UCMONB3YIOTCS JocTaTouHo Yacto comoit OC Windows, To 310 MOXeT
MNOHU3HUTL NMPOU3BOAUTENBHOCTE KOMITBIOTEPA.

Berpoennas 8 Windows cnyxba wudposaHus Moxer paboTaTs C OTAe/NbHLIMU
nankamu U gaxe dainamu. Ho npu 310M Hesb3s 3auincpoBaTh CUCTEMHbIE narn-
KM, 4TO sBsercs OonbliuM MuHycoM. Ecnu Bbl cobmpaereck IMONb30BATHCS
BcTpoeHHBIMMA B Windows Bo3aMmoxHoOCTAMU KpunTtorpaduu, ToO HU B KOeM ciiydae
He XpAHUTE CEKpeTHbIe TaHHbIE B CHCTEME. ;

Uludposanue goctyrnHo, ToabKO eciu auck ordopmaruposad, kak NTFS. B daii-
nosoit cucreme FAT32 cepsuc paGorars He MOXET.

Urobsl 3awumdpoBath nanky uiad ¢aill, HYXHO IEIKHYTH MO HEMy MpaBoii
KHOMKO# MBILK B nosiBUBIIEMCst MeHIO BbiOpaTh nyHKT Properties (CsoiicTsa).
Ha Bkranke General (OGume) nHaxmute KHonky Advanced (pyrue), m nepex
BAMH OTKPOETCS OKHO HOMOTHUTENbHLIX arpubyros. YcTaHOBMTE TallouKy Ha
¢naxke Encrypt contents to secure data (Lludposarh comepxumoe ais 3ainThl
naHHeix). ITocne 3Toro Bee naHHble GYIYT KOAMPOBATLEH, M IIPU 3TOM HE3aMETHO
quis Bac. OcTabHBIE MOJIB3OBATEIM HE CMOTYT MX IIPOYHTATD.

He 3a0biBaiiTe pery/isipHO IefaTh Pe3epBHYIO Komuio wndpyembix AaHHbIX. Ecin
uenoctHocTs OC OyzmeT HapylieHa M 3aMycK CTAHET HEBO3MOXHBIM, TO BOCCTAHO-
BUTH TaitHomuch Oyaer Henb3s. KOHEUHO Xe, pe3epBHYIO KOMUIO ToxXe Haxo 6e-
peyb OT MOCTOPOHHUX a3, MOTOMY YTO HET cMbicia HdpPoBaATh TO, YTO JIETKO
MOHO MOJIY4UTh B €CTECTBEHHOM BHIIE.

[icdposars HYXHO He TOJMBKO AUCKH, HO W MH(OpMauuio, neperasaeMyi Mo
ceT, ocobeHHO MO OTKPBITHIM KaHanam. WMHTepHer cosagasajicsi, KAK OTKpPbITas
ceTh, U B Heil oUYeHb MHOTO cnocoBoB MONYYUTE YyKue aaHHble. OQHUM M3 Bapu-
AHTOB SIBJISIETCSl MCMOJb30BAHUE MPOrpaMM-CHUGBEPOB, KOTOPLIE MPOCTYLIHBAIOT
TpadMK M MepexsaThIBAIOT cTOPOHHME nakeThl. [Uist paboThl MoAOOHBIX MporpamMm
HYXHO YCTAHOBUTBH MX Ha Takoil KOMIILIOTED, Yepe3 KOTOPBIA MPOXOAAT YYKHe
HaHHBbIE,

Ecnu nocrasuTh cHUdep Ha CBOI JIOKAJILHBIH KOMIBIOTEP, KOTOPLIl WMEET BbI-
xon B WHTepHeT uepes MomeM, TO MOXHO OyaeT yBUIETb TOJNLKO CBOH TpaduK.
Ho ecnu ycraHOBUTH TAKYI0 MpPOrpaMmy Ha CepBep MpoBaiiiepd, TO OKAXYTest BU-
OUMBIMW TaHHBIE BCEX €ro IoJjib3oBaTeneii.
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Bce koppecnoHieHus, KOTOPo Bbl 0OOMEHUBAETECh YEPE3 CETb, MO YMOIYAHUIO
nepefiaeTcst B OTKPBITOM Buje. Bbl HOJKHBI caMM M03a0OTUTBLCA O €€ 3alMTE.
B GonbluMHCTBE MOYTOBLIX KIIMEHTOB YXK€ BCTPOEHBI CPENCTBA ISl LIMdpoBaHus
miceM ¢ moMouibio TexHomorun PGP (Pretty Good Privacy, docrarouyHo xopo-
was cekpetrHocth) Wid OpenPGP. DToT MeTol OCHOBAH Ha LWHU(POBAHUMU C OT-
KPBITBIM KiiouoM. PacemoTpum, Kak padborats ¢ PGP.

BEel reHepupyere mapy He CBA3AHHBIX MEXAY coD0i KITIOYEH: OTKPLITBIH U 3aKpbl-
Teiit. C MOMOIIBIO OTKPLITOrO KJII0Ya MOXHO 3aKOAMPOBATh [IAHHbLIE, HO Ul
paciiM(ppoBKI HYXKEH TOJBKO 3aKpPhIThIA K04, KOTOPBIH He MOoXeT OpiThb Mopob-
paH npoctbiMu ajiroputmMamu. Bel nybnukyeTe cBOM OTKPHITBIN KIIIOY, ITOCHE YEro
moboit monb3oBaTens MoOXeT 3auindpoBarh COOOLIEHHE M OTMPABUTH €r0 BaM.
Jaxe ecnu KTo-HUOYAb ero nepexBaTWT, IUIS YTeHWs] HYXKHa paciiudpoBKa, KO-
TOpasi BO3MOXKHA TOJIBKO € MOMOIUBLI 3aKPLITOTO KJTI0YA, @ OH €CTh TOJABKO V Bac,

Huxorna He ny6GmukyiiTe CBOW 3aKpLITBIH KK, U MOXETe CUMTATh, YTO Balld
KoppecrioHaeHuus dyner 3ammuena xa see 100 %, 1. K. pacuiudpoBka craHo-
BUTCS BO3MOXKHOM TONBKO € MOMOLIBIO MOJHOTO nepebopa. [Jdaxe npu HCnonb3o-
BAHMM CETH W3 CaMbIX MOILHBIX KOMIBIOTEPOB Ui Moabopa Kimoya UIHHOM
256 6ut (32 cumBonia) Gyner norpadeHo HerloMepHo MHoro BpemeHu. Eciin Bbl He
nepechiaeTe MpaBUTEILCTBEHHbIE AOKYMEHTBI, MCXOmHbie Koabli Windows win
HOMEPa KPEeAWTHBIX KAPTOYEK C MUJUIMOHHBIMM BJIOXKEHUSMM, TO HU OJIMH Xakep
He DyleT TpaTuTh Takue pecypchbl Ha B3oM. Eciu noabupark napojib ¢ MOMOUIBIO
NPOCTOTO JIOMALIHEro KoMIlbloTepa (MycTh Jaxke caMoro GbICTPOro), Xakep paHb-
e cocTapurTcs, YeM y3Haer Teker coobuieHusi. K tomy BpemeHu ao0biTast MH-
dopMmalusg cTaHeT yKe HUKOMY HEeHYXHOM.

4.7.12. YyeTHble 3anucu

Hnst noctyna K KOMNbioTepy, Ha KotopoMm yctaHoBieH Windows 2000/XP/2003,
HYXXHO 3HATh MMsl U MapoJib Kakoif-mmbo yuyeTHoit 3anucu. B cucreme no ymon-
YaHUIO0 aKTHBHA TOJIBKO OJIHA 3anuch — anMuHMcTpatopa. Ecau k Bamemy kom-
MbIOTEPY HUKTO HE TMOAKIIOYAETCS, TO TaK W JO0DKHO 6bITh. EamHcTBeHHOE, uTO
MOry [10COBETOBaTh, — IMEepPeMMEHOBATh €e, YKasas, HarpuMep, CBOE WM.

BerpoenHas yuetHasi 3anuch aiMUHUCTpATopa SIBIMETCs camMoil raBHoit u obiana-
€T BceMH npasaMi. EciiM oCcTaBUThL MMS IO YMOMYAHMIO, TO NMOYMBILLIEHHUK Ovier
3aBEJIOMO 3HATh €ro, M OCTAHEeTCA TONbKO nomobpark nmaponb. O GesonacHocTH
KOMTITbIOTEPA MOXKHO 3a0bITh, €CJIM NApoib MPOCTOM, T. K. npodeccuoHanbHbI Xa-
Kep OLICTPO HAHIET €ro Mo CIOBAPIO C MOMOIILIO CIIEHATLHBIX YTHITUT.

st ynpaBneHWsl yYETHBIMM 3allMCAMM HYXHO 3anmycTMTh ocHactky Computer
management (Yrnpasneuue kKomnbiorepom). st 3toro BuiGepute MeHio Start/
Settings/Control Panel/Administrative tools/Computer Management (ITyck/Hacrpoiika/
[Manens ynpasneHusi/AIMUHUCTPUPOBAHWE/YTIPaBIeHHE KOMITBIOTEPOM) WM  LIETK-
HUTE MPaBoit KHOMKON MbILUKM HA MKOHKe Mok KoMNblOTep M HAXKMHUTE B MCHIO
nyHKT Ynpasnenue. [Tepen sBaMu oTKpOETCs OKHO, KakK Ha puc. 4.22.
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Puc. 4.22. OcHacTka ynpaeneHus KoMnsioTepom

de

[Tepeiiante B pasmen Computer management/System tools/Local Users and
Groups/Users (Ynpasnenue kommnbiotepoM/Cuyxebusie rnporpammbl/Jlokansubie
nons3osarend u rpynnsl/TTons3osarenu). INepeumenyiiTe yueTHYIO 3aMHCh AAMH-
Hucrpatopa. g 3T0ro HyXHO WEJIKHYTb 110 Heil NpaBoi KHOMKOH MBILUM U B 105~
BuBLeMcsi MeHio BeiGpark Rename (ITepenmenosars).

BBl IOMKHBI CleuTh, YTOOBI B cHcTeMe ObUIM AKTHBHBIMM TOJBKO T€ yYETHbIE
3aIMCH, KOTOpbIE AEICTBMTENBHO MCMONb3yloTcs. Sl He pa3 ciblwian, Kak Bana-
MBIBJIM KOPMOPAaTHBHbIE CEpBEpa C MOMOILLID YYETHBIX 3anuceil yBOJIMBIIMXCS
COTPYAHHKOB, T. K. OOVXXEHHbIE M HEJIOBO/BHBIE 3aYacTyi0 MUIYT cnocobul oToM-
CTHTH 32 HECNpaBe/UTHBOCTb.

Ha poMaumHuX KOMNbIOTEpax ToXe ObIBAIOT Cy4aW BIIOMA Yepe3 HEHCHOJb3ye-
Mble y4ETHbIE 3alHCH, CO3[AaHHBIE, HAMPUMEP, KEM-TO M3 Apy3eil, 3I0YMbIULICH-
HUKOM Yepe3 TPOSHCKYIO MporpaMMy HJIH JaXe BHpYC.

3anuch MOXHO W HE CO3MaBaTh, a MCMONb30BaTh cyulecTByoulyio. Hanpumep,
B Windows XP nosisunachk HoBas 3alMcCh, MMs KOTOPOH HAaYMHAETCS CO C/IOBA
SUPPORT. Ona Heobxoauma, 4TOObI yIaJIeHHBI MOMOUIHMK Yepe3 ceThb cMor
MOAKIIOMUTHCSA K BallleMy KOMIIBIOTEPY W MCITpaBHTh OlIMOKY. Eciu Bhl He nojib-
syerech ciyx0oii nomiepxxu or Microsoft, To 3Ty 3anuck MOXHO He MPOCTO 3a-

.

7 3ax. 923
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O10KMpoBaTh (KaK YCTAHOBIEHO MO YMOJYAHMIO), 4 YAATHTh U3 CUCTEMbI, YTOOBI
y arakyioiuero He 6bl10 cobnasHa UCNoNMb30BaTh ee.

AIMUHHUCTPATOPBI CETH AO/KHBI YAEATh GoJbllie BHUMAHUS YYETHBIM 3aruCsIM,
M [UIsl oBIeryeHrs KU3HH MCIOJIb30BaTh MoauTHKU. Ho 310 yXe Gonee cioxtbie
HACTPOIKH, U MBI He ByIeM UX KacaTbes.

4.7.13. ®usnveckuit goctyn

Sl yxxe roBOpMJI, YTO B3/IOM MOXET OBITh KaK YAal€HHbIM, TAK W JIOKAIBHLIM.
Y1o0bl 3710YMBILLIEHHUK HE MOydun u3uyecKuii AOCTYN K TEXHHKE, CepBephl
3a4acTyl0 pasMeIlaloT B OTHENBHONH KOMHare, KoTopas obopyloBaHa .CHIrHamW3a-
uueit. Takum obpasoM, HUKTO HE CMOXET MPOCTO CECTh 3a KjIaBMATYpy 3aluu-
IHeHHOro cepsepa M BOCHOJB30BATHCHA €ro pecypcami. AII.MHHHCT]’.)&TOPH CaMH
YIpaBAgOT TAKMMY KOMIUIEKCAM# MO CeTH, a MPaBOHAPYIIUTENb CMOXeT NpoH3-
BECTH B3JIOM TOJIBKO YIAAJIIEHHO.

C HoytOykamu HamHoro Tspkesnee. Ecii cranMoHapHBIl KOMMOBIOTEP 3aHUMaeT
JIOCTATOYHO MHOTO MECTa W COJIMAHO BECHUT, TO HOYTOYK JIErKWii M MepeHOCHOI.
Her npoGneM B3sTh ero MOAMBIILIKY W OTHECTH K cebe maomoit, [Lusi 3auiuTs or
BOPOBCTBA B DOMBUIMHCTBE TIEPEHOCHBIX KOMITHIOTEPOB BCTPOEH pasbeM IUIA Noj-
xmioyenus kabens Kensington Lock. Takum crnocoboM JIErko nNpuKpenuTh HOYT-
OyK K CTONY WM K Kakoi-1ubo HenmoABMXHOW yacTH oducHoi mebenu, W 3no-
YMBILLIEHHUK YK€ He CMOXKeT npocTo 3abparh Ball HOYTOYK, KOTOpBIH Oyaer kak
cobaka Ha NMPUBA3MN, — MOKA XO35/MH HE OTKPOET 3aMOK, T'YISTh He MOOeXHIlb.

4.8. BoccTaHOBJIEHME YTEPAHHBIX faHHbIX

Kaxprit, KTO AOCTATONHO J0/ro paboraer ¢ KOMIMBIOTEPOM, YKe He pas CTalKu-
Basicst ¢ MpobsieMoit noTepsiHHbIX AaHHBIX. Dailibl MOTYT NMponasare Mo NpHYUHe
OTKITIOYEHUS BJIEKTpUyecTBa WiM 6aHanbHOro ynareHus He Toro aitna. B mobom
ciyyae, eciu TIOTepsiHb! JIaHHBIE, TMOMYYEHHBIE B pe3yibTare AOJArOro M KporoT-
JIMBOTO TPYAd, XOYETCsl UX BOCCTAHOBHTD, 4 HE [eaTh paboTy 3aHOBO.

B Mo10 OBITHOCTH AIMWHMCTPATOPOM 5 HE pa3 BCTpe4aics ¢ CHTyauuei, Korma
Gapuiunu neyarar co ckopoctsio 1000 cumsonos B munyty. Ilpasna, Takas Ge-
Jubepaa monyyaercs :). Takue AeBYWIKW (1a 1 MY>XMMHBI 3THM CTPaNaloT) cHava-
na genafoT, IMOTOM JDyMalOT, MOSTOMY pyKa ObICTped MBICIH TAHETCA K KHOTIKE
yaaneHus, a BCAed pasfaercs XYTKHH Kpuk: "Oif, 8 yaanuia KBapTajibHBIA OT-
yer!!" Cosmasars 3aHoBo? Sl aymaio, yro He crout. MoxXHO flonsiTaTbesi BoccTa-
HOBUTL JIAHHBIE, W €CIIM 3aHATHCS 3THM Cpasy, TO Mpoliecc HE OTHHMET MHOro
CUJI M BPEMEHH.

He sa6oiBaiite, yro GeiBaloT M (U3MYECKHE MOMOMKH ‘HOcuTeneil mHpopMalmn.
Hanpumep, Ha XecTKHUX JUCKax co BpeMeHeM obpasyiores ucropuyeHHsie obnac-
TH, ¥ JAHHBIE CTAHOBATCA HeuutaeMbiMu. IToMUMO 3TOro cyuiecTByeT BUpYcHas
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onacHocTb. B nocienHee BpeMsi KOJIMYECTBO BUPYCOB M MX pa3sHOBUAHOCTEH pac-
ter. Ecnu nosiBuTCs Takoi "MUKpOO", KOTOPHIH HaliieT YHMKaJIbHBIH crocod
NPOHMKHOBEHUS B cuUcTeMy (Hampumep, vepes aeipy B H6ezomnacHoct Windows)
W HAYHET YHHUYTOXATb JAHHBIE, TO MOXHO MOTEPSAThH BCE,

4.8.1. Kak ypansiorcsa cpainbl

Korna el ynansere daiin (Mbiubio win vepes [posognuk), To OC Windows rie-
peHOCHUT ero B KopauHy. Kop3nHa — 3T0 Bcero JiMilb cKpbiTas nanka Recycled,
KOTOpast CYyLIECTBYET Ha KaXIOM [OWCKe, W MpH yaajeHHW Gaill nepeHocuTes
B Ommkaiiyio u3 Hux. Takum obpasoM, onepanusi MPoMcXoauT GeicTpo, HO He
OKOHYAaTeJibHO. B m060ii MOMEHT MOXHO 3arfisiHyTh B 9TY KOP3MHY W BEPHYThH
chaitn HAa MecTO B LEJIOCTH M COXPAHHOCTH.

Korna mpoucxoaut o4ucTKa KOP3UHbI WIK MpocTe yaareHue aiina ¢ yaepxaHu-
em kinaBuwm <Shift>, torna uHdopmauus ybupaercs u3 cucremsl. Ho maxe
B 3TOM ciyyae cusuyecku (aiibl He YHUYTOXaloTcs. OHM OCTAIOTCS HA MecTe,
NPOCTO CEKTOpa Ha AMCcKe nomevaioTcss csobomusiMu. B FATI6 npu ynanenun
nepsas Oyksa uMeHu (aiina 3aMeHsUTach 3Haukom "~". TMoaromy B YTHIMTAX BOC-
craHoBNeHUs TUNA undelete HyXXHO Obuto HalT Tpebyemelit daiin n caenars ob-
paTHyIO MoJAMeHY nepBoit Oyksel. Ecii Bbl €€ He TTOMHHWTE, MOXHO YKAa3aTh 4TO

(T

yromHo, KpoMe cuMBona "™,

B FAT32 coxpaHsieTcsl NOJIHOE UMS, ¥ B TAKOM BHIE OHO OTOBpaXaeTcst B YTHIIN-
Tax BoccraHoBneHus daitmos. Ho cmbicn or atoro He MeHsiercss. Kornma Bl mbi-
TaeTech 4YTO-TO YAAJAMTB, TO ellle He no-Hacrosuemy. Ilpocro nomeuaercst nep-
BBt cekTop Kak cBobonHstit. [Tocne atoro OC MOXET HCHOMB3OBATh €ro B CBOMX
uensx. IToka He MPOM3BOAMIIOCH 3aAMKUCEi B OCBODOXIEHHBIE CEKTOPA, BbI MOXETE
6e3 mnpobiem BockpecuTs 6ol ynameHHblii aitn. BeposTHOCT NOMHOrO
BOCCTAHOBJIEHMA HOCTATOYHO BHICOKA, €C/IM HA BAlllEM XECTKOM MHCKE I0CTaro4-
HO cBOGOMHOrO MecTa M Bbl HE NPOM3BOAWIM Kakux-iubo GoibliMX KONMHpOBa-
HUiT/ycTaHOBOK M mepesarpysok. C Kaxioil Takoil onepaiMeil 1aHchl Maaaior,
MO3TOMY Bbl NOJDKHBE OpaThbest 3a 610 Kak MOXHO Geictpee. OtcyreTBue cBobom-
HOro MecTa Ha AMCKE YCKOpPSeT BO3MOXHOCTE Toro, yro OC sanuier Kakue-aubo
[aHHBIE MOBEPX YAAIEHHBIX. :

4.8.2. lNonHoe yaaneHue

IMonyyaercs, 4To Jaxe MoOcae yoaaeHHs MOXHO BOCCTAHOBMTH MHOXECTBO JdH-
HbIX. A eciM oHM cekperHbie? JlOMyCTHM, YTO Bbl XOTMTE BBIOPOCHTBH CTApLIN
BUHYECTEP U 4TOGBI XaKep, KOTOPbIH HAWAET 3TOT JUCK, HE CMOr YBUIETh Bauly
KOHGMUIEHIHATBHYI0O WHGOPMALIMIO, PELWIM BCce C HEro yuamuTh. Bel cMmeno
CTHpAeTe JaHHBIE M BHITACKHBAETE YCTPOMCTBO M3 KoMmbioTepa. [locie atoro Hu-
Kakux onepaumit zanucu HA auck He Oyaer, u abcoNMOTHO Bce JAaHHBIE MOTYT
GbiTh BoccTaHoBNeHbl Ge3 ocoboro Tpyaa. Tak 4To BBl 3psi MOTPATHIH BPeMS Ha
YHCTKY AHCKA.
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Ha moem KoMmrbioTepe o4eHb MHOTO MH(OpPMALMK, KOTOPYIO si He Xoren bl oc-
TABUThb B AOCTYIHOM UIsl APYTUX BHIE, OITOMY I€pel TeM, KaK BhIOPOCHTH JKCK,
S W BaM PEKOMEHAYIO BBINIOIHUTE C HUM CIeYIOLIMe ACHCTBHS:

. Vpanute Bce cekpeTHbie daifbl.
2. 3anonHUThL HeHyXHoi uHdopmauuen Ha 70—80 %.
3. 3anyctuth nedparmMeHTaLMIO, '

Ecnm naxe Bo BpeMs BBINONHEHUS M. 2 Kakue-To (ailibl 0CTAHYTCS AOCTYIMHbBIMH
U1 BOCCTAHOB/IEHMS, TO Mocsie AecparMeHTaLMy yKe HUYero He BepHelub. B MoMeHT
€€ BBLIMOJIHEHHUS ITPOMCXOANT OOJBILOE KOMMYECTBO OMepauMit YTeHWs/3anncu
JIAHHEIX, a cBobonHble 20 % mpocTpaHcTBa OYAYT WCMOMB30OBAHEI LISl BpEMEHHOTO
xpaHeHnsi naHHbIX. Tloce Takoif mpoueaypsl MOXHO ¢ 99 % yBepeHHOCThIO CKa-
3aTh, YTO JIAHHbIE BOCCTAHOBUTEL OyIeT HEpeanbHOo.

JInst OKOHYATETBHOTO YHUUTOXEHUS MHQOPMALINK C KECTKOTO JMCKA CYIIECTBY-
0T clieluanbHbie YTHIWTBI, KOTOPbIe HA MECTO YIalsieMOoro d)aﬂna 3AlMUCBhIBaOT
GecrnopsiIouHbIA Mycop. DTH NporpaMMbl YIOOHBLI M MPOCTBI B MCIOJB30BAHIM,
HO TOc/ieé MX YCTAHOBKM CTHpaHWE OYIET MPOMCXOAWThb AOJbIIE, MOTOMY YTO
TIPH MPOCTOM YHAJNEHHH JAOCTATOYHO TOJBKO IOCTABHUTH CHELMAILHYIO METKY
(em. pazo. 4.8.1), a npu ycTAHOBJIEHHON YTUIMTE HYXKHO elle 3amucaTh Ha JAMCK
uH$opmaunio odbemom ¢ tait.

S He Mcrnonb3ylo YTHIMTHL MOJHOTO CTHPaHus (aitlios, T. K. OHU 3psl PACXOAYIOT
pecypchl. A ecjii MPOM3BOAUTENbL TOBOPHT, YTO HA MECTO yaaleHHoro daiuia my-
COp 3anuCchIBAETCH ABAXKIbI, TO TAKMM mHporpammam s Booblie He 10Bepsaio (oa-
HOro pasa BrojiHe jpocratodHo!). Moxer ObiTh HAac OBGMAHBIBAIOT, U peabHOIO
3aTupaHunst He npoucxomut? Huuero yrsepxiars He MOry, HO HaleloCh, YMTO Olle-
paLus NPOMCXOAMUT 10OpOCOBECTHO.

4.8.3. YTUNUTHI BOCCTAHOBNEHUA AaHHbIX

Camblif nmpocToit cnoco6 BOCCTAHOBUTL JAHHBIE — HCIOIB30BATEL CHELMATN3UPO-
BaHHYO yruiauTy. Takue nporpaMMbl MMEIOT npocTtoit rpadguyeckuii uHTepdeiic,
yaule Bcero HanoMuHawwuin [MposogHuk. Bel nmpocMatpuBaere Kataioru B [10-
MCKaxX yAaTeHHBIX OaHHBIX, M KAK TOJBKO HYXHBIH aitn HailieH, NpocTo HaXM-
MaeTe KHOMKY BOCCTAHOBIEHMUS,

MBEL yXKe 3HaeM, YTO MEXIY YAATeHUEM M BOCCTAHOBIEHMEM JO/KHO MPOMUTH Kak
MOXHO MEHbIlIe BpeMEHH W Onepauuit 3anucy Ha OUCK, MO3TOMY BBl HOJKHBI
3apaHee NOATOTOBUTHCSA K HENpPeABMAEHHbIM curyauuam. JlomycTuM, yTO y Bac
nponan ¢aitn. Ber 3axonure Ha WEB-cTpaHHuky, ckauusaete W ycraHaBIUBacTe
NporpaMMy, HO B 3TOT MOMEHT YXe€ MPOHCXOMMT 3alKuch Ha IUCK, W HeT rapaH-
THHU, YTO HE 3aTPYTCs HYXKHBIE KIACTEpPhI.

Ecnu Bbl NOTEPSIIH ﬂ.al:li‘lble M TIpH 2TOM OTCYTCTBYET YTH/INTA BOCCTAHOBJIEHMS,
TO HeE ycranannunaﬁ‘re nporpaMMy Ha TOT OMCK, HA KOTOPOM Haxoaujcsa noruG-
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uinit Gaitn. HeobxonnMMo cBeCTH K MMHUMYMY OTEpailuy 3aiTUCH Ha 3TO YCTpOii-
CTBO, YTOOBI HE HCIONB3OBAUCE OCBODOKIEHHBIE KIACTEPhI.

Bbl 10JKHbI HANTH M MHCTAUIMPOBATH MPOrpaMMy 3apaHee, a § 1ocTaparch Mo-
MOYb BAM ClEJIaThb NPaBWIbHBIA BRIGOP M PACCKA3aTh O CYILECTBYIOLUIMX HA JAaH-
Hbil MOMEHT CpelcTBax.

EasyRecovery
Caiit pazpaborumnka http://www.ontrack.com.

D10 caMasi MOLLHAS YTHJIMTA B 9TOM Kiacce, UMeeT HauboablIMii pasMep AMCT-
pubyrusa — Gosiee 30 Mbaiir. [TporpaMma cTOMT A0CTATOMHO /IOPOrO, HO HHOIAA
ee BO3MOXHOCTH 11POCTO HeoOXOAMMBI, U YOBITKM OT MOTEPSHHBIX JOKYMEHTOB
WM OTYETOB MOTYT [PEBBICUTh 3aTPAThl HA ee NpuobpeTeHKHe B HECKONbKO pas.

lMpodeccnonanbHblil nakeT Mo3BoJisieT He TOABKO BOCCTAHABIWBATH YTEPAHHBIE
JAHHbIE, HO U PeAHUMUPOBATL WcnopyeHHble nokyMeHTsl MS Office. donyerum,
4TO HA XecTKoM aucke obpasoancs rutoxoit kiacrep. B atom ciyuae He oTKpo-
ercst aitn, pacnionaraowmiicss B aToit obnacTu, a OH, BEPOATHO, CONEPXKUT KpH-
THYeCKH BaxKHyio utdopmaumio. C nomousio EasyRecovery ee ‘MOXHO BepHYTh
K Xn3HKu. KoHeyHo, B peaynbTate MOIyT NOTepsThCH AAaHHbIE, MONaBlIMe B WC-
rnop4yeHHbIH Knacrep, Ho daitn MoXHO GYAeT OTKPBHITH M YBHIAETh HE3aTPOHYTYIO
4acTh JOKYMEHTA. 3a4acTyio 10CTaTo4HO HeboNbIUX M3MeHeHHit (nepedopmarn-
poBaHMe CTHJIEN, BOCCTAHOBNEHHE KYCKA TEKCTA), U JIOKYMEHT CHOBA FOTOB K MC-
MONbL3OBAHHIO, y

DTOT NaKeT BKJIIOYAET AOCTATOYHO MHOIO YTWIMT JUlsl AMArHOCTHKH M yCTpaHe-
HUsl HeMcTpaBHOCTeH pasIMYHBIX HocuTesieil. Kpome Toro, BbI MOXeTe BoccTa-
HapauBarh naxe E-mail coobluernus.

3anycTuB mporpaMmy, Bbl Cpasy OLLYTHTE, YTO ITO OQHA M3 CAMbIX CTapbiX yTH-
JIUT, MOTOMY YTO B Hell GoNbLIOE KOJIMYECTBO BO3MOXHOCTEH M BCE MPOAYMaHO
no menoueil. Ornyrusaer TonbKo ueHa. Bawa szazaya — couM3MepuTh 3aTparbl OT
noTepu JaHHBIX W npuobpereHus nakera, Ecau uHdopMauus BaM CIMILKOM J10-
pora, To BBl JO/DKHbBI KYITUTh 3TY NMpOrpaMmy yxe ceiyac.

File recovery
Caiit pazpaboruunka http://www.lc-tech.com.

Camas npoctasi u ynobHas yrunura. OHa nopiepXuBaeT OCHOBHBIE (hailioBble
cucrembl: FATI12, FATI16, FAT32, NTFS, VFAT. BoamoxHa pabora naxe co
CKATBIMK WK 3amudpoBaHHBIMM ToMamu U nankamu NTFS,

Camas npocras nuueHsus crout $25, a camasn aoporasi — $99. Bro BronHe npu-
eM/IEMO [UISi TAKOTO MpPOAYKTA, KOTOPbIH CMOXET COKOHOMHTb BaM BpPEMS B Cly-
yae HernpeIBHIEHHON CHTyaUMH.
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4.8.4. Py4yHoe BoccTaHoBNeHune daiinos

Tenepsb paceMoTpum pydHoil meron. Korma He momoraer cneuuain3upoBaHHast
nporpaMma, MOXHO [onpoboBaThk CAMOCTOSTE/NBHO HAWTH MOTEpPsHHBIN ailn
wiK ero ¢parMeHT Ha INCKE M BOCCTAHOBUTH. Takue ciayyau ObiBalOT, KOTAA JaH-
Hble BooOLte He ObUIM COXpaHeHbI WIH BaKHbIE CEKTOpa yxXe ObulM mnepe3anuca-
Hel. Hanpumep, Bbl HabupaeTe B TEKCTOBOM pPEAAKTOPE rOAOBOH OTYET WM M-
MIOMHYIO paGoTy, W BAPYr BHIKJIIOYAIOT CBET WK TPOUCXOMMT dartaibHbii cOoi
B cucreme. B mpuHuuMne, Bbl He 3anucaiu jaHHbie B Gdail, nosTomy TYT npo-
rpaMMbl HE TOMOTYT, T. K. OHH BOCCTAHABIMBAIOT TOJNBKO CIY4YalHO YAQJIEHH bie
daitner. Ho 'paHo paccrpamsatbesi. Word cosnaer BpemeHHbie dailnbl, rae aBro-
MaTHYecKH coxpaHsiercst Tekcr. [Tomumo atoro ects daitn noakauku, rae obssa-
TEJbHO CHANT Komust. Tak 4uro camoe BpeMsl MOAKIIONHThL XAKepCKHe PYuKH.

IMocnexnne Bepcun Microsoft Word u Microsoft Excel ymeior camocrosiTenbHO
BOCCTAHABIUBATE MOKYMEHT M3 BpeMeHHBIX GailyioB, ecim OH He ObLT COXpaHEeH.
Ho aro He Beerna paGoraer Kak Hajuo, W 5l YKe He pas BCTPeyaIcs ¢ TaKoil cHTya-
uMeit.

Eciu B kavyectse uHGOpMalmy ObUT TEKCT, TO HA €ro BOCCTAHOB/IEHME Y Bac yitier
He TaK YK ¥ MHOro BpeMeHH. Bo3MOXHO, NMOJTHOCTBIO €r0 yXe HEe BOCCO3/alllb,
HO Kakylo-TO 4YacTh — BIOJHE peaibHo. Kakoit 310 Oymer Kycok, KOHEYHO Xe,
33BHCHUT OT TOrO, CKOJIBKO BPEMEHM MPOLIJIO ¢ MOMEHTA c6osl.

s paGorei HaM MOHANOGHMTCA XOpOIUMIE MPOCMOTPUIMK IOUCKOB. B cocras
Windows 2000 yxe Bxoaut Heobxommmasi yrwiuta noa HazsaHuem Disk Probe.
Ecnn Bel paGotaere ¢ Windows 9x/ME, 10 BaM npuieTcsi BOCIOMb30BATECH YEM-TO
npyrum. Mory toneko nocoserosars WinHex (hitp://www.winhex.com), a nyyiie —
PTS DiskEditor (http://www2.PhysTechSoft.com), 7. K. 3Ta nporpamMma nossons-
eT MPOU3BOIHUTH MOUCK 10 ceKTopaM. A 6e3 3TOro HaTH AaHHBIe JUIS BOCCTAHOB-
JIEHHSA OYEHBb THXEO.

Yewm Bbl Oynere MoNb30BATBCH — 3aBUCUT OT JWYHBIX MPEeANoYTeHWH, NUILbL GBI
Bam Obuto ynobro. Hy a s mokaxy npolecc BoccTaHOBIEHMS Ha mnpumepe Disk
Probe, notomy uro 51 99 % Bpemenu nposoxy B Windows 2000 u He BUXY cMbic-
J1a TIIaTUTh 3a CTOpOoHHME rporpammel. Windows 9x y MeHsI CTOMT Ha BCSAKMit
ciyuail, Ho OH Haxe He HactpoeH. Ecnu y Bac ectb auck ¢ Windows 2000, To Bbi
moxerte ycraHoBuTh Disk Probe naxke na Windows 9x/ME.

YcranoBka Disk Probe

Kaxk sro ycranoBka? [Mporpamma xe umet smecre ¢ Windows 2000!!! [da, o cra-
BWTH €€ Halo OTHEILHO.

Beraere wHctammsiuuoHusit CD ¢ Windows 2000 w nepeiiaute B nanky
Support\Tools. 3aeck 3anycture Setup.exe. OTKPOETCS] MacTep, KOTOPLI ycTaHo-
BUT JOTIONHUTENbHbIE YTHAMUTEL Wist Windows. KoHeuHo Xxe, 3Ty npoueaypy Haio
BBITIOJIHUTB JIO TOTO, KAK AaHHbIE MPOTIALyT.



Coserbl xaKkepa 191

Teneps Hano sanyeruts nporpammy Disk Probe u BBINOAHNUTE MaTEHBKMIT TPIOK.
S naiimy Ha AMcKe CeKTopa, B KOTOPHIX HaxomuTtcst ¢aitl ¢ TekeToM 3Toi [1aBbl,
M COXPAHIO ero 4acTb noa ApyrumM umeHem. Bce oTH nmeiicTBusi si mpoBemy
B Disk Probe, He ucrionsays daittoByio cucremy, a paboras HANpAMYIO C CEKTO-
paMy JIMckKa. l’lunpoﬁyﬁ're caenarb Yro-Hubyns nonobHoe. Bl nomun GBITH yXe
HaTpeHUpoBaHHBIM BoiflioM, Koraa ciaydurtcs Gena.

BoccraHoBneHue

Ecnn Bel rotoBel, To sanycrute Disk Probe. B Windows 2000 sipisik mwis samycka
nomkeH Haxomutses B MeHIo Ilyek/TIporpammet/Windows 2000 Support Tools/Tools.

Puc. 4.23. MNasHoe okHO nporpammsl DiskProbe

Teriepb HYXHO yKa3aThb OMCK, Ha KotopoM Obutu aanHsie. [is storo Beibepurte
menio Drives/Logical Volumes. B nosiuBieMcsi OKHE BBl YBUANTE CIUCOK AWC-
KoB (puc. 4.24). [IBaK1bl WETKHUTE MO HY)XKHOMY AMCKY, HAXMHTE KHOMKY Set
Active, 3atem — OK.

Teneps Buibepure mMeHi0 Tools/Search Sectors. [Tepex BamMu nosABHTCH OKHO T1O-
ucka cekropoB (puc.4.25). [dns mnpocMmoTpa Bcero ToMa  HaXMHTE
Tools/Exhaustive search. Ecnu Bbl He moMHuUTe, B KakoMm peructpe Gbut Habpau
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TEKCT, KOTOPBIil HYXHO ucKath, To ycraHoBuTe (iaxok Ignore case. Heobxoiu-
MO TaK K€ yKasaTb MCHoJib3yeMylo Konosyio crpanuily: ASCII uan Unicode. Oto
OYeHb BaXKHO, MOTOMY YTO Ul Pas/iMYHbIX KOAUPOBOK TEKCT OyAeT BHINISAETH
no-pasHomy. [locie aroro BBenuTe Kakoi-nubo dparMeHT W3 YHUYTOKEHHOTO
¢aiina B crpoky Enter characters to search for (BHu3y okna) u Haxmute Search.
Y106bI OrpaHMYMTL MOMCK OMpeaeTeHHOoH 06/1acTbio, MOXKHO YKa3aTh MapameTpsl
First sector to search (Ilepsbiit cexrop s nowucka) u Last sector to search (ITo-
CIIE/IHUI CEKTOp LISl [TOUCKA).

Mocrapaiitech BLIGpaTh Kakoe-HUOYAb HEPACHIPOCTPAHEHHOE CIOBO, YTOOI Disk
Probe ne ocranasinusaics yepes Kaxibie nATh cekyHn. f Been csvoit E-mail an-
pec, KOTOphIi yKa3daH B KHUTE.

Bpemsi noucka Moxer ObiTh PasiMuHBIM. DTO 3aBUCHT OT CKOPOCTH M 00beMa
yerpoitetsa. Ha moem sloruyeckom aucke B 5 Pﬁaﬁ'r Ha XecTKoM oT IBM Bumue-
crepe (7200 060poToB) 370 3aHsLI0 mouTH 20 umm

Korna nporpamMma HaiiieT TEKCT, OHA BBICBETHT BaM COOBLIEHHE ¢ Ha
nanwHeiimit nouck. He cormmaaiitecs. Haxmure NO u npoBepsTe, YTO Haﬁneuo.
B uentpe okHa Gyler MoKasaHO COAEPXMMOE CEKTOpa B BuMIe KOOB, 4 cripaBa —
TeKcToBoe npesctapieHue. OcMorputech U ybeauTech, YTO parMeHT UMEHHO W3
HY:KHOro sam paitiia. Tosibko B IPOTMBHOM ClTyyae 3arycKaiTe MOMCK Jaiblue.

00 00 0D 0O DO OO OO 0O OO 00 DO 0O
00 00 00 00 00 00 OO 0O 0O 00 00 00
' 0000

Puc. 4.24, Buibop avcka \
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Pwc. 4.25. MNowuck cextopa ¢ 3aiaHHbiM KOHTEKCTOM

Ecnu Ha BauwieM JiMLe NMOsIBUIACH PAJlOCTh, TO MpoOBepbTe, Bee Jid HaifneHo. Eciun
TEKCT He Bech, To Bbibepute MeHio Sectors/Read. B mosiBuBlieMCS OKHE Bbl
JIOJDKHBI BBECTH HAYAJIbHBIA CEKTOpP LIS YTeHUA (Iydile ToT, KOTOPhIi HaileH) H
MX KOJIHYECTBO. 3anaiite AECATOK. Ecau onarb orobpaxaetcst He BECh TEKCT, TO
VBEJIMYBTE JMATNa3oH.

Koraa Bel Hawut Bee cogepxkumoe, soibepure B Mexio File/Save As. Disk Probe
MPEUTOXHUT COXPaHUTD HaileHHbIe ceKTopa B daiir.

[1aBHBIA HEZOCTATOK PYYHOTO MMOMCKA — €ro CIOXKHOCTb. A Camoe TpyaHoe —
BOCCTAHABIWBAThL GOMbLINE JOKYMEHTBI, H OCHOBHas NMpobiema 31ech B TOM, YTO
daitn Moxer GbITh pasbpocaH 1Mo CeKTOPaM B PasHbIX MAacTSX AMCKA M OHM GyayT
MATH He nofpsia. B 3ToM ciyyae yCAOXKHSETCS W MMOWUCK, U COXpaHEHHE AaHHBIX,
HO XOTsl Obl KaKyi0-TO YaCTh HAHTH MOXHO.

4.8.5. BoccTtaHoBneHue gaHHbiX ¢ Hocutenen

Ha muckerax u KoMnakT-aHckKax nHGOpMaLMA TAKKe He YHUUTOXAETCs, a4 TOMbKO
nomeyaercsi. M Bbl TeMH Xe MeTOIaMH MOXETe BOCCTAHOBMTH SKOOBI CTEepTyio
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undopmatmio, Hekor ; ¥ KIAI0T O BO3MOXHOCTH
BOCCTAHOBIEHUS m ‘A B cephesHble nammt m abOThl ¢ KOMMaKT-

Puc. 4.26. OkHO cTUpaHus Avcka B Ho-:do?'EésV CD and 'DVD'Cr'sator 6

Bo Bcex mporpammax Juisi 3anucy KOMNAKT-AMCKOB, KOTOPbIE s BUAE, 10 yMOJ-
YAHHIO MCMOJb3yeTcs ObICTPLIH METoA CTHpaHus, NMPH KOTOpoM MWHopMalns
MOJHOCTBIO He 3aTupaercs. Ecau BBl XOTHTE BBIKMHYTH AMCK, a WH(popMauua Ha
HeM BCe ellle BaXHas, TO JUIS OYMCTKH MCosb3yliTe noiHbiii MeTon, Ho s BMecTo
31010 Gepy HOXHMIIBI H CTABITIO HECKONBKO ITYOOKNX UAPANHH HA MOBEPXHOCTH
AHCKA, YTOOBI UX Henoammxuo 66110 chmauom nmpmoﬁ

4.9. Peannuaqm

Ckonbko pas sl BUOEN, KaK BeIOpAchLIBAIOT BHOJHE paboyue KOMMOHEHTHI KOMITb-
I0TEPa WIKM AMCKM, KOTOPHIE ellle MOXHO BOCCTAHOBUTH C MHHMUMAIBHBIMK 3aTpa-
TamMu. OIMH 3HAKOMBII KOJUIEKLIMOHUPYET TAKHE KOMIIOHEHTBI W BO3Bpaillaer ux
K JKM3HH. Y Hero IoMa CTOST Le/ible KOPoOKi ¢ _peaHUMHUPOBAHHBIMM XKECTKU MU
auckamu, npusogamu CD-ROM u pasiuusbivi naaramu. Ecau nocMotpers Ha
ero KoMmbIoTep, TO B TOJIOBY NPUXOMT TOJXBKO OHO Haspanue — “"Boccrasiuiii
u3 aga", MoTOMY 4TO HET HU OAHOTO BUHTHKA, KOTOpHI GBI GBI KYTUTEH HOBbIM,
Bce coBpaHo w3 HepaboTaouiero xenesa. sl HA KOMHATY, CO3NAETCS BIieuaT-
JIeHHe, 4TO YEeJIOBEK XMBET. Mocje TpETbeﬁ anonok uojinht, a Takue yCnoBus
OYeHb YACTO ACCOLMUPYIOT C XaKEPAMH.

Hekortopbie KOMIOHEHTbI ASHCTBUTEBHO NPOLUE BBIKUHYTB, HO MPOLECC peaHu-
MaLMH YXKe TIPAKTHYECKH MEPTBOIO Xejie3a MOXKET OKa3aThesl HHTEPecHBIM, a [IaB-
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HOe — MOSIBUTCS, BO3MOXHOCTb CKa3aTh APY3bsiM, YTO 3Ta YacTb KOMMNbIOTEPaA Obi-
Jla BOCCTAHOBJIEHA M3 Melia cOGCTBEHHBIMM PYKAMM.

4.9.1. BeHTunsaropsbi

J1i060if BEHTHJATOP CO BpeMeHeM M3HALIMBAETCH M HAYMHAET CKPMMETb M M3la-
BaTh HEMPUATHBIE 3BYKH. MHOTHX MyrdeT 3TOT 1IyM, HO HE CTOMT naxath B o6Mo-
pok. CHayana npuJIOXKHTE yX0 K CHCTeMHOMY GJIOKY W mocrapaiitech ONpenenThb,
OTKYAa MAET 3BYK! eC/IM C3alH, TO 3TO BEHTHIATOP Bl0Ka NMUTAHHSA, €CNH M3 LIeH-
Tpa, TO BUHOBHMK — Kyniep. O6e npobnemsl peiiaemsl, HO BTopas Mnpoiie, noro-
MY YTO BEHTHJISITOP Ha MPOLIECCOPE JierYe CHATH, a /Ul BCKPBITHSA Gl0Ka NUTaHus
HYXXHO PAacKpyTHTb HAMHOro GoJiblie BHHTOB.

Eciu onpeneauTs HCTOYHUK 3ByKa HEBO3MOXHO, HO Yepe3 HEeKOTOpoe BpeMs Mo-
c/1e Hayana paboTsl 1IYM MCYE3aeT, TO CKOpeil BCETro, 3TO BEHTHIATOP Ha fpolec-
cope. Ero nponesiep Gonee HeXHbiil H Yallle BLIXOAWT H3 CTPOA.

[Moyemy urymsT BeHTHsiTOPEI? BhiBaeT 1Be NMPUYHHBIL

1. WU3-3a npimM yXyaiuinach cMaska, 4TO NMPUBOAMT K GoJee CHIBHOMY TPEHHIO
IBIDKYLUMXCA YacTeif.

2. PasGoaTtanucek och M BTYJIKA BEHTHAATOPA, H KpbUIbYaTKa ObEeT 0 CTEHKH.

O6e nMpHYMHEl YCTPAHAIOTCSA MPOCTOH CMA3KOM, M U1 3TOro HYXHO BCEro JIMib
HECKONBKO Kanenb obblMHOro MammuHHoro Macia. Ho B nepBom ciayuae 3toit
NpOoLEeAYPhl XBATHT HAIOATO, 4 BO BTOPOM — Ha JOCTATOMHO KOPOTKHIH CPOK.

VBenuyeHue TpeHusl BeTpeyaercs yaile. B komnbiotepe nocrosHHo cobupaercs
NbUTh, M €r0 PeryispHO Hal0 YWCTHTH, MbUIECOCHTH, NMpotuparb. Ho sexwb — ca-
MBIl CTpAIlHbI Bpar, ¥3-3a KOTOPOro Mbl OMEHb PEIKO BCKPbIBAEM KOPIYC.

Ecnu BeHTHASITOP 3auiyMes W HeT noGIM30CTH CEPBUCHOrO UEHTPa, To npobiemy
MOXHO pemiuTh 3a nAThb MUHYT. BekphiBaem Kopryc M cCHUMaem ¢ Ipolueccopa
BECHTHWJIATOP. O‘IH].IIaBM €ro OT NnbUTH, NMPOTHPAEM I BHUMATCIIBHO OCMATPpHBACM.
CO6oKy n0omKkHO BT HeGOMbILIOE OTBEPCTUE, KAK MOKa3aHo Ha puc. 4.27.

Puc. 4.27. OtsepcTie Ha ReHTUNATOpE
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Ha c¢upmenHbIx BeHTwisTOpax Intel Takoe oOTBepcTHE OUEHB, YACTO MpsUeTCs
CBEpXy Moj Hakienkon. Yrobbl OHO CTANO JAOCTYMHBIM, HYXHO OTOApaTh 3TOT
Kyco4ek (hobIm,

Ecnu oreepcTHe HalieHO, TO Karmaem B HEro HEMHOTO Macjia U BO3BpAllaeM Ky-
Jgep Ha mecro. Ilpu oTCyTeTBMM ABIPOYMKM MOCTapaiiTech KarHYTh Maciao 4epes
KaKyl0-HHOYIb 1Ieb MEXIY OChIK KpBUIBYMATKM M BTYAKOH. [Tocie 3Toro BeHTH-
JIATOp J0JDKEH 3apaboTaTh Kak HOBBIN,

Boccranosnenue BeHTHIIsITOpa HA 6/10KE MUTAHUA CXOXE C TMPOLECCOM sl Kye-
pa, TONBLKO pasbuparb HAA0 AOMABIIC M CHEUMATBHBIX OTBEPCTHIl IS CMA3KH
NpaKTHYecKn He ObIBaerT.

Wrak, naxe ecim BEHTWIATOP paboTaeT MOCTATOYHO THXO, HO Bbl OTKPLLUIN
KPBILIKY CUCTEMHOro 6j10Ka, To npoTepeTs W 106aBUTh KaneibKy Macia B BeHTH-
JATOpP HA Mpoleccope He OTHMMET MHOTO BpeMeHM, 3aTo NMPOMIMT ero XW3Hb
U caenaer paboTy KOMIBIOTEPA YyTh THLIE.

4.9.2. DVD- n koMnakT-gucku

HOB'EPXHOCTH JIMCKA IOBOJIBHO YA3BUMbBI U CO BPEMEHEM l'IOpT.FiTCH.

Camoe CIIOXKHOE — BOCCTAHOBHUTH GOKOBYIO JacThb. OHﬂ TOHKasi, U €CJIH HET XO-
POLUEH 3alUKUTEI, TO BJara MOCTENEHHO paspyllaeT MOBEPXHOCThL AMCKA M OH CTa-
HOBUTCSH HEUMTAEMBIM. :

[TnockocTs, HA KOTOPOHl HAPMCOBAH PMCYHOK, TOXE OYE€Hb BaxHa. OHa sABIsSeTCA
Kak Obl oTpaKareaeM, U ecid MOgBUTCS LaparuHa, To IUCK MOXET YUTaThes ¢ oLl nb-
kamu. Kak CD-, tak u DVD-nucku BoccTaHaBmuBaloTcsi OOBIMHBIM JTAKOM LTS
Horreit. BoabMuTe Henpo3spayHbeld jgaKk M obpaboraiite nospexiaexne. H Takum
00pa3oM BOCCTAHOBMII HE OAMH (DHIIBM,

HukHSIsA MOBEPXHOCTD TOXKE JOCTATOMHO HEXHas, M HA Hell TaKKe NosBIsioTes
LapanuHbl, yXyIIalomue oTpaxeHue nasepa. 3[ech YKe Helb3si HUYero 3akpa-
muBate. JKexateabHo u30aBUThes OT UapanuHbl. Ecniu oHa Hernybokas, To npo-
fnema peruaercs MoJMpoBkoil mosepxHocTi. Kak sto caenars? Bepem 3ybuyio
nacty M HapxaTHBIM JIOCKYTKOM WM JIIOOLIM APYrMM MITKHM MaTepuasioM Haru-
paeM uapanuny. Yaille Bcero 310 MOMOraer.

4.9.3. CD-npuBogbi

Bor npencrassre cebe, cuante Bbl, paboTaeTe W OAHOBPEMEHHO CHIYINAETE KAKVIO-
HUGYnb My3biKy ¢ CD man mpoceTo Konmupyere AaHHbIE ¢ KOMITAKT-IMCKA, 4 B 3TOT
MOMEHT TIPOMCXOAMUT AOCTATOYHO CTPAILHbBIH, HO HE CMEPTENbHEIA B3PBIB B CHC-
TeMHOM 0j10Ke. DTO BCEro JIMiLb JOIMHY KOMITAKT-AKCK.

[Mouemy BapeisatoTes aucku? CoBpeMEHHbBIE MPUBOABI YHTAIOT HOCUTENU HA CKO-
poctt 50x oBbopotoB B MHHYTY U Gonee. Craphie KOMNBIOTEPHBIE JUCKH HE pac-
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CYMTAHBI HA TAKHE MapaMeTphl, MO3TOMY IUIACTUK He BBIIEPXKHUBAET W MOCTENEeHHO
Jonaercs. TpelMHaM Ha MOBEPXHOCTH AMCKa criocobersyioT M uapanuisl. Co Bpe-
MEHEM TPEeLIMHbBI CTAHOBATCSl KPUTUYHBIMM, M IKCK MPOCTO Pa3pbiBaeT.

BonblUIKHETBO ayIMOANCKOB TOXEe HE pacCYMTAHBI Ha paboTy Ha Takoil CKOPOCTH,
MOTOMY YTO ISl KaYeCTBEHHOTO BOCIIPOM3BEAEHMs 3BYKA C YNPEXKIAIOUMM 4Te-
HUeM JaHHbIX B Oydep nocrarouHo M 2X ckopocTH. B My3bIKanbHbBIX HEHTPax H
JIPYTHX CHEUMATU3HPOBAHHBLIX TIPOUTPLIBATENAX HE MCMONb3yeTcs TaKas BBICOKas
CKOpOCTb, MO3TOMY JAMCKH paboraioT HOAT0 M CTADWIBLHO Haxe MpH HATHYHH
TPelMH, @ HA KOMIBIOTEPE MOSBJISAETCS BEPOATHOCTh B3PbIBA.

YucTka nocne B3pbiea

Ecnu puck pasopsasicsi, TO BeCh MPUBOA M3HYTPH OyIeT MOKPHIT KYCKAMM AUCKA.
HX HYXHO aKKypaTHO BBIMMCTHTH. sl HAYaMa MONBITANTECH OTKPBITH KPBILIKY
CD-ROM. Eciu He noyumrcsi, TO Ha repeHeit MaHen HaiiuTe MaleHbKoe oTBep-
" crie. BosbMuTe TOHKYIO, HO JUIMHHYIO MTOJKY WM criuiy (06s3aTe/IbHO XKeCTKYIO)
W akkyparHo BcraBbre B orBepcrue. [lompodyiite Hauynars 4to-To Hanoaobue
LIeCTEPEHKHU M, Clerka noATaikusas, nonsiradtecs nposepHyTs ee. Kpsiiika He-
MHOTO [PUITOJAHHUMETCSH, U €€ YAKE MOXHO 6)(1181‘ OTKPbITH PYKaAMH.

Tenepb HYXKHO BbITAIKTL Bee octatku, Ecam ckopocth npusosa webosbiuas, To
ecTh BEPOSITHOCTh, YTO [AMCK PACKOJIOJICA HA HECKONbKO OOJbIUMX 4acTed, M HX
Jierko Byzer mawieds. B npoTMBHOM ciyyae AMCK pacchinaics Ha MICHBKHE Kycoy-
KM, MHOTME M3 KOTOPbIX pasmMepoM ¢ necuuHKy. Takoe yke u3pieyb 6e3 BCKpbi-
TSl PUBOJA HEBO3MOXHO.

Eciiu BaM He 1oBe3io M JIMCK MpeBpaTHicsi B MOPOMIOK, TO HYKHO BBIKIIOYHTE
MUTaHHE KOMIBIOTEPA W CHATH KPBILWIKY ¢ cucTemMHoro Gioka, OTkiiouuTe Bee
kabenn or CD-npusosa (npeaBapuUTeNBbHO 3aMOMHUTE, KAK OHH [MOICOeIHHEHBI)
¥ BBITALIMTE €ro, oTKpyTHs Kpenex. Ha kopobke npusosa oyeHb MHOTrO npeny-
NpexaeHnit 0 HeXeNaTeJIbHOCTH BCKPBITHS, HO He CTOMT obpaiars Ha HUX BHH-
maHue, npocto B 310T MoMeHT CD-ROM nomxkeH 6bITh OTKIIOYEH OT MHTAHMUS.

BoNbUIMHCTBO NMPHBOAOB OTKPLIBAETCA IMPOCThIM OTKPYYMBAHHEM YeThIpeX BHHTOB
CHH3Y KOPOOKHM M CHATHEM BepXHeil KpbllIKH M nepeaHeil nanean. Bama sanavya —
BBITPSAXHYTh Bech Mycop M cobpats yerpoiictBo. Tlocne artoro see Gyaer paborath
KaK HOBOE, €CJIM BO BPeMS B3pbiBa HE COPBAIO JIMH3Y WIH OHA HE MCMOPTHIACH.

Yucrtka nuH3bl

Co spemereM npuBoasl CD-ROM HauWHAIOT MIOX0 YUTATH AMCKH, DTO CBA3AHO
C TpA3BI0 M MBUILIO, KOTOpasi SBAsSieTCs MABHbIM HawuMm BparoM. Kak Obl BBl He
CTApaTMCh, PaHO WIH MO3AHO NMAYKaeTcsd JHH3a, Yepes KOTopylo MporycKaercs
J1a3epHLIA JIyd.

[na vcnpaBieHUsi CUTYAlLlMH ecThb CMEeUMaIbHbIE YUCTAILHE KOMIAKT-AHCKH.
[Mo BHeWIHEMY BHIY OHH HUYEM HE OTIMYAIOTCS OT BCEX OCTANbHBIX, pasHMLA
TOJIBKO B TOM, YTO Ha HHXKHEH NMOBEPXHOCTH Y HMX MPHUKPEIUIEHA MATKas Lie-



198 Fnasa 4

rouka. Korza mpuBoa mbiTaercs npodMMTaTh AMCK, TO IIETKAa cOpachiBaeT BClo
IPA3b C JIMH3EL,

Ho yMcrAmme nucku momoraioT He Beerna. Ecnu rpssb BheBLiagcs, TO NpUAETCH
BCKPBIBATH MPHUBOJA M MBITh JMH3Y Bpy4yHY10. [Uist 3TOrO Jyyllle BCEro MCMOJb30-
BaTh BaTy W mpocTyio Boay. HexenarenbHo NpUMMEHATH B KadecTBE MOIOLLETO
CpeJCTBa HUYEro CIUPTOCONEPXKALLEro, MTOTOMY YTO JIMH3A HE CTEKNIAHHAS W MO=
JKET MOTYCKHETb.

4.9.4. XKecTKue gucku

KecTkue DMCKM B MOCTENHEE BPeMsl CTAIM MEHee HaleXHBIL. Y MEHS TpU Iucka
eume 97—99 ronos BeITYyCKA, W BCE OHH [0 CHX MOp paboTaiOT KaK HOBEHBKHE W
6e3 ucropuyeHHsbIX 610K0B. C MOBLILUEHHEM [JIOTHOCTH 3anucyu OIOKH cTanu Mu-
HUATIOPHBIMM, HO MX Ka4deCcTBO OCTABJAET XenaTh Jyditero. Mbl peryaspHo
BCTPEYAEMCs C CHTYallMeit, KOraa u3-3a 9TOro HEBO3MOXHO NMPOYMNTATE MHMOpMa- |
IO, ¥ HeoOXOAMMbIe JaHHbIE TEPAIOTCH.

IMouemy poxznaiorcss ucnopueHHsle 61oku? OHU ecTh Beeraa, Jaxe Ha abcomior-
HO HOBBIX AMcKax. Tak Kak KiacTepbl HAa JMCKE CAMILKOM MaleHbKHE, Jobast
MbLUIMHKA WM HEBEPHOEe [BM)KEHME CYMTHIBAIOLIEH ronoBku yousaer ux. IMpous-
BOJNTEJIN 3apaHee 3aKIaibiBAIOT oNpeneaeHHbI npoueHT 6paka, 1 Ha JUCKe ecThb
pe3depsHbie Gnoku. [Moka OHM ecTh, NMEPEeHOC M3 IUIOXMX YYACTKOB IPOWCXONUT
He3aMeTHO, HO KOrja 3arac 3aKaHYMBaeTcs, TO YXKe C [OMOIIbI0 MPOrpaMM MOX-
HO BH3yanbHO HaGII0AaTh UCNOpPYEHHBIE 0BaacTH.

Bo/bLIMHCTBO MOMB30OBATENEH 3amycKaeT cKaHMpoBaHue aucka (scandisk), B npo-
1IECCE KOTOPOrO MCIOPHYEHHBIN 00K MoMevaeTcd Kak HeMCIONb3YeMbIil, a HMH-
dopmauma nepeHocutes B apyroe mecto. Ho udepes mecsill uam aaxe MeHblue
pANOM C 3THM MECTOM MOABUTCS elle OAWH IIoxoi 6nok. Tak MoxXHO jonro
CKaHMpOBATh M MOCTOSAHHO ITOMEYATh MCITOPYeHHbBIE 00IACTH.

Yawe Bcero ruroxue obsacti oOpasyloTcsi B KOHIE AWCKA, H €CJIA COKPaTUTh €ro
pazmep npotieHToB Ha 10—20, To mMck eiule poinro npopaboraer Kak HOBBII M,
ckopeii Bcero, He GyeT HANOMHHATL O CIYYHUBILUXCS TIpobiemax.

MHorna BHHYECTEP MOMOraT BOCCTAHOBUTH CHEUMATU3UPOBAHHBIE YTHIINTHL 11 -
arHOCTMKM M PeMOHTAa oT Tpoussoautenss. Ho B Moeil mpakTHke 310 ABIEHMe
BpeMEHHOe, ¥ Hepe3 HeKOTOpoe BpeMs JIMCK Bce paBHO HauuHaer cboutb. [lo-
ITOMY AAHHOE pPEIEeHHE MOXHO HCMONb30BATH KAK MPOMEXYTOYHBIA BapHaHT,
KOTIA HeT BOSMOXHOCTH KYNUTh HOBBIH AMCK.

YT0o0bl BOCMONB30BATLCS MPOTPAMMON TIPOM3BOAMTESNS, Bbl JO/DKHBI YETKO 3HATh
MOfieJlb JUCKA W HAWTH HYXHVIO YTHIWUTY Ha caiiTe paspaﬁommca [Mpexne uem
HCIIOJIB30BATD €€, 03HAKOMBTECH C IOKYMEHTaLNEH.
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4.10. Banom nporpamm

3aluTa ¥ B3JIOM MPOrpaMM — 3TO BeYHas BOMHA MEXIy NMporpaMMHUCTAMH KU Xa-
kepamu. [lporpaMMuCTBI XOTAT NOJNyYaTh 3a CBOH TpYA AeHbLH, W 3TO BIOJHE
3akoHHO. Kaxabni HOoMKeH Ha YTO-TO XWUTh M He MOXET pasnasaTh CBOM Tpya
decruiatHo. Ecnu yenosek BeiGpan nporpamMmupoBaHue cBoeil npodeccueit, To
OHa IO/IKHA MPUHOCUTE 0X0[ U obecrneynBaTh IOCTOMHOE CYIIECTBOBAHME,

[MpocTo Tak pasgaroT cBOM paspaboTKM TONBKO MPOrpaMMHUCTLI-TIOBUTENHN, KOTO-
pble 3aHMMAIOTCS ITUM B cBOOOMHOE OT paboTel BpeMs M NMpH 3ToM He obecrieum-
BAIOT CBOMX TfOJb30BaTeNeif MOMHOUEHHON MOMOIIBIO, @ OTAAIOT MPOrPaAMMBI
B TAKOM BMIE, B KaKOM ecTb. BBIBAIOT Ciaydyaum, KOraa KOMMAHMM CIEUMATBHO
pacnpocTpaHsioT OecrulaTHbIM codT, a 3apabaThiBAlOT WM HA NOAIepXKe (Kak
9T0 yacTo ObiBaer B coobuiectBe Open Source), WKW HA APYTMX COMYTCTBYIOLIMX
MPOAYKTaxX, WK peKiame.

Xakepbl KaTeropMyeckd He XOTAT IUIATUTH 3a nmporpammbl. Eciu yenoBex Bana-
MbIBaeT MPOrpaMMy M3-3a OTCYTCTBMSI JIEHEr, TO 3TO elle MOXHo mnpoctuts. Ho eciu
3TO MPOUCXOAUT PANM MONYYEHHUS BBITOABI WJIM MPOCTO paau Mpolecca, TO 3TO
yXKe MpecTyIUIeHHe | HOJDKHO ObiTh HAKasyeMo.

B naHHOl KHUre Mbl 3aTPOHEM TOJILKO OCHOBHBIE INPHHLIKITEI, KOTOPBIE XaKephl
NPUMEHSIOT NPH B3JIOME NMPOrPaMMBI. DTa HHGOPMALUS JAETCHA HCKIIOYUTENBHO
B MO3HABATEJIBHAIX LEJSIX ¥ HE PEKOMEHYeTcs K MCMO/Ib30BaHMIO HA IMPAKTHKE,
0cOBEHHO B KOPBICTHBIX LieJisix. XOTsi 6yyT paccMaTpuBaThes TOJIBKO MPOCThIE Me-
TOIbI, 5 HANEKCH, YTO 3Ta TeMa OKAXETCsl JUISl BAC MHTEPECHOM U MOYYNTENbHOM.

4.10.1. NMo4yemy nomaior?

BONBUIMHCTBO MpOrpaMM, BBIMYLUEHHBIX nox rpudom Shareware, HomkHb pabo-
TaTh ONpEeAEIeHHOe BpeMsl WIM PAaccYMTAaHbl HA OrpaHUYEHHOE KOJIMYEeCTBO 3a-
nyckoB. OHM 3alMUIEHBI MPOCTEHIIMM CYETYHKOM WM DJeMEHTAPHBIM MaTema-
THYECKHUM aIrOpUTMOM NpOBepKH nartbl. OBOUTH TaKylo Nperpany AOCTATOYHO
MPOCTO M He COCTABUT TPY/a [aXe HEOMBITHOMY IMOJB30BATEIO.

TMouemy Hepeako 3ammTa Takas npocras? [lotoMy 4TO mporpaMMHCT-OIMHOYKA
He GyIeT TpaTuTh HA 3TO MHOrO BpeMeHM U cwi. HyXHO NpuayMbIBaTh YTO-TO
OPUTMHATLHOE U HOBOE, YTOOBI XaKepy ObUIO ClTOXHEe B3noMarh nporpammy. Eciu
yIeNTUTh 0O0JIBbILIOE BHHMAHUE 3TOMY BOINPOCY, TO HE OCTAHETCS BpeMEeHM Ha pea-
Ju3aunio (GyHKUMOHANBHOW vacti codra. M Torma mporpaMMUCT HE CMOXET
KOHKYpPHPOBaTh ¢ MOHCTpaMHM OT KOPMOpallMii M creunaIn3upoBaHHBIX (UpM,
Y KOTOPBIX YK€ €CTh ONnbIT 6opbObl M HapaboTaHHbIE AITOPHTMBI 3alnThl. TIpo-
NyKThl, CO3JaHHBIE B 3THX (UPMaX KoMaHIamu paspaboryukos, umeior Gosee
CTOMKYIO 3aILMTy, HEXeJNW MpocTas HAKPYTKA, HO 3TO He 3HAYMT, YTO B3JIOMAaTh
HeJb3d. DTo OyIeT He MO CHiIaM HauMHAIOLIEMY Xakepy, a npodeccuoHal, KoTo-
pblif yXXe He OJWH pa3 BCKPLIBAN 3Ty MPOrpaMMy M 3HAKOM C @JITOpUTMAaMH, MC-
nojib3yeMbIMH B AaHHOU (upMe, OBEICTPO HalieT H3MEHEHUS M BallOMaeT CHOBA.
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O6parute BHUMaHue, aaxe Microsoft 1o mossnerus akrupauyun B Windows XP
3alMIIana CBOM MPOrpaMMbl MPOCTHIM CEPUIHBIM HOMEPOM, KOTOpBI MpoBeps-
ercsl MareMaTH4YecKW. AJITOPHTM TIPOCT, KaK TpH KOMEHKH, MMOTOMY 4YTO Her
CMBIC/IA BHUIYMBIBATH CEPHEIHBIE BHIMHCIICHUSL. Her rakoii o6oporibl, KoTopyio He
npopsain Obl XaKepsl. )

Ecnu B3nom Gyler cAULIKOM CIOXKEH, TO KYMUBUIMI OIHY JIHUEH3IWIO MOXET pac-
NPOCTPAaHUTL CEpHItHBIN HOMep no BceMmy Mupy. Bel ckaxere, 4to Takoil Kon
JIETKO ONpeNie/iuTh U Y3HaTh, KTo ero pasmuoxun! Her, B MuTepHere Takue Koy,
B OCHOBHOM, CYLIECTBYIOT Ha MpOrpaMMbl, KOTOpbIE KYIMIEHbI 1O BOPOBAHHbLIM
KpeauTHbIM Kapram. Tak 4To Bbl He CMOXETe HAUTH HACTONIIErO BUHOBHMKA,

Her cMmbiciia 3amiMmiarhesi, BCce paBHO B 3TOH BoMHe nobeant Hanajawowui.
HyxHo cnenars Tak, 4To6bl NOKYNaTh JMUEHIHOHHBIH COT CTANO BHIFOAHEE, IEM
sopoBarh. lleHa aoMmKHa cooTBeTcTBOBaTHL couepxumomy. Eciinm atn yenosus Gy-
AyT cobaoaaThes, TO JIOAM HAYHYT MOKYNaTh NMPOrpammbl, a He OyayT Balambi-
BaTh WJIH TOJIL30BAThCS KPIKaMH.

HexoTopbie hupMbl MBITAIOTCS BCTPOMTH B CBOH MPOAYKTHI MOMIEPXKKY Kiiodeil u
mubpoBaHus WK MPHUBA3KY K 000pYyIOBAHHIO, HO M TaKHE CHCTEMbl OKA3w1UCh
GeasammMTHbIMU. EC/H YTO-TO HEBO3MOXHO B3JIOMaThb, TO MPOrpaMMa He MOIy'UHT
pacnpoctpanenusi. OC Windows crana nonyasipHoit, 6iaronapsi csoeii npocrore,
ynobetBy W nerkoctd Banoma. Kpsku nosensanuce B MHTepHere paHblIe, ‘eM
HoBas Bepcusi. Takum obpaszoM, KOJIMYECTBO MOJb3OBATENIEH CTAM0 0YeHb Bonb-
UM, © HEKOTOPLIE H3 HUX omaatwiu auuensuio. Camas Xopouuas pexiama Uis
NPoAyKTa — 3TO OTKJINMKH Baagesnbues. Yem Gonbiue monb3oBareneit (rerajibHbIX
H Her), TeM Bbillle nonyaspHocTs. Boporbest ¢ xakepamu GecriosesHo, a MHoraa
NpOCTO HeHYXHO. 3apabarsiBaTh AEHBIM HYXHO Ka4ecTBOM, a HE CTPOMTENIBCTEOM
MoJIOCHl NMPensATCTBUM.

[lasaiiTe NOCMOTPMM, KaK yCTPOEHA 3alMTA M KaK ee obxoasT xakepbl. Ecim sol
nporpaMMHcT U paspabarbiBaete cobCTBEHHbIE MPOAYKTH noa rpudom Shareware,
TO 3TH PEKOMEHAALMM MOTYT BaM NPHIOANTHCS.,

4.10.2. Cpok cnyx6bl

Camplit npocreiniiunii cnoco® 3actaBuTh NporpaMmy paborars — MPOLIUTE ee
cpok cayx6bl. Kak s yxe rosopun (cm. pasd. 4.10.1), 3awmmrta Shareware-
nporpaMm Yaille BCEro NpMMUTHBHA W, B OCHOBHOM, CTPOUTCH HA CYETYMKE 3a-
MYCKOB MJIM HA KOJWYeCTBE MCHojb3yemblx aHeii, Bropoe npeanoyrHTenbhHei.
IMoyemy? Ceiiuac oGBACHIO.

PaszpaGoTuuki oveHb YacTo AONYCKAIOT olnbky npu nposepke gartsl. [lpu ycra-
HOBKE MporpamMMbl B peecTp 3amuchiBAGTCS JlaTta Onepatui, a NpH 3anycke mnpose-
psieTcsi, He TIPEBbILIACT JIM TeKyllas JaTa MapaMeTp YCTaHOBKH Iutfoc onpeaesieHHoe
yucno aHeit? Ecin ycioBue BLINOMHSAETCH, TO JUMUT Bbilea. BoT TyT U ecTh CKpbi-
tas owmbka. TMepesenure cUCTeMHy0 nary B Kommbiorepe Ha 01.01.2010 roza
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H YCTAHOBHMTE MporpamMmy. 3areM BepHHTE KaleHIapb B HOPMalbHOE MOJIOXe-
HUE W ucnonb3yiite codt B Teuenune 10 ser (temepsp nporpamma Gymer paborartb
no 01.01.2010 roc paspelieHHOe YMCAO IHEH). 3a 3TO BpeMs OHA HE MpoCTO
ycTapeer, a ee BO3MOXHOCTH MOryT Gojiblie He I'IOHanOﬁHTbCﬂ B€lb TEXHOJOTHH
MEHSIOTCS 3@ HECKOJIBKO JIET.

Kane, uro Takywo OwWMOKY HOMYCKAIOT TOABKO HAYMHAOILHE IIpOI‘paMMHCTb[.
[Mpodeccuonansl B crneunanusupyiommuxes Ha Shareware-nporpammax dbupmax
yXKe JaBHoO npuaymanu Gonee addexTHBHBIE METOOBI MPOBEPKH TNepuona pabors
nporpaMmet. TyT yKe NpocTbIM MEpPeBOAOM 4acoB He 000HTHCE.

4.10.3. HakpyunBaHue cueTymka

Eciu Bbl CTONKHYJIMCh CO CYETYMKOM 3aMyCKOB MPOrpaMmbl, TO Monpobyiire
apyroi crocod — "mMouuTopuHr peectpa”. ILis atoro Bam noHagoOuTes 3aiTH Ha
caiit http://www.sysinternals.com. 3nech ectp nporpamma Regmon (Regmon for
Windows NT/9x), KoTopas pocTyrnHa Juisi cBOOOAHOTO CKAYMBAHUS.

Masaiire pasbepem paboty ¢ Regmon Ha npumepe HAKPYTKHM CUETYMKA Nporpam-
Mbl, KOTOpas yXe 3aKpbiTa M He pacnpoctpaHdercsi. He Oyaem ocraHaBmuBarbcs
Ha HA3BaHUHM ¥ MPOM3BOUTENE, YTOOBl HE HCTIOPTHTD €ro MpoAaXu.

Hago sanyctuts no ouepean Regmon, a notoM B3/JlaMbIBAeMyl0 Mporpammy.
B okue Regmon nosissitest Bece coGbiTHsl, CBA3aHHBIE ¢ OOpalleHWeM K peecTpy
(cM. puc. 4.28). Kaxioe obpaiieHine pasduto Ha HECKOIBKO KOJIOHOK:

1. # — nopsIKOBBI HOMEP cOObIEeHNS.

Process — nporpamma, obpaTuBLiascst K peecrpy.
Request — sanpoc.

Path — nyTs.

Result, — pesyjibTar.

Other — JONONHUTENBHBIE TApAMETPBI.

AR LB S

Camoe nepBoe, U4TO HYXXHO MOMCKaTh, — CTPOKH, B KOTOpbIX rnoje "Process” pasHo
deskt (310 MM$ 3anyckaemoro daitna) u noae "Request” paBHO SetvValueEx.

B MOMeHT 3arycka rnporpaMMbl CHHMTBIBAIOT HACTPOITKN M MapaMeTphl, 4 SetValueEx
o3Hauaer 3amuch B peectp. Tak 4TO Xe MOXHO 3anucarth BO Bpems 3arpysku?
Tonbko cueryuk. Ecim xopowo nocmorpers Ha puc. 4.28, 10 coobuienune non
HoMepoMm 1435 COOTBETCTBYET NMOCTAaBIEHHOMY ycioBulo. OBpaTuTe BHHMaHHE Ha
nojie "Other". Tam cTOMT 3HaYeHHe 18, KOTOPOE MULIETCSl B peecTp. 3anuch Mpo-
ucxomut no anpecy: HKEY_CURRENT_USER\Software\ Desktop\ProductID.

Tenepb nocmorpuTte HemHoro sbitue (#1430). Mo atomy Xxe aapecy nMpoHCXOAWIO
YTeHHE mnapamerpa, 3HaYeHWe KOTOPOro OKa3aloch PaBHBIM 19. DTO TOBOPHUT
0 TOM, 4TO cueTyuk paboraer B 06paTHOM MOpsiIKe, W KOrIa OH AOCTHIHET HYJIS
(MOXeT M OTPHUATEJbHOrO 3HAYeHHsl), MPOrpaMma MepecTaHeT 3aIyCKaThesl.
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Tenepb Bbl CMOXETe CMOKOMHO BEPHYTh MPOrpaMMy K XKU3HHU, BPyYHYIO M3MEHWB
artor cyetyHK. [lonpoGyiite cpasy ysenuuuts ero go 10 000, Hekoropsie mpo-
rpaMMBbl MOTYT 3TO npo3eBaTh. Eciu cuerumk paboraer Ha yBequdyeHue (HampH-
mep, 10 100), To MOXHO MocTasuTh Tam 3Hauexue —10 000 W TOraa HagoecT
XKIaTh, KOrja HaCTYNHT Tipelet.

ToyHO Tak Xe KOPpeKTHpyIoTcss M naThl. Hampumep, MOXHO NONPaBuTb OIMH
napameTp B peectpe s nporpamMsl The Bat tak, yro oHa Gyner paGoratb Gec-
KOHEYHO, MoKasblBas, 4To Yy Bac octasock —5 000 gueit.

Ecnu y Bac BO3HUKIN NPoBeMBl ¢ MOHMTOPUHIOM, TO YTOOBI HE MepeycTaHaBIu-
BaTh MpOrpaMMy, MOXeTe MpocTo nonpoboBarh yAaiuTh U3 peecTpa Bce 3Haue-
HHS, CBA3AHHBIE C HEl, OYEHb YacTO 3TO MOMOTraerT.

Eciu ncnons3yercst cYeTYHK 3aMycKoB, a He jJaTa, TO MOXHO cenaTh Jaxe Mpo-
we. [Mocne ycTaHOBKH MpOrpaMmbl HAYaIbHbBIE MapaMeTpbl 3aMIUIYTCs B peectp.
3anyctute regedit m Haiiamte ot mapamerpel B ctpoke HKEY_CURRENT_
USER\Software\ ruiioc uMs GUpPMbl WK [1POrpamMMBbl. BoieuTe pasien u okc-
noptupyiite ero B daiui. Korga 3akoOHUHTCS AUMHUT 3a1yCKOB, [MPOCTO BBIMOMHUTE
uMIopt atoro ¢aiina, ¥ Bce HACTPONKH BEPHYTCH B HAYATBLHOE COCTOSIHME, TaK
YTO MOXHO GyneT cHOBAa ¥ CHOBA MCMONbL30BATh JOOUMYIO YTHIUTY.

SUCCESS -
= SUCCESS 3
desit SUCCESS -
desid SUCCESS -
dezid CoseHey G 2943090 SUCCESS -
1416 gemit Opariey MU Software SUCCESS  hiey: DnC2AIDED0 7
1T desid Oparey MKCLIGOR W ot SUCCESS  hiey DnC2AJ00TD
1418 deslt Closeley HCUSofwars SUCCESS -,
1419 desit Openiey HKCUSoRware Desktop SUCCESS  hKey: xC2AIDEDC =
1420 dasit Queery'VshueEx HHCUGoftware DesktopProduct NOTFOUND -
N desit Closskey SUCCESS )
1422 FRegmon Qe ' sdumE QxC18651 1 OWLANG NOTFOUND -~
1423 Regmon Quer Vs C18851100OLER SUCCESS “OLEI2DLL® ~
1424  Regmaon Openkey HLMG SUCCESS  hkey nC2AT0600
1425 Regmon QueryVsiuets HLMGo, VL SUCCESS 2041 200 -
1426  Regmon Coseiay HELMS N, SUCCESS -l
1437 deshd Cpenkey Loy e Desiton SUCCESS ey OxC2A10600
1420 denidt Gy s HRCLIGO N ware! Desidop Pr oductiD SUCCESS -
1429 deskd Quer vV iskusEx S o e Desitop Pr oo SUCCESS -
1430 deshd Query'vahusEx HOUGof war o) Detidop ProductiD SUCCESS " -
1431 deskd Closekay OISO M w8t Desitop SUCCESS -
1432 deskd Operiey MRCLNSON war sl Destiop SUCCESS  hitey ONCZAIDEDD
1430 odesit Closeiey HHCUSoftwars\Desitop SUCCESS &l
1434  desit Operkey HKOLSoftwaro\ Desidop SUCCESS  hey: OeCQAIDEDC ol
1435 desid SetVislusEx HUCLNSoMwas Dkt op ProcctD SUCCESS 1 -
1436 - desid Closekiey HHOUMSoftwars| Desitop SUCCESS -
1437 desid Operiey HHOLSofwire| Desitop SUCCESS hiey DeC2AIDEDC &
1438 deskt QueryValusEx HHOUS 0w e\ Destopaiin SUCCESS w
1439 desi ey el HECUSotware\ DesttopMatLine SUCCESS -
1440 desid Guoryshuelx HECUSonwa sl Desitop MutiLne SUCCESS *1* ™
1441 deskd | Closeiey | HKOUNScftwarel Desidop SUOCESS *
deskl | Closeey KON Softwerel SUCCESS -
denkd SUCCESS

Puc. 4.28. OxkHo nporpammsl ﬁagmon
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4 020 FILEMON.EXE E\Program Fles\ABBYY Lingvollvtio,,,  SUCCESS  Attributes: Any Optionst ..

50 %:09:20 FILEMONEXE  FASTIO_QUERY STA... E:\Program Flles\ABEYY LingvoiLvHo.., SUCCESS  Size: 40960

51 %0820 FILEMON EXE E UngvolLvHo.., SUCCESS

52 9:09:20 FILEMONEXE  IRP_MJ_CLOSE Et\Program Fles\ABEYY LingvellvHo.., SUCCESS

52 %020 FILEMON.EXE  PSCTL_IS_VOLUME M... EilArchivelx SUCCESS A
54 | 0920 FILEMON.EXE  IRP, Et\Program VY LingvollviHo.., SUCCESS  Attribukes: Any Options: »,
= 9:09:20 FILEMON.EXE  FASTIO_QUERY BASL.. Ei\Program Files\ABBYY LingvellvHo,.. SUCCESS  Attributes: A

s 9:.09:20 FILEMOM.EXE  IRP, E:\Prugram Flles\ABEYY LinguoilvHo,,, SUCCESS

s 9109:20 FILEMON.EXE E:\Program Files\ABBYY Uingvollvho,., SUCCESS

L2 9:09:20 FIEMONEXE  PSCTL_IS_VOLUME M... E:\Archivelx SUCCESS {

5 90920 FILEMON.EXE  FSCTL_IS_VOLUME_M... E:i\Archivelx SUCCESS

60 9109:20 FILEMON.EXE  IRP_M)_CREATE E:\Program Files\ABBYY Lingvollvho.., SUCCESS  Attributes: Any Options: -4
81 Su09:20 FILEMONEXE  1RP_MJ_CLEANUP :\Program Files\ABEYY LingvollvHo..,  SUCCESS "
62 2.09:20 FILEMON.EXE  [RP_M)_CLOSE Ex\Program Files\ABEYY vHo.., SUCCESS ol
&3 %0920 System 1RP_MJ_WRITE* £: DASD SUCCESS  Offsst: 16384 Length: 4096 :
64 909:25 explorer IRP_M)_CREATE Ci{MSSOLT\Binn\sgimangr exe SUCCESS  Attribubes: Any Oplions: o
85 90928 explorer FASTIO_QUERY _BASL.. Ci\MSSQLT\Binnlsgimangr exe SUCCESS Attributes: A "]
o n0NS explores ge 1 (MSSQUT\BInn\sglmangr  exe SUCCESS -
67 . mow2s explorer.exe  IRP_MI CLOSE C:\MsSQU ] SUCCESS b
o N0NES explorer gxn IRP_M]_CREATE CAMSSOL ] SUCCESS  Attributes: Any Oplion: .., ]
9 S0ms wxplorer, axe FASTIO_QUERY STA...  C/\MSSQUT\Binnlsgimangsr.ame SUCCESS  Sire:; 110592 N
7O %NS explorer exn TP _MI_CLEANUP m""""""ﬂ e ’mm h

Puc. 4.29, Okxo nporpamuu File Monitor

[Moyemy Mbl rosopum Tojibko o peectpe? Jla moromy, 4TO 3TO camblil pacmpo-
CTPAHEHHBII M O4YeHb YIOOHBIH criocob coxpaHuTh napaMerpsl npuioxeHui. Ho
3TOT MeTOJl He eAuHcTBeHHBIH. Hekoropsle coBpeMeHHble W GONBIIMHCTBO CTa-
PBIX MPOrPAMM MCTONb3YIOT ISl COXPAHEHUs NpocThie daitbi.

Inst peureHusi 31oH npoGnembl OTMPABASEMCS 1O yXe 3HAKOMOMY aapecy
http://www.sysinternals.com u cxauusaem nporpammy File Monitor (Filemon for
Windows NT/9x). Drto yrwiuTa npeaHasHayeHa Ul MOHMTOPWHra obpailieHuil
K (haitnam.

Pa6ora ¢ File Monitor aGconoTHo Takas xe, Kak U ¢ Regmon, TonbKo 3aech Bbl
NOJIXKHBL OTcexuBarh obpauenust K daitnaM, yTeHHe M 3anHch PasIMYHBIX Ma-
pameTtpoB (cM. puc. 4.29).

Hanocnenok xouy oOpaTHTh Balle BHMMaHHe, YTO 3aMHCh CYETYMKA MOXET Mpo-
MCXOIMTh HE TOABKO NMpPH CTapTe, HO M MPH BbiIXOIAE M3 nporpammbl. CHETIHKH
nar BooOLIe MOTYT He MIMEHATHCS, HO MX TOXE MOXHO MONBITATECS BHIYHCITHTD.

4.10.4. NonHbiA B3NNOM

Ecnm Bol xoTHTe M30aBUTBCS OT BCEX MPEAYNpeXIeHHH O PerMcTpauMH, co3jlas
BHIMMOCTB, YTO Bbl 3TO CAENUIH, U MOJY4HTH BCE BO3IMOXHOCTH MPOTrPaMMBl, TYT
yxe Ge3 muaaccembiepa, accembiiepa U MAIUMHHLIX KOAOB He 000MTHCH.
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JusaccemBiiep — mnporpaMma, npespaniaolas MalluHHbie Koabl B Gonee ynob-
Hblit BuA (s3bIK AccembGrepa). [ns nmoHMMaHuss KomMaHa accembiepa HYXHO
YMETb [MPOrpaMMMUpPOBaTh, HO [UISL B3JIOMA [POCTOH 3AUIMTHEI MOXHO 00OHTHCH
u Oea sToro.

Mat He Oyaem yrayOasiThesi U pacCMOTPHM TOJBKO OCHOBHBIE MOMEHTBI, HO 3TOrO
Gymer NOCTaTOMHO UIsi OMBITHOTO MPOrpaMMMCTA, 4TOObI TPOHMKHYTH B [po-
IPaMMBI JIOCTATOYHO BOMBUION CI0XHOCTH. A €C/Ii Bbl SIBJSIETECH MOJIL30BATEIEM,
TO CMOXeETe MPeooseTh NPOCTeHlyI0 3alUNUTY, 1 HHYero bonee.

Hrak, nns paboTsl HAM MOHano6ATCS clelyloliMe HHCTPYMEHTHI:

0 W32Dasm — xenateJbHO, He HHXe Bepcuu 8.9, MOXHO HANTH Ha
http://www/expage.com/page/w32dasm;

O Turbo Debugger ot ¢upmsl Borland — uner co cpenamu paspaborku. Jlyuine
Beero ucrionb3opars DOS-BapuaHT, KOTOPEINH MOCTABIAGTCS CO CTAPBIMU $3hl-
KaMu riporpaMmupoBaHus atoit ¢pupmsr THna Borland C++5.02;

0 DiskEditor — wmoxHo JoGoit Bapuant, Ho s jwbaio or asam Hoprona
(www.symantec.ru).

Menbliie ciioB, bojbiue aena. 3anycrute nporpammy W32Dasm. Breibepure u3
menio Disassembler nynkt Open file to Disassemble... Otkpoiite HeoGXomMMbIii
exe-taiin. S onsTh BO3bMYy Ty Xe Mporpammy, 4to u B pasd. 4.10.3. Bo spems
3arpy3Kd TIPOMCXOIMT NpeBpalleHne MalIMHHBIX KOMaHI B s3bIK accembiepa,
M Ha 3KpaHe MOABISETCH KOH MpPOrpaMMbl, KOTOPBIH MOXET MPOYHUTATH TOJNLKO
MPOTrPaMMHCT.

1

Teneps nmepexoanm K camomy Banomy. [lisi Hayana HyXHo nonpoGopaTh HailTH
Konbl. [Ins storo Beibepute MeHio Search/Find Text. Beemute cnoso "Regist” u
sanycTute nouck. Korpa nmogoGHbl KOHTEKCT Oyaer HaitjieH, OCMOTPHTECH BO-
kpyr. Ecnu He BHAMTE HUYErO WHTEPECHOrO, TO MPOHO/DKANTE novcK. Bel monxk-
Hbl 0BGHAPYXUTh TEKCT, CBA3AHHBIN C perucrpauueit, Hanpumep, coobieHne oo
yIa4HO BBEJEHHOM KOJIE.

[Mocmotpute Ha puc. 4.30, Ha KOTOPOM MOKAa3aH CHUMOK pe3yjabTata MOEro ro-
ucka, W32Dasm namen rtexer "Enter registration code”. Sl aymaio, sto 1o, uyTo
HaJIO [NMporpaMMHCTEI, 3HAIOUIME S3BIK Accembiiep, MOIyT NMpPOCMOTPETh KOMaH-

. Ecnmu ¢ stum y Bac npoGieMel, TO MOMCCHENYHTe CTPOKM, HAYWHAIOLIHECS
¢ cuMBoJia "*" (3Besmouka),

WTak, HauMHaeMm IO TIpOrpaMMe OTHICKMBATh Takue 3Besnouku. Creayioulas
cTpoKa abCcoMoTHO HUYEro He roBopuT. OnycKasich ellie HIDKe, MOXHO YBHETb TEKCT:
* Possible StringData Ref from Code Obj ->"RGCD1"

Haxe He 3Has NPOrpaMMUpPOBaHMS, MOXHO Aoralarkcs, YTO BBEAEHHBLIN Koa Oy-
et cpaguuBarbesi ¢ "RGCD1". DTo JOrMyHoO, MOTOMY YTO MBI CHayana Hallu
coobuiernne "BBenuTe perMcTpauUMOHHBIH KOA", M TYT K€ Tpynna HEerMOHSITHbIX
cuMBOJIOB. YTO Melaer npoBepuTh 3TY CTPOKY KaK perucTpanroHHblit Kon?



Coserel xakepa

2 AsBYY Lingvo 6.0L...

D:\WINDOWS\System, .
“e:\Program Files\Kas..,
D:\WINDOWSisystem, .,

“D:\Program Files\Com...

B i,Program FHes‘q,RoxI..'

D.\WINDOWStSystem...
E:|PROGRA~11ABBYY, ..

}KLM\SOFTWAREINIUOSOFU;WWS\MH "
HKLMSOFTWARE Microsoft\Windows\CurrentVer...
HKLM\SOF TWAREMicrosoft\Windows|CurrentVer. ..
HKLM\SOFTWARE\Microsoft\Windows\CurrentVer. ..
HKLMtSOFTWARE\Mosa&\thows\CmM« 2

mmmamwx%mﬂcm«. o
Common Startup

' Acrobat Assistant E:\PROGRA~1\Adobe... Common Startup
| 2 Adobe Gamma Loader D:\PROGRA~1\COMM,,, Common Startup

Puc. 4.30. OkHo nporpammbl W32Dasm

Hy a ecjin Bbl 3HaeTe NporpaMMHpoOBaHKe, TO MO KOLY CMOXETe Y3HaTh, YTO nep-
BblE 5 CHMMBOJOB BBeJeHHOro Kmouya ao/mkHbl Obith "RGCDI1", ocransHbie —
MOTYT OBITH J1IIOOBIMH.

D70 MAeaTbHBIH BapuMaHT, KOIAa MPOMCXOAMT MpOCToe cpaBHeHMe. Xyxe, Koraa
MCIOb3YETCA MaTeMaTHKa, Toraa yxe HyxeH Oonbluoil onbit. Ho aasaiite no-
CMOTPMM HeMmHoro janeiie. Bbl Haitmere crnenyiourne crpoku "Software”,
"Desktop” u "ProductID"”. MHe 3T0 HamoMuHAaeT KIIOYH peecTpa, ¢ KOTOPBIMH
MBI yX€ BCTPEHaINCh TPH MOHMTOPMHIE C MMOMOIUBIO TporpaMmbl Regmon:
Software\Desktop — nyte B peectpe, a ProductlD — crpokossiit napamerp. [lo-
yeMmy cTpokoBbii? Jla moToMy, YTO elle HUXe sl Hallea KoMOMHALMI0 CHMBOJIOB
“sdjFE2fih3erj3J". D10 3Ha4YMT, YTO €C/IM TaKas CTPOKa ecTh B peecTpe, TO Mporpam-
Ma cuMTaercs 3aperMcTpupoBaHHOil. Bor tak. Jaxe ecau 1A nmpoBepkH Koga Mc-
[MoIb3yeTcst MaTeMaTHKa, Bl cMoXere ee o0oiTH, OTbICKAB YTO-HHOYIL 1ogobHoe.

Ho 3ro Bce aneMeHTapHbie BapuaHThl 3aluMTel. HecMoTps Ha npoctoty, OHM He-
MOJIB3YIOTCH OYE€Hb 4acTo.

4.10.5. CnoXHbiiA B3N1IOM

Ec/iv Bbl HUYEro He HAlILIH, TO TYT yXe 6e3 cpencts omnaaku He oboiiruce. INpu-
nerest sanyckars Turbo Debugger (wiuM apyryio nporpammy, HO MHE HpaBHTCH
UMEHHO 3Ta) U MCKATh PerMCcTPalluio, OTIAXHBAS NporpamMmy.
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51 He Gyny BraBaTbesi B MOAPOGHOCTH, @ 1aM Mapy COBETOB UIsl IPOrPaMMHCTOB:

1. TlompoGyiiTe mouckaTh Bce BbI30BbI (hyHKLMI MessageBoxa. Yaule Bcero ps-
JIOM ¢ peructpauueit Oyner xots 66l OIMH BEI30B 3TOW (YHKIHMHU, B OCHOBHOM,
115t coobiieHs 00 yIayHOM 3aBeplUeHnH TpoLecca.

2. Mumwmre mocneaoBaTeNbHOCTh KOIOB BhIXOAA M3 nporpammel. [Tocmotpure, or-
Kyzna oHM BbidbiBaioTcs. Eciu nmporpamma BbipaboTasia CBO# pecype, TO OHa He
3anycTUTCd, @ 3HAYUT, Te-TO JO/DKEH OBbITh NMPUHYIUTENbHBINA BbI30B 3aKpbi-
tia. Korga Haiizere, noAHMMUTECh HEMHOIO BbILIE M TMOMILIMTE KOMAHIY Te-
pexona. OHa 006s3aTeJIbHO IO/KHA ObITh, MOTOMY YTO BCErja HCIHOJb3YeTCs
anroput™ tuna "Ecnau nporpamma He 3aperucTpupoBaHa, TO MEpeilTH Ha Bhi-
xozi, nHaue paborath nanplue’. Baiia 3agaya — 3aMEHHMTDb YCIOBHBIH Mepexon
Ha Ge3ycnoBHBIN (Jmp) Mo anpecy NPOROIKEHUs BBINOTHEHUA MPOrPaMMEIL.

Just penaktupoBatms Koaa oueHb ynobern Turbo Debugger (TD). Ber Bcerma mo-
XKeTe MEeAKHYTh Mo j0oboil cTpoke Koaa MpaBoil KHOMKOW MBILUKW M BeIOPaTh
nyHkr mMeHio Assembler. Beeiute B mosgBuBLIEMCH OKHE HOBYIO KOMAaHIY HA A3bl-
Ke Accembnep, 1 TD 3aMeHHT ee HA HeoOXONMMBIH MALIMHHBIA KOI W BCTABUT
B BBIOpaHHYIO CTPOKY. EAMHCTBEHHBINT HENOCTATOK — COXPAHUTh 3TOT KO HEBO3-
MoxHO. [IpocTo 3aMmoMHHTE ero M aapec pasMellieHHus, a MOTOM MOMNpaBbTe ¢ Mo-
motusio Jioboro HEX-penakropa (s npeanouuraio Disk Editor).

KoHTponb perscrpaiin MOXeT 6bITh CKOJNIb YIOAHO CIOXHBIM, HO MPAaKTHYECKH
BCeraa OH 3aKaHYMBAeTCsl MPOCTON NPOBEpPKOM THMA "ecan perucTpaims npoiuia
YCMEIHO, TO NPOAC/IKUTE BhINOJHEHHE, HHAYe — BhIATH".

Oxono 10 ner Hasan a1 Kynun urpy. PerMcTpalMoHHbBIN KO, KOTOPBIM GbUT HA KO-
pobke, rnoyemy-To He MOAOLUEN, a jeio ObUIo BeuyepoM, M B CIyKOy Mmomuepkku
3BOHUTH No3aHO. lourpare oYeHb XOTENOCh, MO3TOMY HEIOJNrO AyMas S 3amycTu
omnanuuk. IporsiaeB Ko, KOTOPbI MpoBepsl perucTpaumnio, si HUYero He MoHsul.
Accembiep 51 Torjga 3Hal Ha ypoBHE OCHOBHBIX KOMAHJ M TMOHSTH AJIrOPUTM Tpo-
Bepkn He cMor. IlpocMOTpeB KOI Aaiblue, 51 YBUASA 3aBETHYIO MMPOBEPKY cmp M yC-
JIOBHBII Mepexoa Ha NpoloJDKeHUe UIphl. 3anaya cocTosUia B TOM, 4TOObI 3aMEHUTh
YCJIOBHBI nepexon Ha 6e3ycnoBHulil. Ha 310 noHanoduiock nsTh MUHYT.

Taknum obpasom, st B3JIOMAJT CBOIO MEPBYIO M €AMHCTBEHHYIO MPOrpaMMmy, XOTs ¢
3arUIaTU 34 Hee TMoJoXeHHble AeHbrd. Ha cienylouvit geHb s y3Hal, Kak perv-
CTPUPOBATH UTPY, HO HECMOTPSI Ha 3TO MOJIL30BAJICS W3MEHEHHBIM MCHIOMHIEMBIM
chaiiziom, MOTOMY HTO He XOTejloch KaXIBIi pa3 BBOAWTE Kimou. fH samartun
IeHBIU He IS TOro, 4To6bl MyYHTBCS € KOJaMi, 8 YTOOBI CMOKOHHO UTPATh.

Xouy obparuTh Ballle BHUMAHKME, YTO 51 HE cTapasicsl HAYYUTh Bac B3/laMbIBaTh Bee
noapsn M He NMpHU3BIBAl0 K 5ToMy. Ecnu Bbl Mojib3yeTech MUIogaMu 4yxKOro Tpy/a,
3HAYUT, OH CTOMT TOro, uToOBI 3a Hero 3aruiatuTbh. Hekoropbie Xanyiotesi Ha
O4eHb BBICOKME LIEHBI HA rporpammHoe obecrieueHue. Eciu Bac 4TO-TO HE ycT-
pauBaer, Bceraa ects anbrepHarupa. Ha gaHHBIH MOMEHT oYeHb MHOro csobos-
HBIX W JeweBsX nporpamMM. BocnoabsyiTech TeéM; YTO BaM MO KapMaHy, HO He
BajaMbiBaiite. Llenb naHHOIM  [IaBBl — TOJBKO - MOKA3aTh, - KAK  B3aMbIBAIOTCA
nporpaMmbl, HO MPHMEHATD 3TO B KOPbBICTHDIX TICJIAX HEC3aKOHHO.
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UHTepHeT anga xakepa

B aroit maBe HaMm npeicTOUT B3MIAHYTH HA MIHTEpHET ¢ TOYKM 3pEHMs] XaKepos.
Her, Mbl He OyaeM B3JlaMbiBaTh caliTel M BoposaTs WHGopMalmio. Beas Mbl ¢ Ba-
MU 3aKOHOTIOCHYILHbIE rpaxciaHe. BMecTo 2T0ro Mbl nMoroBopuM o Ge3onacHOCTH
JnomMatiHero komnelotepa. OcHOBHOM yrop Oyaer caefaH HMEHHO Ha 3TOT cIiocob
OopraHu3aluKM Tpynosoro npotiecca. C cepsepaMH M KOPHOPaTHBHBIMH CETAMM
JIeJI0 OOCTOUT CJIOXKHEE, HO BCE, O YeM Mbl OyaeM roBOpUTh, B paBHOIl CTENeHH
MPUMEHUMO U K KOJJIEKTHBHOI pabore.

Kpome Toro, Mul ONoaHNM €BOI Garax sameuaTelibHbIMM LIYTKAMHU, HO YXe C HC-
none3oBaHueM MHTepHeTa, WM NpocTO MonpobyeM YycOoBepilIeHCTBOBATh CBOE
npebbiBaHue B ceTH. Mbl y3HaeM, Kak HakKpy4uBalOTCH CHCTEMbI TOJIOCOBAHHUS W
0OMAaHBIBAIOTCS CUCTEMbIl PErHCTPALMM.

Bcio ormitceiBaeMylo 3aech MHGOPMaLNIO Bbl JOKHBI pacCMaTpUBATh € ABYX TO-
YeK 3PEHMs: ¢ 1IebI0 UCTTONB30OBAHMS U C Henbio 3amuTel. Hanpumep, Mbl Gynem
paccMaTpuBaTh, KaK OPraHU30BaHbl CUCTEMBI FOJIOCOBAHMA HA PasIMYHEIX caiTax.
Bry uHdoOpMaLIMI0 MOXHO UCMONB30BATh C LEJbI0 yBeauyeHus roiaocos. Ho eciu
ol WEB-nporpaMMucT, To 3TH cBeleHHsl OyAYT TOJIE3HB! ¢ TOYKH 3peHMs 3allu-
Thl ¥ MTOMOTYT HAMKWCATh TAKOW CKPMNT Ul IOJACYETA FOJOCOB, KOTOPBIH HENb3st
Oyner noaracoBaTh. "

Koraa paccmarpusaeiib cucremy GezonacHocTd, TO 3Ta xe MHbOpMAUUs MOXeT
ObITh MCnoONb3oBaHa wns Banoma. Hanpumep, BbI paccKkasbiBaeTe 0 HOBOM 3aMKe,
BCKPBITh KOTOPLI# MOXHO TOMbKO OeH3onunoil. C oAHOM CTOPOHLI, Bbl XBacrae-
Tech HaIEXKHON KOHCTPYKIMEH, @ C [IPYroit, — jiaete BOpY HABONKY, KAKOW MHCT-
PYMEHT MCIOMb30BaTh /Uist NpoHUKHOBeHUS. Jliobas wHdopMalus o 3aluTe MOXeT
ObITE BOCTIPHHATA M KaK jeifcTBME K B3/IOMY, M KaKk MEpBI MMPeHoCTOPOXHOCTH.
S nonpasymesaro BTOpOE, MOTOMY YTO HAMHOIO CJIOXHEE CO3/aTh HEYTO Heyss-
BUMOE, YEM pPa3pylLIMTh MOCTPOEHHOE (JTIOMATh — HE CTPOMTB).

JhioOble cBeneHUst O XaKepcKuxX Meroaax OyayT noJje3Hbl nporpaMmMucTamM W an-
MUHUCTpATOpaM Uist yKperieHus: o6opoHsl. Bl He cMmoXxere 3aliUTHTLCSH, ECH -
He 3Haere, oTKy#a ucxomur yrposa. C jpyroii cTOpoHsI, Bbl AOJDKHbBI ITOHHMATD,
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KaK YCTpOeH M Kak paboraer oObekT BauMX wyToK (win Banoma). Bes nonumanus
TAKMX Bellleif HEBO3MOXHO OPraHH30BaTh HHU JOCTOMHYIO 060POHY, HU HAMaleHHE.

5.1. ®opcupoaHue UHTepHeTa

Korna Mbl HaxoauMmces B CETH, XOUYeTCSl ONTHUMH3MPOBATH TaM CBoe npebblBaHNe.
Ecnu pabora nponcxonut no tenedonHoit auuun (Dial-up), To ckopoets obmeHa
uHdopmalneit HeBbICOKas (HAa COBPEMEHHBIX MojeMax cocrapisier camoe 6oinb-
wee 56 K6ur). Dror npenen AoCTUraeTesi O4eHb pelko, a boibluylo YacTh Bpeme-
HU MBI UMeeM cKopocTh ot 30 xo 40 Kout, u TO npu yciaoBHN MakcUMaibHO 3dh-
dekTBHON paboThl MPOTOKOJA M XOPOILIEH JTHHUM CBA3M.

[pu pabore 1Mo BIAEAEHHON JIMHUKM MAKCHUMYM HOCTHIAEeTCsl HAMHOTO TpoLle, W
naxe ecim y Bac kaHan B 64 Kbura, 4ro HesHaunTeIbHO OOJBILE MOTEHIHANBHBIX
56 K6ut npoctoro Moiema, ysennueHne ckopocti 6yaer omyrumbiv. Ho eciu npu
OOCTyre uepe3 TeedOHHYIO JIMHUIO Bb Ydllle BCEro IUIATHTE 33 Bpemsi rpebbiBaHus
B CETH, TO TPU BBUICJEHHOM KaHAle IUIATEX 3aBUCHT OT KOMWYECTBA CKavyaHHOM
HHGpOPMALIMK, U 3ECh YXKE XO4eTcsl ONTHUMHU3NPOBATh MOCTYNAIOUIMiT TpaduK.

3 GetRight Download Manager: e Downloads , Schedule Downloads, Faster Downloads - Flenov Internet E... E Ijl&:
Eile Edt Yew Favortes Jocks Help
GM'U -ﬂ@;&ﬁm *rsmmuthme.d-:.ﬁv.

Welcome to the home of GetRight®

GetRight warks with your web browser to help you download files from the Internet,
GetRight can accelerate your downleads and can recover downloads if errors occur (resume downloading).
GetRight has many other advanced features such as scheduling, sutomatic dighing, and file searching.

> > D>
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Puc. 5.1. Caiit paspaBorymkoe nporpammsl GetRight
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[Mpobnema moboro coepuuerus (ocoberno Dial-Up) B ToM, 4TO OHO MOXET pa-
jopsarecsi. Ecau Bel B 3TOT MOMeHT 3arpyxaere WEB-crpanmnuky, T0o He Tak
o0MIHO NMpOYKTATL €6 CHOBA [10C/e BOCCTaAHOBIeHUs coeguHeHus. Ho eciu K 3to-
My BpeMeHH yxke Obuto momydeHo 90 % wz 100 M6aiit ouepenHoro o6HOBIEHMS
Windows, To ckauuparh 3aHOBO MHpopMaumnio takoro obbema nocanHo. HUTodsi
He TepsiTh JMIIHEe BpeMsi M TpaMK, MOXHO BOCMOJIb30BATHCS MEHEIDKEpaMu
sakaukn tuna GetRight unu Reget. Ho o HuX MBI morosopum B pasd. 5.1.5.
[ononuurensHyio undopmaunio o nporpammax GetRight 1 Reget n uernonsayembix
MMM TEXHOJNOIMAX MOXKHO NPOYMTATE HA O(QUUUANBHBIX caiftax www.getright.com
v www.reget.com. [apHasi crpanmua caifra mporpammbl  GetRight nokaszana
Ha pHe. 5.1.

MBI paccMOTPHM pasiuyHbIe crocoObl MOBBILIEHHS MPOU3BOAUTENLHOCTH CETH,
4TO CMOCODCTBYET YBEIMYEHHIO CKOPOCTH oOMeHa MHGopMalMe 1 yMEHBIIEHHIO

Tpaduka.

5.1.1. ®opcuposaHne npoTrokona

B ocHoBe obmena uHbopMaLHel TeXUT UCMONb30BAHWE CIEUNATBHBIX MPOTOKO-
7108, a cambiM pacnpoctpaHeHHbiM ctan TCP/IP (Transmission Control Protocol,
NPOTOKON yrpapieHus nepenayeif). Mbl He OyaeM yrnybnsThesi, HO HEKOTOpbIE
TEOPEeTUYECKHE OCHOBBI MPHUIETCS PACCMOTPETb.

[Mporokon TCP/IP ornpenensier cTaHIapThl CBA3WM MEXIy KOMITBIOTEPAMH M CO-
rnaimeHnst o Qopmare nepeaapaeMbiX AaHHbIX. OBMEH NMPOUCXOANUT C MOMOILBIO
MaKeToB ONpeeNeHHOro pa3Mepa, KOTOPBIH 3aBUCUT OT HACTPOEK, YCTAHOBJIEH-
HbiX B OC. TloMHMO AaHHBIX B KaXIOM MAKETE TIPHUCYTCTBYET ClyXKebHas HH-
dopmanus: anpeca nonyyarens U OTIIPABUTENS, CBEJEHUS O MOPTAX, BPeMEHH
JU3HH [TaKeTra U T. 1.

HonyeruM, 4TO naketr umMeer MakcumaibHblit pasmep 2000 6aiit. Ecnu ornpas-
stk aavHeie no 1000 6ait wan paxe no 500 Gaiit, To BennyMHA nakera Oyger
UCNONBb30BATRECH HE B MOJHYIO CHITY. A ecin ODOXHUIATECHA OKOHYAHHMA €ro 3anoji-
HeHusd, TO HeusbexHbl 3amepkku. Ho MBI He MOXeM CHJIBHO BJIMATH Ha 3TOT
MpOLIECC, NTO3TOMY PeryjiupoBaHHe JOIKHO MPOUCXOANTh HA YPOBHE pasMepa.

Ecnu nocnars cpasy 10 000 6aiit, To sta uHdopmanus Oyiaer pasbura Ha He-
CKOJIbKO makeToB pazmepoMm no 2000 6aidT v ornpasneHa B ceTh ¢ MpenelbHBIM
sanojHennem. Mudopmanust npoiiner 6uicTpo, W HA CTOPOHE MoOJy4yarels Bce
naketsl Oyayr cobpanel. Ho ceTh He uuealbHa, M ec/iM Kakas-TO MOPUUS 3aTeps-
eTcsl M He HOIIeT 1o aapecara, TO [Ulsl 3aBeplieHus cGopKu MmocieyeT 3anpoc Ha
MOBTOPHYIO OTNPABKY, @ 3TO JIMLIHKE 3aTPaThl BpeMeHU U Tpaduka.

Ecnu y6aButh JOMycTUMBIM pasmep nakera, To Hebosbiuoit obbeM HHbOpPMALUN
noiaer 3pHeKTHBHO, a 3HAYUTENbHBIC MOTOKH JaHHBIX (nepenaya KpynHbuix daif-
JIOB) oKaxyrcsi Hauboree 3aTpaTHBIMM, TMOTOMY YTO Ul OTHPABKH MoTpebyercs
Gonblie NakeToB. A TaK KaK KaXIbI M3 HUX COTEPXHUT ciiyKebHylo nHbopMmaluio,
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TO C/IMILKOM MHOTO MOJYYUTCS BCroMorare/ibHoro tpaduka. 3to, ondrhb ke, 10-
MONHHUTENbHOE BpeMs U Tpaduk.

Takux HacTpoeK AOCTATOMHO MHOro, HO Aasaiite pazbepemM MX B mpoliecce usyue-
HUS TeX MapaMeTpoB, KOTOpble MOXHO KoHtponupopark B Windows. ITo mepe
paccMoTpeHust OynemM 3HAKOMUTBCS C Teopueit, KkoTopas Heobxonuma g BeiGopa
TIPABUJIBHOTO 3HAYEHMS.

B Windows 2000/XP npotoxon TCP/IP paboraer nocTarouHo GbICTPO, W €C/IN Bbl
ABJISIETECh CYACT/IMBBIM obJiagaresieM TAKOH BepcHH, TO HACTPONKHK peecTpa, Onu-
CaHHBIE B 3TOM pa3sfiesie, MOXHO NPOYMTATh Ul pacliMpeHus Kpyrosopa. Eciu
Xe Bbl 10 cuX nop paboraere B Windows 9x, TO CTOMT YAEIUTH STOMY MaTepuHasly
MAKCUMyM BHUMAaHMUS.

OnTuMu3saums nepegasaeMbliX NakeTos

Wrak, wisa uameHeHns Hactpoek nporokona TCP B Windows 9x Ham noHanobur-
cs penakrop peectpa regedit, MOToMy YTO BCe HeOOXOAMMbIE MApaMeTpPbl XPaHsiT-
csi 3mech. Jins Havana otmpasiasieMmcs no agpecy: HKEY_LOCAL_MACHINE\
SYSTEM\CurrentControlSet\Services\Class\NetTrans\0000. Tlocieanue Hymu
osHayaloT npodwib. Mx y Bac, Kak MpaBWio, HECKOJIBKO, MOSTOMY aapec MOXET
3aKaH4yuBaThes MHave, Hanpmep, 0001, 0002 wau maxe 0022. B stom pasncie
HYXHO CO3/1aTh CTPOKOBBIN MapaMeTp MaxMTU W [PUCBOMTH eMy 3Ha4YeHHe, a Ka-
Koe — MBI ceifyac pazbepem.

Bcem ussectHa ab6pesnarypa MTU (Maximum Transmission Unit, Makcumaib-
Hasi TPOMNycKHasi crocobHOCTE) — MAaKCHMaJbHO fepenasaeMulii naxer. Paspa-
6oruuku Microsoft (kak Bcerna) MOLLIM CBOMM [MyTeM M NMepeuMEeHOBATH 3TOT
napaMeTp B MaxMTU — "MakCHMAaIbHBIA MaKCHMAaJIbHO MepenaBaeMblil maker :).
B Win9x no ymonuanuio ucrnonsayercs sadaderue 1500.

Koneuuo, yeM Gonblile naxker, TeM Gojbiie faHHBIX MbI oaydumM. C yBejinyeHu-
eM MaxMTU MOJEeM CMOXeT OTChUIATh YKPYIHEHHbIE MaKeThl, COOTBETCTBYIOLIUE
ATOMY 3HAYEHHUIO, T. €. 3@ OAWH pa3 Oyaer yxoautb Gonbiue uHpopmauun. Ho
€c/IH y Bac CBA3b HecTabMiIbHAsh M MakeThbl PEryJISAPHO MPONAJaloT, TO HEOOXO0/IH-
MO [TOBTOPATH OTHPABKY MOTEPSHHBIX JAaHHBIX. MOXET TaK c/iydHThcs, YTO 110-
Tpebyercs GoJiblle BpeMEHH HA NMOBTOPHYIO OTIPAaBKy /WM MOJyueHWe, Yem Ha
0OMeH HOBBIMU JAHHBLIMH.

Ecte eute omHa npobnema. CraHaaproM Ui MaplIpyTH3aTOpPOB JIOJIroe Bpems
ABJISANIOCH 3HAYEHHE MaxMTU, paBHoe 576. [1oaToMy Halo YYMTHIBATH, HTO MAKETHI
pa3pbIBAIOTCS M HA STOM YPOBHE, T. €. 3HaYE€HUE MaxMTU XKeJare/bHO MOHU3NT.

Bo3MoXHBIe 3HAYCHUS WIS MaxMTU — 552, 576, 1002, 1500. W3 aroro He cieny-
eT, 4YTO HEeJIb3s MCNOJb30BaTh APyrve 4HMciad, MPOCTO 3TH MPUMEHAIOTCA Yalle H
paboraior Jayuuie (TyT s He Oyay Baasatkesl B TexHUyeckue noapobHoctu). A pe-
KOMEHIYI0 obpaTHTh BHMMAaHME Ha uucia 552 u 1002. [Monpobyiite ONBITHBLIM
ITyTeM MPOBEPHTH, MPH KAKUX 3HAYCHUSIX CBA3D JIyHlle.
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Paamep paHHbIX B nakere

YMeHbUMB pasMep MaKCHMAJIbHOrO MAKeTa, HYXXHO He 3a0bIBaTh, YTO OH COHEp-
KHUT HE TOJBKO JaHHbIE, HO M 3arojioBoK, W CIyXeOHyl0 MHGOPMALIKIO, KOTOpPbIE
3aHuMaloT uebix 40 Gaiit. 910 o3Hayaer, yTo npu MaxMTu = 1500 peansHo ne-
penatorcst 1460 GaitT naHHBIX, a npH 3HaveHuH 576 — 536 Gaitr. Tak 4To BO BTO-
pOM ciyuyae "HaKJanHbIe PACXOAbl" OKAXYyTCH B TpH paza Bojblile, T. K. JUIA nepe-
nauy 1500 GaifT HyXKHO OTHpaBuTh TpH Naketa no 576 Gair, u3 Hux 120 Gait —
cnyxebubie. Jlioboe usMeHeHMe MApaMeTpoB HOKHO ObITh ONpaBraHHbiM. Hu-
KOra He 3Haelllb, [Jie NnoTepselb, a rie Hailaens.

Ho He Bce Tak crpaluHo, Befb NPH TUIOXOW CBA3M Jyylle JHUIUHMIA pa3 mepenarsb
40 GaitT cayxedHbIx, yem umerb 1500 Gaiit norepsiiHbiX. Ho mnpu kayecTBeHHOI
CBS3M MMAKET HYXHO eNaTh MAKCHMATbHBIM.

O6bem naHHbIX Oe3 yuera 3arojoBka HaabiBaeTcss MSS (Maximum Segment Size,
MakcuManbHBIf pasMep CerMeHTa) W paBeH 3HAYEHHI0 MaxMTU-40. BHoBB oT-
Kpoiite penakrop peectpa, Hailaute pasgen HKEY_LOCAL _MACHINE\System\
CurrentControlSet\Services\VxD\MSTC u cosnaiite TaM cTpOKOBBIit napamerp
DefaultMSS co 3HayeHHeM MaxMTU-40 (11g 0coBO YMHBIX MOSCHAIO, YTO HYXHO
Bnucath Tyia He opmyny "MaxMTU-40", a pesyasTar BoIYHCIEHUI O Hel).

3akpoiite hopToUKy

Bce uHtepecyiowue mnapamerpel pacronaraiotesi no agpecy HKEY LOCAL
MACHINE\System\CurrentControlSet\Services\VxD\MSTC, noatomy panee s
Oy1y NpHBOAUTL TOJNIBKO MX Ha3BaHWe, TUIl U HAa3HAyeHHUe.

Crnenyowum 6yaeT cTpoKoBblil napaMerp DefaultReviWindow (RWIN — Receive
Window, OxHo nonyyenusi) — okHo mpuema. Korga Bbl Mochuiaere 3ampoc Ha
cepBep, To oH uMeer npaso ornpasuth RWIN-konuyecrso 6aiiT, He A0XUAAICH
noArBepxiaeHud 00 ymauHoM npueme. Ecim 3anmcath B DefaultRcviWindow
3HA4YeHMe, KOTOPOe Bbl YKA3&IM B DefaultMSS, TO CEpBEpP MOCHE KAXIOrO OT-
npasieHHoro nakera Oyaer Xaath noarsepxkiaeHus. B atom ciayuae Bel nony-
yure Haubonbuine 3amepxkku. Ecnu Bbl coenaere 3HavyeHne RWIN pasmepom
B 20*DefaultMss, TO cepBep oTnpaBuT cpa3dy 20 makeros, a nmoTom OyzueT M0XKH-
JIAThCA MOATBEPXKIACHUS.

Ecnu makeTsl MponanaiT AOCTATOYHO PEAKO, TO MOXHO OTHPABAAThH MaHHbIE
6ONBIIMMH TIAPTUAMHU, a TTOTOM KIATh OT MoJydaressi MoATBepXKiaeHusi ob yaay-
HOM Mpueme, B npoTuBHOM ciiydae, 1MOCJH4B 3HAYNTENbHYIO NMOpUuio uHbopma-
UMK M TIPUHSIB OTBeT 00 owuOKe, NpUAETCS MOJTO JKIaTh, IOKA MOTEPAHHBIE
NIAHHbIE HE OTNPABATCSl 3aHOBO M He NMpHIET TonoxkuteabHbiid orser. Mpu xopo-
el CBA3M OKHO TMOJMYYEHUS HYXKHO [e/laTh MAKCHMAIbHO BO3MOXHBIM.

IMapamerp DefaultRcvWindow pacCYMTHIBAETCA IO (opMmysie DefaultMSS * M.
B kauectse koahduIMEHTa N XKenaTeJbHO HCnoib3osath yncna 4, 6, 8 wiu 10.
CaMBIM ONTHMAaNBHBIM, HA MO B3NN, ABAAETCS YMCHO 8, HO B BalleM cyyae
0HO MOXeT ObITh U ApyruM. Kak s yke roBopHiI, 5TO 3aBUCHT OT KayecTBa CBS3H.
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Eue onun crpokoseiif napamerp — bDefaultTTn (TTL — Time To Live, pewmsi
KU3HM). DTO Bpemsi XU3HM Tiaketa. BuIBalOT cuTyallMM, KOrga NMakeT 3acTpeBacT
MEXIy IByMsl TIPOMEXYTOYHBIMM y3JaMM M HE MOXeET JoiTH 1o aapecara. s
TOro YTobbl MapIIPYTH3aTOPhl HE 3aUMKIMBAINCL B MOMCKAX MECTa HasHaYeHUs
nakera, ObUT BBeJleH TepMUH TTL. KaXIplid y3en, yepe3 KOTOPbLIH MPOXOAUT Ove-
pefiHas Mmopumsi, yMEHbIIAET 3HAUYEHUE TOro napaMeTpa B 3arojoske nakera. Kak
TOJABKO 3HAYEHWE DefaultTTL CTAHOBUTCH PABHBIM 0, MAKET CUWTAETCS IOMaB-
LIMM B LIMKTT ¥ YHHYTOXAETcs,

INo ymomuanuio DefaultTTL paseH 32. Ero ymeHbllleHHe MOXET IMPUBECTH TOJIb-
KO K YXYALIEHHIO CBA3H, a YBEIMYEHHE — YMEHBLINTh BEPOSITHOCTh MOTEPH HaKe-
TOB. DTO CBfA3aHO C TeM, YTO HEKOTOPBIE M3 HUX MOTYT OBITh YHHYTOXEHDI TOILKO
MOTOMY, YTO KAKOMY-TO MApLIPYTH3aTOPYy B3AyMalOCh OTIPABUTH MAKeT HalbHei
noporoif. Takoe ObIBaeT peiko, HO BCE Xe 51 PEKOMEHAYIO YBEIMYUTb 3HAYEHUE
napametpa 10 64. XyXe oT 3TOro He CTaHeT, XOTsl CKOPOCTh BO3PACTET HE3AMETHO
(no kpaitHeit Mepe, TeCTAMM TAKOE YBEJIUYEHHE ONpPENeuTh cioxHo). Ho To, uto
TpaduK MOXKET ObITb YMEHBIIEH W He NMpPUIETCs JIMUIHUIT pa3 OTIPaBIATE MAKET,
KOTOPBIii NPOCTO MoLesn Apyroif 10poroi 1 ObUT YHUYTOXEH, 3TO TOMHO,

MNMopcnywusaowme ycrpoincrea

[Moncnymusaiole napaMeTpsl He O4YeHb XOPOLIO BIWAIOT HA COEAMHEHUE.
CMoTpUTE caMu.

CrpokoBhlil napamerp PMTUDiscovery (Path Maximum Transmission Unit
Discovery) — obHapyXeHue NyT ¢ MakcHMalbHbIM pasmepoMm naxera. Ecmu yc-
TaHOBUTE 3TOT rapametp B 1, To TCP/IP nepen coeauHeHuem Byaer UCKATh IyTh
¢ HauBelcwiuM MTU. [Ipu npaBuibHO HACTPOEHHOM MaxMTU, mMapameTp
PMTUDiscovery TOJbKO TOPMO3MT MPOTOKOJ 3d CYET AOMOJHUTENbHBIX 3arpar
BpPEMEHHU Ha IOMCK.

CTpoKOoBbIi napamerp PMTUBlackHoleDetect (Path Maximum Transmission Unit
Black Hole Detect) — HaxoxuaeHue yepHbiX Ablp. Eciu BbicTaBUTh 3TOT napameTp
B 1, TO NMepe] HAYaJIoM coeaMHeHHus OylAeT MpoMCXOAMTh NPoBepKa Ha "MepTBble”
MaplIpyTH3aTOpbl MO NyTH A0 cepBepa. Kateropuyecku COBETYI0 HE MCMONL30-
BaTh TAKYl0 BO3MOXHOCTBH, TIOTOMY YTO 3TO 3aMeIUT obmeH. "Meprsbie” map-
LIPYTH3aTOPbl BCTPEYAIOTCs HE TAK 4acTo, M 3aTpaThl HA MX MOMCK HE OKYyMNaloTcsl.

YepHas gbipa

Bcsa paBora no Hactpoiike nmpotokona TCP/IP ceazana ¢ penakTupoBaHUEM pee-
cTpa. HeBHUMAaTEILHOCTL MOXET MCIOPTUTDH CBA3b Tak, 4To paborarh Dyner He-
BOo3MOXHO. Eciu Bl HOWITHM [0 TAKOTO COCTOSHHSA, TO BBIITOJIHUTE CAEAyIOlIHe
orepaLmu:

O Tlepesarpysute Wndows,

O IMocie npoxoXIeHWsi Tecta KoMmmbioTepa W nepejn craptom OC  Haxmute
<F8>. Ilepea BaMy NOABUTCA MEHIO C BAPMAHTAMM 3arpy3KH.
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O Buibepure Command Prompt Only (Pexum komaHmHoii crpoku). Tak BBl 1o-
nanere B DOS.

O HaGepute B KOMaHIHOM CTPOKE scanreg /restore. 3aNyCTHTCH Nporpamma
BOCCTAHOBJIEHUS peecTpa.

0 Bel yBUANTE CMTUCOK PEECTPOB 3a nocjeaHue 4 IS
O Bribupaiite o60il u Haxumaitte <Enter>.

Bee sro ornocures kK Windows 9x. B Windows 2000/XP et DOS-noncucremst,
U 9TH JeHCTBUSI HEBO3MOXHBI, 1a U HE HYXHBI, TOTOMY YTO B 3TUX BEPCHUAX IPO-
tokon TCP peanu3oBaH Ha JODKHOM YpPOBHE, M BMELIMBaThcsi B ero paborty
KaKUMH-THMO0 HACTPOIKAMM HeXelaTeNbHO.

5.1.2. ®opcuposaHue DNS

Kaxbrit pa3s, Korma Bbl XoTuTe 3arpy3uth B Internet Explorer Hekmii caift, TO
B KayecTse aJipeca 4Yallle BCEro Mcnosb3yere uMs cepsepa. Hanpumep, Bam Heob-
XOAMMO cKayars HoBYw Bepcuio nporpammel CyD Software Labs. s storo
B ctpoke URL BBl yka3ssiBaere anmpec www.cydsoft.com u HaumHaere 3arpysky.
Ho peanbHbIit aapec KOMMbIOTEpa — 2TO HE cUMBOJbLHoe uMs, a [P-anpec, koro-
pBIif COCTOMT M3 YeThlpeXx OKTETOB JNecATMYHBLIX 4uces (Wi camMoil pacrnpocTtpa-
HeHHOI ceiiuac 4 Bepcuu [P-npoTokona), pasfeNeHHbIX TOUKAMH.

Tak Bor, nepen urenuem cailta Internet Explorer cHavyana noiokeH onpenennTb
IP-anpec cepBepa, CMMBOJIBHOE MMS KOTOPOTO Bbl ykasaiu. [Uisi 3TOTO KOMIIBIO-
rep noceutaer 3aripoc DNS-cepsepy ¢ npocbboit CoOBLINTE €MY COOTBETCTBYIO-
wuit IP. Tonsko mocsie mony4eHus OTBETA HAYMHAETCsl peasibHask 3arpyska cTpa-
HHUIBI H €€ COAEpPXKHMOTO MO CETH. HPOLICCC HﬂCHTH(bHKaHHH MOXKET 3aHATb
HEKOTOpOE BpeMs, MO3TOMY Mays3a MoxeT ObITb OLLYTHMOIi JaXe Ha rJias.

3ayem HyxkerH DNS? 3anomuuts umcnosoit [P-anpec He Bceraa Jerko, mostomy
JIorTMYHee WCMONb30BaTh HA3BaHMS, KOTOPbIE ACCOLMMPYIOTCS C colepxallieiics
Ha caiite uHbopMalmeit 1 ero HanpasieHHOCTbIO. ITOHSATHBIE CJIOBOCOYETAHUS
ycBaWBaIOTCsl HAMHOro GBICTpee, U HMEHHO /Ui 9Toro Gbuta NMpuayMaHa cucrema
DNS npeobpa3zoBanus TeKCTOBLIX UMEH cepBepoB B [P-anpeca.

Korna sel cobupaerech MoceTuTh HOBBINM calfT, To ucnonb3oBaHue DNS npakruye-
CKM Bcerna obs3arebHo, HO €CIM Ha KAKMX-TNO0 cTpaHWYKaX Bhl OblBaeTe mocta-
TOYHO YACTO MITH ke eXeNHeBHO, To Heobxoaumo orkasarses ot yeayr DNS.

BoNBIIMHCTBO CepBEPOB B CETH OYEHb pesko MeHsoT cBou [P-aapeca. Yacras cme-
Ha TTPOMCXOAMT TOJMBKO Ha TMOAMOMBHBIX caiiTax ¢ 3anpeleHHoit HHpopMmaluei,
KOI/Ia BaZe/bLibl MBITAIOTCS crpATarbest oT npasocyaus. OduunaibHbie W BIIOTHE
Jlera/ibHbBIe CANTBI rOJaMH HEe HYXKIAIOTCS B M3MeHeHuM anpeca. MMeHHO moatomy
B TAKMX CIy4asiX XKejareJIbHO CHU3UTh KOMUUYECTBO JHLIHUX obpallieHHil K ceTH.

Y Mmens Bee caiftel B nanke Favorities (M30panHoe) He MCTIONB3YIOT CUMBOJIBHEBIE
URL, a sesne crour IP-agpec. Takum obGpa3zom, nocne Beibopa mobumoro caiira
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3arpy3ka HauMHAeTcs: MOMEHTAIbHO, MItHYSI OTipejie/leHue ajlpeca cepsepa Mo ero
DNS-umeHu.

Kak nactpouts Takyio ampecaumio? [Uisi 9TOro HYXHO BHIMOJHUTH HECKONbKO
MPOCTHIX 1AroB:

1. 3anycrure Internet Explorer.

2. Orkpoiite mexio Favorites (M3bpanHoe) 1 HapeauTe MBILUB HA CCBUIKY HYX-
Horo caifra. LlenkHure no Hemy npasoii KHOMKOM MBIIK U B MOSBHBLIEMCS
meHio BoibepuTe nyHKT Properties (Cpoiicrsa).

3. Tlepen BamMM OTKpOETCSl OKHO, Kak Ha pwuc.52. B Hem Ha Bxuanke
Web Document ([dokymeHt MHTepHera) HeoOXoanMo 3aMOMHMTh YacTh agpeca
B noie URL, koropasi HAXOMMTCSl MEXIy ABOWHBIM M OAMHAPHBIM CHAIILAMM.
Hanpumep, Ha puc. 5.2 nokasan anpec caiita http://www.cydsoft.com/, u Hac
Gyner nuHTepecopatk www.cydsoft.com.

CyD Software Labs Properties

| Gernl ] Wb Docmant | Secuy

Q CyD Software Labs

WRL: o fvnion cvdsoft.com [

Shortcut key: | Nene |

Visitst Unknown

[[] Make this page available offine ‘Change Icon...

ok J[Ccomcel ]I 2w

Puc. 5.2. OkHO CBOWCTE fipnbika

4. Buibepure menio Start/Run (ITyck/Bsinontuts), Habepure B none Open (Ot-
KpbiTh) KOoMaHay cmd (uis Windows 9x HyXHO HCrnonb3oBaTh ums daiiia
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command.com) u Haxmure kiasuiny OK. Tem cambiM Bbl 3amycTHTE OKHO,
B KOTOPOM MOXHO BBINOJIHATb AUPEKTHBBI.

Habepute ping Wma Ca#ira (Hanpumep, ping www.cydsoft.com), W Bbl
HNOJEKHBI YBHIETH TEKCT THMA:

Pinging www.cydsoft.com [62.118.251.15] with 32 bytes of data:
Reply from 62.118.251.15: bytes=32 time<lms TTL=128
Reply from 62.118.251.15: bytes=32 time=2ms TTL=128
Reply from 62.118.251.15: bytes=32 time=1ms TTL=128
Reply from 62.118.251.15: bytes=32 time<lms TTL=128
Ping statistics for 62.118.251.15:
Packets: Send = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 2ms, Average = lms

B nepsoif cTpoke oTBeTa B KBaApaTHLIX cKoOKax nokasaH [P-ampec. UmenHo ero
Bbl JIOJUKHBI Mpornucarth BMECTO www.cydsoft.com B OKHe CBOICTB spibIKA
(cM. puc. 5.2). Takum obpazom, URL npesparutca B http://62.118.251.15/. Ho
Npexie Yem AeJaTh TaKylo 3aMeHY, i COBETYIO MpOTecTHpOBaTh aapec B Gpaysepe.
Ecau npousowna omnbka, T0, BO3MOXHO, eCcTb Kakas-To nepeaapecauus (cair
He uMeer BeiaeneHHoro 1P-anpeca) wan Bbl pabotaete qepes MPOKCH-CEPBEP, KO-
Topslit He cMor nponyetuts 1P-aapec.

Ecnn Bo Bpemsi BbINOJHEHHSI KOMaHAb! ping NMpou3ouuia owmbka, To 310 MOXeT
ObITh CBA3AHO C HEJOCTYITHOCTBIO 3TOH AMPEKTHBbI B Baweil cet. Takoe Obiaer
B KOPIOPATUBHBIX ceTsiX, rae uisl Beixoga B MHTEpHeT paspelueHbl TOJIBKO onpe-
NeIeHHbIe MMPOTOKOJABI M HeT BO3MOXHOCTH uHcnons3zoBath ICMP-npotokon
(Internet Control Message Protocol, ynpasnsiiommit nporokon o6 ommubkax),
HeoOXxoauMBIH nporpaMme ping. B 3ToMm ciyyae MOXHO BOCIOJIb30BaThCH caliTOM
http://www.rus.org/cgi-bin/nph-ping.cgi, Ha KOTOpPOM IOCTATOMHO BBECTH alpec
B eIMHCTBEHHOE Noje U HaxaTb KHonky <Enter>.

5.1.3. JlokanbHoe KalunpoBaHue

B Internet Explorer BcTpoeHa cucrema K3UIMPOBAHMA, KOTOpas [O3BOJISET He
3arpyxath HEKOTOpyl0 HHGOpPMALINIO NMPU MOBTOPHOM BXOJIE HA caiiT, a Gparb ee
M3 K3wa Opaysepa. Yaule Bcero He noIexar BTOPMYMHOMN 3arpyske KapTHHKMH.
Tak Kak MX pa3Mep HAMHOrO MpEeBbILIAET TEKCTOBYIO MH(OpMaLMIO caifta, TO
MPOMCXOANT JAOCTATOMHO OONbLUAA IKOHOMHUA TpauKa U CKOPOCTH TOMYHEHHS
nanHbiX. Ho cucrema xamuposanus 8 Internet Explorer HecosepuienHa, u o4eHb
YacTO 3aHOBO YMTAIOTCH M300paKeHUs!, KOTOPbLIE JIeKaT B K31lle U HE N3MEHUINUCH
€ MOMEHTa MOC/AeAHEro NoceleHns.

Y1oObl M30aBHTBCSA OT 3TOIO HEAOCTATKA, $i PEKOMEHIYI0 MCIOJIL30BATh JOKATh-
Hblil npokcu-cepsep. Hanpumep, WinProxy, koTopbiit MOXHO ckayaTh ¢ calTa
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http://www.winproxy.cz/. JlokajibHble NPOKCH-CEPBEPhI KIUIUPYIOT HH(OPMALIIIO
HAMHOTO Jy4lle, XOTS ¥ OTHUMAIOT HECKOJIbKO Gobliie AMCKOBOIO NPOCTPAHCTHA.
Paccmotpum HacTpoitKy mpokcu-cepsepa Ha npumepe WinProxy. Ckauvaiite u
YCTAHOBHTE NporpaMMy. DTo BbIMONHAETCS AOCTATOYHO MPOCTO, EIMHCTBEHHOE,
Ha YTO BaM HYXHO 0BpaTHTh BHUMaHWe, — anpec npokcH-cepsepa. [To ymonua-
Huio 3anaercs http://localhost:3129 (3129 — Homep nopra, HO B GyayiHX Bepcu-
AX ITOT MApaMeTP MOXET H3MEHHUTBLCS).

Teneps 3anycrute Internet Explorer u nabepure B crpoke URL anpec
http://localhost:3129/. Tlepea BamMyu J0/KHA OTKPBITHCSA CTPAHMLIA AIMMHMCTPH-
posanusi cepsepa (cM. puc. 5.3). B npuHumne, MOXHO cpasdy npucTynuth K pabo-
Te, HO BCE XK€ 5l PEKOMEHIYIO MO3HAKOMUTBCS € JOCTYIMHBIMH HACTPOMKAMM.
Bo3MoxHO, Bbl 3aXOTHTE YTO-TO YIYYIUNTh HIX U3IMEHHT.

Puc. 5.3. OkHO HacTpoiku WInProxy

-

Yrobei 3actaButh Internet Explorer paGorats yepes npokcu-cepsep, HeobXoanMMo
sanycTuth Gpaysep m BbiGpath Menio Tools/Internet options (Cepsuc/CrolicTsa
oGospesaressi). INepeiiaure Ha sknanky Connections ([Toakiniouenue) u HaxmuTe
kronky Lan settings (Hactpoiika ceru). [lepeit BaMu oTKpoeTcsi OKHO HACTPOITKK
CeTeBoro noaxmoyeHus (cM. puc. 5.4).

3neck HyxHO nocrasuTh ranouky B Use a proxy server for your LAN (Mcnonnso-
BaTh NPOKCH-cepsep), B none Address (Anpec) seeanre 127.0.0.1 (takoe 3Hauelue
BCEeraa yKa3biBaeT Ha Balll KOMIbIOTep), a B KayecTse mopta (rosne Port) ycrano-
sute 3129. Coxpanute usmeHenns (kHonka OK), m Ttenepp Bauwe coenuuerine
OyaeT MPOUCXOANTE Yepe3 NOKATbHbIH MPOKCH-CEpPBEP, YTO MMEET CBOM MperMy-
iecTBa M HEJOCTATKH,
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=

Local Area N(;!lwu:'k {LAN) Setiings

Automatic conFiguration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings .
[C]Use automatic configuration script

ArdAyman |r' ]
oress |

Praxy server

.Use a proxy server for your LAN (These settings will not apply to
de.p or VPN connections).

Address: [127.001 | Port: {3129 |[advanced...

[T1Bypass proxy server for local addresses

[ & | | cancel |

Puc. 5.4. OKkHO HACTPOWKM NOAKNIOYEHWA

PaccMOTpUM OCHOBHbIE HENOCTATKH:

0

0

pacXomyeTcs JMILHEE AMCKOBOE MPOCTPAHCTBO UISI XpPAHEHHs! K3IUd MPOKCH-
cepBepa, HO Ha 3TO MOXHO 3aKpbITh [J1a3d, OTOMY YTO HAKOMWTENM ceituac
Oo/bHINE U CTOSIT HEAOPOro, 4 YCKOpUTh MHTEpHET oueHb XOUYeTCs;

Opu 3arpyske caita He Bcerga ortobpaxaercst csexas uHgopmauus. Bonb-
IIMHCTBO MPOKCH-CEPBEPOB HE MPOBEPSIIOT 3aNpOLICHHYIO CTPAHMYKY HA Ha-
JIMYHE U3MEHEHHMIl, a NPOCTO BO3BPALIAIOT HaM ee U3 Kawa. Ytobel moxyynts
HOBEM1IYI0 MH(POPMALIMIO, MPUXOANTCH HaXUMaTh KHornky OOHosuTh B Gpay-
3epe.

Ho ectb 1 HEOCITOPUMBIE MpeuMYILIEeCTBa:

0

[

YBEJTMYMBAETCHA CKOPOCTb 3arpy3ku M 'yMeHbluaetcs Tpaduk, T. K. Gonbiuas
yacTh HHGOpMaLnu Gepercsl U3 K311ua MpoKcH-cepsepa;

fgaxe TpU MUCMOAb30BaHUH KHONKK OOHOBHTE OYEHb HACTO [TOArPYKaeTcst
TOJNIbKO TeKCTOBasi MHQoOpMallMsd W HE pacxoayercs TpaduK Ha [epeBbiBOI
n3obpaxeHuil, KOTOpbie U3MEHAIOTCH oueHb peako. Utobsl o6HOBUTL rpadm-
KY, HY)KHO HaxXuMarh KHonky OOHOBHTL M OIHOBPEMEHHO YIEpXKHMBAThH KJia-
sy <Shift>;

XOpOIIHE MPOKCH-CEPBEPHI KALIUPYIOT HE TONBKO HMH(OPMALMIO caifTa, HO M
anpeca. DTO 3HAYMT, YTO eciu BBl Yxe mocetwin www.cydsoft.com, to IP-
azpec coxpaHsieTcsi B Kalue, W NpH cienyiouieMm obpalieHud K calty Gyaer
UCnoIb30BaThes OH, @ He DNS, u 3arpyska MOXeT HayaTbecs cpasy rocjie yka-
3aHMS CUMBOJIBHOTO ajpeca.

83ax. 923
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Ecnu BBl OYeHb TPeMeTHO OTHOCHTECh K ckopocTu pabGoTel B ceTH M Gepexere
TpadMK, TO 5l HACTOATENLHO PEKOMEHIIYI0 BaM yCTAHOBUTH MPOKCH-CEPBEp, KOTO-
pblit 0bs13aTe/IBHO CIKOHOMUT BaMm BPEMSI M JEHBIH.

5.1.4. TonbKo TO, 4YTO HApo

Y mens Ha pabore HAYAIBCTBO NOCTATOMHO NMPWKUMUCTOE M OrpaHWYMBAET Me-
cauHbi Tpachuk 50 M6ait Ha yenoBeka. Yto Takoe B Haue Bpemsi 50 M6Gaiit?
DT0 KOneifki, KOTOpble M3PACXOAYIOTCS 3a HEJEsI0 JaXe MpH MpOoCTOM MPOCMOT-
pe WEB-ctpanuu. M npu 3tom abcomoTHO HUYEro He yaacTesl CKayaTh, MOTOMY
yro paxe obHoneHus s Windows tpebyioT Gonbliiero obsema.

Yrobbl TAKOro OrpaHMYeHHOro TpadwuKa XBATHIO HA MeCsIl XoTsi Gbl I npo-
cmotpa WEB-cTpaHuuyek, MHE NpHXOIUTCA OTKJIIOYAaTh OTOOpaKeHWe KapTHHOK
B Opaysepe. Kak g yxe ropopui, rpaduyeckas uHdbopMauus oTHUMaeT 60JblIYIO
yacth Tpaduka. Ecnu obveM Tekcra Ha GONbIIMHCTBE CAUTOB HE MPEBOCXOIMMUT
10 KGaiit, To rpaguka moxer npessicutb 100 Koaiir,

% CyD Softeare Labs . Flonov Interaet Fxplorar
Be G Yew Faortes [oos Heb L
Qe - @ _‘] i W ,t’m <7 Favortes s & J- « WL
-‘-,ﬂhmr P =5 il S L s DA i o s M A LA 1 -_,‘-!i a
o P QEJ
H
i
Best offer | i
i i
o, " CyD FTP Client XF This is a powerful but easy to use program to download and uplosd files to FTP 3
-] servers. Some of its mare advanced faatures include mult threaded files and automatic transfer of |
files, This program is a joy to peaple who prefer the computsr to “do the work”, CfDI"I'?C.‘Ium i
| —mesbsaishecen it deot and wasy. [More info shout CyD FIP Clist X 4
| Luwet Ll i
1 [}
|
A
|
products provide you with a complete set of taols to creats great loaking 3
our WER site, images and GIF animations for your Web pages. [mars infa]

| Mail news subseribe

Interug ° [Your e-mail | (0]

Copy
ol i plications include CyD IT® Chient XP (uplosd/domniosd files ta FTP |~ add tn Favorites 7 Eendback
ol . {Postman (a handy toal for keeping feedback from your customers). [maors
Add o Eavortes...
Properties
New web site design template now
B available. a2
-g | | W Internat

Puc. 5.5. Caitt www.cydsoft.com Ge3 kapTuHok

s orkmiouenus usobpaxenuit B Internet Explorer HyXHo Bbibpars MeHIO
Tools/Internet options (Cepsuc/Cgoiicrsa oboapesaresisi), U Mepejl BAMU OTKpoeTcs
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OKHO JUISl HacTpoiiku cBoiicTB obo3speparens. Ha skianke Advanced (Jdomonxu-
TejbHO) Haigute paszen Multimedia (Mynstumenna) u ybepure ramrouyky ¢ napa-
merpa Show Pictures (Oro6paxars pucynku). Ilocne aroro GobIMIMHCTBO caHTOB
GyayT BBIMISAETH HE TAK KPACHBO, HO 3TO MO3BOJIMT CIKOHOMHUTH 10 70 % Tpaduka.

Korgza monemsl GbUTH MeUIEHHBIMM M CKOPOCTB 3arpy3kKu Xpomana Ha obe Horw,
5 TAKXKE OTKIIOYA! KAPTUHKHK. B HUX He TaK MHOro MH(OPMATHBHOCTH, ¥ B 60JIb-
LIMHCTBE CAYYaeB MOXHO 0BOHTHCE U Ge3 HUX.

Ha puc. 5.5 nokasan caiit komnanuu www.cydsoft.com Ge3 xapTHHOK, a Ha MX
MecTe KpacyloTcsi MPAMOYTONBHUKM C JIOFOTMIIOM, YKAa3bIBAIOIIMM HAa Hamuuue
B IaHHOM Mecre u3obpaxeHus. Eciu 3axoyercss mocMorperh Kakoe-HHOyAb M30-
OpaxkeHHe, TO JIOCTATOYHO LUEAKHYTh 11O TAKOMY MPSAMOYTOJIBHHKY MPaBoi KHOTI-
KOI MBIIIM ¥ BeIOpaTh B BhIMazaiouieM MeHio Show picture (TToxasath pucyHOK).
Taxum o6pazoM MOXHO NpocMarpuBaTh KAPTHHKHM BLIOOPOYHO M TOMBKO Te, KO-
TOpPbIE HYXHBI.

5.1.5. Kauartb He nepeKa4arb

Ecnmu y Bac nmoxas cBfA3b, KOTOpas peryispHoO oOphIBAeTCH, TO CKA4aTh 4TO-
HUOyne Gonblioro pasMepa craHOBHUTCH npobnematuuHo. W3-3a mnocTosHHBIX
pa3pLIBOB MPHUXOMUTCS MOBTOPATH ONEpauuio cHosa u cHosa. M Bce 3To — pac-
X0l BpEMEHH M JEHEr.

Ipouece camoii nepesauu daitnos B Internet Explorer Toxe peannsosaH He
oueHb adekTuBHO. [axe npu Xopollueil CBA3M CKOPOCTh MOXHO YBEJIMYUTH 3a
cyer pa3dMeHusi JaHHbIX HA HECKOJIBKO MMOTOKOB, MPOXOMASLUMX PasHbIMU MYTAMH.
Kopnopauuss Microsoft peanuzosana TOJNBKO HEOOXOAMMBIE BO3MOXHOCTH, HO
OHH JaNeKO HeIOCTATOYHHBI.

Sl pekoMeHIyI0 YCTAHOBMThH MeHe/mxep 3akayek Reget (www.reget.com/en). On
MO3BOJIUT MakcuManbHO 3ddekTHBHO HCMoNb3oBaTh Balle coenuHenne. CHavana
fporpaMma aBTOMATHYECKH MILET 3epKana, ¢ KOTOPLIX MOXHO NOMYYHTE (aii, u
BbIOMpAeT Ny4liyio cBs3b (WIM KayaeT cpasy ¢ HecKoNbKMX mecT). Bawa cpasb
MOXeT ObITb OTIWYHOI, HO CepBep, C KOTOPOro HYXHO B3ATh (ait, MOXeT BbLITh
ciIbHO meperpykeH. C noMmolibio MeHeIkepa 3akauyeKk Bbl COKOHOMHMTE MHOro
BpeMeHH.

K NMpumevanme z

Ha komnakT-gucke, 8 ampektopu Chapter5/Reget, Bbl MOXeTe HaiiTh nporpammy
wHcTannauwm Reget 4.0,

PaGora ¢ nporpammoii gocratroyHo npocta. BaM ciieyer TONBKO YCTAHOBUTH €e.
OKHO mporpaMmbl MOKa3aHo Ha puc. 5.6.

Teneps, Koraa Bl liiejKaeTe no cewuike Ha obwekt B Internet Explorer, daiin 6y-
JIeT CKayuBarbcsd He BCTPOEHHbIMU B Opaysep Mmeronamu, a ¢ MHOMOLIBK [Mpo=-
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rpamMmbl Reget. Eciii Bo BpeMms mojiysdeHusl HaHHBIX CBS3b obopBaiack, TO nocie
BOCCTAHOBJIEHUs1 coenHeHus ¢ MurepHeTtoM Reget MOXET NpoaokKuTh MNpo-
ueaypy ¢ Toro ke mecra. [1pencrasesre, ecnu Bl Kayaere daiyi paaMepoM B rura-
GaiiT, 1 B MOMEHT, Koraa ocrancs 1 %, nponcxouur obpeis. [puxomntes Bee ae-
JaTh 3aHOBO, d MOTPAYeHHBIC BPeMsi W JEHbIM BaM yXe HUKTO He BepHer. Jlaxe
Mo caMbiM HU3KUM Tapudam 3a TpaduK HA MOBTOPHOE CKAYMBAHUE Bbl 3aTPaTUTE
Bonblue, yeM Ha JIMIEH3MIO CaMOI IOpOroit BEpCHM 3TOH NPOrpamMMmsi,

¢ ReGetPro 1.0

14
. mmmmm 100%  1332K
1@ redin.. 0% 1183K 0 0 ;
' !  Accept. /"

- Range: byles=442834-

- Referer: hitp://pro.reget com/en/download htm

Hest: download reget.com ¥

LT A

Puc. 5.6. lNporpamma Reget

DTO OCHOBHBIE, HO AAlTeKO He Bce Bo3moxHocTH Reget. [MoapobHo MoxHO rpo-
4YnTaTh O MporpamMme Ha caiite http://deluxe.reget.com/ru/features.htm. IMorHn-
Te, YTO 3TO HE peKiama, a IKOHOMUS BAILUX CPENCTB.

5.2. HakpyTka rofiocoBaHus

CucreMbl ro/JIOCOBAHMS HA PasHbIX caiTaXx NMOCTOSHHO Pa3BUBAIOTCS, W Nporpam-
MHUCTBI MLITAIOTCS 3aKPBITh Na3eiku, YToObl MONb30BaATEIb HE CMOT HaKpy4HBaTh
cyeTYMKH. JlomycTuM, YTO HEKas KOMNaHus IPOBOAMT WHTEPHET-OMpoOCc, W BHI,
ecTecTBEHHO, XoTuTe, yToOBl mobeauna pama sepceusi orsera. Kak ke mocTynuts
B Takoit cutyauun? BapuaHTOB MHOro, HO BCE 3aBUCUT OT MPOrpaMMbl, KOTOpas
cobupaer rojoca rojab3oBaTeNneii.

PacemoTtpum criocobbl HAKpYTKH Ha mpumepe caitta www.download.com:. 3necn
MOXHO TOJIOCOBATE 34 JI_IOﬁHMbIC nporpamMMel, OTAaBas UM CBOE TNPENATIOYTCHHE.
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Eciu BBl BuaMTE, 4TO Bawa "M3bpaHHUUA" HMEET TUIOXO0i PEHTHHT, TO MHITAETECH
HM3MEHUTH CUTYalUIO U NTOMOYb pazpaboTyuKy.

Yro6bl MOHATH, KAK YBENIWYHUBATH KOJIMYECTBO TONOCOB, HYXHO 3HATh, KAK OHU
yuuTsiBatoTes. Camblit pocroii BapuanT — uenojb3osanue Cookies (3to daitbi-
TUTIOLUKH, B KOTOPLIX MOXHO COXpaHsTh JN00YI0 nojesHyio uHpopMauno). ¥ ka-
Jkaoro caitta cBoit aiiy, ¥ ero MOXeT MpoYMTaTh TONLKO OH. Her mocryma K uy-
xum Cookies. Korzaa sbr otaaere cBoif rojoe, To cepBep coxXpaHsier WH(MOPMALHIO
06 atom B chaitne Cookies. PaccMoTpuM wark, KOTopbie BLITIOAHAIOTCH MPH Tojo-
COBAHUM:

1. OTnpaBka nakera ¢ OTBETOM Ha BOMpOC.
2. Cepsep 00OpabarbiBaeT OTBET W MPHCBUIAET MOATBEPKIEHHUE.
3. Bam komneiotep coxpanger uHdopmaunio B Cookies.

Takum oOpasoM, NMpu clenyiolieM rolocoBaHUM CepBep ONpenenuT no danay
Cookies, 4To Bbl yXe ronocoBaiu, u nosrop Oyaer HeBosmoxeH. Ho Tak mymaior
TOIBKO HauMHalolMe nporpamMmuctsl. Ceifuac Mbl OCMOTPUM, KAK HA MPaKTHKE
pacchli/IeTest 9TO YTBEPKAEHHE.

5.2.1. BapuaHTt HakpyTku Ne1

[Tate ner Hasan cuctema ronocoBaHus Ha www.download.com He umena abco-
JIIOTHO HMKAKOM 3alIMTBI OT MOATACOBKM, W MOXHO ObLIO BOCIONB30BATLCS MPO-
creifluM crnocoGoM OLICTPOro KIMKA: 3aXOAMTE Ha caiT, BbIOMpaere HYXKHBIH
BAPUAHT OTBETA M HAYMHAETE MPOBOPHO HAXUMAThL KHOTKY OTnpaButh.

JlomnyceTM, BBl HcMojib3yeTe NpocTyio TenedoHHYIO JIMHUIO, TOMA /Uls OTHPaBKH
BalIero oTeBeTa W nojyvyeHus noarsepxiaenust (1. e. Cookies-daiina) HyxxHO Bpe-
msi. Eci B MOMEHT NepechlIKM/TIOyYeHHs! [aKeTa IOBTOPHO HaXaTh KHOMKY
OTnpasaTh, TO Npeibilylias MOChUIKA HA KIMEHTCKONW CTOPOHE CUMUTAeTCs Heda-
BEPILIEHHOI M oTMeHdAeTcs, a HayuHaer paboraTh HoBasi ceccusi obMeHa JaHHbI-
Mi. Koraa Ha nepBylo oTnpaBKy MpUIET NOATBEPXKAEHUE cepBepa u npockba U3~
meHuTh ¢aitn Cookies, To 3anpoc 6yleT OTKIOHEH W3-33 HECOBMNAAEHUS CECCUH.

ChenoBatesibHO, eciii BbicTpo KIHMKaTh o KHonke Ornpasurs, To Gyayr ornpas-
JIATBCA TAaKeThl ¢ HAWIMMK BapMaHTaMM OTBeTa, a ceppep ux obpaboraer u poba-
BUT MOJyYeHHbIe rojioca (T. e. BeimonHaTes warn 1 u 2). A BOT Bdll KOMOLIOTEP
CTAHET OTKJIOHATDH [MOATBEPXKIACHMSA, U TPeTHi war GyaeT nporyckarbcs, noka He
[POU30IIET OAHO U3 CHEAYIOUIUX COOBITHIA!

O eciu Bbl npekparutTe GBICTPO WIEJIKATH KHOMKY OTIPABKKM oTBeTa, To Gpaysep
npumer ¢aitsi Cookies, moiydeHHBbI B peayabTaTe NMOCAEAHEro HaXarus, M
COXPaHMT €ro;

0 ecau MeXIy HAKATHAMU KHOIKM OTHpaBK# cepsep obpaboran 3anpoc, a Bail
KOMITBIOTED yCHes NpUHATH MOATBepXaeHue, To ¢aitn Oymer cosnaH U Oaib-
Helflne KIHKH CTaHYT HEBO3MOMXHBIMH.
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Ha BeieneHHBIX AMHUAX ¢ BO/MBIIOH CKOPOCTHIO MOAKIIOYEHHs OOMeH nakeramu
TIPOUCXOAUT BBICTPO, U MOXHO HE yCMeTh KIMKHYTh B OYEpElHON pas, a 3HAYUT,
taiin Cookies byaer co3naH.

B arom cnyyae nopoiaer Apyroi crnoco® W3MEHEeHMsl CUETUMKA, OIMUCAHHbIH
B pa3d. 5.2.2..

5.2.2. BapunaHT HakpyTKun Ne2

Korna nporpaMMMCTBl 3aMeYaloT, YTO CHCTEMY FOJIOCOBaHMA HAKPYYMBAIOT nep-
BBIM croco6oM, TO OHM HAYMHAIOT co3gasaTh 3awimMty. Camblil mpocToii Bapu-
dHT — cpasy I0C/Ie OTNPaBKK OTBETA OTKJIIOYWTH KHOMKY (CIENaTh ee HemocTyn-
HO#t) ¢ momMollbio JavaScript, ¥ Bropas MOTMBITKA HAXATHUS CTAHET HEBO3MOXHOIM.
Ecnu Bbl 3Haerte JavaScript, To cMoxere 0oBOHTH 3TO NMPENATCTBHE, HO TYT yXKe

npuiercs MOTPaTHTh HEKOTOPOe BpeMsi, H OBICTPOro rolocOBaHUSI HE MONYy4YHTCS
(em. paso. 5.2.4).

Tak kak uHhopmauus o romocosanuu coxpansiercst B Cookies-chaitine, nocraroy-
HO TONMBKO ero yaanute. g atoro HyxHO nepeiith B manky \Documents and
Settings\Mms nons3osarens\Cookies, rne Mms nons3osarens — 310 UMS Y4eTHOI
3aMHCH, TOJ KOTOPOW BBl BOLIIM B CHCTEMY. 37ech Haxopsarcs daitabl dopmara
ViMa nonessoBarenafagpec caira,txt. IMocne 3Haka "@" uner anpec caiita,
¢ Koroporo monyueH gaHHbIil Cookies. Halinure caitn ¢ HyXXHBIM TOJIOCOBaHWEM
1 mpocTto yaanure ero. Ilocjie 3Toro MOXHO TMOBTOPATH MOIBITKY.

[MpuBeneHHbI BApUAHT MOAXOAUT M B TeX CIydyasiX, KOIIA Bbl XOTUTE MOBTOPHUTH
roJIOCOBaHUE MEPBLIM crocoboM (em. pazd.5.2.1), Ho daiin Cookies yxe cyliecTsyer.

5.2.3. BapuaHT HakpyTku Ne3

Haubonee xecrtkas zaummra opraHusyercsi uepes IP-ampec. Ecau ¢ kakoro-iu6o
azgpeca yxe MporojiocoBain, TO NMOBTOPUTH MOMBITKY Oyzer HeBo3MoxHo. Eciu
BBl monb3yereck Dial-up nmoakmoueHuem, To BaM [P-agpec HasHavaercs aBToMa-
THYECKU TIPH KaXIOM BXo[e B cerhb. [locTaroyHo 3aHOBO MONKIIOUUTHCA K MH-
TEpHEeTY, W NpPU 3TOM BaM, cKopeil Bcero, manyt apyroit IP, u moxHo 6yaer no-
BTOPHUTH roJioCOBAHHE.

Ecnu y Bac BblIeNeHHAs JIMHUA, TO €IMHCTBEHHBLIM (npocTeiM) criocobom Oymer
MCMONMb30BAHME AHOHMUMHBIX MpPOKCH-cepBepoB. Bam HyxHO cdopmupoBarsh
GoNbLION CIUCOK.TAKMX proxXy-aapecoB (B MHTepHeTe uX NOCTATOYHO), @ TIOTOM
Yyepes KaxIblit U3 HUX OTHAThL CBOW roloc, U OH, cKopeil Bcero, OYAET yuTeH.

O4yeHb 4acTo NMPOrPaMMHMCTBI [UIS 3ALLUTHI OT HAKPYTOK Mcnonb3yior [P-agpeca u
Cookies ogHoBpemeHHo. B aToM ciydae HyXHO 06A3aTeNbHO YAAASTE COOTBETCT-
sytoiuit cailty Cookies-chaii, nHaye cucTeMa rojiocoBaHMsl ONPENETUT MOABOX.

TMpumenenne 3annTel no 1P-anpecy — nocratouHo cioxHoe neno. OYeHb MHOTO
riob3oBarenieil B mobanbHOM ceTH, KoTopbie paboTaioT yepe3 padiuyHbIE Mpo-
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MEeXYTOUHBIE ceTU, Ho nonanawoT B UntepHer yepes onun IP. Hanpumep, Heko-
TOpbIE KOPIOPaTHBHBIE CETH 00beAHHSIOT 60Jee ThICSYH KOMIBIOTEPOB, KOTOPBIE
Ul BBIXOZA BO BHELIHIOK CETh MCMOJB3YIOT NMpOKcH-cepBep M obiuuit IP-ampec.
Ecnu xotst 661 OOMH COTPYIHMK TAaKOH KOMIIAHMM IIPOTOJIOCYET Ha caifTe, TO oc-
TaJbHBIE [OTEPSIOT TAKYI0 BO3MOXHOCTb, M TO3TOMY HelNb3si OymeT roBOpPHTH
0 KaKon-aubo oOBLEKTHBHOCTH OIpoca.

WmenHo moaromy IP-anpeca, McnonbayeMble CHCTEMaMM TOJIOCOBAHMS TOMBKO
IUIsl OTpefe/eHuss UCTOYHUKA HAKPYTKHW, XpaHsaTcs B Oaze Hemonro. Yepes ompe-
HelleHHoe BpeMsi Bbl Oe3 mpobieM cMoXeTe IMporojocoBath ¢ TOTO Xe aapeca.
JLia nonroppeMeHHON MAEHTU(RUKALMKA MPOrogOCOBABIIMX Yalleé BCEro HCIONb-
aylotcs uMeHHO Cookies, KOTOpBIE HYXKHO PEryJIsipHO YAalIsTh, @ €ClIM 3HATh M
coAepKUMOe, TO JOCTATOMHO MPOCTO PeAAKTHPOBATS.

5.2.4. BapuaHT HakpyTku Ne4

Cremylouuii BapuaHT TpeGyeT XOTsi Obl HAYATBHBIX 3HAHWI S3BIKA PAIMETKH
crpauutt HTML. Jns npumepa si BoiOpan Haubosee coXHBINH BapuaHT (HO pac-
NpOCTPAHeHHbIH HA BOMBLINX MOpTAIAX), Koraa obaacTs rolocoBaHUsl OPraHU30-
BaHa B Buae ¢paiiMa BHyTpu okHa. Ilonyyaercs okHO B OKHe. D10 yinoOHO st
TOJIL30BATEIsA, MOTOMY YTO [OC/IE IOMIOCOBAHWS MEpe3arpyXKaercsi TOJIBKO 3TOT
thpeitMm, a He BCsl cTpaHULLA.

Urak, 3axonum Ha caiiT xakepoB www.xakep.ru. 5 BeiGpan 3TOT caifT, NOTOMY 4TO
ero MporpaMMMCTBI MOCTAPAINCH U CAENAIH XOPOLUIYI0 cucTeMy rosocosanusi. Ha
NepBOil CTpaHULIE BCEraa MPOBOAUTCS Kakoif-Hubyab onpoc. O6Gparite BHUMaHKUE
Ha TO, YTO HAXOANTCS B OKHE TONocoBaHUsA. B TaHHOM ciy4yae 4yTh BbIILIE BOMpPO-
COB MJIET 3arojioBoK "TonocoBaHue", a UyTh HHXE — ApXUB MATEPUAJIOB.

Buibepure meHio View/Source code (Bua/B sune HTML), u nepen BaMu mosiBut-
c OKHO TPOrpaMMbl BJIOKHOT ¢ MCXOIHBIM KOIOM 'CTpaHWIbL. 3anycTHTe MOHCK
(menio Ilpaska/Haiitu) no cnosy "T'onocopanue". TlocMoTpuTe Ha AUCTHHT 5.1,
rae npencrasned ¢parmedt HTML-tekcra, Kotopsiit 66U1 HalleH MHOI0 B MC-
XOIHOM KOJe.

<span class="textHeaderlWhite"> IonocoBauue</span></td>

<Cr>

<td height="1" class="decorCellWhite"><img src="i/fon.gif" width="1"
height="1" ></td>

</tr>

<tr>

<td valign='middle' align='right'>
<table width="98%">
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<tr><td><span class="textBodyHome">

<iframe src = "/code/common/vote3/include/iframe_vote.asp?site

= SVTS" ID="anIframeRez3" NAME="anIframeRez3s" scrolling="no"
frameborder="0" width="100%" marginwidth="0" marginheight="0"></iframe>
</span></td></tr>

</table><br>

</td>

</er>

<tr>

<td height="1" class:'decortellﬂhife'><img src="i/fon.gif" width="1"
height="1" ></td>

</tr>

<tr>

<td class="decorBodyCelll">

<table border="0" width="100%" cellpadding="0" cellspacing="0">
<tr>

<td class="textHeaderlWhite" height="30" valign="top">/APX/B
MATEPUAJNIOB/ </td>

B nepsoii crpoke kpacyercs Haanuch "T'onocosanue”, a B nocaeaneit — "APXUB
MATEPHAJIOB". 3HauuT, MeXIy HHMH TIE-TO €CTh yKasaHue Ha caMo rojoco-
BaHue. Y ecsiv OHO BBIMOJIHEHO B BHIE (peiimMa, To MCKOMasi cebuika Gyaer pac-
MOJIOKEHA BHYTPH Tera <iframes>.

Haiiture cTpoKy, KOTOpasi CONEPXMT C/0BO iframe, M B Heil Bbl YBHIMTE ciie-
AYIOLLYIO KOHCTPYKIMIO:

Sre = "/code/common/votel/include/iframe_vote.asp?site

= SVTS"

B KkaBhIYKAaxX yKa3aH aipec rojjocobaHus. B JaHHOM ciyyae OH HAYMHAETCH CO
caswa.  BTO  3HAYMT, YTO [epel HUM HYXHO 00aBuTh UM caiita
http://www.xakep.ru. Ecan 6b B Hauate yxe ctosuiu cumsonst "http://", To nu-
YEro KOppeKTHpOBaTh HE HANO Obino.

Hrtak, ajpec cucTeMhbl roJIocCOBAHUS BHITJISIANT cleayioluM obGpasom:
http://www.xakep.ru/code/common/vote3/include/iframe_vote.asp?site=SVT5

IMonpo6Gyitte Habpark 3TOT anmpec B Opaysepe, U Bbl YBHIHUTE CAMO roOJ0COBAHHE
(puc. 5.7), KoTOpoe Ha IIABHOM CTpaHMLe BBILJISLAUT B Buie (dpeitma.

CHosa Bbibepure meHio View/Source code (Bun/B sune HTML) u NOIHAKOM-
TECh C MCXOIHBIM KOJIOM CTpaHMIbl B nporpamme BrokHot (eM. aucTunr 5.2).
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3 hitp: Jh-fww x.ﬂwp ruchdr-h DnuvantP3hucludeé‘llrame vote, asp' fle= WTJ Hp [:lffj_]?]
Fie Edit View Favorites  Jools Help

(Jback ~ ) 2] 4o J) Search <7 Favorites @& Media £

Jdiess hklp .Umm xdxep nd:ode[cmmr#&otﬂﬂtﬂdaﬁrm vote, nsp?sta-SYTS

Ectt nn y vebia DYD npueoa Ha komne?

OreeTtuTs

Tarsi]

&) Dane © internet

Puc. 5.7. Nlonocosanue Ha canTe www.xakep.ru

; nuc‘ruur 5.2. Co.qepamuos cpaﬁna;mnocomml A

<html>
<head>

<meta http-equiv="Content-Type" content="text/html; charset=windows-
1251">

<meta name="keywords" content="BanoMm, kKoMnsoTepHas 0e30nacHOCTL, Xakep,
sauMTa HaHHEX, Linux, nporpamsipoBaHde, TPOAHH, SauMTa OT NPOHWKHOBEHMH,
BMPYCH, YVASBEMMOCTHM, ONepauMoHHHE cucTemsl, Deface, nonbop naposnsa, B3nNOM
Mula, cHudep, nepexsart">

<link rel="stylesheet" href="../../../../local/include/main.css"
type="text/css">

<script language="JavaScript"
sre="../../../../local/include/scripts.js"></script>

</head>
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<body background="" bgcolor="#FFFFFF" marginwidth="0" marginheight="0"
topmargin="0" leftmargin="0" rightmargin="0" bottommargin="0">

<table bgcolor="#FFFFFF" width="100%" cellpadding="0" cellspacing="0"
border="0"><tr><td>

<table cellpadding="3" cellspacing="0" border="0" id="votationholder">
<form action="../votel.asp" method="post" target="_top">
<input t:ypeu'ixid&én' name="VoteID" value="VVT1051">
<input type="hidden" name="userip" value="80.80.99.95">

<tr><td celSpané"Z“ align="center"><b cIas‘a'="1:_axtVoté_'-fi-tle">ECma mt y
Teba DVD-npuBofd Ha xommne?</b></td></tr>

<tr><td width="10px"><input type="radio" name="VoteOptionID"
value="0OVT1816"></td><td width="100%" align="left">EcTe</td></tr>

<tr><td width="10px"><input type="radio" name="VoteOptionID"
value="0VT1817"></td><td width="100%" align="left">Hery</td></tr>

<tr><td colspan="2" align="center'><input type="sulmit" name="sl1"
class="decorVoteInput" wvalue="Oreerurs"></td></tr>

<tr><td colspan="2" align="center">[<a
href="../vote_resultsl.asp?site=SVT5" target="_top"
class="textVtrezlink">pesynmerara</a>] </td></tr>

</form>
</table>

</td>
</tr>
</table>
<script language="JavaScript'> \

<i--

document .domain= 'xakep.ru'
parent.adjustFrame (window)
==
</script>
</body>
</html>

3nech nieM texker "<form action=". ITocne Hero B KaBbluKax AOMKeH ObITH anpec
CKpHUNTa, KOTOpbIM oOpabareiBaeT rojocopaHue. B manHOM  ciyyae 3TO
"../votel.asp”. JIBe TOYKM, KOTOphIE CTOAT B HAayaue, rOBOPSAT O TOM, YTO B TEKYy-
1M ajzpece HYXKHO MOIHATHCA HA OAHH YPOBEHB.

Texyummit agpec y Hac:
http://www.xakep.ru/code/common/vote3/include/iframe_vote.asp?site=SVT5
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Ynansiem Bce, YTO HAXOAMTCH 3a MMOCHEAHUM CJIZIUEM, MTOTOMY YTO 3TO MM CTpa-
HHLBI U €€ napaMeTpsl.

JlomxeH ocraThCsl TaKoM ampec:
http://www.xakep.ru/code/common/vote3/include/

Tenepb HyXHO TOAHATLCS HA OAMH YPOBEHb, T. €. yOparh nocaemHmit cisui u
BECh TEKCT, MPEAMIECTBYIOUIHIA emy.

Ocraercsi cneaylouimii aapec:
http://www.xakep.ru/code/common/vote3/

Bot K 2701 cTpoKe HYXKHO N06aBUTH TO, YTO MBI HALLIM B KaBLIUKAX MOcae Koma
"<form action=",

Pesynwbrat:
http://www.xakep.ru/code/common/vote3/votel.asp

HMmeHHO B TAKOM BHJIE alpec HYXHO yKa3aTh B MCXOAHOM KOI€ B KABBLIYKAX MO-
cie "<form action=".

Y Bac J0MKHA MOJYYHTHCS CTPOKA THIA:

<form action="http://www.xakep.ru/code/common/vote3/votel.asp"”
method="post" target="_top">

Teneps cHOBa nocMoTpuTe Ha KOA M3 sucTHHra 5.2. Hailaure cTpoku, Kotopsie
comepxkar TeKCT input type="hidden". Ter <input> rOBOPHT O TOM, 4TO 3TO
nmosie BBOAA, CONEpXHMoe Koroporo Oyrer mnepenasathest ckpunty. [lapamerp
type="hidden" YyKa3biBaeT Ha TO, 4yTo none ckpsiroe. Haubonee uHTepecHoi
SIBJISIETCSl BTOPas CTPOKA C TAKMM TETOM:

<input type="hidden" name="userip" value="182.181.19.5">

Yepea aror napamerp nepenatorcs [P-anpeca. B nanHom cnyvae ato 182.181.19.5.
Hama 3anaya — M3MEHSTh €ro BPYYHYIO B KOJ€ CTPaHWLIbI M NepeaaBaTh cepsepy
cBoii ronoc ¢ HoBeiM IP. Kak st0o cnenars? Ouens npocto. [Insi 2T0ro HyxHO
BLITIOIHUTD CJIEYIOLIHE LIaru:

1. CoxpaHuTh M3MEHEeHHOe colepxuMoe daiina (TMCTHHT 5.2) HA CBOEM KOMIIb-
IoTepe nmoa Jo0bIM UMEHEM, HO ¢ paciuupeHuem him.

2. 3anycTuTh 3TOT (haill U MPOTOIOCOBATE.
3. HUamenwuts B daiine IP-anpec u nepeiitu Ha war 2.

Takum obpasoM MOXHO roiocoBaTh CKOJIBKO YTOIHO, H cepBep Bceraa Oyner ay-
MarTh, YTO MOCHUIKA WAeT ¢ pasHbix 1P-anpecos. HecMotps Ha xopouiyio peainaa-
LMI0 MPOBEISHHSA ONpoca MPOrpaMMHUCThl OLIMOINCH, ONpeaesss aapec OTIpaBH-
Tes He BO BpeMsl BLIMONHEHMs CKpUNTa, a 3apaHee, npH GoOpMHPOBAHHK
CTPAHHYKH, KOTopasi sipasieTcs miionom TeopeHusi ASP, u ee xon dopmupyercs
JAMHAMMYECKH npH obpallleHUH K cepBepy.

JanHblit npuMep NeMOHCTpHpYeT, Kak, ucnons3ys HTML, MoXHO M3MEHHTH
cBoil IP-anpec. Ho Takas ommnbka BcTpeyaercs Jaleko HE Be3le M MpOoABIseTcs
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no-pasHomy. 3Has aAsbiKk pasmetrkn  HTML-nokymeHToB, MOXHO OTKIIOYATh
CKPHUIITHI, HanmucaHHbIE ¢ MoMOLILI Java-Script, KOTopbie AeNaloT KHOMKH OT-
MpaBKy Pe3yIbTaTa FONOCOBAHUS HEZOCTYITHBIMM, M MOJL30BAThCS IIEPBBIM METO-
JoM HakpyuuBanus (em. pasd. 5.2.1). Keratu, 8 HTML-tekcre, KOTOpbii # Ha-
wes Ha caiite www.xakep.ru, s 0OHapyKHj cooTBeTCTBYIONIMI Koa Ha JavaScript,
HO OH He ucnonb3yercs. Bunumo, noHasesmucs Ha sawuty no [P-ampecy.

5.3. CoynanbHas nHXxeHepus

CounanbHas MHXEHepusi — caMoe MolliHoe opyxue xakepa. C ero Mnomoiibio
npoucxoamiu Haubonee rpoMKHe B3JIOMBI M CO3[1aBANTMCh CAMbIe M3BECTHBIE BH-
pycel. BecriomHute Bupyc AHHBI KypHMKOBOIA, KOTa MoJb30BaTENsAM MPUXOLHIIO
nuceMo (c BIOXEHHEM) ¢ MpeUTOXKEeHHEM NOocMOTpeTh (ororpacpuio AHHBL
S nymaio, uro M0BOMBITCTBO MyX4uH (a 310 Gonblras yacTh rmonk3osareneil M-
TEPHETa), KOTOpble 3amycKall NpUKperieHHbi (aitn u Takum obpasoM 3apaxa-
JIM CBOI KOMIBIOTEP, MOMOIJIO PACIIPOCTPAHEHHIO 3TOTO BUpYCa.

CoumanbHash WHXEHEepPHsi OCHOBAHA HA TCUXOJIOTMM YEIOBEKa W MCIOJIb3YeT ero
cnabble cTopoHbl. C ee MOMOLILLIO XaKepbl 3aCTABIAIT XEPTBY A€NaTh TO, YTO MM
HYXHO: 3apaXaloT MAalIMHbL, Nojy4aoT naponu. CKONBKO pa3 s CABILAT Mpo 3a-
XBaThl KPEAMTHBIX KapT ¢ moMolibio npocteix E-mail coobuienuii. INoaszoBares
NoJIyyaeT NUCbMO ¢ NMpochkboi coobLKUTL CBOI Napo/b, MOTOMY YTO 0a3a JAaHHBIX
DaHKa MopyHIKIACh W3-3a TTOTOJHBIX YCIOBMIl, XaKepa WM MOJOMKH obopynosa-
Hus. Huyero He nomospesaloline 1oib3oBaTean Beeraa coobualor KondumeHm-
IbHBIE AHHBIE, TOTOMY YTO OosTCS NOTEPATH HHGDOPMALIHIO.

B coBpeMeHHBIX YCHOBUAX XaKepbl PeiKko MpUAYMBIBAIOT 4TO-1MO0 HOBOE, a MC-
NOMB3YIOT CTapble W MpoBepeHHbIe criocobsl. M HecMOTpPsA Ha 3To Bcerga Haxo-
JSITCS JKepTBBI, Kotopble Bepst. f mnosnb3ylock MHTepHeTtoM yxke odyeHb [0/1roe
BpPEMSI M €XEAHEBHO MOJIyHalo HECATKU IHceM ¢ npocbboil sanyctuts aiin s
OBHOBIEHUS 3AUIUTHL WM U TOro, YToObl YBUIETH YTO-TO MHTEpecHoe. A Be/lb
OOJILIIMHCTBO OTHPABUTENIEH — MOIL30BATENHM 3apAXKEHHBIX KOMITBIOTEPOB. 3Ha-
YUT, KTO-TO OTKPBIBAET TAKUE BIOXKEHUS U MOJYYAET BUPYCHI.

HecMmoTps Ha LIMPOKOE MCHOML30BAHME 3AIIMTHBIX MPOrPAMMHBIX KOMIUIEKCOB 1
AHTHBHPYCHBIX TPOrPAMM KOJHUCCTBO BHPYCOB HE yMcHbiactes. Kaxkmsiil 1eHb
B CETH MNOSIBAAIOTCH HOBBIE HOJB30OBATENM, KOTOPLIE ELIE HUYETD HE 3HAKT O €e
x)ecTtokocTH. MMeHHO OHM vallle BCero nomnajalorcs Ha pasiMYyHbIE YTOBKH,

B npuHuMnie, counanbHy0 HHXEHEPUI0 MOXHO Obi1o Obl OTHECTH K cHcTEMe
Oe3onacHoOCTH MU paccMaTpuBaTh B qemep‘roﬁ rjiapse, rie Mbl roBOpHJIH O 3aliuTe.
Ho B nanHoM ciaydae peyb MOiIeT HMEHHO O CETEBOi COLUMAILHON MHXKEHEpIN.

A cam He pa3 MpPUMEHsI NMPUHLUIILL COUMANBLHON MHXEeHEepUH, YTO6Bl 106K THCS
adexra OT cBexei nporpaMMbi-lIyTKH. OnNUcaHHbIE Aanee METOHbl MO3BOJST
BaM MCIO/IB30BaTh WIYTOMHEIE IPOrpaMMbl U3 21. 3, uTobbl nmoabpackiBaTh 3HAKO-
MBIM B BUIIE HcnonHsiemoro ¢aitna yepes E-mail-cooBuienus.
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Wrak, nasaiite pacCMOTPHM HEKOTOpBIE CrMOcoBbl, KOTOPBIMU MOJIbL3YIOTCS XaKe-
pbi. DTO MOMOXKET BaM PACMO3HABATH UX YIOBKM M BBUIENATH MONBITKH TCHUXO-
JIOTHYECKOTO BO3/IEicTBUSI OT NMpocToro obuienus c monasMu. [Momuute, Yto co-
LUMATbHAs MHXKEHEepUsi MaKCHMAaIbHO CHIbHA B MHTEpHeTe, Korna Bbl HE MOXKETe
BOOMMIO OLIEHHTH HAMEPEHMs CBOEro cobecenHnkKa.

.

5.3.1. Kak oH xopolu

Mebi yxe rosopwin npo E-mail-pacesuiky, B KOTOpPOH HAC MpOCAT 3aNyCTUTh
daitn Bo BroxeHuu. Sl TakKe npeaynpexian, uTo 3TOro genarb Heabds, Hukrto
He Gyner mochlaTh KapruHKM yepes MurtepHer, kak npasusio, 3TO XOpouio 3a-
MacKMpPOBaHHbIE HCTIONIHsAEMBIE (hailbl.

ByksansHo HemaBHo npocovuiack uHpopmauus, ytro B OC Windows ects ommbka
npu obpaborke BMP-daiinos, a suepa g yeiasiman ob yassumoctu JPEG-dopmara.
K daiiny kaprurky Moxer ObiTh MPUKPEIUIEH KO, KOTOPbIH MpH ONpeaesieHHbIX
VCJIOBUSIX B HEKOTOPBIX TIporpammax (K HuM otHocutest M Internet Explorer) Bbi-
nosuutes. Tenepb naxe MpH NPOCMOTPE CTPAHMYMEK MBI MOXEM 3apasuTh KOM-
NbIOTEP BUPYCAMH MM TPOSIHCKUMM 1POTPaMMaMHu.

Koraa npocmatpusaere no4ty, To HyXKHO 06e3 pasroBopa yiaisith JI00bIE nucsMa
C 3AroJIOBKOM, coiepxaliuue npukpersieHHbte daitibl ¢ pacuimpeHuemM scr, bmp,
ipg, exe, com, pif u 1. J.

Ocoboe BHUMaAHKE HYXHO ynensatsb daiinam ¢ 3aronoskom "Mail Delivery”. Takue
YBEJOMIEHHUA TIPUXOAAT, KOrjaa sallie nmMcbMO HE JOlL10 [0 ajapecara, a BIoXe-
HueM siBiasiercs (aiti ¢ TeKCToM Bawero coobuieHns. MHorue nojab3oBarenn or-
KPLIBAIOT 9TO BAOXEHHE, YTOObI YBHIETH TEKCT M OMPEAENUTh, KAKOE MUCHMO HE
Jouyio. 91o omubka, NOTOMY HTO B MocjejHee BpeMs BUPYCHl CTAIM MAacKupo-
BaThest Nojl coobuterns B cruiae Mail Delivery. [Mpocto npocMoTtpuTe Teno nuceMa,
B KOTOpPOM JiofikeH Owith yKazaH E-mail nonygarens. Ecau BBl oTnpasmsuiu
NMUCLMO HAa 3TOT anpec, TO 3ANpPOCHTE MMOATBEPXKIEHHE O MOJIVYEHNH Baulero co-
obuwenns. Ecim oHO He 101110, NOBTOPUTE TOCBUIKY.

51 BMXY MHOTO MHCEM, B KOTOPbIX npeuiaraercsi obHoBuTh Windows Win Kakyio-
ambo nporpammy. Koprnopauus Microsoft u apyrue npoM3BoAMTENH HE 3aHMMa-
loTcsl TaKMMK paccbiikamu o E-mail. [lns obHoBaeHHs! Beeraa HYXHO CKaYMBaTh
daitasl ¢ opuuHATLHBIX caliTOB, @ HE 6paTh X U3 BAOKEHHS K MHCHMY.

Korza Mbl nyreuiecTsyem Mo CETH, TO Ha CAifTax MOXHO OGHapyXHTbh sipKHe H
KPAacoYHbIe MPU3bIBLI LIEJKHYTh 110 Kakoif-imubo ccouike. B orser Ha 310 y Hac
NPOCAT paspelieHne Ha yCTAHOBKY NMporpaMmbl, 6e3 KOTOpoi HEBO3IMOXHO yBH-
JeTh NONYJAPHYIO 3Be3ly KHHO WiK 1oy-6u3Heca B obHaxeHHoM suae. Cobnasu
JIMLE3PeTh 3TO 3acTaB/sieT HEKOTOPBIX NaTh corjiacue, W B Pe3yiabTaTe Bbl MOIY-
yaere BUpYC.

[MomuuTe, 38 SPKUMH CCHUIKAMM W HACTOSITE/ILHBIMM MPU3BIBAMU YTO-TO 3aryc-
THTh WiK yeraHoBuTh B 90 % cayyaes npsuercs 3nospenHbiii koa. B nocnennee
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BpeMsi si CTaj 3aMevaTh, YTO BUpYcoB Gonblle Tam, rie ecTb nmopHorpadus, co-
MHUTEIbHBIA KOHTEHT, U MPH TOM MCIOJb3YeTCs HenpodecCHOHANbHBI An3aitH
CTpaHMLbl, MItoc OonblIOe KOMMYECTBO peKkiaMbl. Bo3MOXHO, 4TO BHpPYCHI OKa-
3pIBalOTCA TaM 6e3 3710ro ymbIc/ia, a M3-3a XaJIaTHOCTH aIMMHMCTPATOPOB caifta.
Hunerantckue pecypenl MHTEepHera obcayXuBalOTCsl TOXE JTIOOUTENAMM, U MOTYT
COZIepXKaTb YTO YIOIHO.

5.3.2. CmeHa napons

B mocnenHee Bpems CHOBAa HaYMHAeT HAOMpPATh XOA METOM B3JOMA Yepe3 CMeHy
napond. Sl cran yaiue moiyyaTb MHUChMA C NMPock0Ooil OOHOBUTE CBOM PEKBU3UTHI
Ha cTpaHuue GaHKa, M NPH 3TOM CCHUIKA YKA3bIBAeT COBEPLIEHHO HA APYroi
caifr, rae BBeeHHbIE MOAb30BATEIeM AaHHBIE MONANAIOT B PYKH XaKepy.

HenasHo MHe MpHLUIO MTHCBMO, B KOTOPOM MCIMOIb3OBAJICS OY€Hb CTAPbI M 1aB-
Ho 3a0wiThIil crioco6 couuanbHOil MHXeHepun. [IMCHMO UMeENO MPUMEPHO cie-
ZyIolllee colepXKaHue:

3npascTByiiTe.

Sl anmunucrpatop XocrtuHrosoit komnanunm XXXXX. Hawa 6Gasza Guinia nmoasepxeHa
aTaKe co CTOPOHbI XaKkepa, H Mbl BoMMcs, YTO HEKOTOPBIE NaHHbIE OBLTH M3MEHEHHRL.

[Mpockba npocMoTpeTh CAEAYIOUYIO HHOPMALHIO, M €C/lH YTO-TO HEBEpPHO, TO CO06-
LLMTE MHE, i BOCCTAHOBMIO JaHHbIe B Base.

[Nocse aroro cienoBano nepevUciIeHne MaHHLIX 000 MHE, KOTOphIE JIETKO MOiy-
YyUTh ¢ nMomollbio cepeuca Whois. Ha niobom caiite perucrpauuy DIOMEHOB eCTb
TaKas ciayx6a, MO3BONAIOLIAS ONpEAeNsATh MMsl Blaueibla AoMeHa. Xakep Boc-
[ONB30BAICHA STHM CEPBHCOM M YKa3ajl B IMChbME BCIO HAMAEHHYIO MH(DOPMALIKIO,
IMomMuMoO 3TOrO OH yKasau eule [Ba napaMerpa — MMs TMOB30BATE/IA U TapOb.
KoHewyHO Xe, 3TW AaHHbIE XaKep He MOr 3HaTh, IMO3TOMY 37€Ch OBUTH HEBEpHEIE
3HayeHWs. BoibUIMHCTBO MOJNb30BaTesieil B ATOT MOMEHT TepsiOTCs U, BOJIHYACH
3a cBOif caifT, ecrecTBeHHO, NMUIIYT OTBETHOE IHCHEMO, B KOTOPOM COOBLIAIOT
JoKe-aIMUHUCTpaTopy (a ToyHee, Xakepy) CBOM mapameTpel noctyna Kk WEB-
CTpaHHLAM.

B kavecTBe pasHOBHUIHOCTH TAKOro B3JIOMa MOXHO MPUBECTH KIACCHYECKHI CiTy-
qail co cayx6oit nomuepxkku. JomycTHM, YTO BaM HYXKHO B37IOMaTh BCE TOT XKe
xocTuHr. Bl 3Bonute unu nuiuere E-mail-nucbMmo B ciiykby noaiepkku ¢ Bo-
npocom: "lMoveMy # ¢ TAKOro-To akkayHra He Mory saiitu B MHTepHer wiu Ha
cepsep?” ITpyu 3TOM HYXHO yKa3aTh NMpaBMiIbHBIR JTOTHH (MM#) 1 Jo6oil naposnk.
PaGoTHUKM cayxOGbl nmoanepKKu obs3aHbl romorats. YBHAEB OLIMOKY, OHM TO-
MpaBAT BAC WM BBILUTIOT MPaBWILHEIH mapoab no E-mail.

Ecnu BBl Mcrmonb3yere st obleHus co cay:K00ii nonuepxKu MeKTPOHHYIO TOYTY,
TO TYT miaBHoe noanenats E-mail monb3oBarens, akKayHT KOTOPOTO Bbl XOTUTE
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BCKpBITh. Ciryx6a moaaepXku He NpoBepsieT aapec OTIPaBUTENs, KOTOpPBI (dats-
cuduunpyercss oyeHs jerko. [lpocto SMTP (Simple Mail Transfer Protocol,
NPOCTOH MPOTOKOJ 3/IEKTPOHHOM! MouTkl) pabortaer 6e3 aBropu3auuu, U B Kaye-
CTBE OTMpPABUTEJIA MO3BOJISET YKa3blBaTh BCE, YTO YrOAHO,

[laHHBI METOI UCMONB3YeT XOPOIIMIT IICHXONOTHYECKHt IpUeM: cHayana MpUBo-
IWATCS NOCTOBEpHas WHAOPMALMS, U TOJBKO B MapamMerpax AocTyna 3aloxeHa
ownbka. Takum o6pa3om 3aBOEBBLIBAETCS PACTIONOKEHHE W JOBEPHE XKEPTBbI, M
BEPOSATHOCTL MOJYYUTH MApoJb AOCTATOMHO BLICOKA, ECAU 0/IL30BATENb HE 3HA-
KOM C TaKMM MPUHIIUIIOM COUMATBHON HHXEHepHU. DTO MOATBEPXKIAET MHOXKE-
CTBO 3HAMEHMTBLIX B3TOMOB B 80-X rojax npouutoro croieTus. ONbITHBIE MOIb30~
BaTe/iM AO/DKHBI MOMHUTbL O HUX, HO /IS MHOTHX 3TO HOBMHKA, KOTOpAasl MOXET
OBITh OMAacHOI.

5.3.3. A 3a6bin

He menee addexTuBHBIM siBnsieTcsi Meroa 3abeitoro napons. Ecte MHEHHE, 4TO
ec/IH naposib 3HAIOT ABoe, TO MpodeccHOHATbHBIN Xakep Ge3 Tpyaa nobyaer 3Ty
nHpopmauuio. Tak paboranu dpukepsl.

3anaya dpuxepa — Mo3BOHUTH MO TenedOHy, NMPEACTABUTHCH APYTOM, HAYAIbHMI-
KOM, MONYMHEHHBIM WJIM NMPOCTO 3a0BIBYMBBIM MO0/b30BATE/IeM M MONPOCHTh Ha-
MOMHUTB MapoJib, COCAABIUMCE HA TO, YTO KOMMbIOTEP CrOpes, YKpaiu, ClIoMaics
KECTKHM JTUCK. y

Takum o6pazom oaKH pa3 BITOMANM cailT Moux apy3seit. Han crpannukamu pabora-
JIN HECKOJIBKO YeNOBEK, XHBYIMX B pasHbIX yroikax crpaHsl. OHM obiaiucs
To/pko 1o E-Mail 1 Huxoraa He Bumeau apyr apyra. OoHaXasl OQMH M3 WICHOB
KOMaHBI TOJYYMJI MUCHMO, B KOTOPOM JPYroi (aIMHHHCTpaTop) npocui coob-
IHTh TIapoJib, KOTOPLIl MOTepsiH B CBA3M C MOJOMKOI BUHYecTepa. Alpec oTnpa-
BUTENsl ObI1 MOJENAH, a JUlsl OTBeTa Npe/UIoXeHbl COBEepILIEeHHO HHbIE KOOPAMHATEIL.
Ho Ha 310 HMKTO He o6paTHii BHHUMAHHUS, W 3MOYMBILUIEHHHK MOJY4HI Napoib

NOCTYTA K aAMHHUCTPATOPCKOMY Pasfiely ¥ YHMYTOXWI BaXHYI0 WHMOPMALIHIO.

5.3.4. A ceon

s MeHsi He cocTaBifeT Tpylda MPOHMKHYTh B GonbluMHCTBO 3xaHumit. Kak-to s
paboran Ha dupme, KoTopas MMena YeTelpe orzena Ge3onacHOCTH UTA BbITIOTHE-
Husl pasnuyHeix ¢yHkuuit. Ha nepsbiit B3misn oxpaHa Obuia OTIMYHOIL, Besze
NpoxoA no nponyckam, Ho addekT okasaics MUHUMATbHbIM.

TeppuropuaibHo upMma pacnonaraiach Ha JIBYX Iuioiiaakax — odhuc B LEHTPE H
NpoM3BOACTBO 3a mpenenamu ropoaa. IlpoussoacTBeHHasi Oasza Obuta oLEIUIEHA
KOJIO4ei MpOBOJNIOKOM, HAa KAXIOM YIy OXpaHHHK, KaMepsl, cobaku, 3a 3abopoM
HECKOJIKO METPOB POBHOIO MMecKa, Ha KOTOPOM XOpollo BHAHBI ciensl. EanHer-
BEHHAs NPOXOAHAS MMENa PAMKY META/LIOUCKATEs, TAKYI0 MOXHO YBHIETH B JIIO-
6oMm asponopry.
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HecMotps Ha Takue mepbl 6e30MacHOCTH PaBOTHAKH BOPOBAIH, MOTOMY YTO 3ap-
rnara Majgexbkas. Ot yero sawmTuT paMka? To/IbKO OT METa/UIMYecKMX npeave-
ToB. Ho koMmnakr-aucku M GONBIUMHCTBO JAMCKET COMEPXKAT CAMIIKOM MAl0 Ma-
TepHana, Ha KOTOPbI CMOXET cpearMpoBaTh 3Ta paMka. [laxe MeHbllie, ueMm
B ryrosuie. Eciii HACTPOUTH TAKyl0 YyBCTBUTEIBHOCTh, TO METAIONCKATENb Oy-
AeT pearupoBath Ha Bce M BeeX. TToMMMO 3TOro, Haa NPOXOAHOM HAXOMWICH Yy3ean
cesian, rae crosui ake. Bo Bpemsi npuema Z0KyMEHTOB pamMKa MUILALa, Mo3ToMy
JIHEM €€ BhIKJIIOYMaIIH.

Peaynbrar? YTpoM M BeyepoM JIerko MoXHO ObUIO MPOHOCHTH B KAPMaHax HOCH-
tean uHpopmaunu. Eciin HYXHO BBIHECTH NPEAMETH ¢ METALIMYECKUM TOKPbI-
THEM, TO 9TO JEJNATH AHEM, KOrda MeTallonckareis He paboral, a MoJoBMHA OX-
paHbl HAXOAWJIOCH HA 0bese,

Ha nponssoncTseHHoll Mioniajike CyuecTBoBaio O4eHb MHOro 3anperos. Ha-
npumep, Hexbas ObUIO HOCHTE coToBbIE TeNedonbl. Ho s B TeueHHe ABYX Mecs 1eB
Tackan, ¥ HUKTO He 3amerii. Kak? Ovens npocro. CoToBblil exKan B MOeH cym-
Ke, HA camMoM Bepxy. OXpaHHUKH JOCMATPUBLIM CKPLITBIE MecTa, a Ha TO, 4TO
JICKUT HA caMOM BUY, fpocto He obpaiianu BHuManusi. KoneuHo, mMeHsl Bce xe
MoiiMann, HO CHENAN 9TO HOBbIH COTPYIAHUK, IMOTOMY YTO OH HETKO HNpHIEpPKHU=-
BaJICs [JOJUKHOCTHOH MHCTPYKLIMH.

B oduce 6buto He meHee Beceno. B ueThipHAIUATHATAKHOM 3QaHWUM pacnojara-
noch eue okono 20 ¢upm. BHM3y cTOSI OXpaHHMK M TNPOBEPsUl MPOMycKa,
BHELWHMI BU/ KOTOPBIX pasiuyaics wis Kaxnoi oprannsaiuu. JdocratouHo Gwi-
JIO TOMBLKO YBHAETH 3TOT NPOMYCK M pacrieyarars Ha NpMHTEpe YTO-HUOYIbL MoXo-
Kee, M HU OfMH OXpPAHHMK C paccrosiHus 3—4 merpa He obOpaTHT BHHMAHMs HA
OTANYHS,

Korza si Tonbko yerpausancsi B hupmy, MHE NPHILLIOCH HECKOIBKO pa3 MoceniaTh
oduc, a nponycka He 66110, Yrobb! He NPOXOAUTL NOITYIO NMPOLIEAYPY NONYYe HIA
BPEMEHHOTO JIOKYMEHTA, §l He CTa/l HHYEro Meyarars, a Haulel Kakoi-To JIMCTHK
CXOXKEro pasMepa W npocTo nokaswipa ero. JIeHusasi oxpaHa rmponycKana MeHsi.

Korna s yxe paboran B dupme, T0 B oduce nossisuics peako (pas B noaro1a).
Ho korza s GsiBa1 Tam, TO 3aMETHJI, YTO He Bce MokassiBaloT nponycka. Hekoro-
pble npoxozaar npocto tak. Ilocie yponbHEHUs MHE HYXHO GbUIO TIONYMHTH CBOH
aerbri, YToOBl HE TPaTHTL BPEMS HA MONYHYEHHE BPEMEHHOTrO paspelleHus, f
MPOCTO CHeNa] KaMeHHOe JIMLUO M [oulen yepes MpoXoAHYylo, Kak Gyiaro Gwisano
anech Kaxabtid geHb. OxpaHa win He obpaTiia Ha MEHS BHUMAaHHA, HIH MPOCTO
MCITYTaNACh OCTAHABIMBATHL YENOBEKA ¢ TAKMM HAIJIBIM JTHLIOM.

OyeHb YaCcTO JIOCTATOYHO cleslaTh BWIL, YTO BEl 3/eCh CBOil, KaK HMKTO He Ovier
CMpAIMBaTh Y Bac AOKYMEHTHI. MuUauimMs, oxpaHHUKH oOpaiaioT BHUMaHNe |
MPOBEPSIOT TONBKO TEX, KTO BEAET ce0s NMOoAO3PUTENLHO HINH NPOCTO Gomcn Ha-
XanbeTso noasonser o6oiTH 90 % npensTcTBMit.

JUisi KoMnblOTepHOI cdepbl 9T0 ToXe cnpasewinBo. OXHAKALE Y MEHS yKpalu
napoiib Ha NoYTOBbI AlMK. [laxe He npeacTanifio, KaK 9T0 MPOM30LLIO, ITOTOMY
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4TO napoab O6bU1 croXHBIA. Buaumo, umen mecto BanoM mposaiinepa. Yrobsl
BEPHYTb CBOi Mapojib, i MUCLMEHHO obpartuiics B ciyX6y MOMIEPKKH, HO MHE,
KOHEYHO Xe, oTkasaiu. Toraa s Hanucaa eue O[HO MMHUCbMO, B KOTOPOM Mpel-
CTABWJICA COTPYAHMKOM AIMUHHCTPAUMM ropoja, W NPUIrpo3uII, YTO €Ciii Naposb
He Oyaer sosspatiieH, To y dupmsl 6yayr 6onbiune npobieMsi.

B rakom ciyyae camoe riiaBHoe — COCTaBHThb 0OpalleHHe B HYXHBIX TOHAX H Bbl-
llepxarh onpejesieHHblt cTHiab. TekcT couepxan 3ayMHbIe c/ioBa, a B KOHLE
nucsma ObuIa NOANKCH:

Daenoe Muxaun Eeeenvesuy
Hawanenux omoeaa no paGome c obuecmeeHHocmsio
Admunucmpayuu XXXXX 20poda

MHe moBepuiM, U Yepe3 HEKOTOpoe BpeMsi sl MOJYMHII CBOMl Napojib. A Bellb MOT
TaK MOJYYUTh M yXKoit!

5.3.5. HoBeHbKUi 1 rnyneHbKui

OyeHb MHOTO B3JIoMOB ObUIO cOBepllleHO Yepe3 0Opa3 HOBEHBKOIO M [JIYHNEHbKOIo
coTpyaHHKa. Bam Heobxoaumo 3HaTh ero (aMuIMIO HIM JIOTHH, M, XEJIATENBHO,
yTODBI ITOT YesnoBeK ObU1 HEMPUMETEH M ero Mano Kro 3Hatl. Ilocie aroro nocra-
TOYHO [PEACTABUTLCA BMECTO 3TOr0 COTPYAHMKA AAMUHHCTPATOPY M pacckKasarb
CKa3Ky O TOM, YTO Bbl TOJBKO YCTPOMJIMCh M HE MOXeTe BoiTH Ha cepsep. Cuc-
TEMHbIE AAMUHHCTPATOPB! JI00AT cuuTaTh cebs Xo351eBaMH BCEJIGHHOM, M eCiin UM
B 3TOM [OMOYb, TO N1000IT M3 HUX MOBEAAET BaM BCE MapaMeTpbl J10cTyna U o0b-
SICHWT, KaK BOHTH.

Jlisi npuMepa MCMoib30BaHMs 3TOM0 METO/A BCIIOMHUM CJIy4ail ¢ npeBpaiieHHeM
HoyHoro joctyna B MHTepHeT MpakTHYECKH B KPYMIOCYTOYHBIH, KOTOPBIH MbI
paccMarpuBain B pasd. 4.7.6. OCHOBHAS TIPUYUHA, 1O KOTOPOil aAMHHHCTpaTOp
JlU1 MHE JI0CTYTl, — €ro HauBHOCTb. 51 chIrpan Ha 3ToM, K306pa3us rYNOro Moljb-
30BaTensl.

5.3.6. SchphpeKTMBHOCTL coLUanbHON NHXeHepun

3anaua xakepa — BOWTH B JIoBepHE K 3alIMIUAlOLIeiicsl CTOPOHE W BBINBITATD Ia-
ponu nocryna, JUisi 9T0ro HCNob3ylOTes MCUXONOrHYECKHe NPHEeMbl BO3AeiiCTBUS
Ha JIMYHOCTh. YesoBeky cBOHCTBEHHBI JIOOOMBITCTBO, JOBEPUHBOCTh M HYBCTBO
crpaxa. Jlioboe U3 HUX MOXKET cTaTh (haTaIbHbIM.

Braromaps wanuuuHeMy Jl0OONBITCTBY Mbl BepHUM MPH3BIBAM OTKPBITH MpUKpern-
JeHHBI K nuceMy Gaitn 1 caMocTosiTeIbHO 3aMYCKaeM Ha CBOEM KOMIThIOTEpE
. Bupyc. B cuiy Hameii 1oBepunBOCTH XaKepam yIaeTcst BhINBITATh CEKPETHYIO MH-
dopmannio. Ho cambie CHIbHbIE SMOLMHK BbI3bIBAET cTpax. Xakep crapaercs 3a-
CTABUTh HAC MOBEPHTH, YTO MOXHO NOTEPSTh AAHHBLIE, H MBI B Y)Kace caMmocTosl-
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TEJILHO OTJIaeM Mapoiiu JOCTYNa U B pesysibTare AeHCTBUTENIBHO YTpaunBaeM KOH-
TPOJIb HAJl CEKPeTHOW MHGbopMaLKeil.

Xakepbl MONB3YIOTCS COLMANBHOM MHXeHepHeil He3aMeTHo, HO 3ddekTHBHO. Boi
faxe He MOYYBCTBYETE MOIABOXA, KOrA y Bac MOMpPOCAT Mapoib WM CEKPETHYIO
UH(OPMALIMIO, U BBl MOCTYLIHO BCE OTHAIUTE.

Yro6bl He monacTbes HA YAOYKY, Bbl JAO/KHBI MMETh TMpeICcTaBlIeHue O TOM, KaK
B3/IAMBIBAIOT APYrHE CHCTEMbI U KAaKUe METONbl UCMOMB3YIOTCH. XaKephl KaXIblid
JeHb TIPHAYMBIBAIOT YTO-TO APYroe, U HEoOXOAMMO CJIEAUTH 3a HOBBIMM CIIOCO-
Gamu.

5.4. AHOHUMHOCTb B C€THn

Ipn xaxnom obpamieHuu K KakuM-1ubo caitam B XypHanax cepBepa, Iie pac-
nosioxeH BeG-yazen, perucrpupyerca sawr IP-anpec u 3anpocel. Ecim Bel paborae-
TE 10 BblAEJEHHON JIMHUK, TO MO 3TOMY aapecy MOXHO 32 HECKOJBbKO MHHYT y3-
HaTh JoMallHMil agpec W Haiitu Bac. Ecam mcnonsayercsi Dial-up-coennnenne
yepes MpocToil MojaeM, To nposaiiepoM oaMH M ToT xe [P-ampec Belmensercs
Pa3HbIM KJIHEHTaM, HO M0 BpeMeHH oDOpalleHusl K CaiTy MOXHO OMNMpene/lnTh, KTO
MMEHHO OBbLT MONKIIOYEH B 3TOT MOMEHT M ¢ Kakoro tenedona. ITocne aroro y3-
HAaThb M0 HOMepy TeiehoHa JOMALIHUI alpec CTAHOBUTCS [AE/IOM TEXHUKH.

Insi XakepoB aHOHMMHOCTL HeobxoauMa, 4ToObl aIMHHUCTPATOPHl B3laMbiBae-
MBIX CAITOB He CMOIIW BbIYMCAUTE X IP-anpec u, cOOTBETCTBEHHO, HANWTH 3J10-
yMbllIIeHHUKa. JUIsl 3aiMThl XaKepbl MCIONb3YIOT J0ObIE METONBI COKPBITHS
cBoero peaibHoro IP-aapeca WiM MoaMeHbI €ro ApYriMm.

[MpocTeIM MONB30BATENSIM TOXE HYXXHA AHOHUMHOCTb, 4TOOR Xakepe! mno IP-
azpecy He CMOIUIM aTakoBaTh Ballly MallMHY.

l'!o.nyt{aemﬂ, YTO AHOHMMHOCTL [MO3BOJISIET 3ALUMLIATE KOMIBIOTEP M ABIAETCH
4aCcTbIO CTpAaTeruu 6e30nacHoOCTH.

Eciu Bbl peryiasipHo obuiaereck B yare wiM noceitaere kaHainsl IRC (Internet
Relay Chat, uepenyiourmecsi 6ecefibl Mo CETH), TO 51 PEKOMEHAYI0 HAyYHTbLCS
CKpbIBaTh CBOI ampec oT JobonbiTHeIX m1a3. Jlioan GeiBator pasHeie. W ecnu sa-
mwemy cobeceHHKY B 4aTe HE MOHPABHTCSH KakKoe-HMOyAb Ballle BLICKA3bIBaHWE,
TO OH MOXET ITOMBITATECA BITOMATE Ballly cHcTeMy (MM XoTsl OBl Mepesarpy3uThb ee).

OpHMM W3 TPOCTHIX cpelacTB obecrnevyeHuss AaHOHUMHOCTH SIBJISIETCSl MPOKCH-
cepsep. DTO yXe NaBHO W3BECTHbLI M MPOBEPEHHBIH criocob, HO OH UMEeT MHO-
)KECTBO MPEUMYIECTB U HEJOCTATKOB, 0 KOTOPBLIX CTOUT [TOrOBOPUTH Io/IpobHee.

5.4.1. lNpokcu-cepeepbl

M3HauanbHO NPOKCH-CepBEPBl (Proxy) CO3JABUIKCH UIA K3LUMpoBaHus MHdop-
mauuu. OcHosHble WEB-caiiTel ObUIH Meperpy>KeHsbl, U KaHaJdbl HE CHPaBJIsINCh
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¢ nadopmauuei, n1a U Tpaduk croun Hemansix neHer. Yrobsr B Esporne kaxmsrit
leHb HE CKayuBaThb OAHY M Ty Xe uHpopmaumio c caiitop CLIA, nposaiinep yc-
TaHABJIUBAN y cebs mpokcH-cepsep. Ternepb, eciy OIWH MOJIb30BaTeNb o6paTuHiIcs
K caiity www.intel.com, To npu cneayiomem obpaiueHun M060ro Moab3oBaTENSA
K 3TOMY e BeO-y3nmy cTpaHMIbl CKaYMBAIOTCA He ¢ www.intel.com, pacronoxeH-
HoMm B CIIA, a c npokcu-cepBepa nposaiinepa. TakiM o6pasoM, nposaiiaepsl
9KOHOMMJIM TpaduK, a MOJIb30BATENN MONYyYalH YCKOPEHME 3arpy3ku IaHHBIX,
NOTOMY YTO He Halo ObUIO KayaTh callT Yyepe3 oKeaH.

Mbl yXe paccMOTpenTH, Kak JIOKaibHbIH npokeuk (em. pasd. 5.1.3) MoXeT MoBbl-
CUTBH MPOU3BOAMTENbHOCTL paboTel B MHTepHeTe, HO 3TO He EIMHCTBEHHOE ero
npeumyutectso. Ilpokcu-cepBepbl ObIBAIOT Mpo3payHele ¥ aHOHUMHBIE. [Tpo-
3payHbIe MaKeThl MOJb30BATENS MPOCTO Nepechuialores nanbine Ha WEB-cepsep,
a 3Ha4yuT, OH BUAUT Baw [P-agpec, ¥ MBI He Mojy4yaeM AOMOMHUTENBHON 3alIMTEL.

Kak paboraer aHOHMMHBINH npokcu-cepsep? Bbl mockuiaeTe 3ampoc Ha Proxy,
a OH YXe OT CBOEro MMEHM 3arpaiiuBaeT HYXKHYIO CTPaHWMUYKY M BO3BpAlldeT ee
Bam. Takum o6pazoM, xakepy MOXET CTaThb AOCTYIHBIM TOJBKO alIpec MPOKCH-
cepBepa, U OH ByHeT arakoBaTh €ro, a TAKME CEpBephl 3aALIMLIEHBI AOCTATOYHO
XOpOoIIO. A [Iaxe eciu U B3IOMAIOT, HaM-To yro? [1aBHoe, yToObI Balll KOMITBIO-
TEp OCTAICSH B IENOCTH U COXPAHHOCTH.

Ha cyioBax noka Bce KpacuBo, HO PeaIbHO Proxy MMEeT HeCKOJbKO ciabbiX MecT,
KoTopsle 000iTH He npocTo. PaccMoTpuM OCHOBHBIE ITPOGIEMBL:

l. Cepsepsl proxy usHayanbHo cosgasaiuck miss HTTP-nporokona (Hypertext
Transfer Protocol, nporokon nepenayu rumepreKCToBBIX (paiyoB), MoITOMy
uHoraa ucronb3yio TepMuH HTTP-Proxy. A co BpemMeHeM Hayaau OXBATHIBAThb
POP (Post Office Protocol, npotokon o6paGoTku BxoOAsfiUUX cooGuIeHuit),
SMTP (Simple Mail Transfer Protocol, ripocToit npoToKo/i 3/M€KTPOHHOIM Mo4-
1) U FTP-nporokonst (File Transfer Protocol, npotokon nepenauu daitnos).
Ho B mobom ciiyyae cnMCOK OrpaHHYeH, M TAXENO 3acTaBUTh NPOKCHMK pabo-
TaTh C JPYrMMM npoTokonamu. Lns peuieHusi 3toit npobnemsl ects Socks-
cepBephl (OT aHMIMitcKoro cioBa sockets, po3eTKu), KOTOPBIE CXOXH C Proxy,
HO 00 3TOM MBI ellie MOroBOpPUM.

2. He Bce mporpammsl noaaepxkusator pabory uepes Proxy- u Socks-cepsepsl,
MO3TOMY MOXeT nmoTpeboBaThesi cMeHa mporpaMmHoro obecreyerust. [Ipobe-
Ma TYT eille B TOM, 4To Socks-cepBepbl GBIBAIOT HECKONBKWUX BEpCcHH, M Ipo-
rpaMMa MOXeT He MOAIepXKUBaTh HYXKHYI0 BepcHio. B aroMm ciiyyae npuxoaut-
cs vckaTh wiK apyroi Socks wiau mHyo nporpaMmy. OGBIMHO BRIOMPAIOT TOT
BapMaHT, KOTOPLIN 0BXOMUTCS Hellese.

3. He Bce npokcu-cepsepbl aHoHuMHbl. Hemapom B MHrepHere nossuiucek
nporpaMMEl OUCKA U MPOBepKH Takux cepeepoB. [Ipexie yeM movyyBcTBOBAaTh
cebst B OeszonacHoOCTH, HYXHO yOeaWTbCs B MOJMHOI aHOHMMHOCTU BhIOpaH-
Horo cepsepa. Al B naHHON KHUre aan OBl CIMCOK CBOMX CEpPBEpPOB, HO 3TO
Gecrnone3Ho, MOTOMY YUTO Proxy PeryasipHO HMCYe3aloT W MOSBSIOTCS HOBBIE.
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PekomeHayio  mnocewatb  caitt  hitp://www.atomintersoft.com/products/
alive%2Dproxy/online%2Dproxy%2Dchecker/, rie MOXHO MOIYYHTbL JOMOMHM-
TeJbHYI0O MWHGOPMALIKIO, HAWTH cBexXue M pabouke cepBepbl M TIPOBEPUTDH HX
Ha paboTocrnocobHOCTh (CKOpPOCTh/aHOHUMHOCTL/noaaepxkka SSL).

E__Mpumeuanve 3

Y1obsl BaM He NpUWNOCL HaBupaTb aapec caitta Ans NPoOBEpPKW NpOKCU-cepeepa,
B aupektopuun \Chapter5 ectb chainn proxy.url. 3anycture ero.

Ho maxe ecim Bbl paboraete uepes abCONMIOTHO AHOHMMHBIA MPOKCH-CEPBep,
crieucny:KObl MJIM Xakepbl cMOIyT Bac HalTu. Bce oOpalueHMst X proxy coxpams-
I0TCSL B KypHAlax, U Mo 3anpocy AaHHble o Bawei akrusHocty u IP-anpec moryr
ObITh TMOMYYEHB! 3AMHTEPECOBAHHBIMH JHLAMK. XaKkepam Takyio MH(MOPMALMIO He
JAaiyT, HO €CTh BB]JOS{'IHDCTB, YTO OHH B3JIOMAKOT cepnep M caMH noay4dart HocTyil
K 6a3e XypHaIa WK BOCIOB3YIOTCS METOAAMU COLMANBHON HHKEHEPHH.

Or cneuciyxd 3alUTHUTBCH MOXHO HCIOJIb30BAHUEM cepBepa M3 Kakoii-Huby1b
aanekoit crpadHbl 3umbabBe, ¢ KOTOPOW HET AMMIOMATHYECKMX OTHOLIEHMIL.
Kak y3Hars, Kakoro rocyaapersa cepsep? Camblit MpocToil M A€lEBbIH Bapu-
aHT — Bocnosib3oBarees cnyxboit Whois. Sl Bcerna mnonb3yiock caiitom
http://www.nic.ru/whois/en/. 3arpyaute ero (cMm. puc. 5.8), BBeauTe anpec B none
Information about IP-address u naxmurte gHonky OK. Ilepen Bamu mosiBUTCSH
uHdopMausg, Kak B IMCTHHIE 5.3,

Information about IP-address 193.233.81.154 (from RIPE):

inetnum: 193.233.80.0 ~ 193.233.83.255
netname: SUSUCSC~-LAN

descr: Sourth Ural State University
descr: The Chelyabinsk Center of the Russian Academy of Sciences
country: RU

admin-c: DVL7-RIPE

tech-c: FGD2-RIPE

status: ASSIGNED PA

notify: feocdor@urc.ac.ru

mnt-by: ASB324-MNT

changed: feodor@urc.ac.ru 20040316
source: RIPE

route: 193.233.80.0/21
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descr: South Ural Regional FREEnet
origin: ASB8324

remarks: removed cross-mnt: AS8324-MNT
mnt-routes: ASB324-MNT

mnt-by AS8324-MNT

changed: hostmaster@free.net 19970930
changed: hostmaster@free.net 20020410
source: RIPE

W3 onucaHus SBHO CAELYET, YTO aapec 3ape3epsupoBaH 3a YenssOMHCKUM oTie-
nerunem Poccwuitckoit akamemun Hayk (Chelyabinsk Center of the Russian Academy
of Sciences). -

Cnyx6a Whois xopoiia, HO JOMYCTHT OIIKMOKY, €cjiM cepBep 3ape3epBUpOBAH
B Poccuu, a uenone3yercs B 060l Apyroit cTpane.

Yyre Gonee HajeXHbiM crnocobOM MOXHO CUMTATH WCIONB30BAHUE MPOTrpaMm
tina Trace Route, KoTOpble MOKAa3bIBAIOT MyThb OT Bac A0 YKAa3aHHOIO cepBepa,
a HEKOTOpbIE M3 HUX JaXe OTOOPaXaloT MPAMO HAa KapTe, KaK ABMXKETCH MAakKerT,
M Bbl JIETKO MOXETE YBUIETb MECTO €ro NpUOBITHS.

[Tpumenenue Trace Route Toxe He Bceraa AaeT A0CTOBepHYI0 MHGOPMALINIO, MO~
TOMY 4TO OHA MOXET NojnenbiBaTbes Xxakepamu. Kpome Toro, He TouHO onpene-
asieTes reorpa)MYECcKoe pacooXeHHe cepsepa.

5.4.2. Lleno4ka npoKcu-cepBepos

Bosnee HaueXKHBIM CHOocobOM CUMTAETCH MCITONBL3OBAHME LEMOYEK [POKCH-
ceppepoB. B aTOM cilyyae BBIYMCAWUTH Ball peanbHblid aapec OyaeTr HaMHOro
cnoxHee. Ecnu 3anpocel 6yayT MATH YEpe3 [Ba Proxy, TO Xakepy NpHAeTcs B3jia-
MmbiBaTh 06a cepBepa, YTOObI MpocMoTpeTh (ailiibl KYPHAJIOB M HANTH Ball anpec.
Dro n06aBUT JIMILHUX XJIOMOT W creuciayxbaM, XoTs, MoBepbTe MHE, €C/IM OHU
B3sUJIHCH 34 XaKepd, TO UX YK€ HUYTO HE OCTAHOBHT. OTH OpraHu3anmnM TOXE He
CTOSIT HA MeCTe, UX COTPYIJHHMKH MOIYT pacnyrarb HENOYKY U U3 JE€CATH aHOHHUM-
HBIX CEpBEPOB.

Cosznanne uenovex wist proxy u Socks-cepBepoB HEMHOIO OTIMYAIOTCS APYr OT
apyra, To3TOMY TEXHOJOTHM MX HACTPOMKM JIydllle BCEro paccMaTpuBaTh pas-
HeJBHO.

Ut nayana pasbepem knaccuyeckuit HTTP-Proxy. INocmorpute B Hactpoiiku
Internet Explorer (puc. 5.8). 3nech HeT HUKAaKMX CPEACTB MUl NOCTPOEHUS le-
MTOYKH, H Mbl MOXEM YKa3aTh TOJILKO OJWH CepBep Ul KaXI0To MPOTOKOJIA.

Yr1obbl OpraHu30BaTh LIENOMKY IS MNPOXOXAEHWS 3alpocoB HMEped HECKOJIBKO
MPOKCH-CEPBEPOB, HYXKXHO MCIOJb30BaTh CHeUUATBHBIE MPOrpaMMBbl, KOTOpbIE
MOTYT MOCTPOMTH BUPTYANbHbIM TyHHenb. [t co3maHusi TAKOTO TYHHENS Proxy
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JOJDKEH MojuiepXuBarh pabory ¢ SSL-nporokonom (Secure Socket Layer — npo-
TOKOJI 3alMIIEHHBIX COKETOB), KOTOpPbIil MO3BOJsIET umcbpom*rb JAaHHBIE Make-
TOB, ¥ €C/IM ITOYMBILUIEHHNUK NEpexBaTUT JaHHbIe, To Aeluudposars Gyaer He

Puc. 5.8. HacTpoiika NPOKCY-CepPBepoB B lﬁte_rribt.éxploraf

YroObl BBIACHWTB, TMOMIEPXKUBACT JIH IpoKcH-cepBep SSL-mporokon, MoxHO
BOCITIO/Ib30BATHCH  CANTOM  [POBEPKM  AIPECOB (mnpoﬁme em. pasd. 5.4.1)
http://www.atomintersoft.com/products/alive%2Dproxy/online%2Dproxy%2Dchecker/
WM NIPOM3BECTH MPOBEPKY BPYHHYIO.

Ona pydHOi MPOBEPKH HEOOXOLMMO Yepes Proxy oﬁpa'mm:a K jobomy caiity,
nomnepxusaiouiemy SSL-nporokon (anpec naunnaercs ¢ "https://"). Yawe scero
SSL-cranaaprT MCNOAB3YIOT ISl TPOBEAEHHS 31EKTPOHHBIX (PMHAHCOBBIX orepa-
uuit yepes VIHTepHeT (Hanpumep, MPUHUMAIOTCS TJIATEXH) M B HEKOTOPBIX MOY-
TOBbIX cepsucax (Hanpumep, http://www.hotmail.com). Eciu crpannuka 3arpyan—
Jlack, TO cepsep noaaepxkusaer SSL.

Hnsa  cosmanmsi HTTP-Proxy- winm Socks-lero4yek Jy4iie BCEero MWCHOIb-
30BaTh  mporpamMMmy  SockChain, KoTopylo MOXHO B3fiTh MO = aupecy
http://www.ufasoft.com/socks/. OHa n0cTaTONHO NPOCTA B UCMONB3OBAHUM, @ HA
caiiTe mpoMU3BOAMTENA Bbl HailaeTe nHOpPMAlIMIO O HACTPOIiKe.
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5.4.3. [oToBbIE CEpBUCHI

AHOHMMHOCTb HYXXHA MHOIMM, M 310 (dopMupyeT cBoeoOpasHyio MOTpPeGHOCTD
B JIOMOMHUTEIbHBIX ycayrax. A pa3 ecThb Clpoc, 3HAYMT AOJKHO ObITH W [pewIo-
xeHue. B cBasn ¢ stum B MHTEepHETE MOABMIOCH HECKOJIBKO KOMMAHMUIA, Ipe-
JIaraloliMx CBOMM MOJb30BaTesIM abCOMIOTHYIO aHOHUMHOCTh. CaMbIMH Momy-
JIAPHBIMH M3 3THX CEPBUCOB CTAJIM:

O Anonymizer (www.anonymizer.com) — HaBepHoOe, CaMblii CTApblil MPOEKT;

O Private Web Access (www.bell-labs.com/project/lpwa) — cepsuc KoMraHuu
Lucent;

O Onion Router (www.onion-router.net) — npoekT HMCCIeNoBaTe/IbCKOro LeHTpa
BMC CLIA;

O Freedom Network (www.freedom.net) — xommieke KaHanCcKoW KOMMAHUU
Zero Knowledge System.

[Nepeeie Tpu — Haubosee M3BECTHBLIE, HO 3a BpeMs paboOTBl OHM YXKe ycreau
MOAMOYMTDL CBOIO PEMyTALMIO, MOTOMY HTO JaXe HeOOMbLINX YCWIHI IOCTATOYHO,
yTobbl y3HaTh [P-ampec moceturensi. DTo yXKe He pa3 AOKA3aHO KaK aHAIMTHKA-
MM, TaK W npodeccuoHanaMy B obacTu Ge30MacHOCTH,

Cepsuc Freedom Network paspabarbiBancs M ornaxusancsa B Tedenue 2 jner. OH
obecreunBaeT MAKCHMATLHBIE YCIOBHSA COKPBITHS aBTopcTBa, HO M crouT $50 B rom.
Yr1obbl UM BOCMONB30BATHECS, HEOOXOMUMO YCTAHOBHTH CHELHAIBHYIO [TPOrpamMmy,
C MOMOILBIO KOTOPOIi Bl MOXKETE CO3[aTh HECKOJIbKO MCEBAOHMMOB U MCIONb30-
BaTh KaXIblif U3 HUX Wi pasnuvHeix Hyxa. [Tocne storo sama uHdopmauus
Oyner myreliecTBOBATh Yepe3 Lienb cepsepoB (Hamonobue Proxy m Socks), Kax-
Ablii U3 KOTOPbIX cHabXeH MexaHM3MoM Kpunrtorpaduyeckoil saiuthbl. -TakuM
ofpa3oM, HEBO3MOXKHO OyleT BOCCTAHOBMTL TYTh CJIENOBAHHUS BAlllero Makera W
Y3HATh €ro UCTUHHOE [TPOUCXOXIEHHE.

Bo Bpemsi obMeHa TaHHBIMHM MPOUCXONUT K] poBaHKE, B HANEKHOCTH KOTOPOTo
MOXXHO HE COMHEBarTbCHA, MOTOMY YTO CEPBHC KAHAJICKOH KOMMNaHMM OCHOBAaH Ha
NMPUMEHEHUH WH(DPACTPYKTYPhl OTKPLITBIX KIIIOYEl, HE UMEIOWUX B OTJIMYHE OT
CIIA orpaHuyeHus Ha UTHHY.

O HameXHOCTH cepBHUcAa FOBOPUT M TOT (hakT, 4TO paspaboTYUKOM KOMILIeKca
3auHTepecoBatnch He Tonbko cnenciayxosl CLUA, Ho u Kananst. la, xoMnanus
He HApyLIaeT 3aKOHOB HHM OJHON M3 HTHX CTPaH, HO TaKas aHOHMMHOCTb MOXET
OBITE MCMONIB30BaHA XaKepaMHu B paspyUIMTENbHBIX LEJsX, U INMOoMMKa 3JTOYMBILI-
JIEHHMKA YCTOXKHHUTCSI.

Takoe MOMOXEHHE e He MOXET HE orop4arb, MOTOMY YTO €ClIM KOMMaHueil 3a-
MHTEPECOBAIOCH MPABUTENLCTBO TAKUX CTpaH, TO UpMa, KaK MHHUMYM, MOXET
CHU3UTL 0E30MacHOCTb, COXPAaHUB JUIsl MOJb30BaTe/leil aHOHUMHBIH [OCTYI, HO
C BO3MOXHOCTBIO [TPOCMOTPA BCEX AAHHBIX CO CTOPOHBI CHeLcayX0. A Takoe co-
KPBITHE ABTOPCTBA Y)K€ HENb3Sl CYMTATH TMOJTHBIM, M OHO He OyneT CTOUTh moTpa-
yeHHbIX $50 B rox.
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5.4.4. Pacckaxwu-Ka, rge 6bina

HonycTiM, YTO Bl MOCETHJIN HeKWil cailT, nonobpanu noa cedst Kakue-To napda-
METpbl (Hampumep, LBeToBoe O(OPMIEHWE) W XOTUTE [PH CIEHYIOIEM BXOje
VBUIETh TUTOBI CBOETO TBOpYeCTBA. DTO BIOJIHE HOPMAIbHAA CUTYALUs, TOATOMY
n 66utn ipuaymanst daiinst Cookies.

Kaxaeiit WEB-caiiT uMeeT npaso COXpaHsTh Ha JIOKATbHOM JIMCKE IM0JIb30BATE s
uH(pOpPMALMIO B CTPOro onpeiencHHoM daitiie, K KOTOPOMY MMEIOT LOCTYN TOJb-
KO OH caM (M HUKAKOH JPYyroif) U KIHEHT.

INomumo 3torO, Hekoropbie WEB-cepBephl coxpaHSIOT BCIO Ballly aKTHBHOCTb
B cBoeil 6Gase, uyTo6GBl HaBs3bIBaTh KakWe-i1ubO TOBAPBI M YCAYTH, @ HEKOTOpLIE
MCTIONB3YIOT 3Ty MHGOpPMalIHIo B KOPEICTHLIX uensax. Koraa Bul 3axonute Ha caiir,
cepBep MOXET ONpPeeNuTh, I1€ Bbl ObUIM 10 3TOr0, @ Mocie BhIXOAa — YCTAHO-
BHTBH, KyJa NEPEMECTHIINCE. HHHMH‘CJ'IOBaMH, COCTABJSAIOTCHA IOPTPETHI MOJbL30-
Baresieil, ¥ JMYHO MEHsSl 3TO He OYeHb yctpausaer. S He Xouy, 4To6bl KTO-TO OT-
Cl/leKHBal MOH ﬂEHCTBHH, ocobeHHo caii'rm, Ha KOTOPBIX # 3ap'ernc'rpupoaan H
riie ectb MOS KOHTakTHas uHdopMmauus (Hanpumep, rnoyrosas ciayxba, Tpedyio-
mast npu perucrpauun ykasatb @HO, naty poxaeHus U agpec NpoxnBaHus).

Yro6el cepBepbl He cobupanyu o Bac MHGOPMANMIO, HYXHO BbINOJIHUTE CIEIyio-
e AeHCTBHA:

O orknoyuth momaepxkKy Cookies. HekoropbiM caiitam ati ¢aitibl HeoOXOIUM bl
IUTSl HOpManbHOM pabotel. Eciu BB CTONKHY/INCE C TAKOH CHTYallMel, To Mnpo-
CTO BOCHOJIb3YHTECh YeayraMu Apyroro paspabordyuka, Onaro anbTepHATHBBI
ceityac nmpensocrarouno. Ho nuyHo s He orkmouaio Cookies, noromy 4ro oHu
MPUHOCAT yA00CTBA, @ CASAYIO OCTATLHBIM MpaBUiaM;

0O nepen 3axoloM Ha caiit HaxkMuTe B Gpaysepe KHonky Jlomoi (eciu B Kauectse
[oMaliHeit cTpaHWlbl YCTAHOBIEH IyCTOM JIMCT) WM HabepuTe B CTPOKE ai-
peca about:blank. Takim obGpazom, Bbl Oymere 3arpyxarh NMycroil calT mnepen
TeM, KaK BOWTH Ha HOBBIA cepBep, U OH HE CMOXET ONpeie/uTh, /e Bul Oblin
no aroro. Jlyuuie naxe nepesanyckatb Internet Explorer;

00 ecau Bbl 3aKOHYWIHM paboTy C CEPBEPOM M XOTUTE BBECTH B CTPOKE anpeca Ho-
Bolii. URL (unu BbiOparth apyroil pasaen us u3bpaHHOro), TO s BCErja nepen
3THM 3arpykaio myctyio crpaHuuy aboutblank mium Takke mnepesamyckato
Gpay3sep;

O npu, perncrpaunn 6e3 ocoboii HagTOOHOCTH HE BBOAMTE CBOIO MOMTMHHYIO MH-
dopMaumw. PeanbHble paHHble HyxXHB MHTepHeT-MarasMHam JUis JOCTABKM
[MOKYIIOK WK cepBHcaM ONAATHI YCIYT M TOBAPOB U MPOBEPKU MpPaBHIIBHO-
CTH perucTpaumyu (Hampumep, NpH MOKynke nporpamm). OcCTaibHBIM cephe-
pam (B YACTHOCTH, MOYTOBLIM) MOM HAcTOMIUWE NaHHLIE He HYXHBbI. [Toaromy
B TAKMX CIYYasx BMECTO MMEHH /ATl POXAEHM/aapeca s YKA3biBal0 BBIMbILLI~
JIEHHBIE PEKBHU3WUTEBI.
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Bes mHdopmauns, kotopyio Mel BBoauM Ha WEB-caiitax, Moxer 6bITh yKpaneHa
(yke ObITIO IOCTATOYHO MHOTO MpeleieHToB), U MOC/ie ITOro MOYTOBBIA HIUIMK
HayMHaeT pasbyxarb OT crama, pekiambl WM APYTHX HeXenaTeNbHbIX TTHCEeM.
WHoraa cnam Moxer 6bITh MHTEPECceH, MOTOMY YTO PacChUIKM OCHOBAHBI HA Ba-
LUMX APUCTPACTHSAX, KOTOPLIE ONMPEAIAIOTCS [0 TOMY, KaKWe CTpaHUIIbl TTocela-
guck BaMu. Ho HexenatenbHasi KOPpECHNOHIEHIIHs 1O CBOEH CYTH HE MOXeT
NPUHOCHTD PaLOCTH.

CyuiecTByeT MHOTrO APYrMX crocoboB HCHONbL30BAHUS BalIMX MEPCOHATBHBIX
NAHHBIX, © OHU HE IOCTABST PAmOCTH.

5.4.5. AHOHUMHOCTb B JIOKanbHOW ceTn

Ecin B Murepnere Bac uaeHtuduuupyior no IP-anpecy, 10 B JOKanibHOI ceTn
MpU nepejpade NakeToB y4yacTByeT u dusnueckuii anpec yerpoiictsa MAC (Me-
dia Access Control, ynpasieHue HocTynoM K cpene). 9to 48-paspsaHsiil cepuii-
HbIil HOMEp CeTeBOro amantepa, NMpuUcBauBaeMblili npoussBoauteseM. OH yHUKa-
JIEH, TTOTOMY YTO Y KaXJIOro W3rOTOBUTENsl CBOI MAla30H alpecos.

Koraa Bel obpawiaerechk no [P-anpecy x KakoMy-IH00 KOMIBIOTEPY B JTOKATBHOM
ceTd (B pamMKax OAHOIO M TOFO XK€ CermMeHTa), Bce paBHO ucnonbayercs MAC-
anpec. Camoe MHTEpecHOe, UTO JlaXe ero MOXHO Toae/aTh, XOTd OH MpoliHBa-
eTcsl B ceTeBoil Kapre npouapoguresieM. B OC Linux mns pewienus atoil npobne-
MLl JlaXKe He Halo YCTAHABIWBATH NOMOJHMTENbHBIH codr, a B Windows HyxHa
Hebosbllag criennain3uposanHas yruaura. Takue nporpammsl B Murtephere ne-
Kar Ha "KaxmnoMm yriay'.

Y Mmens Ha pabore MurepHer-tpaduk noacuuthiBaetcs mo MAC-ampecam cere-
BOM KapThl KOKIOTO KOMIbIOTEPA. AIMUHHCTPATOPBI, BUIUMO, 3HAIOT O JIETKOCTH
noamenbl [P-anpeca, a Bor npo MAC paxe He nmopymanu. [locie ycraHOBKH
nporpammbl Fantom MAC y mMoero HayatbHuKa TpadMK pesko Tolliesl BBEpX,
34TO Y MEHHA — YMEHBILIHJICH.

Kak u B ciayuae ¢ nonnenkoi IP, anpeca MAC ToXe NOMKHBEI OBITE B CETH YHH-
KalIbHBIMH., DTO 3HAYHMT, YTO KOIAa KOMILIOTEpP, HOMEp ajarnTtepa KOTOPOro BhbI
XOTHTE MCIONBL30BaTh, BKJIIOYEH B CETh, Bbl HE MOXETE MOMEHSTh CBOW aipec,
uHaye npousoiiner KoHdnukr. ObopynoBaHie He CMOXET ONPEeaeInTh TOMKY Ha-
3HA4YEHUs NMakeTa (Komy nepeciarh JaHHbIE).

CriettuanbHO [Uisi AAMUHUCTPATOPOB CO0BIAI0, YTO ABTOPU3ALIMS HOJDKHA TPOUC-
xonuts no IP, MAC-anpecy u Iioc JIOTHH W Napojib mnojib3oBarels. TojlkKo
B 3TOM CIy4yae MOXHO CraTh crnokoitHo. Ho He cTtouT 3a6biBath 0 BO3MOXHOCTH
YKpacTb WMs/Mapoiib, U TOTAA 3M0YMBIIUIEHHHK CMOXET WCHONb30BaTh 4YXKOii
tpacuk. Ytobel M3bexare M 9TOro, Halo 3a KaXIIbIM MOPTOM KOMMYyTaropa 3a-
KpenuTh OomnpeneneHHblii anpec. B aToM ciayyae, Aaxe ecan 3JOYMbILUIEHHHK
NoJIeNiaeT ajpeca, OH He CMOXET BOCTMONIb30BATHCS CeThI0, He MOAKITIOUMBIINCE
K HYXHOIi po3eTke. ! !
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Apropusauus Toisko no IP n MAC — pocrarouHo pacnpocTpaHeHHasi omnbka
aIMUHUCTPATOPOB. A OGOJBIIMHCTBO M3 HHX, 3Had o mnpocrtore mnoameHsl [P-
anpeca, 1 Ha MAC He obpaiiaioT BHUMaHMUS.

5.5. AHOHUMHaA nouTa

Kaxk ormpaButh MUCbMO, 4TOOBI MOJy4yaTelb HE CMOI ONpeAe/NHUTh HUCXOASLIM
anpec? D1o ObIBaeT HeoGXONMMO Uil TOro, YTOOBI TOMIIYTHTH Hal OMMXHUM H
CKPBITH CBOH KOOPAMHATHI.

INpo6reMa pewraercs AOCTATOYHO MPOCTO, U HYXKHO BBITIOJHUTE BCEro ABa AeicT-
Bus. s Havana HactpanBaeM cBoit WEB-6paysep Ha pabory yepe3 aHOHUMHEII
npokcu-cepeep. 3arem peructpupyem Hoseiit E-mail-anpec B kakoii-nmnbo 6Gec-
niatHoit ciyx6e, 6naro ux ceituac B MHTepHeTe npefocTatoyHo, U y MEeHs MATh
nouroBeIX AuiMkoB. He 3abynere, YTO HE CTOMT yKasbiBaTh CBOM pealibHbIE JaH-
Hbl€, MMOTOMY YTO HEKOTOPLIE CepBUCHI MOIYT cleiarh 3Ty MHbopMauuio obile-
JIOCTYITHOH.

HeckonbKo JieT Ha3aj CylecTBOBAIH CrelMaIU3HPOBAHHbIE CITYXKObI LTSl OTMPaB-
KH aHOHMMHOI mouts! (Torna Obuto Maio GecrniaTHbIX MOYTOBLIX CEPBMCOB), OC-
HOBaHHbIE HAa TOM MpHHLMME, YTo BawM aaHHbie (IP-agpec) He coxpausiorcs
B MHUCbME, 4 B KaYecTBE MMEHM OTMPABHTENS MOXHO yKasarth 4to yrogaHo. Ho co
BpeMeHEeM HagoOHOCTb B 3THX CepBHCax Hc4essa, MoToMy YTO MOsIBUJIACh BO3-
MoXHocTh cnpsitath IP-ampec ¢ nomouisio Proxy, a napaMerpsl aBTOMaTHYECKH
MMOMEHSIOTCS, €C/IM 3aBECTH OTUENbHBII SILIUK.

5.5.1. Noppenka ornpasurens

Eciiu HeoOxoaumo mnojuenath OTHPaBUTENsl W TMOCJAATh MMCbMO, HANPHMEpP, OT
nMeru jondo@hotmail.com (370 uyxoit anpec, Ha KOTOPEBII y HAC HET MapoJjs), To
3TO Jierko aenaercsi uepes Jioboit SMTP-cepsep. UcnonbayeMblit B JaHHOM ClTy-
yae nporokon nepenayn E-mail-coobuienuit (SMTP) no ymonyanuio He saim-
eH. B GecruraTHeIX cepBHcax, KoTopble pacnpoctpaHeHsl B MHTepHere, aamu-
HUCTpALUs JeaeT 3alUTy OJHUM U3 CIAEAYIOLINX crocoboB:

O coobuieHHe MOXeT OLITh MOCHAHO, TOMBKO €CIH B KaYecTBE OTIPABUTENS CTO-
ut ampec 3To cayx6er. To ecThb Henab3si nepejarbk IMUCBMO OT HMMEHH
jondo@hotmail.com uepes cepsuc mail.com, MoTOMy 4YTO MMEHA JOMEHOB He
COBMA/IAIOT;

O nepen oTnpaBkoil HeoOXoAMMO cHayana NpuHATL nouty. Koraa BehmomHsieTcs
pocraska coobueHuit mo nporoxkony POP3, koTopblil saliMiieH napojaeMm, Ha
cepsepe coxpansiercs IP-azapec nposepsiBilieéro, ¥ B TeUYeHHE ONpEAEIeHHOIo
BpPEMEHH C 3TOr0 KOMITBIOTEPA MOXHO OTHpaBnsith nucskMa. Eciu y Bac Her
naposs Ha anapec jondo@hotmail.com, To NpoBepUTh MOYTY, a 3HAYUT W OTHpa-
BUTh Y€pe3 Takoii cepBep, HE MOJYYUTCS, T. K. KOHTPOIMPOBATLCS OyIyT Te Xe
napamMeTpsl (UMs1 U NApoib).
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Ho Bce 310 He npobiiema, ¥ HaM He HYXHBI TaKMe cepBUCHL. Y nposaiilepos, Kak
npasuio, ectb cBou SMTP-cepBepbl, KOTOpbIE AOCTYMHBEI BceM KiueHTaMm. OHHM
HeoOXOooMMBI LISl YCKOPEHMS OTIPaBKM KoppecrnioHaeHuuu. U ecnu wns nocbuiku
E-mail ucnonb3oBars MMEHHO ero, To He Hano OyIeT COenUHATLCH C CEpPBEPOM
OecrIaTHOil MOYTHI HA APYroM KOHTHHeHTe, JlocTarouHO BOCMONb30BATHCA Cca-
MBIM GIIM3KHUM, HaXoAAlMMEA Yy npoBaiinepa.

VY GonbminHerBa Takux SMTP-cepBepoB oiHA TIpoBepKa — OTHPABUTENb AOJDKEH
ObITH MOAK/IIOYEH YEepe3 3TOro Mposaiiiepa. D70 3HAYUT, YTO €CHH YCTAHOBIEH
TAKOWH KOHTPO/b, TO Bbl HE CMOXETE BOWTH B CETh, BOCMOIb30BABLIKCH YCIYroi
OJIHOTO MPOBaiiiepa, a OTIMPABUTh MHUCEMO Yepe3 ceppep Apyroro. CesXHTECH CO
cnyx60i MOALEPXKH U y3HaiiTe aapec csoero SMTP-cepsepa.

Tenepb coanaiite HoOBbIH mouToBelit AlMK. B Outlook Express mwisi 3Toro HyxXHO
BoiOpars MeHio Tools/Accounts (Cepsuc/Yuernbie 3anucu). B okHe crnpasa
menkHuTe mo kHomnke Add ([JoGaBuTh) M B MOsIBUBLIEMCS PSIOM C HEil MEHIO
BeiGepute nyHkr Mail (IToura). JomkeH 3anycTUThCSt MacTep CO3AaHUSI HOBOTO
NIOYTOBOrO SIIMKA. PaccMOTpUM, YTO HY)XHO cleNaTh Ha KaXKJIOM Luare.

1. Chayana HeoOXooMMO yKa3aTh MMsi, KoTopoe Gyaer oTobpaxarscsi B KayecTse

©ornpasuTensi. OpueHTHpYyiTeCh HA MapamMeTphl YeIoBeKa, OT JIMIA KOTOpOro
Bbl XOTUTE AEHCTBOBaTh. A €C/IM Y BaC €CTh €ro MMChMa, TO JIYYIE B3ATH HH-
dopmaunio uz Hux. Hanpumep, ecnu B KauecTse OTNPABHTENS WCIMONB3YETCs
Jon Doe <jondo@hotmail.com>, To BamM HeoOXOIMMO BBECTH BCE, YTO HAXO-
autes no E-mail-agpeca, B nannom ciydae "Jon Doe".

2. Ha cnenyiouiem skpaHe cieayer 3anath E-mail. YkassiBaem ToT aapec, ¢ Ko-
TOPOrO HYXHO OTMNPABUTh MUCEMO, T. €. jondo@hotmail.com.

3. W, HakoHell, Halno BBECTH cepBep BXOAALIEH M Mcxoasieit noutsl. s BXo-
nswed HeoOXoaMMO 3HATL MMS M Napoib Bxoia Ha cepsep nposaiinepa. Ecnn
VIMS1 OTIPe/Ie/IUTh JIETKO (4allle BCEero 3To caM 3JIEKTPOHHBIN aipec WIN To, YTO
HAXoOUTCH 10 3HaKa "@)", To ¢ maposieM BO3HUKHYT npobiembl. Mbl He Oyiem
MoMy4ath KOPPECMOHACHILINIO C 3TOr0 sIIMKa, MOITOMY Ui BXOAALIEH MOYTHI
3Ha4YeHHe He BaxHO. B KauecTBe cepBepa MCXOAsMIIEN MOYTHI HYXHO YKa3aTh
SMTP. Beeaure aapec, KOTOpsiil BaM Aai nposaiizep (MOMHUTE, Bbl CBA3BIBA-
mick co cayx6oif mommepXKu), MIM 3aneicTByiiTe JoGoi apyroit SMTP-
cepBep.

Ecnu y Bawero nposaiinepa Her SMTP-cepBepa WK Bbl XOTHTE AENATh PACCHUTKN

(TONIBKO HE chaM, MOTOMY YTO 9TO HE3aKOHHO), TO BOCMONb3YHTECh MpOrpaMMoi

Postman (www.cydsoft.com) wiu 1106BIM APYTHM WHCTPYMEHTOM CO BCTPOEHHBIM

SMTP-cepsepom.

51 mokaxy, KaKk MOXHO OTIpaBuTh cooblenne ¢ nomonisio Postman. 3anycrure

nporpaMmy M cpasy soitaute B Hactpoiiku Options/Program options. 3nech Hyx-

Ho BbiOparth BKIaaky Build-in Mail Server u B none Send from ykasarb 2/1eK-

TPOHHBIH ampec ucxomsiuiero nucema (puc. 5.9). Haxmurte kHonky OK, yto6bi
COXPaHHTb M3MEHEHHMS.
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by mx2.valuehost.ru with SMTP; 20 Sep 2004 00:59:10 +0400
Received: from HSE-Toronto-pppl30995.sympatico.ca ([64.228.69.82])
by tomts3l-srv.bellnexxia.net
(InterMail vM.5.01.06.10 201-253-122-130-110-20040306) with SMTP

id <200310.VQGE998. tomts-srv.bellnexxia.net@HSE-Toronto-
pppl30.sympatico.ca>;

Sun, 19 Sep 2004 14:31:10 -0400
Message-ID: <006201c49ed85bd91lechbbsafbafbl0@sjeph>
Reply-To: "=?windows-12517B?U2hvcDR1?=" <lk@tin.it>
From: "=?windows-1251?B?UZhvcDR1?=" <vms@tin.it>
To: =?windows-1251?B?wOPg7+ip?= <gz@mail.ru>
Sublject: =?windows~1251?B?IsLF1B3bySIg907t4PDo6iE=7=
Date: Sun, 19 Sep 2004 22:11:30 +0400
Organization: =?windows-12517B?0mx12WxpZ2h0?=
MIME-Version: 1.0
Content-Type: multipart/related;

boundary="--~-=_NextPart_000_001E_01C2AA85,597C61B6"

X-Priority: 3
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express 6.00.2800.1081
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1081

B napamerpe Received: MNEpPeYHC/ISIOTCS BCE CEepBepbl, Hepe3 KOTOphIE MpPOLLIO
nuceMo, no 3tuM [P-ampecaM MOXHO onpeaenuTb MCTOMHMK. B crpoke x-Mailer
orobpaxaercs MHGOPMALIMS O NIOYTOBOM KIMEHTE, KOTOPLIH MCIIO/NL30BAICS MTPH OT-
npaske. Ecnu y Bac peaxkuil MoyToBbIi KIMEHT, TO 310 cpaly xe 6pocuTces B masa.

brnaro, 4To MONbL30BATENH OYEHb PEAKO 3AMIAABIBAIOT B cayXebHyio nHbopma-
LMI0, MOTOMY YTO OHA COXHA wisi uyteHus. Ho Bac oHa Moxer cnactu, eciu He-
obxomuma uaeHTHUKALMA YKA3AHHOIO MCTOMHUKA oTnpasku. [Uist 3TOro HyxHo
CpasHMTBL 1Ba nucbma. Kak npasmio, 3arofioBkH OyayT OTIHMYATECA HE3HAYUTENIBHO.

5.6. be3zonacHoOCTb B cetu

Bo BceMMpHOIi ceTH Bce npouecchl B3aMMOCBSi3aHbl. Tak aHOHMMHOCTB, KOTOPYIO
Mbl paccMOTpeIH B pa3d. 5.4 w 5.5, ABNAETCA HAYanbHLIM 3TanoM Ge30nacHOCTH.
Ecnu BBl He3aMeTHBI, TO M BIIAMbIBATD Balll KOMNbIOTEP HUKTO He Gyner. [Mpasu-

JIa 3aLUMTBI OT BHPYCOB, MpeUIOXeHHbIe B pasd. 4.1, W NpaBUIBHO HACTPOEHHLIH
KoMmnbioTep (cu. pasd. 4.6) Toxe NOMOraioT pelwars 3Ty npobaemy.

Ho 310 ewe He Bce. EcTh HecKoNbLKO MpaBuil, KOTOPBIE BbI JOJDKHBI cOBMIONaTD,
4yrobbl GezonacHocTs Obuia MakcumanbHoW. Tonbko B 3ToM ciyuae MuTtepher
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OyaeT NMPUHOCUTH JIMIIEL YJIOBOJALCTBUE OT MCIOIb3OBAHMSA, a HE NpoGieMBbl OT
XaKepoB.

5.6.1. Saxpoﬁfe NUwHWe aBepu

B pa3d. 4.7 Mbl paccMaTpuBaniu, Kak ¢ MOMOLIBIO cIyXObl jocTyna K aitnaMm u
NMpUHTEPAM MOXHO 100paThcsl 0 OTKPLITHIX pecypcoB KomibioTepa. HemHoro
MO3Xe Mbl YBHAMM crnoco® CKaHHPOBAHHMS CeTH Ha MpeJMer MpocMOTpa paclia-
PeHHBIX pecypcos. B uensx 6e30macHOCTH Bbl JO/KHBI OMPEAETHTHCSH, @ HYXHBI
au Bam Boobule Takue pecypebl? Ecnm Bbl paboraere B JIOKIBHOM CETH, TO
cayxba mocryna K daitiaMm U npuHTepaM Oymer ycTaHOB/eHA MO YMOAYaHMIO,
[laXe ecliM Bbl HE OTKPbLIBAETE PECYPChI, 4 MCIIOJNb3YETE BO3MOXHOCTH cCepBepa.
Ecnu BbI HU ¢ KeM He obmeruBaeTech uHdopMauueit, To JoruuHbiM ObUI0 Gbl HE
TOJIBKO OTKJTIOYUTB 3TY CIIYXKOY B CBOMCTBAX COENMHEHHUsI, @ yIAIUTh €e Booblle.
B atom Cliy4yae 3JIOYMBLILLJIEHHUK IO ONpeIcyiEHUI0 HE CMOXET BOCIOJIB30BATLCH
JIAHHOMH YSI3BUMOCTLIO.

B pa3d. 4.6 Ml paccMaTpuBaNK, KAK MOXHO OTKJIIOUYHTh HEHCIONb3yeMble CepBH-
cHl. BT1O HCOGXOI[HMO HE TOJIBKO C TOYKH 3pEHMA ONTHMH3ALHH paﬁoru CHUCTE-
MBI, HO W B Llensix GesonacHocTH. Hanpumep, st BeTpeyal MHOTO JOMAIIHUX KOM-
nblOTEPOB, Ha Koropbix Obul ycraHosieH WEB-cepsep (kak snemeHTt Internet
Information Services), koropsiii uner B nocraske Windows 2000/XP. Ho 6Goinb-
IIMHCTBO MMOJb30BaTeNeH HE CMOIJM AaThb OT BET, 3a4Y€M OH HYXKEH. VnaJmTe BCE
HEUCIOb3yeMble CeTeBble KOMITOHEHThI, U B3JIOM Ballero KOMIbIOTEPA Yepe3 3TH
¢(opTOUKH CcTAHET HEBO3MOXHBIM, MOTOMY YTO Y BaC MX NMPOCTO HET.

Ha kaxnoM KOMMNbioTepe MO/KHBI ObITh YCTAHOBJIEHBI M 3aMyllUeHbl TOJBKO TE
cnyxk6bi, KoTopble Heobxoammbl. Kak mpaBuio, s UCHOMb3YI0 3K3eMIUIsIp 0a3sl
NAHHBIX OCHOBHOIO ceépBepa CeTH, HO WHOrAa MHe TpebyeTcsi CO CBOEro KOMIbIO-
Tepa paborarth ¢ JIoOKanbHON Gasoit manHeix MS SQL Server. Drto npoucxomur
OYEeHb pelKo, U YTOObI HE OTKPLIBATHL AOTOMHUTE/BHBIE MOPTHl U HE 3arpyxKaTh
cucTeMy JIMIIHUMHU cepBucaMu, SQL Server BBIKJIIOUEH M3 aBTO3arpy3ku M 3a-
MycKaeTcst BpYYHYIO TOJIBKO M0 Mepe HanoGHOCTH.

Takum 00pa3oM, ONTHMHU3MPYsl CUCTEMY, MBI TOBBILIAEM €€ HANeXHOCTb, CTa-
OWJILHOCTD, @ ITaBHOE — Be30MacHOCTb.

5.6.2. XpaHeHue naponein

Maro Toro, Yro nMapoyiM AO/KHBI ObITh CAOXKHBIMM, a Jiydllle — HenoilaloluMHCsH
noadopy Mo c/IoBapio, TAK MX ellle HAIO NMPaBWIbHO XpaHUTh. S yxe pan B paszd. 4.7.3
HECKOJIbKO PeKOMEHIALMI MO CKPLITHIO Mapojieil HA JIOKATbHOM AucKe. Bbl Mo-
JKeTe MCIOJIb30BATh MOW COBETHbI, WIM XPAaHWTh BCE MapojiM B MamsTH, WIH NpHU-
IyMaTb CBOW METO[l HaNeXHON 3alIuThl.

I'me 661 BBl HM XpaHWIW NApOJIA, HUKOTAA He noBepsiite ux cucreme Windows n
nporpamMme Internet Explorer. 5l yxe roBopui, 4ro BCTpOeHHas 3alUUTA B HUX
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Xopoliua, Ho Bce olwubaroTesd, M ecin Oyner HailjneHa ysS3BUMOCTh, TTO3BOJSIONIAS
yKpacTb naposu, Hanpumep, U3 IE, To BbI MoXeTe pacnpoluaTbesi Co CBOGH Mnpu-
BaTHOCTBIO.

Ha muorux ¢opyMax WAM caifTax ecTh BO3MOXHOCTh CAENaTh aBTOMAaTHYeCcKIli
Bxoll. B arom ciyuae He Hano Oyaer BCsKMit pas BBOAMTH Maponb. Cucrema co-
XpaHUT BalK napameTpsl goctyna B daiinax Cookies, u npu Kaxiom Bxoue Oyner
ABTOMAaTHYECKH M3BNEKaThb WX U3 storo caiina. A rosopui, yro daitner Cookies
JTOCTYITHBI TOJIBKO OZHOMY cailTy, W, HAa MEpBbIA B3MAMA, 3alUTa Oyaer mpuemie-
MOit, HO TOILKO B TOM Cjy4ae, ecid Bbl He OonTech notepu napossi. Daitibl
Cookies (4 mapoi B HeM) 4allle BCero BooOlle HMKAK He NdpyloTes, MoToMy
4yTO rporpaMMuctam JjeHb. JI1060il nosib3oBaresb, CEBIUNH 33 Ball KOMILIOTED W
npocMoTpeBiInii HYKHBIH Cookies, cMOXET y3HaTh Napolib U HATBOPUTH OT Ba-
liero uMeHu Ges.

5.6.3. BugTraq

YecTHO cKa3aTh, HACTOSIUMX XAKEPOB B MUpE He TakK YK M MHoro. BonbiimHcrso
B3/IOMOB COBEPLIAETCS [MOAPOCTKAMM, KOTOPbIM HEYEero Jejarb W XO4ercsl [le-To
MPUMEHNTH CBOM CHJIbL. 3HAHHIT Y HMX He GOr BECTb CKOIBKO, NOITOMY B OCHOBHOM
HCIONBL3YIOTCH VXK€ TOTOBBIE PElIeHMs, HAMAEHHbIE HACTOSLIMMM Xakepamu. Drto
JHAYHMT, 4YTO Bbl OOKHbBI CINEOWTEL 34 HOBLIMHM METOONAMHM B3JiOMd M BCEMM I[MOABIANO-
lwMMHCs  ya3BuMocTsiMu. S i atoro  mMenonesyio caidt www.securityfocus.com
(cMm. puc. 5.10). 3neck peryasipHo obHowigercst WH(MOPMALMS MO ITUM BOMpocam M
npeiaraloTest Crnocodbl 3alnThL.

Yxe gaBHO XOmST CHOPbI O TOM, HYXHbBI JIM caiiThl  Hamojobue
www.securityfocus.com. C 0fHOIl CTOPOHBI, OHHM MO3BOJSIOT AAMHHHCTPATOPAM
noay4arh CBeJieHUs! 00 yA3BMMOCTSIX, & C [IPYrOH — XaKepbl Y3HAIOT, KaK MOXHO
B3/JIOMaTh cHCTeMY. Sl CUMTAIO, YTO TAKME CANTHI JO/KHBI CYLIECTBOBATE, ITpobie-
Ma TyT He B 3ToM. [lpocto GONBIIMHCTBO aAMMHUCTPATOPOB HUKOrAa ciola He
3aXOmAT, a4 Y3HAIOT O HATMuMe "TOHKMX MecT' B MporpaMMHOM oOOecreyeHun
TOJMIBKO TOTHA, KOTAA WX CeTh/caiiT/cepBep Baiomanbl. Jlaxke eciu BCHOMHHTD
Kakylo-nmubo Opelub AeBAHOCTBIX romoB XX-Beka, MOXHO HailTH B MHTepHete
KOMITBIOTEP WJIH CepBep, KOTOPBI COAEPKUT.OTY YA3BUMOCTh. Sl Obl TAKMX aamu-
HUCTPaTOPOB YBOJBLHSUI 6e3 pasrosopa.

Ecnwn Bel nymaete, YTO eXelHEBHbIE MpPOBepKU OGHOBIEHMIT CMOTYT CMAcTH CHe-
TeMY, TO CHJbHO olmbaerecs. [locne Toro Kak HaitneHa ysi3BUMOCTb M 0 MO-
MEHTa BbIXOJa OOHOBJIEHHMS MPOXOIUT HEKOTOPOE BPEMSl, U B 3TOT MEpHON orac-
HOCTb MPOHUKHOBEHHS HAa KOMIBIOTEpP MakcHMaibHasi. JlioGoit xakep, y3HaBlw v
METOJI B3JIOMAa, MOXET HayaTh WTYpM U obs3arenbHo nobbercs yenexa. Bei momx-
HBbl paHblle HEro y3Hath 00 yA3BMMOCTH W NMPUHATH MEPHL MO MPELOTBPALIEHITIO
BTOPXKEHMSI, TOKA HE NosiBUTCS 0OHOBIEHUE,
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5.6.4. Firewall

3awutel He ObiBaer MHoro. Sl ucnonbayilo MHTEpHET TOABKO NSl 3MEKTPOHHOMN
nouTsl U rnpocMorpa Hekotopbix WEB-cTpanuu, 1 MHe XBaTtaer peryisipHbix o06-
HOBNEHHI cHCTeMBbI M MpocMoTpa caiita www.securityfocus.com. Eciiu Bbl mpoBo-
OUTE B CETH MHOIo BpeMeHM WM Bawa pabora cesa3aHa ¢ BeixogoMm B MHTepHer,
TO HYXHO npuberHyrb K Gosee MOWIHBIM cpeacTsam 3atmTel. Ecinu Bpems npe-
OpiBanus B cetw Gonee 8 yacoB M He cBA3aHo ¢ pabGoToi, TO 3TO YXe 3aBUCH-
MOCTb, KOTOPYIO HANO JIEYHTh.

Kaxsiit, Kro peryaspHo noceuaer B MHTepHeTe Mecra MaccoBOro CKOIUICHMS
Hapoja, A0/DKeH 3aluiaTth cBoil koMmnbiotep. Hanpumep, Koraa Bel HaxXoauTech
B 4arte, TO HET rapaHTHM, 4TO B 3TO Ke Bpems TaM He npucyTcTByer Xakep. Yepes
Hekotopble yarbl win KaHansl IRC (Internet Relay Chat, uyepenyiouinecs 6ecens
no ceT) MoxHo y3Hatb IP-anpec komnbiotepa n06oro cobeceHMKa U aTaKOBaTh
ero. Bo spemena Windows 95 s peryiasipHo c/IBILAN [1PO TO, KAK 4eii-TO KOMIbIO-
Tep mepesarpyxaics cam 1o cebe o ppemsi paborel B MHTepHeTe. CoBpeMeHHBIE
OC Gonee HameXHbI, ¥ NpH cobNIOAEHUN NPABUJI, ONMCAHHBIX B AaHHOW KHUTE,
BEPOSATHOCTH YIA4YHOro HanaleHUsA CO CTOPOHBI XaKepa yMEeHbLIAeTCcsd, HO OCTaeT-
Csl BIOJIHE peajibHOM.

9 3ax. 923
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Yr1o06bl 3aIUMTUTECA OT aTaku BO BpeMsi pabotel B MHTEpHETe, HYXHO BCEro Tpu
cocTaB/IsiloLLHe,

1. KoHe4yHo e, cTaparbCsi He IMOCeularb COMHHTE/NbHbIE MecTa. Xakep HHIET
KEPTB JUISl OTJIAJAKH M TECTUPOBAHMs HOBBIX METOMOB B3JIOMa HAa HEMOLEpH-
pyembiX (Heyrnpasiasiembix) 4atax u Ha kaHanax IRC. Bce kpymHbie caiitbi,
NpefocTapisiolnine BOIMOXHOCTb on-line-obiienusi, 06a3atessHO YNpaBasioT
paboToi cepBHCOB, HO JaXe 3TO HE Orpax[IaeT BAC OT BCTPEYM CO 3JIOYMBIIL-
neHHUKoM. JIMYHO s HMKOIIA He MONB3YIOCh TAKUMH CpeicTBaMM oOLieHHs,
W HU pasy MO KOMIBIOTEp HE aTAKOBAIM Xakepbl WM Bupychl. M npu stom s
HUKOIJIA HE NPHMEHSIO VISl 3ALUNThI CETeBbie SKPaHbl WIH MPOKCH-CEPBEPHI.

2. Ecnu obuieHne B peaibHOM BpeMeHHM HEOOXOMMMO, TO CllelyeT CKPBIBAThH CBOIA
[P-anpec. [lnsi aTOro MOXHO MCIONb30BaTL MpOKcH-cepsepsl B MHTepHere
(em. pasd. 5.4).

3. Heobxomumo ucnonb3oBathk Xopounit cerepoit axpa (Firewall). Ouu 6niBator
nporpaMMHBbie M annaparhsie. s goMalliHero KOMIbloTEPa NpUEMIEMBIM 110
LeHe U HAIEeXHOCTH BAPUAHTOM SIBJISETCS MpOorpaMMHasi peanu3alns.

Hauunas ¢ Windows XP, B cucremy yxe BeTpoeHbl (pyHKUMM GHIBTPALIMK BXO-
JUIMX COGNMHEHMM, YTO no3Bojser OecruiaTHO HCMONb30BaTh MHHMMANbHbIE
BO3MOXHOCTH CETEBOro sKpaHa. 910 HeobXoAMMO, HO JAJEKO HENOCTATOMYHO JUIA
Toro, 4robsl YyBcTBOBAaThL cebst B GesonacHoctu, [Lia Gosnbiueil HaneXHOCTH pe-
KOMEHJIyeTcst NMpUMEHITh Gojlee MOLUHBIN ceTeBoit 5KpaH, KOTOPLI CMOXeT
obecneynth BallM MOTPEOHOCTH 110 KAYecTBY 3allMThI M MPOCTOTE MCMONb30Ba-
Hus. Bo nsbexanue pexnamsl s He Oyly naBaTh HUKAKMX PEKOMEHIALMH, 4 TO/Ib-
KO paccMOoTplO HEKOTOpble Haubolee MonyisipHbie TPOAYKTL:

0O Sygate Personal Firewal — xopoluuit 5KpaH co BceMH HEODXONMMBIMH 10-
MallHeMy KoMMblotepy GyHKUHAMN M yaoOHbIM nHTepdeiicom. JauHblil npo-
LYKT siBIsieTcs GecriaTHeIM JUld JOMAlIHEro MCroab30BaHUA M MPH 3TOM T1O-
3BOJIET 3ALUMTUTECS OT aTaK Xakepos, TPOSIHCKMX KoHel, atak DoS (Denial of
Service, orkas ot obenyxxkusanus). Caiit paspaborynka http://smb.sygate.com;

O McAfee Personal Firewall — npunuuyHoe coueraHHe (YHKUMOHANBHOCTH |
croumoct. Pupma McAfee yxe naBHO crneuManusupyercs Ha paspaborke
nporpamMM Uisi 3alUHTBI ZOMAIIHUX KOMIBIOTEPOB, H B cepe CeTeBhIX SKpa-
HOB . MpeAcTasWja Ham gocToifHbIi  npoaykr. Caiit  paspaborunka
http://us.mcafee.com;

O Norton Personal Firewall — ecniu paubiue cioso “"Norton" accoumupoBaiochk
¢ Norton Commander, To Tenepbs 3To TOProBas MapKa, Moj KOTopoil BBIXOIUT
MHOXECTBO CPelCTB JUISl IWATHOCTHKHM, 3alLUTHI, BOCCTAHOBIEHHS W PEMOHTA
BCETO, YTO CBA3aHO ¢ KOMMbIOTEpoM M nporpammamu. Drot Firewall obnanaer,
HaBepHOe, caMbiM BO/IBLIHM KOJIHYECTBOM HEOOXOAMMBIX AOMALIHEMY MOIb30-
BaTENIO 3aLUUTHLIX CPEACTB, HO MPH 3TOM CIOXHbIK U HeyAODHBIH B HACTpPOI-
Kax. YraxeneHHsl unTepdeiic U MEUTHTENLHOCTh COBPEMEHHBIX MPOrpaMm
or Symantec, Ha MOH B3NS, SBAACTCH CaMbiM OONBIIMM TIPOMAxoM 3TOM
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KOMITAHUM, W3-3a KOTOPOro Mcyes co' cueHsl JereHmapHelit Norton Commander.
Caiit paspadoryuka http://www.symantec.com.

[Npexne YeM YCTAHABIMWBATh CETEBOW 9KpaH, 03HAKOMBTECH ¢ €0 BO3MOXHOCTH-
MH. BrmonHe BeposiTHO, 4TO BaM [OCTATOYHO YCTAHOBWUTH mporpammy. InasHoe,
uyToOBl B Hell 106pocoBecTHO OBUIM peann3oBaHbl Bee GYHKUMN ¥ PEryIsipHO Bbi-
Xoauau obHOBNEHMS. BbiiM npuMepbl, KOrAa XOpoluMe Ha epBalit B3MIsAL 3Kpa-
Hbl HE 3alMILAIH OT OCHOBHBIX ATAK, ¥ MPH 3TOM CAMM OTKPBIBAJIH MHOXECTBO
MOTAWHBIX ABEPEil MUTd 3MOYMBILIJIEHHUKA IPOCTO U3-34 OUIMOOK B MporpamMe.

Yrober Bam npoue 6biio BEIGMpaTh CBOWM CeTEBOi 9KpaH, MOCMOTPUM, KakK OHH
paboTaloT U Kakue MeTolsl 3aliuTel ucronbdyiorT. Ha puc. 5.11 nokazan npumep
ceTH, 3autuieHHoit yepes Firewall. Bee sanpocel, koropbie nocrynaior u3 MH-
TEPHETA MJIM HANPAaBISIIOTCS TYAd, MPOXOIAT Yepe3 CeTeBOM 3KpaH, KOTOPbIll Mpo-
BepsieT MX 1O BHYTPEHHUM mnpasBuiaM. W' eciu cooTBercTBUE YCTAHOBJIEHO, TO
MakeT MpornycKaeTcs, MHa4Ye — MpocTo YAAIsIeTCs.

Puc. 5.11. Mpumep cetu, 3awmuieHHon yepea Firewall ot BTOpxeHus ua UHTepHeT

Kakue mMoryr 6blTh NpaBuia:

O sanper Ha pabory onpeneineHHBIX nporokonos. Hanpumep, moxHo 610KHpoO-
BaTh Mcnojib3oBaHue 21 mopra, 970 3HAYMT, 4To U3 MHTepHeTa Henb3s Oyner
noakmountsess no FTP-nporokony u 3akadyarhb/ckavars (aitib;

O sanper Ha onpeaeneHHsle URL-anpeca. B stom cnyyae nonbioBatenu JIOKaib-
HOM CeTH He CMOIYT 3aiiTH Ha HekoTopbie caittel B MHTepHere, Hanpumep, co-
aepxatiue nopHorpaduio WIN HeleraabHoe nporpaMMHoe obecrieyeHune,

O sanper Ha IP-ampeca. Ha cereBoM 3KpaHe MOXHO (GPUALTPOBATHL KENalOUIHX
BOMTH B KOHTakT. Hanpumep, ecin dupma paboraer TONBKO ¢ KIHEHTaMH M3
CHIA, TO MOXHO 3anpeTUTh BXOAAILIHE COEAMHEHMUSI U3 cTpaH apabckoro u
a3MaTcKoro Mupa. DTo TOJNBKO MpPUMep, Bellb XaKephl HAXOAATCS He B ITUX
crpaHax, a GomsimmHcTBo M3 Hux kuser B Esporie u CIIA, nostomy takoe
OorpaHMyYeHue He MpuBHEceT ocoboil 3alLUTEL;
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O upenTudUKansg MOJb30BATENS TO Mapoiio WM JiioboMy apyroMmy cpen-
crBy cuMThiBaHus tuna Touch Memory, Smart Card win sawmmdposantias
IUCKETa.

B 3aBHCHMOCTH OT CETEBOTO 3KpaHa, BApPUAHTOB IMPaBuJl MOXET ObITh HAMHOIO
Gonbuie. Ho yxke ceiluac BMIHO, 4YTO OH MMO3BOJISET 3aLUMIIATL JIOKAIBHYIO CETh
He TOJILKO OT BTOpXkeHus u3 MHTepHeTa, HO W OrpaHMYUTEL BBIXOA Ha orpene-
JIEHHBIE CAlTBI, TEM CAMBIM YMEHBLIAS BEPOATHOCTh HATIANEHUS WIIH 3apaKeHus .

Ho mnpocro ycranoeuts Firewall HemoctatouHo, HYXXHO NpaBUJIBHO HACTPOUTD
riporpaMmy U chopMyiMpoBate 31U npasuia. Ui JoMauHUX KOMIBIOTEPOB ceTe-
Bble 3KpaHbl KOH(GUIYPUPYIOTCS] MPAKTHYECKM ABTOMATHYECKM, IMOTOMY YTO 31eCh
BCE JIOCTATOMHO MPOCTO M OCHOBHBIE YCHIIMS HarpaBjieHbl HA 3aliUTy OT aTak U3
WntepHera U TPOSTHCKUX MPOrpamMm, KOTOPLIE MOTYT OTHPABJISTDH NAPOIH B CETh.

Jlisi KOprnopaTHBHBIX CETEM CHUTYALlMsi HAMHOIO CIIOXKHEE, W YXKE Helb3sl J0Be-
PATLCH aBTOMAaTHYeCKUM HactpoikaM. TyT HyXHO cienoBaTh npaBuiaM Gezonac-
HOCTH, YCTAHOBJIEHHBIM B CeTH, U KOH(UTYPUPOBAThL MPOrpaMMy CTPOTO B COOT-
BETCTBHM C 3TUMH NpaBHIaMu.

5.6.5. Firewall — He naHaues

Yeranosus Firewall, Bol He nmonysaere MakCHUMAaTbHOM 3aLMThI, MOTOMY HTO CY-
LeCTBYeT MHOXECTBO BapuaHTOB 00Xola HE TONBKO KOHKPETHBIX peanu3auuii,
a mo6oro ceTeBoro 3KpaHa.

Firewall — 3710 Bcero Juilb 3aMOK Ha JABEpU napaiHoro Bxoja. 3J0YMBILIEHHHK
HUKOTIA HE BOCMOJb3YETCsl NAPaiHbIM BXOIOM, OH OyHeT MPOHUKATH B CHCTEMY
yepe3 4epHblii WiIKM nojieser B okHo. Hampumep, Ha pue. 5.12 nokazana saiim-
ILlEHHAs CeTh, @ €€ [aBHas JABepb — 9TO BhIXoA B MHTepHeT uyepes cereBoil Ka-
Oenb. A eciH Ha KaKOM-HUOYIb KIMEHTCKOM KOMIBIOTEpPE CTOMT MOJEM, TO 3TO
YK€ YepHBIH X0/, KOTOpbIiA He OYyIeT KOHTPOIMPOBAaThCS CETEBLIM DKPAHOM.

S Bunen cepsepsl, B KOTOPBIX IOCTYN B CETh paspelleH Toibko ¢ [P-anpecos, on-
peleneHHBIX CHMCKOM. AIMMHHCTPATOPLl BEpAT, YTO TAKOE MPaBWIO TO3BOIUT
3aUUTHTLECSA OT XAKEpoB. BTO He Tak, noromy uto IP-aapec jerko mopaenars.

Opmnaxns! 51 paboran Ha dhupme, e Beixol B UHTEepHeT KOHTpoauposaices mo [P-
anpecy. ¥ MmeHsi Obuto orpanuueHne Ha mnoxyueHue 100 Mbaiir undopmaimun
B Mecsill, & Ha COCeIHEM KOMIIbioTepe Obul nosiHbli goctyn. YTodbl He TpaTuTh
ceoil Tpadhuk Ha nonydyeHue Goabiuux daitios co csoero IP-aapeca, 4 Tonbko
cmotpen WEB-crpanuusl. Korga HyXHO ObUIO 4TO-MOO CKa4aTh, s BBINONHSUI
craenyroiuume neicTBHs:

O noxwuaancsi, Koraa ocBoGOAUTCSA HYXKHBII KOMIIBIOTEP, HANpHMep, KOria Xo-
3UH YXOAuIT Ha obem;

(] BeITacKMBan ceTeBoil KaGenb HAa KOMINbIOTepe cocena, uTobbl pasopsarhk co-
eMHEHHE,
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O cnokoitno MeHsn ceoit IP-anpec Ha cocenckuit u no GesrpaHuuHomy tpaduxy
OBICTPO Kauan Bce, 4To TpeGoBaNoch;

O nocne ckauyuBaHua Bospaluan IP-anpec u xabenb Ha mecTo.
Takum obpasoM §1 B TeUEHHE Mecsla Moaydyan HeobXoauMyIo MHe MHGOopMALITIO,

Haneiie ctano euie npoie. S ycTaHOBUJ MPOKCH-CepBEP HA COCEAHMIT KOMMbIO-
Tep KU ucrnonbiosan ero. Iocne sroro mMul BeeM otaenom saxonauin B MHrepuer
yepes oauH IP-anpec, uMelommii HeorpaHUYeHHBIH Tpaduk.

B coBpeMeHHBIX CeTeBbIX IKpaHax mpocrasi 3ameHa 1P-anpeca He MO3BONUT H3BHE
MPOHUKHYTH B cucTeMy. Celfuac MCMoNIb3YIOTCsl HAMHOTO GOJTee ClIOXHBIE METOIbI
naeHTHduKauru. C MoMOLLBIO MOAMEHBI MOXKHO MOJYYUTH OONBIINE TPUBHIIETHN
TOJIKO B pamKax CeTH, a He M3BHE, /Ia M TO JMUIb NMPH IUIOXHX HacTpoikax. Ho
XOPOLUMH AIMHHUCTPATOP AaXe BHYTPH CETH HE [OMYCTUT TAaKMX MaXMHalWii,
MOTOMY 4TO ecThb eule 3awuTa no MAC-agpecy u napoiu aocTyna.

CereBble 3KpaHbl MoryT paGotatk Ha kommnbiotepe ¢ OC (nporpamMmHble) MW Ha
KakoM-HUOYns dusuueckoM yerpoiictse (anmaparhsie). B miobom ciyuae — 3to
nmporpamMma, a ee NMULIYT JII0AW, KOTOPBIM CBoifcTBeHHO owubarbes. Kak u OC,
TaK ¥ MPOrpaMMy CETEBOro SKpaHa HY)XHO PeryispHO OoBGHOBIATH W UCIPABIATH
MOrpelIHoOCTH, KOTOphle €CTh BCEraa U Besme.

PacemorpuM samuty no nopraM. Jomyctum, uto y Bac ectb WEB-cepBep, koro-
philf 3alIMIIEH CeTeBBIM 2KpPaHOM ¢ paspelieHHBIM Toiabko 80 mopToM. A emy
6onbie u He Hamo!!! Ho 310 He 3HAYMT, 4TO HENMb3s OYIET UCMONb30BATDL Apyrue
NpoToKo/isl. MOXHO CO3aaTh TYHHENb, Y€pPe3 KOTOPLIH JAHHbBIE OIHOr0 MPOTOKO-
na mepeaaloTcs BHyTpu apyroro. Tak mossunack sHameHuTas araka Loki, koro-
pas CAHKUMOHUPYET Mepelayy KOMaHAbI Ha BLINOJAHEHWE Ha CcepBep uepes
ICMP-coobmienusi Echo Request (sxo-3anpoc) u Echo Reply (axo-orser), no-
no6HO KOMaHe ping.

CereBoif 9KpaH NOMOTAeT 3aUlHILATH JAHHBIE, HO OCHOBHBIM OJIOCTHTENEM IO-
psIKa SIBISETCS AAMUHHUCTPATOP, KOTOPBIN AOMKEH MOCTOSHHO ClIenuThb 3a 6eso-
MACHOCTBIO U BBIIBIATH ataky. Kormna mMbl 0B6CyXIamU BONPOCH 3alUThI OT BUPY-
coB (em. pazd. 4.1), s ckasain, YTO HOBBII €ro BHI MPOHMKHET B JIIOGYIO cUCTEMY,
rnotoMy uTo “BakUMHBI" eule HeT. TOUHO Tak xe ¢ arakamu. BHoBp paspaboraH-
Hasl araka CMOXET MpeomoJieTh CETeBOH 9KpaH, M KOMMBIOTEP HUYEro He 3aro-
JIO3PHT, MOTOMY HTO OMNpEAeNsieT TONbKO 3aJI0XKEHHBIE B MPOTPAMMY &ITOPHTMEIL.
Yrobsl 06paboTaTh HECTAHAAPTHYIO CHTYaLMIO, 34 CHCTEMON H0/KeH HabloaaTh
AIMMHHCTPATOP, KOTOPLII ByneT pearnposath Ha Jilobble HElUTATHBIE W3MEHEHMUS
OCHOBHBIX MApaMeTpoB.

g Toro 4Tobb! MpoiiTH Yepes ceTeBOil 3KpaH, 3a4acTyio Tpebyercsi Mapoib WK
npembsBaeHHe Kakoro-Hubyap yctpoiictea tina Touch Memory, Smart Card
u np. Ecim mapons He 3aiMiieH, To Bee 3aTpauyeHHbIe Ha CeTeBOl 9KpaH AEHBIH
OKAXYTCSl MOTEPSHHBIMU 3psi. XaKep MOXEeT MOACMOTPETh TApoib MIH MOACTY-
11aTh €ro ¢ MOMOLLLI aHanu3atopa nakeroB (cuuddep) n NMpeabIBUTH MOMILE-
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NaHHble napameTpsl MAeHTHUKALMU ceTeBoMy 3KpaHy. Takum obpasom 6bUIO
B3/IOMAHO HEMAJIO CHCTeM.

YnpapieHue napoasMu JODKHO GBITH YeTKo onpeneieHo. Bbl HOMKHBI KOHTpPO-
JIMpOBATh KAXIYIO y4eTHylo 3anuch. Hanpumep, eciu yBonMics COTPYAHHMK, Y KO-
Toporo OwUIM GONBIIME TIPUBWIECTHH, TO BCE CBeneHMs, onpenemsiomue ero 8 OC,
HeoOXonMMO TYT Xe 3abJIOKHPOBATh U N3MEHUTh BCE M3BECTHBIE EMY MApOJIN.

OpHaKIBI MHE NIPULUIOCH BOCCTAHABINBATH JaHHbBIE HA cepBepe nocie Toro, Kak
¢upma BeirHaNa agMUHUCTpaTopa. OH MOCYKMTAN YBOJIbHEHUE HECHpPABEAIUBBIM 1
yepes HecKoJbKO JHel 6e3 ocoboro Tpyla YHUUYTOXWI HA MIABHOM KOMIbIOTEpe
Bcio nHpopmaumio. He cniac paxe Xxopoluo HacTpoeHHBIN ceteBoit skpaH. B naH-
HOM ciy4yae BCE IMPOM301L10 OBICTPO, MOTOMY YTO B3JOMILMK cam 3aHMMalCs yc-
TAHOBKOIf napamerpoB. Takoro He HOKHO ObITh, HEODXOAUMO KOH(MUTYPUPOBATH
Firewall Tak, 4yrobbl ero He Banoman gaxe ObIBIIMI AIMUHUCTPATOP.

51 Bcerna peKOMEHIYH) CBOMM KJIHMEHTaM, 4YTOoObI Mapojib ¢ OCHOBHBIMH IMPHUBH-
JIETMSIMH Ha CeTeBOM 3KpaH Obul W3BECTEH TONBKO OJHOMY YEJIOBEKY, HanpuMmep,
HAYATbHUKY HWH(OPMAUMOHHOIO OTAENA, HO HHUKAK HE PsAIOBOMY CHELHATUCTY.
AIIMHHHCTpﬂTOpH MEHAIOTCA HOCTATOYMHO YACTO, W MOCJIE KaXnoro HUxX yBoJbHe-
HUS MOXHO 3a6BITh MOMEHATH KaKOit-HUOYIb Mapoiis,

5.6.6. Firewall kak naHaues

Moxer cnoxurecs BnedaraeHue, uto Firewall — 310 nycroe paspneyeHue u Tpa-
Ta AeHer. 9to He Tak. Ecau oH XOpoluo HacTpoeH, NOCTOSAHHO KOHTPOIHUPYETCs H
UCIOJIB3YIOTCS BalUMILIEHHBIE MApoiM, TO CETeBO 3KPaH MOXET NpeloTBPaTUTh
GONBUIMHCTBO MpobieM.

Xopoluuil 9KpaH UMeeT MHOXECTBO YPOBHell MpOBEpKM MpaB AOCTYNA, W HENb3d
MCMONBE30BaTh TONLKO OAMH W3 HiX. Ecnu Bel orpanuumnsaere gocryn K MHrepHe-
Ty uckmounrensHo no IP-ampecy, T0 npurorossTech onauusath Gonbinoi Tpa-
duk. Ho ecinu npu nposepke npas jgocryna ucnonbdyercs [P-aapec B coueranuu
¢ MAC-anpecoM ¥ nmaposieM, TO TaKyi0 CUCTEMY B3/IOMATh YK€ HaMHOIO CJIOXKHEE,
Ha, u MAC- u IP-anpec sierko nojueiarb, HO MOXHO Ui MOJTHOM HANEXHOCTH
MOMKIIOYUTE K CUCTEME 3AIUMTHI M TOPThl HA KoMMyTatope. B atoMm ciyuae, naxe
eclM Xakep Oyder 3HaTh Mapofib, TO MUIS €ro MCMNONb30BAHMA HYXHO CHIETh
VIMEHHO 32 TeM KOMIIbIOTEPOM, 32 KOTOPbIM OH 3aKperuieH. A 3T0 yXe He MmpocTo.

3ammra MOXeT W AojkHA O6bITh MHOTOYpoBHeBROit. Eciin y Bac ects maHHBlE, KO-
TOphIE HYXHO OTPAlMTh OT MOCTOPOHHUX, TO MCMOJbL3YiiTeé MAaKCHMAlIbHOE KOTH-
yecTBo yposHeii. [TomHuTe, 4To NUiIHEH 3a1IMTH He GBIBaeT,

[peacrasere ceGe GaHK. ¥V BXoja 06s3aTENBHO CTOUT CEKBIOPUTH, KOTOPHI cna-
ceT OT BOpoB M Meikux rpabuteneit. Ho eciu momsexats K Takoit opraHu3salivn
HA TAHKEe, TO 3Ta OXpaHa He MOMOXET,

CereBoit 3KpaH — 3TO KaK OXpaHa Ha [ABEpsX, SAUMUIAET OT MEJKHX XaKepos,
KOTOpBIX nojasisiiouiee GonbiinHeTBo. Ho ecinm 6ankoM 3aitmercs npodeccio-
HaJl, TO OH MOXET AO0GUTBCH ycriexa.,
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TMomMuMO oxpaHbl Y BXOAQ, fleHbri B 6aHKe Beerna xpaHsaTes B celide. DunaHcoBbIe
cbepexeHus i GaHKa — 3TO KaK CEKpeTHas MHdopmalumsa ISt cepBepa, U OHH
IOJKHBI OBITE MAKCHMAIBHO 3alliviieHbl. UMeHHO nosToMy yeTaHaBIHBaIOT cednbi
CO CJIOXKHBIMH MEXaHU3MaMM 3allWUTHI, U eclId He 3HaTh, Kak ux oboiitH, BOp Mno-
TPAaTHT HA BCKPBITHE 3aMKa JPArolieHHOE BPeMsl, U YCIEeeT Npuexath MUITHLIHIS.

B cnyuae c cepsepoM B poiM ceiida MOXeT BelcTynarh uindpoBaHHe, KOTOpoe
MOBBIIACT APAHTHIO COXPAHHOCTH JaHHbIX. [laxe eciM Xakep NMPOHMKHET Ha
cepsep, MHHYs CETEBOH 3KpaH, €My IOHAJoOWTCH CIMIIKOM MHOTO BpEMEHH,
yrobel paciundposars gaHHble. Bbl ycrneere 3aMeTUTh M BBIYUCIWHTH 3/OYMBbILI-
neHHuka. Hy a ecnu BatoMuIMK ckawan 3auindpoBaHHbie TaHHbIE U MbITAETCS HUX
pacurugpoBaTh Ha CBOEM KOMIIBIOTEPE, TO C OOJIBILIONH BEPOSITHOCTBIO MOXHO yT-
BEPXKAATh, YTO MWHGOPMALIUS PAHBIIE YCTAPEET, UeM XaKep CMOXET ee MPouNTaTh,
[masHoe, 4TOOBI ANTOPUTM HM(MPOBAHUS U KITI0Y OBUTH MAKCHMAIBHO CIOXHBIMH.

5.6.7. Virtual Private Network

OnHMM M3 CPENCTB 3ALUWTHI SBJSETCS CO3[AaHWE BHPTYAILHBIX YACTHBIX CETEH
(VPN, Virtnal Private Network). Homyctum, uTto cyiluectByeT Hekas dupma
C pacrpeneneHHoll ceTblo UINANOR, yAaIeHHBIX HA Goblloe paccrosiHue, W JUis
MX COeQWHEHWs caMbIM JEIIEBBIM BapHaHTOM Oyner ucrioib3oBanue MuHTepHera.
[na toro yrobbl TpaduK HE MEepexBaTWIIM, TPHUMEHSIeTCs BUPTYANbHBINH KaHan,
KOTOPbIN WKH(PYeTcs U HEAOCTYNEH s Xakepa (cM. puc. 5.12).

: o \
ol s - ki
Main Firewall  router Router
office o Firewall Branch
office

Puc. 5.12. MNpumep ceasn LeHTpansHoro oduca n dunuwana vepes VPN

B Hacrosiuinii MOMEHT NMOCTPOMTL TAKYIO CeTh He cocTtapiser Tpyda. Ha nepssiii
Basin Bee GesynpedHo. C obeHX CTOPOH CTOSIT CETEBbIE DKPaHBI, MEXIY HUMH
crielMaibHasi CBA3b, U MPOHUKHYTH B cHcTeMy HeBo3MoxHo. Ho 3ro Tak, moka
He MOABUTCA €lle oaHa apepb. Jonmyctum, uto B (huiauane saxoTeid MONYYUTh
noctyn B MHTepHet s npocmotpa WEB-cTpanuyex. KoHeuyHo xe, ator Tpaduk
MOXHO 3alycTMTh 4epe3 rjlaBHelif oduc, HO Torma Jioboit 3anpoc B MHTepHer
JloIKeH Oyner MATH Yepes Hero, a He HanpsiMylo, YTO OYeHb AOPOro, a MOTOM
yxke u3 obuca K WEB-cepsepy no apyromy kaHany (OruiauMBaeTcsi OTAENBHO).
Tlonmyyaercsi, 4TO BCe 3aMpoChl MPOXOMAT MO ABYM KaHlam, W 3a KaXIblid Mmera-
6aiiT npuxonutes nuaruth asaxael. K tomy xe cets VPN umeer mononHutens-
Hble pacxoibl Ha wubposaHue npocteix WEB-3anpocos u uanuiiHe HarpyxeHa.
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Y100bI CIKOHOMUTD JeHbrH, GonblinHeTBO Gupm Kpome VPN mwis cssisu ¢ odu-
COM OTKDbIBAIOT OTAE/IbHbIN KaHan wid aoctyna B MuTepHer npsamo u3 duwinana,
TeM Gojiee YTO TaM yXKe CTOMT ceTeBoil 3KpaH (cM. puc. 5.13).

Bce xopouio, HO B r1aBHOM ogHce BONpPOcaM CBS3H W 3AUIMTHI BCErIa VIAENSIOT
Oonbliie BHHMaHUA, Yem B (unananax, rae B OONBUIMHCTBE C/Iy4aeB HET CBOEro
IMHHHCTPATOPA, A €CIIU JaXe H eCTh, TO MeHee NpodecCHOHANBHEIH M HE Takoit
ONBITHBIN. 3azaya Xxakepa — B3/oMaTh QUIHAT M BOHTH B ero cers. Tak Kak me-
Kay punruanoM m oMCOM YCTAHOBJICHBI HOBEPHTEbHBIE OTHOLUEHMS, TO Xakep
6e3 npobnem cMoxer U3 uIMANA NMOAYYHUTH JOCTYI K MIABHBIM CepBepaM KOM-
naHuu no VPN, u He Hano Gyzer BajambiBath 1iHbpoBaHue.

5.6.8. UHTepHeT — 350

Korzaa s Ben pyOGpHKY BOMpPOCOB M OTBETOB B XypHaie "Xakep”, TO OXHaXIbI 110-
JIy4Ha odeHs Xopouiuit sonpoc: "MoxHo au 3anycTuTh aaepHsbie pakerst CLIA
yepe3s Mureprer?” KoHeuHo Xe, 3T0 HEBO3MOXHO, HO HE [OTOMY, 4YTO KOMIILIO-
Tepbl, YNpapisiollMe NYCKOM pakeT, CWwibHO 3aumMiueHsl. Hukakas cucrema
GesonacHocTH He MoXeT ObiTh MAeanbHoi. CyluectByer 4Yenopeveckuii daxrop:
Manef1unii HEYYTEHHBIH HI0OAHC — M 3ALHUTA OKAXETCH B3IOMAaHHOW XakepoM M3
KaKoi-HUOYAb AepeBHHU.

MBI yxe He pa3 CABIUANH, KAK NPOHMKAIOT HA JOCTATOYHO KPYMHLIE CaiThl
C BEIMKOJIEITHOM CHCTEMOMN 3allLUTHL. A O CKOJAbKHX B3JIOMax yMaluMBalOT, YTOObLI
He ucnopTtuTh MMMIK? JIMYHO si HUKOTAA He J0Bepio KoMmnbioTepy 4yepes MUurep-
HeT yrpasiaTh jaxe KpaHoM Ha Kyxue. M takue crpausl, kak CLUA wiu Poccus,
He MOryT cebe MO3BOJMTH MOOKIIOUUTE KOMIBIOTEPHI, CBA3aHHBIE C SAEPHbLIM
opyxueMm, Kk MHTepHeTy, HHauye BOIfHY CMOXeT paspA3aTh Kako-HHOyb cimui-
KOM YMHBIH Xakep.

Crpateriyeck B@DKHbIE NaHHBIE HOMXHBI XPAHUTHCS HA KOMIbIOTEpax, He
WMEIOIMX BbIXOAA B MobaibHyl0 ceTh. ODHAXIBL s MpoBepss OE30MaCHOCTh
¢upmsl, 3aHuMalolleiics paspaboTkoil nporpaMMmHoro obecniedeHus. PykoBouu-
TEJIX OYEHb CHJIBHO 3a00TUIMCH O COXPAHHOCTH MCXOAHBIX KOHOB, MOITOMY KOM-
NBIOTEPHl NMPOTPAMMMCTOB HE HMEIH IMCKOBOIOB, 3alMCHIBAIOIIMX YCTPOMHCTB
wiu Beixona B MHTepHer. Bee Mamimubl ObUIM CBSI3aHBI B JIOKAIBHYIO CeTh, W
TONBLKO oAHa 3 HuX umena Floppy-auck u sanuceBaomnit CD-ROM s nepe-
HOCa JAaHHBIX HA APYrHe KOMMNbIOTephl. TakuM obpa3oM, MCXOAHBLIE KOUbI KPyTH-
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JINCh TOJILKO B JIOKAIBLHON ceTH, a yreuka MH(pOPMALUMKU MOFIA MMPOM30NHTH TONb-
KO 4yepe3 eIMHCTBEHHBbIH KOMIBIOTEP, W TaKasi CETh JIETKO KOHTPOJUPOBAIIACH.

Ecnu y Bac ects uHbopmalus, KOTopylo HeoOX0AMMO COXPAaHUThL B TailHe, TO ee
HY>KHO M30/IMpOBaTh OT BeeMupHoi cerd. Ilocie TAKMX CIOB MOXKET IMOKA3AThCHA,
yro MurepHer — o710 310. Her. Ecau nynsr o pakeTHo# yCTAaHOBKHM MOCTABUTh
HA YJIMIE, TO KakKoi-HMOYAb TNCHXMUYECKW HeypaBHOBEIIEHHBI YeJoBeK KOoriaa-
HUOYAbL Ha Hero HaxmeT. Takux Jomei Mamno, 1 MUp MoXerT npoxuTh 1 10 jer,
1 20. Ho Bce xe, eciii KHOMKA JOCTYNHA, TO OHa cpaboraer. MHTepHeT Kak ynuua,
B CeTH celyac oyeHb MHoro Jioneit. Korpa-uubyab Haiinercst uenoBek, KOTOpPhIi
[10 CBOEH HEOMNBITHOCTH, C/IYYAHOCTH WIH [JIYIIOCTH BOCIIOJB3YETCS OPYKMEM.

Jlionu He npexcraBnsOT yrposy, Koropyio B cebe taar GezobuaHbie HA HEepBBI
Barsin Bewn. Mudopmauus moxer Hanectu OofbiuMii yuiepd, yem aromMHas
Gomba, MoaToMy €€ HAlO CKPBIBATH CKpYIyle3Hee W Npu HeobxoaMMoCTH jyulie
HE 1aBaTh BO3MOXHOCTh BOCMOJIb30BATLCH.

B noMaurHux cetsix peixko ObIBAIOT CUTYALMH, KOr/a HYXHO Tak THIATeNIbHO nps-
Tath MHGOPMALIMIO, & KOPIOPATUBHbBIE CIyYal Mbl NPAKTHYECKH HE paccMaTpu-
BaeM. Ho Ha naHHOM acmekTe s1 OCTAHOBHJICH, MOTOMY YTO 3TO [OMOXET BaM
B Oynyuieit pabore uam yueobe.

Yauie Bcero B3JIOMBI COBEPIUAIOT HEOMBITHBIE XaKephl B MO3HABATEIBHBIX LEJSIX.
Yrobbl B foMALIHKX YCIOBMSIX M30MMpoBaTh cebs oT TaKMUX Jionei, obbriHo aoc-
TATOYHO [POCTO CNPATATH KOMNBIOTEP. BhiMonHUTe cieayioulyio KoMaHiy:

net config server /hidden:yes

Teneps koMmmbloTep He Gymer BUIEH B ceTeBoM OKpyxeHuH. Ho 310 He 3HauuT,
4yTo OH HepoctyneH. 3uas [P-anpec, xakep MOXET MOMYYMTh AOCTYN HAMPSIMYIO, 4
B MHTEpHETE CETEeBOro OKPYXXEeHHs HET, TOJABLKO HErocpeicTBeHHas aapecariius.

5.6.9. BHyTpeHHUiA B3NoM

QuyeHb CIIOXKHO 3aLIMTUTLCS OT BHYTPEHHEro B3jIoOMa, T. €. HeJIOBEKAa, KOTOpbIil
3aBEIOMO MMeeT HOCTyn K pecypcaM. K TakuM MoasM MOXHO OTHECTH COTpY-
HUKOB KOMITAHWM WIIM BAILIUX COCENei, pOoIUTeNel, POACTBEHHHUKOB.

Paccmorpum npumep ¢ poautensiMi. OHM MOTYT 3HATh NMapojib HA BAlll KOMIIbIO-
Tep, MOTOMY uTO Bbl camu ero nanu. Ho ecnu Bbl moccopurtech ¢ OTLOM W3-3a
HECHAHHBIX JK3aMEHOB, TO OH MOXET [POCTO YAATHTL BCE WMIPbI, YTOOBI BbI
Oonbule yaensin BpeMeHu yyebe. TyT yK HUYEro He mojendellb, ocobeHHO, eciu
OTell He TIepBblii JeHb paboTaeT 32 KOMIIBIOTEPOM.

51 yxe npuBoaMI MpUMeEP ¢ OBMXKEHHBIM aIMUHUCTpAaTOpoM GupMbl. Takue JIioau
3HAIOT BCE MMApoJM M HACTPOWKM Ge3ormacHocTH, MO3TOMY UM HE COCTABHT Tpyld
NPOHWKHYTL B cucteMy. OT 3TOr0 TOXE HMKYAa He aerbcs. HyxHo perynsipHo
MEHSITh Mapoiu, 0cobEeHHO nocje KaIpoBbiX MePecTaHOBOK.

Hexortopbie 110K CTPaJAIOT KJIENTOMAHHEH WK MPOCTO JIOBAT CHeNaTh APYrHUM
4YTO-TO HEMPHATHOE, TI03TOMY CMELHANLHO TTOXMILAIOT, YIATAIOT WIH MOPTAT 4y-
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Xyl uHdopMatHio. 1o, HaBepHOe, ONMH M3 CAMBIX YACThIX B3JIOMOB, C KOTOPbIM
MHE NpHXOIWIoch Berpeuarhes. Hanpumep, ofMH COTPYAHHMK MONMyCTHI NpO-
mawky. Yrobel cKpbiTh BCe cllefibl, OH MOXET MOANPaBUTh WM CTepeTh 4yXue
JAaHHbIE,

5.7. CkaHupoBaHue OTKpbITbIX pecypcosB

Y1o6sl OTKPBITH (aiifibl M MANKM APYroro KOMIbIOTEpa, y Bac JOIKeH GbiThb yc-
TAHOBJIEH KJAMeHT A aavHoi OC. Hanpumep, ecin Bbl XOTHUTE BUIETH B ceTe-
BOM OKpYXeHU#H KoMIbloTepbl Ha Gaze Windows, To [uisi IaHHOTO MOAKITIOYEHMS
HeobxoauMo nocrasuTs KomrnoneHtT Knuenr mus cereit Microsoft. Ins Toro uro-
Obl Bawm daitibl M nanku OGbUIKM AOCTYIHBL APYrHM, HEoOXOAUMO HCMONBL30BATH
File and Printer Sharing for Microsoft Networks (Cnyx6a nocryna k daitnam u
npuHtepam Microsoft). CinenosarenbHo, ecin Ha Yy)XOM KOMIbIOTepe He ycTa-
HoBJIeHa aTa cnyx6a, To ero daitnel GyayT Win Bac HEAOCTYITHEL,

DTH  KOMMNOHEHTHI YCTAHABNMBAKOTCA B  CcBolcTBax coenuHeHus. s
Windows 2000 wnaitnure menio Ilyek/Hacrpoiika/Cers u yaanenmwiii  moctyn.
B nosiBuBlIeMCs OKHE LUEJTKHUTE TPAaBOH KHOIMKOX MBIILIKA MO HYXXHOMY MOIKIIO-
YEeHHIO W B BbiTagaonieM MeHio Boibepute nyHkT Csoiictea. B atom okHe byner
MOKa3aH CHHUCOK BCeX YCTAHOBJIEHHBIX ciyk6 u nporokonoB. Ecnu B mepeute
orcyrcrByer Kimenr ansa cereit Microsoft, To Bbl He cMOXeTe MPOM3BECTH CKAHM-
posanue. Toraa HaxmuTe KHonky Ycerauosutb. Eciu cnyxba Beenena, 1o Heob-
XOAUMO YOeIUThCs, YTO HAMTPOTHE Hee YCTAHOBJICHA rajioyka.

Tenepb MOXHO NMPUCTYNMATH K NOUCKY KoMnbloTepa B ceth MHTepHer, rie ects

OTKPBIThIE Manku. B 9ToM HaM NOMOIyT JBe MporpaMmsi:

O ipconfig — nossonger onpeaeanTb AoKanbHbii 1P-anpec;

O CyD NET Utils — ymeer ckaHupoBaTh AMANa3oH aipecoB Ha HANUYHME OT-
KPBITBIX PECYPCOB.

JUisa Hayana ¢ MOMOILbBIO KOMAHAHOM CTPOKM 3amycKaem nporpammy ipconfig u
onpenenseMm cBoit [P-anpec.
B pesynbrare Bhl YBUAMTE TEKCT THIA:
Windows IP Configuration
Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix

IP-AAAYOBE. . . ; « n s 5.5 svs tenie. 292.168.8 .87
SUGEE. MARK. oo aiania. ta - o Al 8T A A 2SS0
Pefanlt GACBWEY L o+ s Bl o) oows b ASSLLOBLHE L

Ecin B KOMNBIOTEPE YCTAHOBJIEHO HECKOJNBKO CETEBBIX KapT, TO MOXeT ObiTh
cronbko ke [P-ampecos. B manHOM ciiyyae TONBKO OfMH azanTep (Ethernet
adapter Local Area Connection) W ajipec, cooTrsercrBeHHo, — 192.168.8.57.
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Y xaxnoro MHrepHer-nposaiinepa cBoit nuanason IP-anpecos, uamie Bcero o
COOTBETCTBYET INepBbIM TpeM okKrtetaM B azpece. OHM # 0BYCIOBIHBAIOT HOMEP
ceti. [Mocnexnee yucio onpenenser HOMEp Kommbiotepa. KoHeuHo Xe, 910 He
BCETIA CIpaBeIMBO, NMOTOMY 4uTo B covyeraHuu ¢ [P-ampecom ucnonsayercst HO-
Mep, Ha3bIBAEMBI MACKOii MoJCeTH, NMO3BOASIONIMIT pasbuTh ceTh Ha Hojee Men-
KHe cerMeHTsl (yanbl).

[lnsi caMoit pacnpocTpaHeHHo#t macku 255. 255 255.0 (moacers kmacca C), rme
riocjaeHee YMCI0 — 3TO HONb, 3HAYEHNWe focsenHero okrera 57 B I1P-ampece neii-
CTBHTEJILHO YKa3bIBaeT Ha HOMep Komribiotepa. OCTanbHOe — 3T0 HOMED CEeTH.

IMonyyaercsi, YTO KOMMBIOTEPHl B ceTH TMpoBaiiaepa Hymepyiotess or 0 mo 255
(3navenus 0 u 255 umeroT cneunanbHoe HasHavyenue). MmenHo B aToM ananaso-
He MOXHO MPOBOIMTH ckaHuposauue. 3anycrure nporpammy CyD NET Utils u
Boibepure menio Utils/Share scanner. B mosBuBlIEMcs OKHe BBeauTe B Tone
From address snaueque 192.168.8.1, a B none To address — 3nauenne 192.168.8.57
(cm. puc. 5.14). Haxmure kHonky Scan W OXuiaiiTe 3aBepLUeHHst CKAHUPOBAHMS.
B crpoke cocrosiHua Oyner oroGpaxarses TEKyLuii amnpec.

Ecnu mporpaMma HaiiieT OTKPBITLI pecypc, TO BBl YBUIWTE €ro aupec Hanpu-
mep, \\192.168.8.1\ftp. Yro6sl npocMOTPETH Ero CONePXUMOE, nocmmm BBE-
CTH STOT TApaMeTP B CTpoKe Bpaysepa.

\\192.168.8.1\Backup
\\192 168 8. 1\Common
\W192.168.8.1\Docs
W152168.8.1\SYSVOL
'\\152.168.8 1\BigDocs
canning: 19216882

Puc. 5.14. CkaHupoBaHiue pecypcos ¢ noMousio CyD NET Utils
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Mpenmyuiecrso nporpammbl CyD NET Utils 8 ToM, uTo nepeji nonbITKoi npo-
CKAaHUPOBATL AJIPEC MPOBEPSIETCsl CBSA3b C MOMOIIBIO KOMaHAbl ping. ITomck ot-
KpBITBIX pecypcoB B Windows MpouUCXOMUT OYEHbL HOJITO, U ecld ajpec He cylle-
CTBYET, TO HEeT CMbICJIA TPATUTD YCHITUSL.

C Apyroit CTOpOHBI, 3T0 0DCTOATENHCTBO MOXHO PACLEHHMBATH KaK HEAOCTATOK.
Ceifyac o4yeHb MHOTHE CeTeBble 3KpaHbl 3aMpelialT KOMAaHIy ping, MO3TOMY
rporpamMMa MOXKET He MPOCKaHMPOBaTh cyliecTsyloluii agpec. Ho s He nymaio,
YTO CTOMT OOpallaTh BHUMaHWe Ha JaHHbL dakT, xota B 99,99999 % cnyuaes ato
NEeHCTBUTENbHO TAK.

5.8. Ataku xaKkeposB

HeBo3aMmoXHO Jath omNpee/ieHHbIE pPELEeNnTbl B3IOMOB. B KaxmoM ciydae 370
TBOPYECKMIi MPOLIECC, KOTOPbIi 3aBUCHT OT KOHKPETHOI CUCTEMbl M HACTPOEK ee
OesonacHocTu. Yaie Bcero MCMoOb3YIOTCH OWMOKM B MporpamMmax, a KakIbiii
AIMUHHUCTPATOP MOXKET MCHOJIB30BATh Pa3IMuHbIi CO(T.

TlouyeMy KoJMYECTBO ATAK C KAXKILIM FOIOM TONBLKO yBenuuyusaercsa? Paxbiie Bes
uHdopmauus o6 ysa3BUMOCTSX XpaHuiack Ha 3akpeithix BBS (Bulletin Board
System, snekTpoHHasi Jocka oObABAEHUIT) 1 OblIa JOCTYMHA TONBKO M30paHHBIM.
K aT0it Kareropuu OTHOCHJIMCEH M XaKephbl, COBepluaBlline Ge3HaKasaHHbIE aTaku,
MOTOMY YTO YPOBEHb MX [POCBELEHHOCTH W OMBITHOCTH OBLI 1OCTATOYHO BBICOK.

B Hacrosiiiee Bpemsi cBejieHHsl 06 ysI3BUMOCTSIX CTAIM JOCTOSIHUEM OOLIECTBeH-
Hoctu. Temephb B3JIOMOM, B MPHUHIMIE, MOXET 3aHUMATBCS KTO YrOmHO. 3jo-
YMBIIUIEHHUKH MPW 3TOM MOTYT MpeEC/Ief0BaTh OOHY U3 CIeaYIOUIHX Lesen:

1. Xumenne MHGOPMALUM — BCKPBITHE cepBepa Ul CKauMBaHMsA KaKMX-JIHOO
JAHHBIX, KOTOpPbIE HE MOMKHLI OBITH JOCTYNHBI LIUPOKOH OBILECTBEHHOCTH.
Taxue B31OMBI yallle BCEro HANpaBIfIOT NMPOTHB ONpEAeJeHHBIX KOMNaHHii
IUISl KPaKHW OTYETHOCTH, MCXOAHBIX KOIOB MpPOrpamM, CEKPeTHON NOKYMEHTa-
uuy 1 T. 4. Kak npaBuiio, Takue B3JIOMBI COBEPLIAIOT npodeccHoHaNbHBIE Xa-
Kepbl 110 3aKa3y WIH JUIs MojJydeHust cOOCTBEHHOM BBITOIBI.

2. HapyuieHue LEJIOCTHOCTH — W3MEHEHHE WIM YHHUYTOXeHue aaHHbIX. Takue
Onepauny MOTYT MPOM3BOAWUTRECS MPOTHB JIIOOLIX cepBepoB B cersix Internet/
Intranet., B kayecTBe BITOMIIMKOB MOIYT BBICTYNAaTh He TOJNBLKO TipodeccHoHa-
JBl, HO W MIOOUTENN MU [XKE HEIOBONBHBIE COTPYAHUKH GUPM.

3. Otka3s B obcmyXMBAHUW — aTAKa HA cepBep C LebI0 cleaTh ero Heaocsarae-
MBIM [UIsl OCTAJBHBIX YYaCTHUKOB ceTd. Takue NeMCTBUS NMPUCYIIM B OCHOB-
HOM JIIOOMTENAM C OIHOI TONBKO LENBI0 — HABPEMUTD.

4. TlopaGouweHue — MONYYUIO PacrpocTpaHeHue B rocinenHee spemsa. Hampu-
Mep, UISl BBIMIOJTHEHUS M. 3 MOIYT MOHANOOMTECS DONBLINE PecypPChl (MOLUHbLIH
MPOLECCOP U BBICOKOCKOPOCTHOW IOCTYI B CETh), KOTOPbIE OTCYTCTBYIOT B J1O-
MauIHUX KoMIploTepax. s 3Toro 3axBaTbiBaeTcs Kakoi-HHOyIbL cinabo 3a-
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mMieHHsl ceppep B Murtepnere, obnamamoiiuii Heo6XoOMMBIMH TeXHUUe-
CKMMM CpPEICTBAMH, U MCTIOJIL3YETCH B nanbﬂeﬁmux B3J1OMax.

ATaKH MOTYT ObITh ABYX BUIOB:

1. BuyrpeHHnue — xakep noayuyus GuaMHECKHil HOCTYN K B3TaMBIBAEMOMY KOM-
NbloTepy. 3aLUTHTL CHCTeMHBI 60K cepBepa OT NOYMBIULIEHHUKA HE TaK
YK M CJIOXHO, TOTOMY 4TO MOXHO NperpaauTs MyTh K cepBepy cendoM H no-
CTABUTH OXpaHy.

2. BHeuiHue — B3IOM yepes ceTb. MMEHHO 3TOT B aTaKK SIBJISETCH CAMBIM CIIOX-
HBIM Ut 3aumTel. Jlake eciau Wi NpeaoTBpalieHus YIaleHHOW ataky MoCTaBUThb
saMevarenbHblit ceitidp (Firewall) u camyio nyyiuyio oxpany s HabmioneHus
(nporpaMMbl MOHWUTOPMHIA M XypHAIMpOBAaHMA), GE30MACHOCTL. HE MOXKET OBbITh
rapadTupoBaHHa. TlpuMepaMu 3Toro sBILIOTCA B3TOMBI Hanboee 3alIMILAEMbIX
cepsepoB B cetH (yahoo.com, microsoft.com, cepsepbl NASA u T. 11.).

Korna Mbl cTpouM JHHUIO 060pOHBI, HEOOXOOUMO MOHWMATh, KaK XaKephl ara-
KYIOT KOMIBIOTEPHI CBOUX XepTB. TOJBKO TOTAa MOXHO IMpPeIoTBPATHTE Hexena-
TeJIbHOE BTOpPXEHMEe # 3allMTUTL cuctemy. [laBaiite paccMOTPpMM OCHOBHBIE
crnocoObl HanageHus, nenojb3yeMble xakepom. [pu sToM Oynem paccyKiuaTth Tak,
KaK 3TO JIEJ4eT B3JOMILINK. g

EnuncrBeHHOE, Yero Mbl He BylmeM Kacathesi B 9TOM pasjielie, — BOIPOCOB COLM-
WIbHOU WHXeHepuu (em. pasd. 5.3).

5.8.1. UccnepgoBaHus

HomnyctuM, 4To y Bac HAa TIpUMETE €CTh CepBep, KOTOPLIN HYKHO B3JIOMAaTh WM
MPOTECTUPOBATh HA 3aLUIIEHHOCTb OT B3jioma. C yero HyxXHO HayuHarth? Yro
cienath B nepByio ovepens? Cpasy odeHb MHOTO BOMPOCOB W HH OIHOTO OTBETA.

Yerkoil nocnenosarensHocTH Aeifcteuii Het. Banom — 310 TBOpUecKMii npoiecc,
a 3HAYMUT, U NMOAXOANTH K HEMY HaIo C 3Toif Touku 3peHusi. Her onpeneneHHbIx
NPaBwi, ¥ HEJIb3sl BCE MOJABECTH MO OAMH 1abioH. 3aTo ecTh HECKONBLKO pPeKo-
MBHJ],&J.[Hﬁ, KOTOPBIX JKEJIaTeJIbHO TPHIACPXKNBATHCH.

Camoe mnepBoe, ¢ 4Yero HayumHaercsl BajoM uiM TectupoBaHue OC Ha ysa3Bu-
MOCTb, — cKaHuposaHue ropros. [lus yero? A s Toro, 4yrobbl y3HATh, Kakue
cepucsl (B Linux 310 nemMoHbl) ycTaHoBieHbl B cucrTeMe. Kawablift OTKPBITHII
NOPT — 3TO CepBHUCHAs MPOrpaMmMa, YCTaHOBIIEHHAs! HA cepBepe, K KOTOPOH MOXHO
TIOAKITIOYMTECSA W BBIMOJHNTL onpejeneHHsle geicTBuss. Hampumep, Ha 21 noprty
BucuT FTP-cepsuc. Ecim Bbl cMOXeTe K HEMY NOAKIIOYMTLCH, TO CTAHET JOC-
TYMHOH BO3MOXHOCTb CKayMBaHMsl M 3aKauuMBaHHs Ha cepsep ¢aitnos. Ho 310
TOJIBKO €CJ/IH Bbl OyzeTe objanarh COOTBETCTBYIOLIMMH MpaBaMH.

CHauana HyXHO npockaHuposarh nepsbie 1024 nopra. Cpeau HUX OYeHb MHOrO
craHaapTtHeix cepBucoB tuna FTP, HTTP, Telnet u 1. a. Kaxublit OoTKpBITHIH
MopT — 3TO ABEPb C 3aMOMKOM JUTsl BXOAA Ha cepsep. Yem Gonblue Takux aBepeit,
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TeM GoJiblle BEPOSITHOCTD, YTO KAKO1-TO 3aCOB HE BBUIEPXKUT HATUCKA W OTKpPOET-
cs. UMeHHO noaroMmy si pekoMmeHpoBan BaM ybpaTk M3 aBTo3anycka Bce HeMc-
noab3yemble cepBUCHE (em. pasd. 4.6.2 u 4.6.3).

Y Xopomiero agMHHUCTPATOPa OTKPBITHI TOJNBKO CaMble HEOOXOMMMBIE MOPTHI.
Hanpumep, ecnu aro WEB-cepsep, He npenocTaBisiioliMil AOCTYN K MOYTE, TO
HET CMBIC/IA IEPXaTh MOYTOBbIE cepBUCHI. JLoJDKeH ObITh OTKPBITH TobKO 80 mopr,
HA KOTOpOM Kak pa3 u paboraer WEB-cepsep.

Xopoumii ckaHep MOPTOB OIpe/eisieT He TOJIBKO HOMEpP OTKPBITOrO MopTa, HO U
NOKa3biBaeT HA3BaHME YCTAHOBJIEHHOIO HA HEM cepBuca (Kajlb, YTO HE HACTOSI-
1iee, a ToNLKO WM Bo3MOXHoro cepsepa). Tak mis 80 nopra Oyamer mnokasaHo
"http". XKenarenbHo, YTOOBI CKaHep YMEJ COXpaHAThH PE3YNLTAT CBOEi paboTor
B KakoM-HuOynb daitie n naxe pacnevyarsiBatb. Eciin 970 BO3MOXHOCTH HET, TO
npHAeTcA Mepenucarh Bce BPYYHYIO M NOJTOXWTL HA BHAHOE Mecto. B nampHeii-
LeM BaM NPUTOAMTCS KaX/asi CTPOUKA STHX 3aluceit.

IMocne T0r0 MOXHO CKaHWpPOBaTh MOpPTHI cBbile 1024, 3neck craHAapTHbIE cep-
BHCBI BCTpEYalOTCs pelKo. 3adeM e Toraa ckaHuposarh? A BAPYr KTO-TO [0 Bac
yXKe rnoObiBal HA 3TOM MECTE W OCTABWJI OTKPBITYIO IBEPKY MM YCTAHOBHMJI Ha
cepBep TPOsiH. BOJBIIWHCTBO TPOSIHCKMX NPOrPaMM JIEPXaT OTKPLITHIMU TOPTHI
ceeire 1024, no3ToMy €CiiH BBl AIMUHUCTPATOP M HALUIH OTKPBITBIA MOPT B 3TOM
JuarnasoHe, HeobxoaMMo cpasy HactopoxuThes. Hy a eciad Bbl B3JMOMILHK, TO
HYKHO y3HATh MM$S TPOSIHCKOM MpOrpaMMbl U HAWTH JUIS HEe KIIHEHTCKYIO 4acTb,
4yT1OOBl BOCIOIB30BATHCS Ul YIPABACHHS YY)XO0il MAIMHOIM.

Ha sToM B3jioM MOXET 3aKOHYMTHCSH, MOTOMY YTO BBl YXK€ MOMYYHIN TOTHBIH
HOCTYI K cepBepy. Kajib, UTO TAKOE NMPOMCXOAWUT OYE€Hb PEIKO, W Yallle BCEro
HYXHO 3aTPaTHTh HAMHOTO GOJbllE YCHIIHIA.

Teneps Mbl 3HaeM, Kakue asepu y cepsepa oTkpbithl. Ho 3toro mano, noromy
YTO MbI EIlIE HE BElaéM, KaK UX OTKPBITh.

Onpepenexnne OC

CKaHMpOBaHUE — 3TO BCETroO JIMIIL HAaYaJIbHBIA 3Tan, KOTOpbId aan Bam MHQOp-
Mauuio s pasMbiiuieHus. CaMmoe riaBHOe — y3HaTh, Kakas MMEHHO YCTaHOB-
neHa OC. XKesatenbHO UMETh CBEAEHUS! O BEPCHHU, HO 3TO yaaercst He Bceraa, aa
M Ha NepBbIX Nnapax U3yYeHUs! CUCTEMBI MOXHO OBOHTHCH Oe3 KOHKpPeTH3aLuH.,

s peuMHMLMKM  BEpcHM  MOTYy - mocoBeroBarh nporpammy Shadow -Scan
(http://www.rsh.kiev.ua). He mory ckasarb, 4TO OHa Jyyliasl, HO W K paspsiy
XYIOUIMX OTHECTH €€ HE MMEI0 Mpasa.

Kpome OC nporpamma yMeeT ONMpene/siTh BEPCHH YCTAHOBIEHHBIX CEPBHCOB. BT0
BAM MOXET O4YeHb CHJIBHO MOMOYb. [lomycTUM, Bbl Y3HAIM, YTO HA KOMMbIOTEpE
ycraHosneH WEB-cepsep. [ToMUMO 3TOTO M3BECTHO, YTO HCMOIL3YETCs Oneparu-
oHHas cucrema Windows. Moxso npeanonoxuts, uto WEB-cepsep mmeHyercs
118, HO 2Ta rHnoTesa MOXET He moaTsepauThes. dnsg Windows ecTh peajiusanus
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cunsHeitero cepsepa Apache. Moryr 6bite u apyrue WEB-cepsepbl, xorst ca-
MBIE MOMYJSApHBIE — MMEHHO 3TH [Ba. A TaK KAK B3JIOM Pa3MYHBIX CEPBEPOB
MPOU3BOANTCS M0-Pa3HOMY, TO B NEPBYI0 0Yepeib HacC UHTEPECYET, KTO KOHKPEeT-
Ho cumut Ha 80 nopry.

EnunHcrBeHHBI HemocraToK Shadow Scan — MMEHHO MpPU onpeie/leHHH BepcUun
OC HexoTopble pefu3bl MOKAa3bIBATM CHMHUN 3KpaH. Ho B mocnenHem BapuaHTe
3Ta OKMOKa KaKercs ucrnpasjieHa.

Kak onpepensierca tun OC? [1s 31010 €cTh HECKOJIBKO CMOCOBO0B:
1. To peanusauuu nporokona TCP/IP.

B pa3a/iMyHBIX ONEpPallHOHHBIX CHCTEMaX MO-pa3HOMY OpPraHM30BaH CTEK Ipo-
Tokonos. Ilporpamma Shadow Scan npocto aHaTU3MpYeT OTBETHI CEpBEpa Ha
3anpockl ¥ aaer 3akmoueHue o6 ycranosneHHoit OC. B ocHOBHOM 3TOT BbIBOA
pacruteiByatelit: Windows wiu Linux. TouHyo Bepcuio TakuM obpasoM y3HaTh
HeBo3MOXHO, nmoromy uto B Windows 2000/XP/2003 peanusaims nmpoTokona
NpaKTHYECKH HE MeHsNach, M OTKIMKH cepsepa OyayT oaMHakoBeiMu. [laxe
€c/IM TporpamMma OMNMpenennia, YTo Ha cepBepe ycraHoBieH Linux, To Kakoid
MMEHHO AMUCTPMOYTHB — BaM HHKTO HE CKaXeT, a4 BeAb YA3BUMOCTH B HUX
pasHble. U rosromy takas wHdopMalus — 3T0 TOJBKO 4YacTh HEOBXOAMMBIX
BaM JIAaHHBIX [UTSl B3JIOMa cepBepa.

2. Tlo oTBeTaM pa3HBIX CEPBHCOB.

JonycTuM, 4TO HA cepBepe XepTBbI ecTh aHOHUMHBIN jJoctyn no FTP. Bam
HYXKHO BCEro JHlb MPUCOEAMHUTHLCS K HEMY W MOCMOTPETh COOBIIEHUE TpH
Bxone B cucteMy. [lo ymMonyaHMio, B Ka4yecTBe MNPHUIJAILCHUS HCIONL3YeTCs
Haanuce Turna “"Jobpo noxanosars Ha cepsep FreeBSD4.0, sepcus FTP-
kneHta X.XXX". Eciu Bbl Takoe yBUIE/U, TO elllé paHO pajaoBaThkes, T. K. HE
W3BECTHO, NMpaBaa 5TO MJIH HeT.

Eciu Hannuce NpUIalleHnsi oTpaxaeT AeiCTBUTENBHOCTb, TO aAMWUHHCTpa-
Top — "waitHuk" co craxem. OMNBITHBIA AIMUHUCTPATOP BCErga HM3MEHSIET
NpUIIalieHKe, 3a0aHHOe 110 YMOMYAHKIO. A BOT XOPOLIUW CHELMATUCT MOXET
Hamucate M JloxHoe coobuierne. Torna Ha ceppepe ¢ Windows NT 4.0 nosi-
BUTCSl NpUIiaumieHue, Hampumep, B Linux. B sToM ciydae 3moymbliilfeH-
HUK ©Oe3ycreiiHo MOTPATUT O4Ye€Hb MHOTO BpeMEHHM B [OMBITKAx CJIOMAaTh
Windows NT uepea apipbl Linux. [ToaToMy He oueHb J0OBepaiiTe HAAMUCAM H
cTapaiiTech MepenpoBeprTh JIOOBIMH APYrHMH CrIOCOBaMHM.

3. CoumanbHas MHXEHepHus.

Ecnu BBl XOTHTE B3JIOMATh CEPBEP XOCTHHIOBOW KOMMAHWM, TO MOXHO obpa-
TUTBCA C MUCBMEHHBIM 3arpocoM 00 YCTAHOBJIEHHBIX ¥ HEe cepBepax B CIYXK-
6y nopnepxku. Kak npasuno, takas uHbopMaLus HE CKPbIBAETCs, HO ObIBAIOT
cJIlyMau OTKPOBEHHOTO BpaHbs. Bo3aMOXHO, 4TO 3T cBeaeHus OyayT Jexarb Ha
I7IaBHOI CTPaHMIIE CepBepa, HO AAXe MX ClIeIyeT NPOBEPHTb.
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Yrobbl Bac He obmaHyiiu, obsizarespHO obpaiiaiite BHUMAaHHE Ha MUCMOJb3yeMble
Ha cepBepe CEepBMCHI, Hampumep, B Linux He OyayT KpyTUTbCSl CTPaHMLIBI, CO3-
naHHble no TexHomoruu ASP. Takue Beln MOANENBIBAIOT PEAKO, XOTS BO3MOXKHO.
JocraTouHO HEMHQro MoCTapaThbesl: MPUMEHATH PACIIMPEHUE asp ISl XpaHEeHWs
PHP-cuenapueB u nepeHanpasiats ux mHrepnperatopy PHP. Takum obpasowm,
XaKep YBUIHUT, YTO Ha cepsepe paboraloT aiibl asp, HO peanbHO 3T0 OyayT
PHP-cuenapuu.

Cnenoare/ibHO, 3aa4ya 3allMIIAIOIIEHCS CTOPOHBI — KaK MOXHO CHJIBHEE 3ary-
TaTh CUTYalUn1o. BONBUIMHCTBO HEOMBITHLIX XaKepoB BEPSIT MEPBLIM BIEYaTICHH -
AM U MOTPaTAT OYeHb MHOIoO BpeMeHHM Ha Oecriofie3Hble MONBITKM NPOHMKHORE-
Husa. Takum oﬁpaaom, BbI CIEJIAETE B3JIOM CIMIUKOM NOPOrMM 3aHATHEM.

3ajaya Xxakepa — pacryTarb LEno4yku ¥ YETKO OlPeIe/NIuTh CUCTEMY, KOTOPYIO OH
BanaMbiBaet. bea 3Toro npou3BonuTh B AajbHEHILEM Kakue-nubo aeictBus byner
CJIOXKHO, [TOTOMY HTO XakKep Jaxe He Oymer 3HaTh, KAKME KOMAHIABI MY JOCTYITHbI
[OC/IE BTOPXKEHHS HA YYXYIO TEPPUTOPHIO M KAKHE MCITONHsAEMbIe (ailibl MOXHO
nonbpaceiBaTh Ha cepBep.

Wcnonb3yem ckpunTbl

Hrak, tenepb Bbl B Kypce, Kakas Ha cepBepe ycraHoBieHa OC, kakue mopThl OT-
KPBITBl ¥ KaKWe MMEHHO cepBepbl BUCAT Ha 3TUX TopTtax. Beio nobsityio nHgop-
Maluio HYXKHO 3anucarh B yIoOHOM ISt BocnpusiTust Buje: B daitne mim xots Obl
Ha Gymare. ['maBHoe, 4yT0OBI ObUTI0 KOM(DOPTHO paboTaTh.

He nenutech Bce cobpaHHble AaHHbIE CKIaAbiBaTh B o0uiyio cronky. IMomHure,
4YTO JiaXKe KOMMBIOTEpHbIE MO3rM MHoraa cbosT, a yejoBeuecKue — JeJalT 9TO
perynsipio. Camoe MHTEepecHOoe, 4To 4allle Bcero s3abniBaercss Haubonee Heobxo-
aumoe. Hy a nocie Banoma He 3abyabTe YHHUYTOXHUTh BCE 3aITHCH, 5TO MOXET I10-
CITY>KUTh JIOKA3aTeIbCTBOM COIESTHHOTO B J1I060OM cyjie.

Bee nonsnn? Torga Ha 5TOM MOXHO OCTAHOBUTHCA. Y BAC €CTh JOCTATOMHO WH-
dopmauuu wist npocreiiliero B3noma ¢ noMoutbio aslp B OC u cepsBucax, ycra-
HoBneHHbIX Ha cepsepe. [Ipocro mocemaiite peryisipHo www.securityfocus.com.
WMeHHO 3xech HyXHO McKaTh MHGOPMAUMIO O HOBBIX YS3BUMOCTSIX. YXKe HaBHO
M3BECTHO, 4To Goblias yacTh cepeepos (Mo pasHbeiM ucrouHukam ot 70 % mo 90 %)
npocto He Jyaralotes. [loaTomy nposepsiiiTe Bce HaiijieHHbIE OLIMOKKM HA XepTse,
BO3MOXKHO, YTO-TO ¥ cpaboraer.

Ecnu cepsep B JaHHBIH MOMEHT OIH30K K COBEpUIEHCTBY, TO MPHIETCHA XAATh
MOSIBJIEHUSI HOBBIX AbIP M CIUIOMTOB (mporpamMma, Mo3BoJsioliasi UCMOoib30BaTh
ySI3BUMOCTB) K YCTAHOBJIEHHBIM Ha cepBepe cepBucaM. Kak ToibKo yBuauTe uTto-
HUOYIb MHTEpECHOe, cpa3y cKayalTe CIUIOMT (MAM HANMULUKUTE CBOW) U BOCIIObL-
3yiTech UM, NMOKa AIMUHUCTPATOP CEpBEpa He 3alaTal OMepeaHYIO YA3IBUMOCTD:

ABTOMaTnsauua

ﬂpalcruqccxu KQXKIBIH 1eHb CNEUUATUCTE 1o 6e30nacHoOCTH HAXomAT B PasHbIX
CHCTEMAX HENOYEeTHl, OTKPOBEHHBIE NBIPhl WK NaXe NpoDOUHBI B cUCTEME Deso-
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nacHoctu. Bee atu marepuansl BeiknageiBaiotes B otyerax BugTrag Ha pasHbix
cepsepax. fl yxe He pa3 coserosan rnocemars www.securityfocus.com, 4ro6sr cie-
JIATH 3a HOBOCTAIMHM, W ceiuac He OTKAa3eIBalOCh OT cBOWX c¢ioB. HoBMHKH ageicT-
BUTEJIbHO MOXHO HAWTH MO 3TOMY ampecy, HO Belb €CTh LIE/bIH BOPOX CTAaphIX
YS3BHMOCTEM, KOTOPBIE CYUIECTBOBAIN M ellie 10 CUX [10p He 3aiaTaHbi Ha cepBe-
pe. Kak xe nmoctynuts ¢ HuMu? Heyxenn npuzercs KayaTb Bce CIUIOMTBI U py-
KaM# npoBepath Kaxayio asipy? Hy, Koneuno xe, Her. CyuiecTsyer rpoMaaHoe
KOJIMYECTBO MPOTpaMM [UIfl aBTOMATH3allMK TECTHPOBaHMS cepBepa Ha OLIMOKHU, U
caMble pacnpoctpaHeHHble — SATAN, Internet Scanner, NetSonar, CyberCop
Scanner.

51 He craHy peKOMeHIOBaTh Kakyl-HUOYyIb onpeaeneHHylo nporpammy. He cy-
LLIECTBYET TAKOH YTHIHTHI, B KOTOpOii Obia 6kl 6aza abCcomiOTHO BCEX MOTEHLM-
aTbHBIX ysizpuMmocTeid. [TosroMy ckauupaiite Bce, yTO Monamgercs MOL PyKy, W
TECTUPYIITE CHCTEMY BCEMM AOCTYIHBIMH MporpamMmamu. BoimMoxHO, 4TO-TO Bam
W npuroautcsi. Ho obssarensHo ofparure BHUMAaHUE HA [POAYKTHI KOMITARHUK
Internet Security Systems (ISS, cucremsr MurepHer-GesonacHocTn www.iss.net),
NoTOMY YTO cKaHepsl 31Ol (upmbl (Internet Scanner, Security Manager, System
Scanner u Database Scanner) Ucroib3yloT Bce TpH METOIa CKAHUPOBAHMS, O YEM
Mbl noroBopum 4yTh nosxe. Corpyanukn 1SS paboraior B TeCHOM KOHTaKTe
¢ Microsoft u nocrosinno ob6HoBsIOT Ga3y AaHHBIX ys3BuMocteit. Ho HecMmoTpsa
Ha TO, YTO MPOAYKTHL 3TON (DUPMBI JIyHILIKHE, 5 COBETYIO MCIIOJIL30BaTh XOTH Obl
elle oJMH CKaHep APYroro Mpou3BOANTENIS.

Komnanus Internet Security Systems paspabortana Le/biif KOMIUIEKT YTHIHT MO
obumm HazpaHuem SAFEsuite. B Hero BXOmT He TOMBKO KOMMOHEHTHI MPOBEPKH
0e30MacHOCTH CHCTEMBl, HO W MOAY/IH BBISBJIEHUS BTOPXKEHHSA M OLEHKH KOH-
(purypaiu ocHoBHbIX cepBepHbIXx OC.

CxaHepb! 6e30MaCHOCTH KaK aHTHBHUPYCHl — 3alUMINAIOT XOPOIIO, HO TOJBKO OT
crapbix npuemos. JlioGoit HOBBIM MeTon BasnoMa He Byaer obHapyXeH, ITOKAa Bbl
He obHoBuTe nporpammy. [losToMmy s HE pPeKOMEHIYI0 LEJMKOM M MOJHOCTBIO
MoJIaratbesl Ha OTYETHI ABTOMATH3UPOBAHHOIO CKAHMPOBAHMSA, a Mocie padoThl
NporpaMMbl CAMOCTOATENBHO MPOBEPUTH HAIMUNE MOCTeIHNX YS3BUMOCTEH, OnHu-
CaHHBLIX B Kakom-nubo Gionerere omnbok (BugTraq).

C noMoubsio dBTOMATH3UPOBAHHOIO KOHTPO/SI OYEHb XOPOILO MPOU3BOAUTE HEp-
BOHAYAIBHYIO MPOBEPKY, 4TOOb! yOeNUThCS B OTCYTCTBHH cTapbix jsncycos. Eciau
OLIMOKM HAlJIeHbl, TO HYXHO OGHOBUTL ys3BUMYIO rporpammy/OC/Cepsuc uiu
NOMCKATh HAa TOM e cairte www.securityfocus.com criocob obesspexuBaHus,
MoyTH Beerna BMECTE C ONMMCAHMEM YA3BMMOCTH JAeTCsl BAKIIMHA, NO3BOJISIONIAs 3a-
narats nipopexy B cepsuce win OC. BakuuHy MOXeT NpevioxkuThb ¥ 1porpaMma cka-
HUPOBAHMs, ecyin B Daze JaHHBIX ecTh pellieH|ue NPobieMbl Uisl IAHHOTO CITyyast.

[MoyeMy Hgaxe mocjie JYYUIEro ¥ caMoro IOJHOIO CKAHWPOBAHWS HENb3si ObITh
yBEpeHHbIM, 4TO ysi3BuMocTeit Her? [loMMMO HOBBIX OWIKBOK B cepsepe Halo
NpUHATE BO BHIMaHue elie M (aktop koHdurypaunu. Ha kaxaom cepsepe moryr

10 3ax. 923
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ObITh CBOM HACTPOHKH, M TNpPH OIMpeaeNeHHbIX YCJIOBUSAX JIETKO Haxoaumasi Bpy4-
HYIO YSI3BUMOCTH MOXET OCTATbCS HE3aMEeTHOMH /Ul aBTOMAaTHYeCKOro CKaHMpoBa-
Hus. Ha ckaHep Hameiicsi, a caM He rtowait. Taxk yTo, npoao/KaiiTe TECTUPOBAThH
CUCTEMY HA M3BECTHbIC BaM OLIMOKM CaMOCTOSITENBHO.

Kaxnasrii ckaHep MCNONIb3yeT CBOU CMOCOOBI M MPUEMBI, i eclIM OAWH U3 HUX He
Hawen owubok, TO Apyroit MoXeT orbeickath, Cneuuanucrel mo GeszonacHocTH
MOBAT MPUBOAKTE MpUMep ¢ KBapTUpoit. [domycTUM, 4TO BBl NPULLIH K APYrY M
MO3BOHUIN B JIBEPh, HO HUKTO HE OTKPbUI. DTO HE 3HAYMUT, YTO AOMa HHKOIo
HET, MPOCTO XO35MH MOT He YC/IbIIATh 3BOHOK, WM oH He paboran. Ho ecaun no-
3BOHHUTH 1O Tesle)oHY, KOTOpLIH JIEKHUT B 3TOT MOMEHT BO3JIe X03AMHA, TO OH
BO3bMeT TpyOky. Moxer ObITh U oOpaTHas cUTyalusl, KOrna Bbl Ha3BaHMBAETE IO
Tesied)OHY, HO €ro He C/BLIILIHO, @ HA 3BOHOK B JBEPb AOMOYALLILI OTPEArHpyIOT.

Tak m npu aBTOMAaTHYECKOM CKAHUPOBAHHUMW: OAWH CKAaHEpP MOXET TMO3BOHUTh MO
TenedoHy, a Apyroit — moctyunT B ABepb. OHK 06a Xopoiuy, HO B KOHKPETHBIX
CAyHasx Npu pasHbIX KOHOUTYpalusax cKaHMpyeMol MaliMHbl MOryT OBITH MOTY-
YEHBI pasHbie Pe3y/NbTaThl.

CyuiecTsyeT TPH METONA aBTOMATHYECKOro OIpeleeHMs YA3BMMOCTH: CKAHUpPO-
BaHKe, 30HIMpOBaHUE U umuTauns. B nepsoMm ciyyae ckaHep coBupaer uHbop-
MAaLMIO O cepBepe, MPOoBepsieT MOPThI, YTOOLI Y3HATH, KAKHE YCTAHOBJIEHbI CepBH-
ChI/IEMOHBI, M H4 OCHOBE MX BbIIaeT OTYET O MOTEHUMAIbHBIX OlIHOKaX.
Hanpumep, ckaHep MOXET MPOBEPUTH cepBep W yBUIETH Ha 21 mopry pabortaio-
wyto cayx6y FTP. IMo crpoke npurnamenus (eciau oHa He Obuia M3MEHEHa), Bbi-
IaBaeMOi CepBepoM MpM MONBITKE MOAKIIOYEHHS, MOXHO ONpele/nTh €ro Bep-
CH10, KoTopasi cpaBHMBaeTcs ¢ 6asoil mauHbix. W ecnu B Gase ectb yS3BMMOCTH
JUIsl TAHHOTO CepBepa, TO IOMb30BATE/IO BLIIAETCH COOTBETCTBYIOLIEE COOOILIEHHE,

CkaHMpOBaHME JAJIEKO HE CaMblil TOYHBI MpoLecc, MOTOMY YTO ABTOMATHYECKOEe
onpenesieHne Jerko oOMaHyTh, [a M ysS3BUMOCTH MOXeT He Obith. Hekoropbie
NOTPELIHOCTH B CepBUcaX NMpOsABIAIOTCH TONBKO MPH ONpPENeJeHHbIX HacTpoikax,
T. €. [PH YCTAHOBJEHHLIX BAMM napaMerpax owubka He oOHapyXMUTCs.

Ilpy 30HAMpOBAHUM CKaHep He obcleayer MopThbl, @ MPOBEPSET MPOrpaMMbl Ha
HaIMYME B HHX YA3BHMOIO Koza, DTOT MpoOLEecc NoxoX Ha paboTy aHTHBMpyca,
KOTOpLIii MpOCMATPHBAET BCE MPOrpaMMbl HA HAIMYME COOTBETCTBYIOLIEro KOxa.
Cutyauun moxoxme, Ho HCKOMbIE OOBEKThI pasHbIE.

MCTO,[I'. Xopoul, HO OAHAa M Ta Xe owubka moxer BCTpEYarbcsl B HECKOJbKHUX
nporpamMmax. M eciii Ko/l B HMX PasHblif, TO CKaHep ee He OBGHAPYXKHUT.

Bo Bpemst HMUTALMH MPOrpaMMa MOIENNPYET araku U3 csoeil 6as3bl gaHHbIX. Ha-
npumep, B FTP-cepsepe MoXeT BO3HHKHYTbH TiepenoxHeHue Gydepa npu peaiu-
3alMK onpeneieHHoN koMaHasl. CkaHep He OyleT BBISIBISTH BEPCUIO cepBepa,
a nonpoGyer BHIMOJHUTL WHCTPYKLMIO. KoHeuro e, 3To mpuBeieT K 3aBuca-
HUIO, HO BBl TOYHO By/IeTe 3HATH O HAMMYMM WM OTCYTCTBMM OLIMOKH HA HEM.

HMmurauus — caMblif JOJArMil, HO HaAeXHBIH crnocob, nmoTomy YTO €ciu Mpo-
rpaMMe yhanochk B3JIOMATh Kakoi-iaubo cepBUC, TO M y XakKepa 3TO MOJIYYUTCH.
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[Mpyu ycraHoske HoBoro FTP-cepsepa, KOTOpEI ellle HE M3BECTEH CKaHepam, OH
Oyner onpoGoBaH HAa yXe W3BeCTHble OWMOKM Apyrux cepsepoB. OueHb 4acTo
NpOrpaMMHCThl Pa3HbBIX (DUPM AOMYCKAIOT ONHW U TE XKe IIPOMaxu, Mpu 3TOM Me-
TOAOM CKaHMPOBAHMS AHATU3ATOP MOXET He HalTH MOJOOHYI0 YA3BUMOCTh TONb-
KO MOTOMY, 4YTO /UIst ZaHHOH BepCcHM HeT 3amucei B 6a3e HAHHBIX.

Korna nposepsiete cucremy, o0s3aTelbHO OTKIOYANTE ceTeBble 3KpaHbl. Eciu
6/I0KMPOBaH AOCTYT, TO CKAHEP HE MpPOTeCTHPYeT HYXHBbIit cepsuc. B arom ciy-
yae aHaIU3aTop cOOOWMT, ¥4TO OIMOOK HeT, HO peanbHO OHM MOryT ObiTh. Ko-
HEYHO Xe, 9TO He KPHTH4YHbIE OLIMOKH, €C/IH OHM MOA 3ALIMTON CETeBOro 3Kpa-
Ha, HO eC/IM XaKep Haimer mnoraiiHoit xox u oboiner Firewall, To ys3Bumocts
CTaHeT ONacHoi.

Jlaiite ckaHepy Bce HeoOXoAMMBIe TIpaBa Ha HOCTYN K TecTHpyemolt cucreme. Ha-
NpHMep, HEKOTOpbIe CYHUTAIOT, YyTo Hanbonee addekTHBHO yrateHHOEe CKaHMpo-
BaHWeE, KOTd MO CeTH MMHUTHPYETCs aTaka. D10 NMPaBUIbHO, HO CKOJNIBKO BPEMEHM
noHagobuTCs Ha NMPOBEPKY CTOWKOCTH naposieit anst yueTHbix 3anuceit? OueHb
MHoro! A ckaHupoBaHWe peectpa M (ailloBOi CHCTEMBI CTAHET HEBO3MOXHBIM.
INoaToMy NOKaNBHBLI KOHTPOAb MOXET AaTh Oojiee KadyecTBeHHBIN peay/ibrar.

IlpK oMCTaHUIMOHHOM CKaHMPOBAHMM TOJBLKO MPOM3BOAMUTCS MOMLITKA MPOPBATHCSA
B ceTb. Takol aHATH3 MOXET YKa3aTh Ha CTOHKOCTH 3allMTLl OT HaMaJAeHUs] W3BHE.
Ho no cratucritke GOJBUIMHCTBO BIIOMOB NMPOMCXOIMT M3HYTPH, KOTJA 3aperucr-
PHPOBAHHBII M0/1b30BaTe/lb TOAHHMAET CBOM NpaBa U TeM CaMbiM MOJyYaeT A0CTyn
K 3anpeleHHoi uHpopMauun. Xakep TOXe MOXET HMEeTb KaKylo-HHOYIb y4eTHyI0
3aMUCh ¢ MHHUMAILHBIM CTATYCOM M BOCMOJb3OBATHCS YS3BMMOCTAMM JUISL MOBbI-
weHus npas goctyna. [ToatoMy ckaHMpoBaHHe J0/KHO MPOMCXOANTb M IMCTAHLIH-
OHHO UIsi OOHAPYXKEHUsl MOTAIHLIX ABEPEH W JIOKAIbHO UIS BbISIRIEHUS olnboK
B KOH(HUTYPALMH, C MOMOLIBIO KOTOPBIX MOXHO H3MEHHTb MPUBHIETHH.

ABTOMATHYECKHME CKAHEephbl NpoBepsioT He ToubKo yaszsumoctu OC u ee cepsu-
COB, HO M CJIOXHOCTb MAapojisi, ¥ HMEHA YYeTHBIX 3anuceit. B aHaiusaTopax ectb
6a3a Haubosee YACTO MCMOMNb3YyEMBIX UMEH W naponeil, u nporpamma nepedGopom
nposepser ux. Eciu ynanock NpoHMKHYTH B CHCTeMY, TO Bbiaercs cooblieHue
0 CAMIIKOM NpoctoM napoje. OGA3aTeNbHO 3aMEHHMTE €ro, MoToMY 4YTO XaKep
MOXET MCITO/Ib30BATh TOT XK€ METOA M JIETKO Y3HAeT napaMeTphl YUeTHOMH 3arucH.

AHanuzarops! 6e30MacHOCTH MOTYT MCMOJIb30BaTh KAK XaKephl, TaK M aIMHUHHUCT-
patopsl. Ho 3anmaum y Hux pasHbie. OIHHM HYXKHO aBTOMaTHYECKOE BhIAB/ICHHE
OWHBOK WISl MOCHeyIouero MpUMEeHeH!s, a BTOPLIE UCIONB3YIOT METO/ C LENbI0
3AKPLITHS YS3BUMOCTH, NPHYEM XeJNaTeJIlbHO 9TO ClesaTh paHblue, YeM HauIeT u
Oyzer HCMONBL30BATh ABIPHI XaKep.

5.8.2. Banom WWW-cepBsepa

Ipu panome WWW-cepsepa ects cBon ocobeHHocT. Ecin Ha HeM BhIMONHAIOT-
csi CGI/PHP- uam uHble CKpUNTBI, TO B3JIOM MPOBOAMTCS COBEPUIEHHO MO-
apyromy. Jlnsi Hauana HyKHO TPOCKAHWPOBATH CEPBEP HA HAIWYME YSIBMMBIX
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CGl-ckpunToB. Bbl He nosepute, HO ONAThH XK€ 110 UCCIEAOBAHMAM PA3IUYHBIX
KommnaHuit, B MHTepHeTe paboTaeT GOMBLIOE KONMYECTBO 'IBIPABLIX" CKPHIITOB.
D710 CBSI3aHO € TeM, YTO Mpu paspaboTKe caiiToB M3HAYANBHO BHOCATCH OIIMOKM.
HauuHalomme nporpaMMiCTBl OYEHb PEAKO ITPOBEPSIIOT BXOMSILINE TMapaMeTpsl
B Hajgexie, 4TO IOJb30BaTe/lb He OydeT M3MEHSTb KOA CTPAHMYKM MJIM alpec
URL, rzne ceppepy nepenaiorcsi HeoOXOAMMBbIE AaHHbBIE JUISL BBIMOIHEHWS Kakux-
nnbo peitictBuit. Ho B 3Toil miaBe MbI yXe paccMaTpHMBaIHM, KAaK MOXHO Hakpy-
TUTb CYETYMK C [IOMOLUBIO M3MEHEHMs CTpaHWUMKH W noanenxku IP-ampeca
(em. pazd. 5.2). D10 cTao BO3MOXHBLIM OTOMY, YTO MPOrPAMMMCTBI IOHA/Es -
JIMCh Ha 106pPOCOBECTHOCTE MTOCETHTENEH. A 3pst.

Owubky ¢ napamerpamMu MMeNna OJHA M3 3HAMEHWTHIX CHCTEM YIpaBieHUsl caii-
tom — PHP-nuke. D10 HabGop cKpunToB, MNO3BOMIOLINX co3aaTh (hopyM, yar, HO-
BOCTHYIO JIEHTY M YMPaBiaTh CONEPXKMMBIM caiita. Bce napameTpsl B cKpuntax ne-
penatorest yepes crpoky URL Gpaysepa, u npocyer copepxancst B mapamerpe [D.
Paspaboruuki mpeanonaraiu, 4To B HeM DyleT nmepenaBsaThesi HUCIO, HO He TpoBe-
pstn 3T0. Xakep, 3HAIOLIMK cTPYKTYpy 6a3bl JaHHBIX (2 3TO He CJIOXKHO, MOTOMY
yro uexonubsie Kousl PHP-nuke noctynHel), jsierko mor nomectuts SQL-3anpoc
K Dase aaHHbIX cepBepa B napamerp ID M MomyyuTh NAaponu BCEX 3aperucTpupo-
BAHHBIX Ha caifte mosnb3opartenei. KoueuHo, kiuMeHThl OyayT 3auindpoBaHbl, HO
JUtsi paciunpoBKU He HA0 MHOIO YCHIIMIA, H 9TO MBI PACCMOTPUM YYTb I103XKe.

[Mpobnema ycnoxHseTcsi Tem, YTO HeKoTopbie s3biku (Hampumep, Perl) uzna-
YanbHO He OBUIH NpeaHasHa4YeHbl Ui MCIOMb30BAHUA B CETH lnternel. Hs-3a
3TOTO B HUX CYLIECTBYIOT OnacHble (pyHKUMM UTS MAHUMYJIUPOBAHHA CHCTEMOI,
M eclIH NporpaMMHUCT HEOCTOPOXHO MNMPHUMEHWI MX B CBOMX MOLYIAX, TO 310-
YMBIITEHHUK MOXEeT BOCIOJIb30BATHCS TAKOH HEOCMOTPUTENBHOCTLIO.

INoreHuManbHO onacHble (YHKUIMH €CTh MpPaKTHYECKH BE3[E, TONBKO B pasHblX
nponopuusax. EquHcTBeHHbIA Goee MM MeHee 3allMIIEHHBIN sA3biKk — Java, Ho
OH OY€Hb CHJIBHO TOPMO3UT CHCTEMY M TpebYeT MHOTO PecypcoB, M3-3a YEro ero
He oxoTHo ucnonb3yior WEB-macrepa. Ho naxe 3ToT SI3bIK B HEYKTIOKHUX pyKax
MOJKET IPEeBPATHTHLCS B DOJILLINE BOPOTA /Ul XaKepoB ¢ Haamuchio “lobpo nmoxa-
Josate!”,

Ho camas Gosbiuas ysa3BMMOCTb — HErpaMOTHBIN nporpaMmuct. Ma3-3a Hexsatku
CMENHMATHCTOB B 3TOil OOMAacTH, MPOrpaMMHUPOBAHHEM CTANM 3aHUMATLCH BCe,
KOMY He JieHb. MHOrMe CaMOyYyKH JIAKe He IBITAIOTCs 3anymarbea o Ge3onacHo-
CTH, 8 B3JIOMILIMKAM 3TO TOJALKO HA PYKY.

Mrak, Bawwsa nepBocTeneHHasi 3agaya — 3anacTuch napoykoii xopomux CGIl-
ckaHepos. Kakoit nyqiue? Orser oaHosHauynblit — BCE. Jlaxe camblif apsiHHOM cka-
Hep MOXET HaiiTH Opellb, 0 KOTOPOif HEU3BECTHO JaKe CAMOMY JIVHIIeMy Xakepy.
A rnaBHOE, YTO MO 3aKOHY MOTOCTH MMEHHO OHA OKAXKETCs! JOCTYITHOI Ha cepBepe.
[Mommmo 3TOrO, HYXKHO TMOCENIaTh BCE TOT XKe caiit www.securityfocus.com, rie pe-
TYJISIPHO BBIKJIAALIBAIOTCS OMUCAHMS YSA3BUMOCTEI PasiMyHbIX MAKETOB MPOrpaMm
s WEB-caiitos.
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Banom WWW uyepe3 noucKoBmk

3a nocneaumne 10 ner MHTEpHET paspoccst 10 TAKWX pa3MepoB, YTO HAWTH B HEM
yto-11ubo Ge3 xopoleit MOUCKOBOH CHCTEMBI CTAIO HEBO3MOXHLIM. [lepBeie cuc-
TEMbI [POCTO MHIAEKCHPOBAIM CTPAHMUIIBI 110 HX COAEPKMMOMY M MMOTOM HCMONb-
30BaJIM MOJy4eHHYI0 6a3y NaHHBIX U MMOMCKA, KOTOPLII 1aBajl odeHb npubiusu-
Te/bHbIE pe3yibraThl. ECiM BBECTM B KA4eCTBE KOHTEKCTa CJIOBO "“NyK", TO
pe3yabraToM GyIeT OrpoOMHOE KOJWYECTBO CAailTOB MO MUILEBOH NPOMBILIEHHO-
CTH ¥ N0 cTpeabbe U3 ayka. B GONBUIMHCTEE S3bIKOB €CTh CJIOBA, KOTOPhIE HMMEIOT
HECKOJILKO 3HAYEHHIT, U MO HUM MOMCK 3aTPYAHUTETEH.

TpobGiema He TOJBKO B ABYCMBICIEHHOCTH HEKOTOPBIX CJOB. ECTh MHOXeECTBO
IIUPOKO YNOTPEOAAEMBIX BBIPAKEHUI, 110 KOTOPHIM TOXE CJIOXHO IPOW3BECTH
TOYHYIO BLIOOPKY. B CBA3M ¢ 3THM MOUCKOBBIE CHCTEMbI CTalH Pa3BUBATLCA, W
TEeNnepb MOXHO A00aBAATh B 3aMpoc paziuyHbie napamerpbi. OAHON M3 caMbiX
MOILIHBIX SIBJSIETCSl TOMCKOBAasi cucteMa www.google.com. B Heil peamusoBaHo
MHOTO BO3MOXHOCTEH, ITO3BOSIIONIMX ceaaTh nouck Gonee TouHbIM. JKaib, ¥TO
GOJIBLIMHCTBO MMONb3oBaTeNell He OCBOMIM MX, a4 BOT B3JIOMUIMKM HM3y4HIH Bce
(YHKUHHK M UCTTONB3YIOT B CBOMX LIEJIAX.

OaMH M3 caMmbiX MPOCThIX CMOCODOB B3JIOMA — HAWTW C MOMOIbIO MOMCKOBOIM
cucteMbl 3akphiTyio WEB-ctpanulyy. Hekoropble caifThl MMEIOT 3aceKpeyeHHbIe 06-
J1acTH, K KOTOPLIM jaocTyn ocyulectBisiercs no mnapomo. Ciona Xe OTHOCHTCA
[UIATHBIE PECYPCHI, [I€ 3alIMTA OCHOBAHA HA MPOBEPKE Mapojsi MpH BXOIE, a He
Ha 3allliTe KAXKION cTpaHulsl U ucnonab3osaHum SSL. B takux cayyasx Google
MPOMH/IEKCHPYET 3anpellueHHbIe CTPAHMLIBI, M UX MOXHO Oy/eT IpoCMOTPETh Yepes
nouck. JUis 3TOro Bcero JUIIb HALO YETKO 3HAThb, Kakas MH(pOopMalus XpaHUTCS
B (haityie, H KaK MOXHO TOYHEE COCTABUThL CTPOKY MOMCKA.

Mouck nHAEeKCNpoBaHHbIX CEKPETOB

C nomoliblo google.com MOXHO HAHTM AOCTATOMHO BAXKHBIE AaHHbBIE, KOTOpbIE
CKPBITBI OT MOJb30BaTe/sl, HO MO OLIMOKe anMUHMUCTPAaTOpa CTAIM JOCTYITHBIMH
s uHaekcupylouteir MammHel Google. Bo Bpemsi noucka HYXHO NpasMIbHO
3anaBathk napamerpel. Hanpumep, MOXHO BBECTH B CTPOKY IMOMCKA CEAYIOLLYIO
KOMaHJLy:

'ogosoy oruer filetype:doc

HITH

l'opgopo oruer filetype:xls

W BBl Haitaere Bee AokymeHTl B chopmare Word unn Excel, conepxauiue ciosa

"Fonosoii oruer”. Bo3aMoxHO, IOKYMEHTOB OyaeT CIMILKOM MHOro, MO3TOMY 3a-
npoc NpUAeTcsl OrpaHM4YUTh CHJIbHEE, HO KTO MUIECT, TOT BCEria Halmer.
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Mownck ya3sBuMbIX CalTos

JlomycTiM, Bbl Y3HAIM, YTO B Kakoi-1ubo cucreMe yrnpasjieHHusl callToM nosisu-
Jack yassumocTb. Yo 210 3a cucrema? CyllecTByeT MHOXECTBO TUIAaTHBIX M Gec-
IUJIATHBIX TOTOBBIX MporpaMm, HanucaHHelx Ha PHP, Perl u apyrux sspikax u no-
3BOJIAIONINX CO31ATh caliT 6e3 ocobbiX yeuini. Takue cucTeMbl MOTYT BKJIIOYATh
B cebsi roToBbie peanusauui (HOPYMOB, TOCTEBBIX KHMI, JIEHT HOBOCTed M T. I.
Hanpumep, phpbb wiu ikonboard, KoTopele OYeHL CHJIBHO PaclpoOCTPaHEeHbl
B UHTepHeTe — Haubonee nomny/asipHele UCTIONHEHUS HOPYMOB.

Ecnn B xakoit-HUOyIb M3 TAKUMX CHELMATbHBIX MPOrpaMM HalIeHa KpUTHYecKas
yA3BMMOCTh, TO Bce caiiTel B MHTepHeTe, ucronb3ylolllue ee, IMOIBepraioTcs
ornacHocTH. BoJABUIMHCTBO aIMUHHUCTPATOPOB HE NMOMANHUCAHLI HA HOBOCTH M He
OGHOBJISIIOT CBOM CKPUIITBI, TIOATOMY OCTaeTCsl TOJBKO HAWTH HYXHBIA caiT M
BOCIOJIb30BATECS FOTOBLIM PELIEHUEM JUTSI OCYLIECTBIIGHUS B3IOMaA.

Kak HaliT caiitel unmu dopymsl, KOTOpBIE coepXar ya3BuMocTh? OyYeHb MpocTo.
Yaute Bcero ciieHapuit xeprsbl MoxHo onpenennts no URL. Hanpumep, koraa
Bbl NPOCMATpMUBaeTe Ha caiiTe www.invisionpower.com pasaen dopyMa, HCHO/b-
3yI01LIEro B KayecTse JBMxKKa Invision Power Board (MomiHas u HeBUOMMas HOcKa
oOBABIEHMIT), TO CTPOKA Apeca COAEPXKHT CIeAYIONINIi KOI:

http://forums.invisionpower.com/index.php?showforum=1

Teker index.php?showforum= OyAeT BCcTpedarhesl Ha JIOOOM caifTe, MCHONB3YIO-
mem i hopyma Invision Power Board. Ytober HaitTi caiitel, conepxamme 8 URL
NaHHBIH TEKCT, HYXXHO BBINOAHUTH B rnouckoBoil cucreme Google cremyrominit
3anpoc:

inurl:index.php?showforum

Moryt ObITh ¥ Apyrue ABHXKKH, KOTOPBIE MCIONB3YIOT 3TOT TeKeT. Ytobel othpo-
CUTb MX, HYXHO ellle 100aBUTh MOUCK KaKOTo-HMOynb ¢dhparMeHTa M3 CTpaHHMIL
Hanpumep, no yMom4aHHIO BHM3Y KaxXmoW crTpaHuubl dopyMa ecTh MOANKUCH
"Powered by Invision Power Board(U)". KoxeuHo xe, aiMUHHCTPATOP BOJEH U3-
MEHHTb HaJIIKCh, HO B OOJbLIMHCTBE ciy4yaes ee He Tporaior. MMeHHO Takoii
TEKCT MOXHO A00aBUTH B CTPOKY IMOWCKA, W TOrAA pe3yibTatoM OyAyT TONbKO
CTPaHMLIBLI Hy>)KHOTO HaMm Gopyma. IMonpobyiiTe BLIMOTHUTE CEAYIOLIMI 3arpoc:
Powered by Invision Power Board(U)

- inurl:index.php?showforum

Bl yBumute Gosee 150 Teicsiu caiiToB, peain3oBaHHBIX HA 3ToM aBHXKe. Teneps,
ec/iy MosBUTCA ys3BuMocThk B Invision Power Board, To BBI Jierko Haiinere XepTBy
VISl MCTIBITaAHUS ysi3suMmocTH. Jlajieko He Bece aIMHWHHUCTPATOPhl YCIEIOT JTMKBHIN-
poBaTh ommbKK, a HeKoTopsle BoobILe HE OYIYT MX HCMPABIATE.

IMonpobyiite sanyctuth nouck inurl:admin/index.php”, ¥ BBl Haiigere cToOALKO
MHTEPECHOT0, MTO @X MyX 3axXBaThiBaeT. Takue CChUIKM OYEeHb YACTO MCMONb3YIOT-
cd Ui yripaeieHus yeM-i11ubo Ha caite. ONbITHBIE AAMUHUCTPATOPHI 3aALIMILAIOT
UX MapoiisiMu, U, KOHEYHO, DOJILILMHCTBO U3 3THX CCbUIOK OYAYT HEAOCTYITHBI, HO
OTKPBIThbIE — MOTYT [TO3BOJUTE YHHUTOXUTH CAHT MOTHOCTHIO.
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5.8.3. Cepn un monort

Tawm, rne He ynanoch B3OMaTh cepBep € MOMOLUBIO, YMEHUS W 3HAHMWM, Bcerna
MOHO BOCIMOJIB30BATBCSI YUCTO pyccKuM Mmertonom "Cepna u Mostota”. 910 He 3Ha-
YHT, YTO CEPIT HYXXHO IMPUCTABIIATL K ropily aiMUHHCTPATOPa, & MOJIOTKOM CTY4aThb
no ero rojnose. IlpocTo Beeraa ocraeTcs B 3amace TyNnoi noudop naponei.

[Jasaiite cHoBa ofpatumcsi K cratuctuke. Bce ucciefoBaTeNbCKUe KOHTOPbI
NPULLIM K OIHOMY M TOMY XK€ BBIBOAY, YTO OONBIIMHCTBO HAYWHAIOILUMAX BIOH-
paioT B KayecTBe Mapojis MMeHa CBOMX JI0OMMbIX cobayek, Koleyek, AaThl poX-
JeHUs WM Homepa TenedoHoB. Xopouio MmogoOpaHHBIN CIOBaph MOXET CIOMATh
MpakTHYECKH JIOOYI0 cHCTeMy, T. K. BCerja HaliyTcsi HEONMBITHBIC MOJIb30BATENH
¢ TakuMu naponsmu. Camoe crpauiHoe, ecin y 3THX "yaiiHuKoB" GymyT mocra-
To4yHO Gosbuine npasa. MMeHHO MO3TOMY i PEKOMEHIOBAN BaM BbIOHpaTh CIOX-
Hble napoiu (em. paszd. 4.7.3).

Bet go cux nop ewe He Bepute MHe? JlaBaifte BCOMHUM 3HAMEHUTel1Iero "yep-
Bsi Moppuca", KOTopbiil MPOHUKAIL B CHCTEMY, B3/laMbiBas ee 1o crnosapio. Cob-
CTBEHHBII JIEKCUKOH 4YepBs ObUI JOCTATOYHO MAJICHBKUIT U COCTOSI MEHEe YeM U3
cra cnos. Ilomumo atoro, npu nepebope UCHONB3OBATUCH TEPMUHBL M3 CJIOBADA,
YCTAHOBACHHOTO B cucTeMe. Tam uX GbUTO TOXe He Tak yx MHoro. M Bor Graro-
napsi TAKOMY NPUMHTHBHOMY @ITOPUTMY, Y€pBb CMOT IOPA3uTh poManHelinee
YUCIO KOMITBIOTEPOB U CepBEepOB. 310 ObUI ONMH U3 CAMBIX MACCOBLIX B3jomoB!!!
Ha, cnyuyail gaBHUN, HO cpeaHWil npodeccHOHAIM3M MOAb3OBATENEH HE pacrer,
T. K. CPEId HUX MHOTO OTBITHBIX, HO IOCTATOMHO M HAYMHAIOLINX.

Taxkoit MeToa nepebopa o4eHb YAaCTO MCMOJIB3YETCS [UTS B3JIOMA [MOYTOBBIX SLLH-
koB, FTP-naponeit u ap. D710 AOCTATOYHO JOJTHi npoLece, HO eciau BhIOpaH
NEHCTBUTEILHO ITHHHBIN M CIOXHBIN MAPoJb, TO JaXe caMbIi XOPOLIHii cloBapb
XaKepa He BBIPYYHT.

Ho u B 3TOM c/iyyae He CTOMT pacciiabmaThes. Xakep MOXET BOCIONB30BAThCS MO~
HbIM TO00OPOM MO BCEM CHMBOJIAM. DTO OTHUMET B HECKOMBKO pa3 Golnblie Bpeme-
HH, HO, B KOHLIE KOHLIOB, MPUHECET MONOXHUTENbHbIA pesyastar. Yrobel atoro He
MPOU30LLIO, HYKHO YCTAHOBUTH KakKyio-HHOYIL cucTeMy oOHapyxeHHs arak. Xopo-
it ceTeBoi 5KpaH 6e3 npobieM BBIIRISET MOMBITKH noabopa U CHUrHaIM3upyer o6
aroM. Ybenurecs, yro saii Firewall copepxut nogobryio GyHKUHIO.

Ho npexie yem npuctynate K rnoabopy napoisi, HyXHO XOpOILO OTPENaKTUPO-
BaTh CIOBApH MMeH W maposneii. O4eHb BRXHO 3HATh, KaKyl0 CHCTEMY Bbl B3ja-
meiBaere. MmenHo s atoro Mel onpenensutd Bepeuio OC. Hanpumep, ecin 310
cepBepHBl Bapuant Windows, To xenaTelbHo, YTOOLI cpean JOrMHOB Obln "An-
munuctparop”. Hy a ecin aro Unix-nono6Has cucrema, To 06513aTeNbHO JA0JKEH
NpPUCYTCTBOBAThL "root”, a Bce uMeHa THMA "AaMUHMCTPATOp" HYXHO yOpaTh, no-
Tomy uyto B Unix-cucreMe TaKuX JIOTHHOB HE CO3MAI0T.

WmenHo Tak yvauie BCero mocrynalor xakepbl. Hanuume 3aBeioMO HW3BECTHOTO
UMeHH ynpoinaer noabop, T. K. OCTaeTcsl TONBKO HailTH maponb. YUTo6sr ycnox-

.
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HUTH AMOYMBILUIEHHUKY 3aia4y, HEOOXOAMMO U3MEHNTL UMEHA YUYETHBIX 3aiucei.
Ecnu BBl MCHONB3YETE CAOXKHBIA MMapoJib, TO JIOTHH MOXHO CAejarh MOMpoiile,
MNOTOMY 4YTO €ro JIy4lIie BCEro AEpXXaTh B IroJIOBE.

Hemnsioxo 6bu10 Obl BKIIOYHTL B CIOBAph JIOOBIE HMEHA M MMAPOJIH, MCMONb3yeMble
M0 YMOMYAHUI [UIsI Pa3HBIX cIyx0. OueHb YaCcTO anMMHHMCTPATOPSI 3a0bIBAIOT HIIH
MPOCTO JIEHSTCS] TIOMEHSATH MAPOM HAa CEPBUCHI, KOTOpPbIE 3aMylleHbl, HO HE WuC-
nosns3yores. OcobeHHO 3THM rpeliar aammuHucrparopbl Windows, 4TO CBA3aHO
C HM3KMM YPOBHEM 3HaHMU crneuuanucros, paboraroumx ¢ 3toit OC. Hanmpumep,
a crankupancs ¢ MS SQL Server 7.0, B KOTOpOM BKJTIOUEHA BCTPOEHHAs yderHas
3anuck "sa", u npu sroM abeconiotHo Ges mapons. HasepHoe, nostomy Microsoft
cobupaerca ybpaTh 3TO UMS B HOBOW BepcUM cBoero cepsepa 6a3 MaHHBIX, a yXKe
B SQL Server 2000 Ha kaxaoM Luary npeaynpexuaeT, YTo HYy)KHO YKa3biBaTh NMapoiib.

UHorna cnoxXHble mapoiu MOLYT ChirpaTh 31yio wytky. Eciau ciydaitHo 3ab6biTh
WIIM TIOTEPSATH JIMCTHK C MApoJeM, TO B CUCTEMY He/lb3sl OYIET BOMTH M caMOMY.
B stoMm ciyuyae mpuxoautcs coGCTBEHHOPYYHO B3MaMbIBaTh cUCTEMY mepebopoM.
Bnaro, 4to Bbl XOTb NPUOGIM3UTENBEHO 3HAETE CBOW Mapoiib, U MOXHO YIPOCHUTh
3amavy, Cy3uB KOMHYECTBO BaApMAHTOB.

st nonBopa naposisi si onsATh Mory nocoserosarb Shadow Scan wiu CyD NET
Utils (BriioyeH o4YeHb XOPOLIMI FeHepaTop cjioBapeil U peanu3oBaHbl rmoabop-
LIMKH [TO0 BCEM OCHOBHBIM TTPOTOKOJIAM [UISl COOTBETCTBYIOLIMX CEPBUCOB).

5.8.4. JllokanbHasa ceTb

BanoMm B n0KanbHOH CeTH MOXKET ObITh MPOLUE 0 MHOTHM MPUYMHAM:
0 KoMIBIOTEpE! MOAKIIOYEHBI [0 CKOPOCTHOMY coeauHeHuto ot 10 M6ut 1 Beie;

ecTb BO3MOXHOCTb MPOCIYIINBaTh TPAGHK APYrHX KOMITBIOTEPOB B CETH;
MOXKHO CO3/1aBdaTh MOIACTABHLIE CEPBEPDI;

aoaaa

QYEHb PEAKO HCMOJL3YIOTCA CETEBLIE DKpaHbl, NOTOMY 4YTO UX CTABAT B OCHOB-
HOM [epel BLIXOAOM B MHTEPHCT.

PaccMoTpuM pasiiMuHbIe BapUaHTHI B3JOMOB, KOTOpbIE MONYYHIM Haubosbiiee
pacrnpocTpaHeHHe. !

Mpocnywmsaxue Tpacpmka

B nokansHoit cetn ecth cson ocobeHHocTH. CoelMHEHUSI MOTYT OCYILECTBISTHCH
pasnuyHbiMH criocobamu. OT BBEIOPAHHOIO TUMA TOMONOIMHU 3aBUCHT UCIOJbL3ye-
MbIit BUIL KaGens1, pasbeM W ucnonbiyemoe obopynosanue. [pu noakioueHnu o
KOAKCHATbHOMY Kabesio MOryT MCIOJNb30BaThCs [IBE CXEMbL: BCE KOMIIBIOTEPBI
0OBENUHSIOTCS HANPAMYIO B OfHY oBuiylo wHHY (puc. 5.15, a) wiM Konblo
(puc. 5.15, 6). Bo Bropom ciyuae KpaitHie KOMIBIOTEPLI TOXE COETHHEHBI MEXKILY
coboif (Ha pucyHKe NoKazaHo NMYHKTHPHOH JMHUEl), W Korna oHu obMeHHBaloTCs
JIAHHBIMM, BCE MAKETHI MPOXOAAT YEPE3 CETEBYIO KAPTY COCENHEro KOMIBIOTepa.
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Computer 6

Puc. 5.15. [1ge cxembl coeguHeHUs KOMNLIOTEPOB (8 — oBuwas wuHa, 6 — Konkuo)

Ecin menoneayercs Takasi TOMONOTUS, TO Bech Tpaduk obsi3aTeibHO MPOXOAUT
yepes Bce KommnbloTeps! ceti. [loyemy xe Boi ero He Buaute? Ipocto OC 1 ce-
TEBOW aaTep CroBOPMIMCH M HE MOKa3bBalOT 4yxoi Tpaduk. Ho eciu ouyeHb
CHJIBHO 3aXOTeTh, TO, BOCIOMb3OBABUIUCHL MNpOrpaMMoii-cHugepoM, MOXHO WM
NpOCMOTPeTh BCE JAaHHBIE, TPOXOMSIIIHE MHMO CETeBOI KapTOUKH, AAXe eciiu
OHM TpeAHA3HAYEHbI HE BaM.

Ipu noakmoueHnn K MHTEpHETY ¢ moMolblo cHUdepa MOXHO YBUAEThL TONBKO
cBoit Tpacuk. Yrobbl MO3aMMCTBOBATE YYXKYI0O MHGOPMALIMIO, HYXHO CHavaia
B3JIOMaTh CepBep NMpoBaiijiepa, a Ty/ia yXe nocTtaBuTh cHUdep U cMOTpeTh TpaduK
BCEX KIMEHTOB. DTO CIMIIKOM CJIOXHO, 103TOMY croco® uepes cHudepbl me-
MOJB3YIOT Yallle BCETo B TOKAJIBHBIX CETSIX.

CoeauHeHue 1Mo KOAKCHATLHOMY KaGemio BCTpeyaeTcst BCe pexe, NOoTOMY YTO OHO
HEHAJIeXKHO M [TO3BONISIET NepesaBarh JaHHble MAaKCHMYM Ha ckopoctn 10 Mout/c.

IMpu obbvennHeHNH KommbloTepoB yepes xad (Hub) man kommyrtatop (Swich) uc-
nojib3yercss TOMoOJOrMs 3Be3ma (cM. puc, 5.16). B arom ciyuyae KOMMBIOTEPSI
C MOMOLIBIO BUTOH Hapel MOJYYaloT OfHY 0OILYIO TOYKY.

Ho ecnn B ueHTpe crout ycrpoiietBo THna Hub, To Bce nakerst, npuiueaniue
C OIHOTO KOMIIbIOTEPA, KOMUPYIOTCS HA BCE Y3bl, MOAKIIOYEHHBIE K 3TOMY Xaby.
B cnyyae ¢ koMMmyTaTopoM MakeThl OyAeT BHAETh TONLKO MONYyYaTesib, MOTOMY YTO
Swich uMeer BeTpoeHHBIE BO3MOXKHOCTH MaplupyTH3alliM, KOTOPBIE PEaTn3yIoTCs
B OCHOBHOM Ha yposHe MAC-anpeca. B iokanbHOI ceTy, akKe e Bbl OTIpaBisieTe
nanHbie Ha IP-agpec, ucnonb3yercs ¢pusnyeckuii ampec Komnbiotepa. Ilpu pabore
yepez MHTepHeT Beerpa ucnonb3yercs [P-anapecauns, 1 Ha 5TOM ypoBHe paboTaioT
JlTeKO He Bce KOMMYyTaTopsl. [ist Toro 4Tobbl MakeThl MPOXOAWIN MO MPaBUILHO-
My MYTH, HYXKHBI YXe Goilee MHTe/IeKTYalkHbIe YCTPOICTBA — MaplpyTH3aTOphEL.
OHM TaKKe nepefaloT Habop AAHHBIX TONBKO HA OMPENSNCHHYIO MAIUWHY WK
JpYrOMY MapLUpyTH3aTopy, KOTOPBIIA 3HAET, (1€ HAXOAUTCH KOMIIBIOTED MOJIyHaTe/Is.

Takum o6pazoM, NpH MCHOAB30BAHUN KOMMYTATOPOB B JIOKAJIBHON CETH W M3-3a
mapupyrusain B MiHTepHeTe NpocC/iylinBaHHe CTAHOBHTCS Oojiee CIOXKHBIM,
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W ISl BBITIOJIHEHUS 3TOH 3a1a4u cHudep A0IKEH HAXOAMTHCSH HA CAMOM KOMMY-
TATOpPE WIH MapLIpPyTH3aTOpE.

RS

\
1
L
.

Pue. 5.16. CoeguHenne 4yepea xab unu koMmyraTop

PaGotarh ¢ makeTaMu JOCTATOMHO CIOXHO, MOTOMY YTO B HUX COHEPXKHUTCS Tpyi-
Has s BocrnpuaTHst MHbopmaums. Bonblioi Kycok aaHHbIX pasbusaercs Ha
HECKOJIbKO TaKeTOB, W Bbl Oy/IeTe BUIETh TOJBKO OTIE/NbHBIE €€ YaCTH.

Ceityac B CeTH MOXHO CKayaTh rpOManHOe KOJTHYECTBO CHHUGEPOB M AOMOTHEH U
K HiUM. BceBoamoxHble BepcHH "3aTOYEHBI" MO PasHble HYXABL, H TYT Heobxo-
IMMO BbIOMpATh MMEHHO M3 3THX coobpaxeuuii. Eciu Bbl MINeTe HEmocpencr-
BEHHO Maponu, TO Bam TpeGyercss cHHdep, KOTOPbIif YMEET BBIIEATH AaHHbBIE
0 peructpauuu u3 obiiero Tpaduka ceru. B npuHUKNE, 9TO HE TAK CIOXKHO, ec-
JIW y4ecTb, YTO Bce naponu u Jiobas nudopmauus nepeceinaerca B MHTEpHET B
OTKPBITOM BHE KaK TEKCT, €c/in He ucnonbayercs SSL-nporokon.

[MpenMmylLecTBO OT HCNONB30BAHMA CHU(EPOB NMPH B3NIOME B TOM, YTO OHH HHKAK
He BJMAIOT HA arakyemylio MalliiHY, a 3HAYMT, BBIYHCAMTH €r0 OYEHb CJIOXHO.
B GonblIMHCTBE ciiydyaeB AaXe HEBO3MOXHO Yy3HaTh, YTO Baul TpadHK KeM-TO
npoc/ylMBaercs B MOMCKax naponeit.

OnHAKAB MHE 3AKA3AIH ONPENeNUTh NPOTOKON OBLUEHHsS MPOrpaMMbl C YCTPOik-
creoM. @upma 3amiatuia Gonbline ASHBIM 3a annaparypy, KoTopasi 10JKHa Obl-
Jla CHUMATh TOKA3aHHUs C BBITIYCKAEMON NMpOAYKUNH W rNepenasaTbh MHGOpPMALIHIO
B KoMnblotep. Ho nocrasnsiBiiasicsi B KOMIUIEKTE MPOrpaMMa HE MOAXOAWAA /UIst
atux Hyxia. s Hanmcanus coGerTBeHHBLIX Monyineil TpeGosanuch GubGmHoTeKH,
KOTOpbie ObUTH JOCTYNHBI HA cepBepe NMPOW3BOAMTENS, HO HE MMEeNH MCXOAHBIX
kogoB. TloaToMy Ha MX OCHOBE PEeaANH30BaATH MOAXOMSILLYIO YTHINUTY ObUIO HEBO3-
MoXHo. [Uig onpeneneHusi MPOTOKONA MHE TpeGoBanock PelluTh UMEHHO 3Ty
3agavy...
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Casi3p obecrnieynBanach uepes npocroit ceresoit uHtepdeitc u nporokon TCP/IP.
A nmonxmiounn cHudep U Mpociyian Bee NakeThbl, KOTOPBIMH 0OMEHHBANOCH YCT-
poiicTBo co craHmapTHoi nporpammoii. [MoroMm Hamucan cobcTBeHHBIN MpocTon
npuMep, 4ToObi yoeauThes B paboTocnocoOHOCTH Onpee/ieHHOro MHOH MpoTo-
KoJia, U nepenan mojydyeHHylo MHgopMaumio npeacrasurento dpupmel. Komnanuu
9TO CTOWJIO JIMUIHKMX [eHer, a Belb HE TaK YX M CIOXHO ObIIO CaMOCTOATENILHO
npociayuars Tpadux.

XKanb, uto cHucbephbl He MO3BOJSIOT U3MEHSTh NMaKeThl. Mbl MOXEM TOJIBKO YBHU-
JIeTh Tiepe/iaBaeMble IPYTMMH KOMIIbIOTEPAMH JaHHBIE.

MopcraeHoh appec

MBI yKe roBOPHJIM O TOM, YTO CETEBbIE SKPAHB! Pa3pellaloT WK 3aMpeilanT 1oc-
Ty nonb3oBarejieit Ha ocHose nipasuia. Ho Gnokuposarh abconioTHO Bee obpa-
IeHHs K J1106bIM mopram He Beeraa yaobHo. Hanpumep, foctyn K ynpasasiommm
nporpaMMaM MOXHO COXpaHHWTh [Uis onpexneneHHoro IP-ampeca, ¢ koroporo pa-
6oraer ammuHuctparop. Jlioboll, Kro momblTaeTcd ¢ ApPYroro ampeca BOWUTH
B 3afpelieHHy0 0baacTb, OyIeT OCTAHOBIEH CETEBbIM KPaHOM.

Ha nepsbiii B3rasan, 3amura GesynpeuHa. Ho cyluecTyeT Takoii MeToa aTtaku, Kak
cryduHr, KoTophlil noapasymesaet roanenky IP-axpeca asropnM3oBaHHOro Mojib-
3oBate/ifi M BXOO B 1ITYpMyeMblit ceppep. Crapble ceTeBble 3KpaHbl (Ia M nelie-
BbI¢ COBPEMEHHBIE) HE MOryT onpeiaenuTh (halbIIMBbIi agpec B nmakerax. Xopo-
urmit Firewall moxer HanpaBuTh ping-KoMaHOy KoMmMmbloTepy, 4Tobbl ybeawrscs,
YTO OH BIUIIOYEH, ¥ UMEHHO OH MbITAETCS 3AMPOCHTH HYXHBIE PECYPCHI.

DuKTUBHbIN cepBep

B nokanbHOl ceTH HAMHOrO MpOlle MPOU3BOANUTEL ATAKY Hepe3 MOJACTABHBIE cep-
Bepbl WK cepBuckl. Hanpumep, ofiHa M3 3HAMEHMTBIX aTak 4yepe3 HEKOPPEKTHbIE
ARP-3anucu MoXeT ObITE BOCITPOM3BEeHA HMEHHO B JIOKATbHOI CeTH.

Kak mbl yxke 3HaeM, Koraa Bbl obpauiaerech K Kakomy-inbo kommsiorepy no IP-
anpecy, cHavana onpenensiercs ero MAC-anpec, a moToM yXe Ha HEro OTchUIaeT-
csi coobueHue. Kak onpenenute MAC-anpec, Korga HaMm HEW3BECTHO, KaKOil
ceTeBoit MHTepdeiic ycTraHoBIeH, a Mbl 3HaeM Tonbko IP? [lis sT0ro nenosibayer-
csa npotokon ARP (Address Resolution Protocol, nportokon paspeiueHusi anpe-
COB), KOTOPBI pacchulaeT LIMPOKOBELIATEIbHBII 3aNpoc BceM KOMMBIOTEPAM ce-
TH M BBIICHSIET, TIe HAXOMMTCH K3eMIUIApP ¢ yKasaHHbM IP-ampecoM. B arom
nakere 3anonHeH Tonbko IP-agpec, a Bmecto uckomoro MAC-anpeca ykasaHo
snauyenne FFFFFFFFFFFFh. Ecau B cetu ecTh KoMIbioTep ¢ 3anpotueHHbIM [P,
TO B OTBeTHOM nakere Oyaer ykasan MAC-anpec. Pabora ARP-nporokona npo-
MCXOAUT HE3aMeTHO [Uls MoJib30BaTe/isAs. B mpoTHBHOM ciiyyae OTBET MOXET MpH-
c/laTh MaplUpyTH3aTop, Kotopslit coobuiut ceoit MAC-anpec. Torza kommnbioTep
Oyzer obMeHuBaTbes JAaHHBIMKM ¢ HUM, @ TOT YK€ B CBOIO ouepelb OYIeT nepechl-
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NaTh NAKeThl AATBIIE B CETh WIM APYrOMY MapLIPyTH3aTopy, TMOKA OHM He J0C-
THTHYT MOMYYaTenst.

A 4TO ec/IM OTBETHT He TOT KOMIbIoTep, a apyroi, ¢ uueiM IP-anpecom? Bens
B JIOKQIBHOM ceTH nepenava ocyuecrsisiercsi mo MAC-agpecy, 1Mo3ToMy naker
MOJAYYUT TOT KOMMBIOTEP, KOTOPLIH OTKAMKHETCS, BHe 3aBucumocTH or ero [P.
[Monyuaercsi, 4To 3anaya xakepa — BbiuMcauTh ARP-3anpoc U oTBeTHTL Ha Hero
BMECTO peanbHOro aapecara. Takum o6pasoM MOXHO MepexBaTHTL COeANHEHNE.

JonycTtuM, YTO KOMIBIOTEP 3arpocui coennHerue ¢ ceppepom. Ecnu mbr oTse-
THM HA HEro W CIMYJUPYEM 3arpoc Ha BBOJ MapameTpoB JUIs BXOJId B cepeep, TO
napons Gyner nepexsavyeH. ClIoXHOCTH TAKOTO METOAA B TOM, YTO BPYYHYIO €To
pPEATH30BaTL NMPAKTHYECKH HeBoamoxHO, Ui 3TOro Hy)XHO nucarth COOTBETCT-
BYIOILYIO NIporpaMmy, a Tyt 6e3 3HaHusl NporpaMMHpPOBaHusl He 0GONUTHCH.

EcTb elue oAuH HIOAHC, O KOTOPOM CTOMT ynomsiHyTh. [lociie Toro Kak KOMIEIO-
Tep onpenenus Kakoi-nubo dusuveckuit anpec, To coorsercteue MAC u IP co-
XpaHsieTcsi B JIOKIbHOM Kaule. Y Bac ecTb BO3MOXKHOCTb YNPABIATh 3TUM K3lleM
¢ MOMOUIbIO YTHINTHL arp, BerpoeHHoi B OC, OHa sanyckaercss U3 KOMaHIHOM
CTPOKH M He coBceM ynobHa. Bosee nouxosileil s cYuTai0 yXKe He pas OmMCcaH-
Hyto muoio CyD NET Utils. 3anycrure ary nporpammy u Bbibepure meHio Manage/
IP ARP. Tlepen BaMu NosiBUTCS OKHO, B KOTOPOM MOXHO NPOCMATPUBAaTh TEKY-
ee coxepxxumoe Tabanibr ARP-3anuceit, 106aBIsTh U YAAIATH HUX.

Korpa el Bpyunylo nobasisiere 3anuck ARP, 1o ona craHoBuTCH cTatmyeckoil M
MoOXeT ObITh yaajieHa U3 cUcTeMbl TONbKO pykamu. Ecim 3anuce Obuta cosmaHa
ABTOMATHYeCKH, TO OHA CYMTAETCH AMHAMWYECKOI U yepe3 onpeaejeHHOe BpeMs
yHansiercs cucTeMoi.

C rakum xe ycriexoM MoxHO noamenats DNS-szanpocei. Eciu ARP-nporoxon
npeaHasHadeH st npeobpasosanus IP-anpeca B MAC, To DNS conocrasnsier
cuMBOJbHbIE UMeHA u [P-anpeca. 3azava Ta xe camasi — HCMONb30BaTh NapameT-
pbl KOMMbLIOTEPA, KOTOPbIA Oyier nepexsarsiBath DNS-3anpockl, ¥ nomaensisath
orBer. TakuMm cnocobom ObUIO NMPOBEACHO YXKE HECKOJbKO WIHPOKOMACIITAOH bIX
M 3HaMeHUTBIX arak B MHTepHere.

OcHoBHas lejib, KOTOPYIO MOXET Mpec/ieloBaTh Xakep, — MepeHarnpasieHue Tpa-
duka Ha cebst s BHISIBNEHMS NAPOAS WM TepeaipecalMi NAKeTOB HA Apyroit
cepsep. Ecan nepenpasuts Bech Tpadmk Kakoro-inbo DNS-cepsepa Hanpumep, Ha
www.yahoo.com, To naxe mouttbiit WEB-cepsep Yahoo He BbliepXuTt Takoro xo-
JIMYECTBA 3aMPOCOB W MOXKET 3aBHCHYTH WIH MPOCTO MepecTars oTkiukarscs. Ho
3T0 yXe u3 cepus arak DoS, o KoTopbiX Mbl oroBopum nos3xe (cs. pasd. 5.8.6).

5.8.5. TposH

Hcnons3oBatue TPOSIHCKUX NMPOrpaMM — camblit MIyNbiif ¥ HEHAAEXKHbINH B OT-
HOLIEHHHM AIMUHUCTPATOPOB ceTeit crnocob, HO IS MPOCTHIX Nojib3oBarenei Mno-
NOWUIET, MOTOMY YTO UM NpOUIE MOAGPOCHTL CEPBEPHYIO YaCTh MporpaMmel. XoTs
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cpeau aAMWHMCTPATOPOB BCTPEYAIOTCH HempodeccHoHaNbl, HO HA TAKWE LIYTKH
yXXe Mano Kro monagaercd. Ho KTo ckasai, uTo B CE€TH CYIIECTBYIOT TONbKO OHM?
EcTb elle Ky4ya npocTeX MONb30BATEeH ¢ OONbIIMMH NIPUBUICTHAMA W HOBEPUM-
BOM ayuioit. BoT MMEHHO UX U HAMO TPOSHMTD.

TposiHckass mporpaMma COCTOMT W3 IBYX 4vacTeil — KiueHT u cepsep. Cepsep
HYXKHO TNMOADPOCHTH HA KOMIMBIOTEP KEPTBBI M 3aCTABUTL €ro 3amnycTUTH <aiin.
YHaue Bcero TposHcKas MporpaMma MNpoMUCHIBAETCS B aBTO3arpy3Ky M cTapTyer
smecte ¢ OC u npu atom HesameTHa B cucteMe. [locjie 3Toro Bbl NMOAKIIOYAETECH
K CEPBEPHOH YacTM C TMOMOWIBI0O KJIMEHTA W BBHINOJIHACTE 3aT0XKEHHbIE
B MporpamMmy AeicTBus, HallpuMep, repesarpyska KoMIbloTepa, BOPOBCTBO Napo-
el u T, I,

Kak 3abpaceiBaTh TpostHCKYI0 nporpamMMy? Camblil pacnpocTpaHeHHbI cnocod —
roytoBbiil AluK. [pocro paere ucnonHseMomy (aiily cepBepHoil YacTH Kakoe-
HUOy/Ib MpuBIEKaTelbHOE MMSI W OTNpasisere cooblieHue xepree. B Tekcre
nucbMa JOJDKHBI OBITH MSITKME, HO 3aMaHUYMBBIC NMPHU3bIBbI 3aMyCTHTh MPUKPEr-
neHHBbli ¢aill. DTo TO Xe camoe, YTO M PAacrpoCTPAHEHWE BHPYCOB, MUCHMA
C KOTOPBIMU MBI BUAMM KaKIbIH JeHb B CBOMX fluMKax (cm. pazd. 4.7.1). Eciu
MoJIL30BATENb 3aMYCTUT CEPBEPHYIO0 YacTh, TO CUMTAITE, YTO Bbl CTAM LIAPEM HA
ero Komnblotepe. Tenepb Bam OyleT AOCTYITHO BCe, YTO MOXET JUisl Bac cAeaaTthb
©0eBOil KOHb. :

Kakoe nate umsi, 4toBbl 3auHTEpecoBarTh noyib3oparesn? OueHb MPocTo, U Mbl 00
9TOM TOBOPWJIM MPH PACCMOTPeHUH Oe30macHocTH cucTeMbl (em. paszd. 4.1.2).
Windows o4yeHb YacTo He MOKA3bIBACT PACIIMPEHHUs] BCEX 3aperucTpPUpPOBAHHBIX
B cucreme TUnoB ¢aitios. Ecnu Bel Hazosere daitn Anna_Kurnikova.jpg.exe, To
OC cnpsiuer nocneaHee pacuiupeHde (exe), u mo0oi MOTB30BATENb MOAYMAET,
YTO BHAMT KapTUHKY. JL1st Gonbluell HANEXKHOCTH JIyyllle TIPHCBOUTH TAKOE MMSI:
Anna_Kurnikova.jpg exe. B 3toM cityuae, [axe eciu pacllupeHue He npsiuercs
o yMOJIYaHHIO, ero BCE PABHO BHUIHO HE Byner.

MHe JBaXIbl NPUXOAMIOCH 3a0packiBaTh APY3bsIM TPOsiHA Yepe3 MOUTOBbLIN SILUMK,
u oba pasa nmpouecc npoiuen ynayHo. [epsolit pa3 3170 Npon301LUI0 HA CIOp, KOTa
MOW IpyT cKasai, 4To §l He CMOTY 3apasuTb ero KOMIbITEp TakuM criocobom. Bro-
poit pa3 sl co3qal TPOSIHCKYIO NMPOrpaMmy, ¢ MOMOLIBIO KOTOpOi cobupaics mnoj-
LWIYTUTE HAA MOHMM 3HAKOMBLIM. HJISI 3TOTO H{ HMCMNONB30BANT OYEHBb nmepecnb:ﬁ "
a¢hbekTuBHBIN MeToa. MBI yKE TOBOPHJIM O TOM, YTO HENb35l OTKPhIBATh HUKAKHE
chaiinbl, NPUKpEIUIeHHBIE K MUCEMY (0coBeHHO OT He3HAKOMBIX Jitoaeit). BoibimnH-
CTBO OTLITHLIX MOMbL30BATENEH VKE NaBHO CJEAYIOT 3TOMY [PABUITY.

HMrak, 4Tobbl MoNB30BATENb 3ANYCTHA HYXKHYIO MPOrpaMmy, HY>KHO 3aCTaBUTh €ro
CAMOTO CKayaTh M 3aMyCTHTh HYXHBIH UcnonHsAeMsbli daitn. A ornpaBui MUCBMO,
B KOTOPOM TNpOpeKIaMipoBai GecriaTHyio nNporpaMmy, KOTOPYIO MOXHO CKayaThb
C 3apaHee cos3laHHOro MHOI0 caiita. [1aBHoe — BbIOpaTh ee MMsl, YTobBI OHO 3a-
MHTEpECOBAIO MNofb3oBarens. Hanpumep, eciu Xeprea JOOUT pHCOBATh, TO
MOKHO NPeUIoXUTh cKavyaTh HOBIN rpaduueckuii acdexr.



278 ' nasa 5

TluceMo moMKHO BBINISAAETh Kak criaM. CKonbko Gbl HE FOBOPHJIM, HO BCE MEI
YUTaeM WM XoTsi OBl 3amisibiBaeM B Takue coobuieHusi. Eciim cpasy sauHTepeco-
BaTh XepTBY, TO OHA 00f3aTeJIbHO BEIMOJHUT Bauly rpockby. BosmoxHo, nepsoe
MUCBMO NonajueT B KOp3uHy, HO XoTsl Obl B TpeTHil pa3 oHo Oymer MpouYMTAHO, M
BBl f100beTEeCh HYXKHOrO pesynbprara, bonee Tpex MOMBITOK MOXHO HE A€1aTh, MO-
TOMY YTO WJIM Y KEPTBbl CTOMT IOYTOBBIH (DUIBTP, HIM BBI €r0 HE 3aUHTEPECOBa-
Ju. HyXHO NpUIyMbIBaTh HOBYIO MPOTPAMMY U COMHHSATH APYroe MUCEMO,

Yrobel kepTBa HHUYEro He 3aMoNO3puid, CalT AODKeH BBINISNETh KAK MOXHO
npodeccHOHANBHEE, COAEPXKATh ONMWCAHME BO3MOXHOCTEH cKaympaemoil mpo-
rpaMMBbl B CHUMKM 2KpaHoB. Bes ata mHGopMauus Oepercst ¢ peanbHOro cakita
Kakon-HU6yb He 04YeHb 3HaMeHUTON UPMBI W MTPOrpaMMHUCTA-OAUHOYKH.

O6a mMoMX TOBapHIlia MOMNAINCh HA 3TY YINOYKY, W MPH 3TOM OHHM OYEHb XOPOIIO
3HAKOMBI CO BCEMM METOAAaMM NMPOHHKHOBEHUN BUPYCOB B cucTemy. Koneuro ke,
TIpU OTMPABKE CEPBEPHOI HacTH $i MCIIONB30BAT AHOHMMHOE MUCHEMO, 4TOOBI Me-
Hs1 He Beruucaunu. Takum obpasowm, si nosaboruics, yrobbl daitn 3anycTHIH, H
CKPBUI HCTOYHHMK TMPOMCXOXKIEHHS TPOSIHCKOI ITPOrpaMMBI.

JaHHbit METOI OYeHb CIOXEH, T. K. TpebyeT MOCTATOMHO BPEMEHM M CHI Ha
MOATOTOBKY, CO3MaHue caiiTa, pasMelleHHe Ha HEM CepBepHOIl YacTH TPOsIHA.

Ecnu TposiHcKasi mporpaMMa Harpas/ieHa Ha BOpPOBCTBO Mapolieit, To mocjie 3apa-
KeHHsl OHA MOXET HE3aMeTHO /UISl MOJIb30BaTeIsi BhICIATh MHUCEMO ¢ daitiom na-
poneii Ha onpegeneHHblit E-mail-agpec. [MpodeccroHansl jerko HAXoAT Takue
azgpeca (c MOMOLLBIO OTTAIKW MPHIOKEHUS), HO HA OTOM BCE OCTAHABIMBAETCS.
IMpodeccuoHanbHbIE XaKepsl HE [YMbl, W LA TPOSHCKMX MPOrpamMMm perucrpu-
PYIOT TIOYTOBBIE agpeca Ha GecrIaTHBIX cepBUCAX, MPU ITOM YKA3bIBAETCHA JIOXK-
Hast nHGopMauus o Biaensue. 3MOYMBILIEHHUK 3aBOAMT MOYTOBHIM ALMK WK
MPOBEPSIET €r0 HA MpPEeAMET MUCEM ¢ MAPOIAMH TONBKO Yepe3 AaHOHUMHBII MMPOKCU-
cepBep, U y3HaTh peanbHbiit [P-anpec yenoBeka CTAHOBUTCA OYEHB CJIOXKHO.

TposiHbl noay4nnu Gonblioe pacnﬁom‘paﬂeﬂue 13-3a TOTO, YTO BBEIMHCIUTH ABTO-
pa npu cobMI0NEHUH MPOCTBIX MPaBWJI AHOHMMHOCTH He mpocto. Ilpu 3ToM Hc-
TMONL30BaHUE CaMUX MPOrpaMM CTalo NPUMHUTHUBHBIM 3aHaTHeM. Ceituac maxe
He Hano OBITh NpPOrpaMMMCTOM, YTOOBI CO3IATh CBOIO COGCTBEHHYIO MpOrpaMmy,
JOCTATOYHO BOCIMOJIB30BATECA JIIOOBIM KOHCTPYKTOPOM, KOTOpBIX ceifyac B MH-
TepHere npepoctarouHo. CameiM 3HaMeHUTHIM ctan Back Orifice, 6narogaps ko-
TOpoMY OBUIO MPOU3BENEHO O4YEHb OOJBIIOE KOMMYECTBO B3JIIOMOB,

CepsepHas yacth TposiHa Back Orifice: yeraHapnuBaercsi 'Ha KOMIMBIOTED KEPTBbI
U [103BOJISIET XaKepy BBINOIHATE CAEAYIOUINE AeHCTBUS:

O ocylecTBAATh JOCTYT K XKECTKOMY JHUCKY YAANeHHOIro KOMMbIOTEPa;
O penakTUpoBarh peectp;

0O 3anyckaTh NPOrpaMMbl Ha YYXKOM KOMITBIOTEPE;

O orcnexXwuBarh BBEOEHHBIE Tapoiu;
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0O xkonupoBaTh COAEPXKUMOE IKpaHa;
0 ynpasiasTh NpolLiecCAMH, B TOM YNCJIE W Nepe3arpysKoif.

Ho camoe crpaurtoe B 97oit nporpaMme — BO3MOXHOCTB fepen c6opkoil uenon-
Haemoro daita nobasnare pacwmpenus (Plug-in), Koropeix B MHTepHere npe-
[1I0CTATOYHO.

OnacHocTb, KOTOPYIO TasT B ceGe TPOAHCKHE MPOrpamMbl, MOATBEPXKIAETCS M
TeM, YTO GOJIBIIMHCTBO AHTHBUPYCHBIX NPOTPAMM CTAJIH CKAHMPOBATH HE TONBKO
Ha HaIWYMe BHPYCOB, HO M TPosiHOB. Hampumep, aHTHBHMpPYCHbIE MPOrpamMMbl
uaeHtuduunpyior Back Orifice kak Bupyc Win32.BO.

5.8.6. Denial of Service

Camasi raynasi ataka, KOTopylo MOIJIM NPHAYMAaTh Xakephl, — 3TO OTKa3 or obeay-
xuBanus (DoS). 3akmouaercst oHa B TOM, 4YT0ObI 3aCTABUTHL CEPBEP HE OTBEYATh Ha
' 3anpocel. Kak 310 MoxHO cuenars? OueHb 4acTo TAKOro pesyisrarta aobHBaoTes
C Nomollbi0 3auMKiIuBaHus paborsl. Hanpumep, eciu cepsep He rpoBepsieT Kop-
PEKTHOCTb BXOISILUMX NAKETOB, TO XaKep MOXET CAeiaTh TAKOH 3ampoc, KOTopbiii
Oyner obpabarbiBaTbcsl BeYHO, @ Ha paboTy ¢ OCTATBHLIMU COCAMHEHMAMH He XBa-
THUT IPOLIECCOPHOrO BPEMEHH, TOTAA KIMEHTHI NOJTy4aT OTKa3 OT 06C/IyXHBaAHUA.

Ataxka DoS Moxer npou3BoANTbes ABYMsi criocobamu: yepes omubKy B rmporpam-
Me WM Meperpy3ky KaHajia/MOLUIHOCTH aTrakKyeMoil MalinHbL.

[lepsorit crioco6 TpeGyer 3HaHMA yA3BUMOCTH Ha cepsepe. PaccMoTpuM, Kak
MTPOMCXOAUT OTKA3 OT oOCIyXKMBAaHHUA 4Yepe3 mepenonHeHue Oydepa (yauie Bcero
Hcnob3yemas omnbka). JonycTHM, 4TO Bbl AOJDKHBI MepeaaTh Ha cepBep CTPOKY
"HELLQ". [Ina 3TOoro B cepBepHOIl YacTH BBIAENAETCS MNaMATH IS XpaHeHHs
5 cumBosoB. CTpyKTypa NporpaMmbl MOXET BBINISIETb NPUMEPHO CAEAYIOUIMM
obpa3zom:

Kom nporpamdsl

Bybep Inna XpaHeHMA 5 CHMMBOJIOB

Koz nporpama

[TpennonoxuM, Monb3oBaTelb OTHPABHT HE MATh, a ¢TO cHMBONOB. Ecam npu
npueme uHOpMALMKM MporpaMMa He MpOBEpUT pasMep 0jloKa, TO IPH 3anMUcH
OAHHBIX B Oydep OHM BBIHAYT 32 €ro Mpeiesbi M 3aMMUIYTCsA MOBEpX Koaa., 3ro
3HAYMT, YTO nporpamMma OyneT 3anopyeHa W He CMOXET BBIIOAHATL KaKuX-j1ubo
ZeiicTBMIA, M, CKOpee Bcero, Mpou3oiaeT 3aBucaHue. B pesyasrare cepsep He Oy-
[eT OTBeYaTh Ha 3anpockl KJIHWEHTa, T. €. cOBepUINTes Kiaccuyeckas araka Denial
of Service yepes nepenonHeHue Oydepa.

Takum 00pasoMm, KOMMBIOTEP He BIOMAIH, H HHGOPMALNA OcTanach HETPOHY-
TO#, HO cepBep mepectal ObITh JOCTYNMHBIM Mo ceTH. B nokambHO# ceTH Takyio
ataky Boobuie HecsioxHo npoussectd. s atoro nocratouHo cpoii [P-anpec no-
MEHATH Ha aIpec aTakyeMol MallMHbI, ¥ mpou3oiner KoHQUIMKT. B nyuinem ciyyae
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HEJOCTYMHOM CTAHET TOJLKO LUTYpMyeMas MallMHa, a B Xyauem — obe MaliuHb!
He cMoryT paboTars.

JLnst meperpy3ku pecypcoB aTakyeMoil MaulMHbl BOOOLUE HE HAI0 HUYEro 3HaTh,
[OTOMY YTO 5TO BOiHA, B KOTOpO mobexnaer ToT, KTo cuibHee. Pecypchr jio-
6oro komrmbioTepa orpanunyersl. Hanpumep, WEB-cepsep s casu ¢ kiuexra-
MM MOXET OPraHU30BbIBATH TOJNBKO OMpPEeSeHHOEe KOJMYECTBO BUPTYIBLHBIX Ka-
HatoB. Ecim uX cospars 6ojiblie, TO cCepBep CTAHOBUTCS HemoCTYMHbIM. Jlist
COBEpLIEHUsI TAKOW aKLMWM J0CTATOYHO HAnucaTh [POrpaMMy Ha JIl060M s3bIKe
NporpaMMupoBaHitsi, GECKOHEYHO OTKPBIBAIOLLYIO coeanHeHus. PaHo wiu nosaHo
npenen OyaeT NpeBblllieH, W CEPBep He CMOXeT paboTaTh ¢ KIMEHTAMM.

Ecnn Her nporpaMMHbBIX OrpaHMYeHuit Ha pecypcsl, To cepsep Oyaer obpabarei-
BaTh CTOJBKO TOAKITIOUEHMI, CKOJBLKO cMoXeT. B TakoMm ciayyae araka MOXeT
NMPOM3BOAUTECS HA KaHaj CBA3M WM Ha cepsep. Buibop Leau 3aBHCHT OT Toro,
yro ciabee. Hanpumep, ecin Ha kavane B 100 M6UT cTOMT KOMIBIOTED C [pO-
ueccopom Pentium 100 MI'u, To Hamuoro npoie y6UTh MauluHy, YeM Teperpy-
3UTh JAHHBIMM KaHal cBsizu. Hy a ecim 310 0CTATOYHO MOIIHBIN cepBep, KOTo-
PBIit. MOXET BBIMOJHATH MWIIMOHBL 3aMPOCOB B CEKYHIY, HO HaxomuTes Ha
Kanane B 64 Kour, 1o jerye 3arpysuth KaHai,

Kak npoucxonut 3arpyska kaHana? Jlonyctum, 4To Bbl HAXOAWUTECH B YaTeé M KTO-TO
BaM Harpyoun. Bel y3naere ero IP-anpec, u BbisicHsieTcsl, 4To obuaumK paboraer
Ha npoctom Dial-up coeausennn vepes mouem B 56 Kéut/c. laxe ecin y sac
TAKOE XK€ COeJIMHEHUEe, MOXHO 6e3 npobieM neperpy3uTbh KaHar obumumky. s
3Toro HanpapisieM Ha ero IP-anpec GecKOHEYHOE KOJMYECTBO ping-3arpocoB
¢ GonblIMM pazMepoM mnakera. KoMNbioTep KepTBbl AOJKEeH OylIeT oTBevarh HA
HuX. Ecmn nakeroB MHOTo, TO MOIIHOCTH KaHANa XBATUT TOJALKO HA TO, YTOOKI
MPUHUMATD U OTBEYAThb HA 3X0-3aMpochbl, ¥ ODMIYMK YXKE HE CMOXET HOPMAJILHO
paGorars B ceti. Eciim y Bac kaHan takoii xe, To U Baiie coeanHeHue Gyuer 3a-
HATO UCK/IIOYUTENBHO MMPHEMOM-OTChUIKONH BoMbUINX MAKETOB. DTO TOro CTOMT?
Ecnu na, TO MOXeTe MpPHCTYHATh.

Hns peanusaumu ataku DoS c nomoiubio ping-3anpocoB BOCTONb3yeMCsl YTHIIH-
toit CyD NET Ultils. 3anycrure nporpammy u Beibepure menio Utils/Ping server.
B nogsuBmieMcs okHe mepeinure Ha piianky Options (cMm. puc. 5.17). B none
Number of packets (konuvecTBo nakeTros) BBemWTE O4YeHb Gosbllioe 3HaYeHUe
(Heckonbko ThIcAY). Yeranosure | B noje Time out (Bpemsi oxuaaHus: oTseTa).
B srtoMm cmyuyae nporpamma He CTAHET MOXMAATHCS OTBETA, @ KAXAYIO CEKYHIIY
Oyner nanpasnare ping-naker. B none Size of packets (Paszmep nakera) taxke
ycraHoBuTte Gonbiioe sHavenue, Hanpumep 10 000, utobsl opHUM nakeroMm ot-
MPaB/IsUIOCh MHOTO AAHHBLIX. TEmeph MOXHO 3alycKarb OMEpaluio ping Ha HyxX-
Helid 1P-anpec.

TakuM o0pa3om, Mbl MOXEM 3arpy3uTh KaHaJ XEepPTBBI, HO TIPH YCIOBHH, “TO
Hall KaHal paseH win Oosblile, YeM y atakyemoro komrmbiotepa. Ecnu y Bac cko-
POCTb COEIMHEHHSA MEJUIEHHEI, TO yaacTcs 3arpy3suTh TOJBKO 4acThb KaHana, paB-
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HYIO TPOMYCKHOM crocoOHOCTH Ballero coeanHenuns, OcTalbHas 4acTh OCTAHET-
csi cBoOONIHOIT, M JKepTBa cMOXeT ucrosb3osath €e. C Apyroil cTopoHbl, CBA3b
OyaeT 3aHNKEHHOI, 1 XOoTs Obl Yero-To Mbl 100BEMCS.

sarch 192 168.8 56
Host 192168856 192168.8.58

Ty ;1
Serd 10000 bytes on 192,168 856 (152 168.8.56)
Can not ping host 1152 168 B 5] Meguest timed out]

Tiy N2
Send 10000 bytes on 192 168 8.56 (192.168.8.56)
Cars ewol parng bicest 192 168 B.56] - [Reguest timed ul]

Ty N9:3
[Send 10000 bytes on 192 168.8.56 (192 168.8.56)
Can riod png haost 1192 168 856) . [Hequest timed oul]

TryNe:4 _‘_f
Sl 100N bytme nn 107 168 @ RE (107 168 @ BR1

Pingog: 192,688 i

Puc. 5.17. Hacrpoiika oTnpaeku ping-nakeros

B cnyyae araku Ha cepBep M ero Mpoleccop Haill KaHal MoXeT ObITb HAMHOTO
cnabee, r1aBHOe — MPABHJIbHO ONpeneanTh ciaboe 3BeHo. [lonmycTUM, 4TO cepBep
MPeNOCTABIAET YCIYry cKauuBaHusa u XpaHeHus ¢ainos. Yrobsl neperpysuTh Ka-
HaJl TAKOIO CEepBepa, HYXHO 3alpoCHTh OIHOBPEMEHHOE CKaYMBAHME HECKOIbKHMX
oueHb Gonbiuux aitnoB. CKopocTh CBSI3M PE3KO YNAleT, ¥ cepBep MOXEeT Jaxe
Mepectarb OTBEYATh HA 3arpochl OCTAIBHBIX KIHEHTOB, MPH 3TOM 3arpy3ka npo-
Lieccopa cepsepa MoXer ObiTh Jajnexa oT MakcumarbHoi. Ecim HenpasuibHO on-
peaenuts ciaboe 3BeHo (B AAHHOM CiIy4ae 3TO CeTh) U HAPacTUTh MOLIHOCTL Cep-
Bepa, TO MPOU3BOANUTE/NBHOCTD BCE PABHO HE YBEJIHYHUTCH.

Jnst sarpysku npoleccopa Toxe He Tpebyercsi cauiukoM Gonbioii kaHan. HyxHo
TOJILKO nogobpars 3anpoc, KOTopsblit OyAeT BhIMONHATBCH OueHb Aonro. JdomycTum,
YTO Bbl PELIWIH MPOH3BECTH aTaKy Ha cepBep, MO3BOJIAIOLIMIA NEPEeBOANTH Ha APYroi
A3LIK YKasaHHble cTpaHuUbl jioboro caiita. Haxomnm WEB-crpannuy ¢ Gonniuum
KONMYEeCTBOM TeKcTa (Hampumep, KHury wan gokymeHtaumio RFC — Request for
Comments — pabovee npeUIOKeHWe) U MOChLIaeM MHOXECTBO 3aMpOcoB Ha ee nepe-
Boi1. Mano Toro, yro oObeM OOMBILONH M LISl CKAYMBAHMS CEPBEPY HYXHO HMCIIOIb30-
BaTh CBOM KaHaI, TaK eule W MepeBo] — JOCTAaTOYHO TPYAOeMKMii mpouecc. Hdocra-
TOYHO B TeyeHue | cekyHanl ornpasuth 100 3anpocoB Ha nepeBo rPOMaIHON KHUTH,
yTo0B! cepBep neperpysuicsa. A ecii MCnoab3yerca GJI0KMpOBKa MHOTOKPAaTHOIO fe-
PEeBoA OHOTO M TOro Xe, TO HYXKHO MOAbICKATH HECKOIBKO BONBILHMX KHHT.

Ataka oTkasa oT obCayKMBaHMsS OTpaxaercs HocTatoyHo mnpocto. CepsepHoe
nporpaMmHoe obecrieyeHHe J0/KHO KOHTPOJIMPOBaTh M OrPAHUYMBATh KOJIMYECTBO
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3anpocos ¢ oaxoro IP-anpeca. Ho 310 Bce TeopeTUYecKH, ¥ Takue MpoOBEPKU Or-
PamsT TONLKO OT HAYWHAIOWMX XakepoB. OMBITHOMY B3/IOMILIMKY HE COCTABHT
Tpyaa noaenars IP-anpec v 3ackimarh cepsep mMakeTaMu, B KOTOPBIX B KayecTse
OTNpAaBUTElIsl YKA3aH MOMAEIbHBII anpec.

Ilna cepBepa eiue Xyxe, eciu B3noM uznet no TCP/IP, motomy uto 3ToT nporo-
Kon TpebyeT ycTaHOBKM coennHeHusi. Eciu Xakep nouuier oueHb Goblloe Koau-
YECTBO 3aMpocoB HA OTKPLITHE coeanMHeHus ¢ pasHeimMu [P-agpecamu, To cepsep
pasolIeT Ha 3TH agpeca MOATBepXACHUS W OyAeT MOXHIATHCH NaTbHEHIIHX aek-
crBuit. Ho Tak Kak peaibHO ¢ 3THX aapecoB He ObUIO 3anpoca, TO U OCTAHOBKA
oyner GeccmbiciieHHoi. Takum obpazoM, 3anonHuB Oydep ouepean Ha BXoasume
COe/INHEHMS, CepBep CTAHOBHUTCS HEJIOCTYIHBIM /IO IMOAKIIOYEHHS HECYIecT-
Bylolmx KoMmmneiotepoB (TimeOut urst 9T0#H onepauuy MoXeT ObITh IO 5 CeKyHI).
3a 910 Bpemsi Xakep Moxer 3abpocars Oydep HOBBIMK 3anpocamMy W MPOMLTUTH
GeccMbICTIeHHOE OXHAAHUE cepBepa.

Distributed Denial Of Service

C nomoursio DoS noctaTouHo ciOXHO BBIBECTH U3 oOC/HyKUBAHUSI TAKUE cepBe-
pbl, KaKk www.microsoft.com i www.yahoo.com, notomy 4To 37ech A0CTATOYHO
IIAPOKKE KaHaIbl M cBepXMollHBIe cepBepbl. [TonyynTs Takue Xe pecypcsl Mpo-
cTo HeBo3MOXHO. Ho Kak MokasbiBaeT MpakTHMKA, XaKepbl HAXOAAT BBIXOABI M3
mobeix cutyaunit. g momyyeHMsi TAKOH MOLIHOCTH MCMNOMb3YIOTCA pachpeie-
nexHsle araku DoS (Distributed Denial of Service),

Mato KTO M3 mosb3oBaTeneit 106pOBONEHO OTAACT MOLIHOCTE CBOEro KOMITBIOTE-
pa Ui NpOBEACHUs pacrnpeleieHHOW aTaku Ha KpymnHbeie cepBepbl. YToGbl pe-
LIXTE 3Ty NpobieMy, Xakepsl MMUIIYT BUPYCHl, KOTOpble Oe3 paspelieHus 3aHUMa-
forcst 3axBatoM. Tak Bupyc Mydoom C uckan B ceTH KOMIMBIOTEPHI, 3apaXeHHbie
Bupycamu Mydoom Bepcuit A u B, 1 Mcrnonb30Ban WX IS atakd Ha cepBepsl
kopriopaunn Microsoft. Biaro atoT BUpyc He cMor 3aXBaTHTh HOCTATOYHOrO KO-
audecTBa MallMH, M MOLIHOCTH HE XBATHJIO [UIsS MPOBEJeHHUS TMOJHOLIEHHOro Ha-
nera. AnmuHMcTpaunsa Microsoft yrBepxknana, 4To cepsepbl paboTanu B IITATHOM
pexmnme, HO HeKOTOphie BCE Xe CMOIIH 3aMETUTh 3aMelUIeHHe B paﬁore u 3a-
IepKKH B TTOJIYY4EHHUH OTBETOB Ha 3allpOCHI. d

Ot pacnipefieeHHOI aTaku 3ALUTUTLCH OYEHb CJIOXKHO, TOTOMY YTO MHOXECTBO
peanbHO paboTaloLMX KOMIBIOTEPOB LLUTIOT CBOM 3arpockl HA OIUH cepeep. B aTom
cjiyyae TPYAHO OINpPelesuThb, YTO 3TO MAYT JIOKHBIE 3aMpPOChl C LEJIbI0 BBIBECTH
CHCTEMY U3 paboYero CoCTOSHUSI.

5.8.7. Banom naponen
Koraa B3JTOMIMK MBITaeTCs MPOHHKHYTH B CHCTEMY, TO OH Yallle BCETO MCIOJb-
3yeT OIMH M3 CJCAYIOIINX crnocoboB:

O ecnu Ha aTAKYEMOM CEpBEpe YXKe eCTh aKKayHT (MycThb M TOCTEBOI), TO MOXHO
MONBITATECS MOMAHSTEL €ro npasa;
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O monyyuTh YYETHYIO 3aNTHCh KOHKPETHOTO MOJIL30BATENS;
O no6uiTh (aitn naposeit 1 BOCMONb30BATECA YYXKUMHU YUETHBIMH 3ATTUCAMH.

Jaxe ecnu B3NOMIUMK MOBHILIAET CBOM MpPaBa B CUCTEME, OH BCE PaBHO CTPEMMUT-
cs obpectd poctyn K (ailry ¢ mapoasiMM, MOTOMY YTO 3TO MO3BOJIMT A0GpaThCs
[0 y4eTHO#H 3anucH root (Wit Unix-cucTeM) M MoJyYUTh MOJIHBIE TIpaBa HA CHC-
temy. Ho naponu 3ammcbpoBaHbl, ¥ B JYJIIEM ClIydyae MOXHO Oymer yBHIEThb
Hash-cymMbl, KOTOpbIe SIBJISTIOTCS Pe3yJIBTATOM HeOBpaTHMOro IubpoBaHMs Taposi.
Korna anMMHUCTpaTop 3aBOAUT HOBOTO [OJIb30BATENSt B CUCTEME, TO €ro Mnapoib
yaule Bcero wMdpyercs ¢ momouiblo airoputMa MDS, T. e. HE MOWLIEXMUT le-
wudposke. B pesynsrate nomyuaercs hash-cymma, Kotopast u coxpaHsiercs B aid-
ne naponeii. Korga monp3oBatesnb BBOAMT Mapoiib, TO OH Takxke wwudpyercs, u
pesynbrar cpaBHuBaercsi ¢ hash-cymmoit, xpaﬂameﬁca B daiine. Ecuu 3HAYEHUS
COBMAJH, TO MapoJib BBEIEH BEPHO.

Tak kak obGpatHoe npeobpa3oBaHue HEBO3MOXHO, To, Bpojae Obl, M momodparb
naposb wist hash-cymmer Henb3s. Ho 310 Tonbko Ha mepsbiit B3rsa. [List moaGo-
pa  CyllecTByeT  MHoro nmnporpamMM, Hampumep, John the  Ripper
(http://www.openwall.com/john/) unu Password Pro (http://www.insidepro.com/).

B Windows-ccremax maponu Takke WHdpyiorcss HeoOpaTMMbiM obpazoM, HO
xpaHartcsi B 6ase naHHbIX SAM, M 1A UX B3TOMa HYXHa YXe Apyras yTUIuTa —

SAMinside (http://www.insidepro.com/). I'naBHoe OKHO TpOrpaMMBI MOXHO YBH-
[eTh Ha puc. 5.18.

Puc. 5.18. MNporpamma SAMInside Banameisaet naponu Windows NT-cuctem

IMoyemy 3TH YTHIUTEI Tak cBobonHO siexar B MHTepHere, Korma oHU MO3BOJSIOT
3JIOYMBILUIEHHHKY BopoBath napojau? Jliobasi mporpaMMa MoXeT UMeTh Kak Mo-
JIOKHMTEJIbHBIE, TAK M OTpHLUATe/NbHbe CcTOpoHbl. YTO nmenarb, ecid Bbl 3a0bUTH
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Mapoib aJIMWHUCTPATOpa WM aIMUHHUCTPATOP YBOJWICA M HE ckasan sBaMm ero?
[epeycranasnuBath cucteMy? DTO J0ATO M MOXET IPO3UTh nortepeil JaHHBIX.
HamMHoro npoiiie CHATh XECTKHH AMCK M MOAKIIOUWTH K APYTOMY KOMIBIOTEPY
(1M MpocTO 3arpy3auThesl C ONCKEThl, YMEIOLLEH YUTATh Bauly (aiaoBylo cucTe-
My), MOTOM B3ATh (haiiJl Napojieil 1 BOCCTAHOBHUTD yTEPSHHYIO MH(MOPMALIKIO.

B Windows 9x naponu xpausitcs B daitnax PWL, Koropbie HUKaK He 3aliMleHb!,
U ux cauikom npocto ykpacts. Ecin B Windows 2000/XP npsimoii moctyn K daitny
6asel paHHbIX SAM 3anpelueH, To 3aeck (ait 3abupaercs ¢ KOMIILIOTEPa XepPTBbI
npocThiM KonuposBaunem. [Uis B3noma atoro aiiia MOXHO BOCIO/NB30BATHCS
nporpammoii PWLinside (http://www.insidepro.com/).

KOHKPETHbIﬁ nonb3oBartesb

st noydyeHus npas onpejeNeHHOro nojab30BaTe/s BITOMILMKH Yalle BCEero Hc-
MONB3YIOT:

O MeToiBl COLMAIBHON MHXEHEPUW — TPUBUANBHBIA U HE Tpebyloumidi MHOTO
BPeMEHM, HO TIPH 3TOM HEHaIEeXHBbIit crnocod; '

O TposiHCKHiE TPOTPaMMbI — MPOCTHl B HCIOJIB30BAHUM, HO NMPUMEHEHHE MOXKET
HE MPUHECTH PE3yJbTara, eciii He yAAcTcs 3apa3uTh KOMIIbIOTEP JKEPTBLI;

O nonbop naposisgs — CI0XHEE BCeX B Pealu3allii U MOXET 3aHATh y BIIOMIIMKA
roJibl, U B 3TOM CJIy4ae TOXKE HE JacT pe3y/ibTara.

an WCIIONIL30BAHUM METOHOB COLIMATIBbHOMN WHXKEHEPHHW HYAXKHO 3HATH KOHTAKT-
HY10 MH(OPMAaLMIO JIMLA, YYETHYIO 3alHCh KOTOPOro HY;KHO nonyunts. Eciu 310
E-mail, To Ha Hero ornmpasnsercs cooblieHne, B KOTOPOM KAKUM-JTHO0 HeHaBs3YNn-
BbIM criocoOoM mnpenaraercst rnokasaTh CBOH Mapoiib. DT0 MOXET ObITh MUCHLMO OT
aiMUHHUCTpaLMKU cepBepa ¢ Mpockboil coobIIMTE CBOM NAaHHbIE VIS MPOBEPKU MU
CCBUTKA HA TOACTABHOM CaliT, Iie HYKHO BBECTH JIMYHYI0 MHGpOPMALIUIO U T. L.

Jns TpostHCKOI MporpaMMbl TOXKE HY>KEH MOYTOBBIH aapec, Ha KOTOPhIA BbIChUIA-
€TCsl [IMCBMO C CepBepHOIl YACTbI0 TPOSIHA MJIM CChLIKA C MPU3BIBOM CKauaTh HC-
nojHAeMbii aiin camocTosiTe/ibHO. BepoATHOCTL NMPOHMKHOBEHMS 3@BUCHUT OT
npodeccHoOHANTM3MA XEPTBbl (YMEHHME pacro3HABATh MUCBMA CO 3JI0BPEIHBIM KO-
JIOM) M BallMX crocobHOCTEN 3aMHTEPEcoBaTh B 3alycKe HYXHoro aiia.

[Mon6op maposs Gyser caMbiM OBICTPHIM, €CIIH OH MPOCTON M JIEFKO HAXOAWTCH
110 C/IOBApI0. A MOXET OKA3aThCH CAMBIM IOJITUM, €C/IH MCIO/Ib30BaHbl BCE PEKO-
MeHaauuu 1no GopMUPOBAHUIO NAPOJS. DTO TONBKO B KMHO XaKepbl 3a MATh MU -
HyT B3JambiBaioT napoiu [leHraroHa, a B XW3HU BeCh MPOLECC OTHUMAET, KaAK
MUHHMYM, Yachl, @ TO M JHW WIH JAQKE MECALBI.

Korna xakep nbitaercsi IpOHUKHYTh B CHCTEMY, TO OH MOXET MCIO/Ib30BATh BCE
JIOCTYIHBIE MeTOdbl ofHOBpemeHHo. Kakoi-Hubyas gact pesynstar GbicTpee
JIPYTHX.

M Bce xe, ecTb ellle OIMH BAPHAHT, KOTOPBIA Mbl He paccMaTpuBAIM, XOTSl KOC-
BEHHO 3aTparusany 3Ty Temy. Kaxubiii cepsuc umeer npasa onpeneaeHHoil yyer-
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HO¥t 3aTIMCH, W €CNTH BBIMOJHATL KOMaHIBI OT €ro MMEHU, TO U NIPUBWIErHH ByayT
TOrO aKKayHTa, MOJ KOTOPhIM OH paGoraer.

BosbUINHCTBO aIMMHUCTPATOPOB YCTAHAB/IMBAIOT BCEM CEPBUCAM MAKCUMAIbLHBIE
npasa, 4tobel He pasbuparhest B TOHKOCTAX HacTpoiiku. Ecnn paspewnts pabory
cnyx6bl pH BXOIE B CHCTEMY, HAMPUMEP, MOJ FOCTEBOH YYETHON 3aMMCBIO, TO
CepBUC MOXET repectarb GYHKUMOHMpoBaTh. HeKoTopeiM cepBepHBIM Mporpam-
MaM HYXEH JIOCTYIl K PEecTpy MJIM CHCTEMHBIM AMPEKTOPHSM, M €C/IH 3TO 3arnpe-
TUTb, TO CEPBUC MIPOCTO HE 3aryCTUTCH, a HANTH NMPUYKHY ObIBAET CIIOXHO, €C/U
HeT MoIpobHOIT TOKYMEHTALMK 1o TonuThKe GesonacHocTH nporpammel. C apyroit
CTOPOHBI, GOJIBIIMHCTBY CEPBHCOB MPOCTO HE HYXXHBI GO/bLINME OTHOMOYHSI.

Korzna xakep CTpeMWTCS MOJYYHTb MPEeporaruBy aIMHUHMCTPATOPd, TO OH MOXET
3a/1aThCsl LENbI0 HAWTH ys3BUMOCTb CepBUCA, KOTOPLIN o6anaer HYXHBIMH Mpa-
BaMM. A 3d4TEM C €ro MOMOILIBIO MOMBITATHCS MPOOUTLCA AATbIlE Ha CEPBEP.

Yrobbl He 1aBaTh Xakepy JHMLUIHMX Jla3eeK, OrpaHNyYbTe Mpasa cepsucoB. B stoM
ciy4ae, JaXe €clH JIOYMBILIIEHHMK Halle]l Kakylo-Aubo ys3BHMOCTb, MPOHMK-
HYTb B cUcTeMY OyleT CIIOXHO.

Hanpumep, wis FTP-cepsepa MOXHO cO3aTh Y4eTHYIO 3alich, Y KOTOpoii Gyner
JOCTYI TOJIbKO K ONpeAeNeHHbIM MarnkaM, KOTOPblE WTAK OTKPLITHI MO CETH UIS
KIueHToB 3Toro cepsuca. Ho cucremuas aupexkropusi wiss FTP-cepsepa uaiie
Bcero He Tpebyercsi. Ecau Xe Balll cepBep MCIONb3yeT peecTp W YTO-TO MULIET
B CUCTEMY, OTKAXMTECH OT €ro MCII0/JIb30BaAHWA, MOTOMY YTO €ro Be3ornacHoCThb
aaneka ot uaeana. Jloctynm K CHMCTEMHBIM AMPEKTOPUSIM abCOMIOTHO He HYXKEeH
GOJBIIMHCTBY CEPBUCOB WM, MO KpaifHell Mmepe, AODKEH OBITb HE HYXEH, HO
MporpaMMUCTHI JI€3yT B HEro.

Ecau BbI MporpaMMHUCT W paspabarbiBaeTe CBOW CEpBEPHBIE TMPOAYKTHI, TO HE TpO-
raiite cucreMHble o6nactu 6e3 ocoboif HamoGHocTH. PabotaiiTe To/NBKO B ONHOI
nanke, e noab30BaTelb YCTAHOBUT nporpaMmy. Ecnu uzberars obparnieHust K onac-
HbIM pecypcaM, TO MOXHO MWHMMM3MPOBaTh BO3MOXHOCTb Yepe3 Balll cepBep Mo-
MacTb B cUCTEMY. A 3TO y)Ke 03HAuYaeT, YTo Balla rporpamMma GyieT pexe IosBiIsThb-
csl B CMUCKAX ABIPABBIX CEPBUCOB, W 3TO YAYYLUMUT BALUE MOJOXEHUE HA PhIHKE.

KoHeuHo ke, it MporpaMMHCTOB MOXHO aTh OY€Hb MHOIO PEKOMEHAALINii, HO
MBI paccMaTpuBaeM KOMIBIOTEP ¢ TOMKM 3PEHMsS MOJAB30BATENsA, MOITOMY He Oy-
JIEM YXOIUTH B CTOPOHY.

5.8.8. Banom He 3aBucur ot OC

Hexkotopsie cniopst, uro soMator yauie: Windows uau Linux? Bonpoc He coBcem
BePHBIif, MOTOMY YTO KpylLar To, 4To Hamo. Ecnm xakepy HyKHO NMPOHUKHYTb Ha
cepsep 6aHka, To oH OyHeT JioMaTb €ro BHE 3aBUCHMMOCTH OT YCTAHOBJIEHHOH Ha
HeM onepauuoHHoit cucteMbl. Bynb 310 Unix uau Windows, HUUYTO He ocTaHO-
BUT 3JIOYMBILLJIEHHUKA B [TPOBEACHUM CBOMX HEWUCTBHI KpOME MPABUIBHOW [MOMU-
TUKHK 6E30MacHOCTH M XOpOLlIero aitMMHUCTPATOPA.
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Pesynbrar Baioma Takke He 3aBucuT oT OC, moToMy 4TO MPOHMKHYTH MOXHO
B 06e cucTeMbl MPUMEPHO C PABHOI BeposiTHOCTBIO. A OBl cKkasai, YyTo pesyjbTar
B Oonbuieil CTENMEHM 3aBUCHT OT KBalMdUKaUuU 06EHX CTOPOH — 3JIOYMBILIIEH-
HMKA ¥ anMUHMCTpaTopa. Banom — 3710 BoiiHa, MoXoxas Ha TPOSTHCKYIO. XaKepbl
aTakyiorT kpernocts B Buae OC, MUIYT HEIOUYETHl M YSI3BUMOCTH, 4 AAMUHUCTPATOP
cTapaeTcsi HACTPOMTH CBOIO cHcTeMy, obecrieyusas MAKCHMANbHYIO 3aLUMTY.
Ownbka oHOTO U3 HUX [IPUHECET 1100e/ly CONEepPHUKY.

BesonacHocTh 3aBUCHT OT CTENMEHH MOATOTOBIEHHOCTH aaMuHMcTpartopa. Ilpu
ynpasienun Windows sl BLINONHEHUSI OCHOBHEIX 3anay He Tpebyercsi Bbico-
yaiieil kBanupuKaumMu, nos3tomy cpeau aamuHuctparopos Windows OGonbuie
crienuaincToB cpeaHero ypoBHa. B Unix HyxHo Gonblile 3HAHUI, HO U aIIMHHN-
CTPUPOBATh HAMHOIO CIOXHEE, MO3TOMY JdXe KBATM(UUMPOBAHHbIE CrHEHAN-
cThl MHOTAA AomyckaloT rpybsie omnbku. [MTonyyaercs, yro OC Windows uauie
BCEr0 COYETAET IMPOCTOTY HACTPOWKM M HEOTBITHOCTh anMUHUCTpUpoBaHuda, a Unix-
CHCTEMA COBMELIACT CIOXHOCTh KOH(DHUIYpUPOBaHUSI U BBICOKMII npodeccuona-
JIN3M, KOTOPBIM HE BCEra CracaeT B TSXKETbIX CHTYaLUsX.

Kak mbl yXe 3HaeM, B3JIOM NPONCXOAMT He Tonbko camoit OC, HO U cepBHCOB,
YCTAHOBIEHHBIX HA HEH. A TYT YXe MPOU3BOANUTENb ONEPallMOHHON CUCTEMBI MO-
ket 6eiTe HY npu yem. Hampumep, wis Windows B kauectse WEB-cepBepa mo-
XKeT ucrnonb3aosatbest Apache, K paspaborke koroporo dupma Microsoft He umena
HUKAKOTO OTHOLLEHUSsI, [03TOMY Helib3s oOBUHATL npoussonuteseit OC Bo Becex

benax.
§

[Touemy B Haire Bpems Tak MHoro BanoMos? Ilpocro WuTepHer paspabarbiBaics
KaK cBoOonHasi ceTb, U B TO BpPEMsl O XYJIMraHax aaxe He aymaau. B mporokone
TCP/IP, xoTopbiit SBJISIETCS OCHOBHBIM TPAHCIOPTOM, OTCYTCTBYET MOJHOLEHHAs
samnTa (ayreHTuduKalus, nposepka noas3osarens u T, A.) UMenHo u3-3a 3toro
MPOUCXOIUT OONBIUIMHCTBO B3/IOMOB.

B HoBoit Bepcuu nportokona IPv6 yxe BerpoeHbl Bce HeoOXoauMBbIE CpecTsa Juis
obecrieueHuss KOHGMUAEGHUMATBHOCTH, MPOBEPKN MOMLIMHHOCTH, UETOCTHOCTH
naHHbIX M T. 1. [IpoTokon paspaboraH y)xe HECKOJBKO JIET Hasal, HO ero BHeape-
HUe MPOUCXOIMUT CAMILKOM JIOATO, M KOIIA 3TO MPOM30iiler, cka3ath cjioXHo. Ho
MBI HA/lEeMcsl, YTO K MOMEHTY MOJHOLUEHHOH IKCIUIyaTaun Bo3MoXHocTH Ge3o-
MMACHOCTH, 3AI0XKEHHBIE B IIPOTOKOJ, HE YCTAPEIOT.

5.8.9. Pesiome

Dot 0630p XaKepcKMUX arak He MpeTeHIyeT Ha MOJHOTY, HO § MocTapaics nathk Bee
HeoBXOAUMbIE HAuanbHbIe cBeleHWs, B To Xe BpeMst s BO3NEPXKANCA OT KOHKpET-
HBIX PELEITOB, MOTOMY YTO 3TO MOXET OBITE BOCIIPUHSATO KAK IMPU3LIB K JIeiCTBHIO,
a f1 He CTABIIO CBOEH LEBIO YBEJIMYNTL KOJIMYECTBO Xakepos. Mos 3azaya — roka-
3aTh, KAK X4KEp BUAWT M MCHOJB3YeT KOMIIbIOTEp. BTO NMoMoXeT BaMm Gojblie y3-
HAaTb O CBOEM MMOMOLLHKKE W clejlaTh COOCTBEHHYIO XU3Hb Oe3onacHee.
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B ocHOBHOM MBI paccmarpuBaiv Teopuio. [UIsi peainsaluy Ha TPaKTHKE BCETO
BBIIIECKA3AHHOTO HYXHBI CHeLMaTU3UPOBAHHbIE TIPOTPAMMBI, U JUIS ONpeaeieH-
HBIX 3a/1a4 MX MPHIETCS MUCATH CAMOCTOATENIBHO. A 3TO yxe M3 CEPUM Mporpam-
MHPOBaHUSA T1a3aMK XaKepa.

[Mouemy Xxakepsl OY€Hb YACTO JIerko jgobuBaloTcs uean? s 3Toro ecTb HeCKOMb-
KO MPHYHH:

I. OrkpoiTocTs ceresoro Tpaduka. 1o yMonuaHuio nakertsl, MepeaaBaeMblie IO
CeTH, HE WHDPYIOTCA M JIETKO MOTYT ObITH [POMUTAHBDL.

2. Hannuue ommboxk B OC u mporpaMmHoM obecriedeHUH, HCIONb3yeMOM Ha
cepBepe, a MaBHOe — HECBOEBpeMEHHOe MX 0OHOBIEHUE.

3. CnoXHOCTb OPraHu3alMy 3aLUTEl MEXIY PA3HOPOAHBIMH CETAMH.
4. Owmbky koHburypuposanusi OC, cepBepHBIX MPOrpaMM W CPeACTB 3aLUThL.

5. DxoHomus Ha crieumanucrax GesomacHocTH M cucremax obecrieyeHust Geso-
nacHocTH. BTo camoe crpaitHoe. ToNBKO CrNeuuannueT, HMEIIni MHOroneT-
HUIf OMBIT, MOXET 3allMTHTE CUCTEMY OT BTOpXeHus. MHOrme nosepsioTcs
CBOMM 3HAHWSIM MW MPOCTO KOHMUIYPUPYIOT CHUCTEMBI C LeNbio obydeHus.
Ho npuobperars HaBbIKM HAA0 HA TECTOBBIX TEXHHYECKMX CpENCTBax, a paboune
cepBepbl U KOMIBIOTEPhI JO/IKHBI MOAAEPXKUBATLCS TONBKO CHelHaTMCTaMIA,

5.9. Kak cKpbiBaloTCA XaKepbl

EcTecTBeHHOE XelaHHe Xakepa — 0CTaThbCsl He3aMeYeHHBLIM, M B OCHOBY Ji060oro
JOeCTBUS MOMOXEHbl MPUHUMIB AHOHMMHOCTH, KOTOpRIE MBI paccMaTpUBAIH
(em. pa3d. 5.4 u 5.5). 3noyMEINILIEHHHMKHM MAacKHpYlOT cBOW peanbHblii 1P-ampec
OONBIIMMH LIEMTOYKAMHM NPOKCH-CEPBEPOB, @ HAHOOIEE OMBITHBIE — MPUBIEKAIOT
KOMIIBIOTEpH! paboBs (cepBepsl, BanoMaHHeie B IHTepHEeTE ¢ LENbI0 JanbHeiero
ucnons3opanus). Ilpoute HaliTu paba, K KOTOpOMY B3JMOMIUMK, Kak [paBuio,
MMEET MOJHBIH ZOCTYN, H MOXET YHMUTOXHTH HAa €ro CepBEpe BCIO KOMIPOMETH-
pyiolLyio HHbopMaLnio (KypHaibl 6€301MacHOCTH).

YTo NpOMCXONMT, KOLZA B3MOMIIMKM NpoHMKawT B cuctemy? Bee 3aBucur or
npecienyemMol uenu. Ecin 910 paspymeHue, TO COKPBITHIO CIeJ0B OTBOIHTCS HE
camasl BaXKHas pojib, a HE3aMeTHOe MPUCYTCTBHE W UCITONbL30BAHNE YYXKOT0 MOIIl-
HOT'O cepBepa — COBCEM [Ipyroe JIejo.

5.9.1. Ha gonruii cpok

Ecan xakep CTpeMUTCsl 3aXBaTUTh CHCTEMY Ha JUIMTENBHBIH CPOK, TO OH CO3/1aeT
MOTAHHYIO [BEpb, Y€pe3 KOTOpYId MOXHO OyaeT B 000 MOMEHT HE3aMEeTHO
BOWTM U BBIMOMHATL HeobOxomumble neiicTeus. Kaxablii pas ucrnoab3oBars ys3Bu-
MOCTh CJIMIIKOM HakiagHO W 3amerHo. Jlyuire umerh 4ro-To Gosiee 3aByaupo-
BaHHOE.
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TIpoHHKHYB B CHCTEMY, XaKepbl Yalle BCero OTKPHIBAIOT Ha KAKOM-HHOYIb MOPTY
camonenbHblid Shell (KoMaHIHBIN MHTEPNPETATOP) WM 3a0pPAChIBAIOT TPOSIHCKYIO
nporpamMmy. AIMHHHUCTPATOPBI, K COXAIEHUIO, OYEHb PEIKO MPOBEPSIOT OTKPHI-
ThIE TIOPTHI B CBOMX cUcTEMax, ocobeHHo ¢ Homepamu Gojee 10 000, moromy uto
9TO HE OYE€EHb MHTEPECHOE 3aHsATHE.

OpUrMHATBEHBIM pelIeHUeM ABISIETCS MOAHATHE NMPAB OTAENBHON YYeTHOI 3amu-
¢, AIMUHHMCTPATOPBI OlATh JKe He CIEIST 32 YKe CYLIEeCTBYIOIMMU 3aucsiMu 1
OBICTPO pearupyioT TOJBKO Ha nobasineHusi HoBbiXx. Hanpumep, ecnu rocrepoii
3aMucH PaspelinTh YTEHME/3aMmuCh CHCTEMHOH OMPEKTOPMH, TO OOJBLIMHCTBO
AIMUHUCTPATOPOB 3aMETAT TAKME€ M3MEHEHHMS He cpa3y, a HEKOTOpble BooOIue
HUKOTAA HE YBUIAT.

Pacumpenue npaB [UIsi TOCTEBOM 3aMMCH Sl MPUBEJ TOMBKO B KauecTBe NMpUMepa.
Ecnn y Bac Gymer Beibop, To oTHmaiite mpearnouTeHue yemy-Hubynb Gonee Hesa-
MeTHOMY (HanpuMep, akKayHT psAaoBoro Gyxraarepa win skoHomucra). Focresast
y4yeTHas 3alMchb pEHakTHPYETCA OOCTATOYHO Y4CTO M HaxXoOMTCs IO QOoNBILIAM
MPUCMOTPOM, YeM 3aMMUCH PSIOBBIX COTPYAHUKOB CETH.

OnHaxael s1 3aMEeTHI, YTO Ha MOEM cepBepe MOCTOSIHHO MponaaloT 3anucH u3
cucTeMsl KypHanupoBanus. Her, ato He Gbulo ynaneHue sanuceli, MpocTo XKyp-
Ha/ OTKJIIOYAJICSI, M B HEro HUYEro He Monaalo. AHAIM3 MOC/AeNHHX 3anuceil 1
BpeMeHHU 3aBepliieHust paboThl KypHaIa MOKa3al, YTO BBIKJIIOUEHUE MPOUCXOMHIIO
NpPaKTHYECKH cpasy Mocjie BXOAd B CHCTEMY OIHOTO M TOTO XK€ ITOJIb30BATEsi.
OxkasbiBaeTcs, Xakep MOAHSI TpaBa JOCTyNa [UIS 9TOW 3anuch, U YToObl B XKypHa-
Jie He OCTaBaIOCh MOMeTOK 00 oOpallieHWU ¢ ero CTOPOHBI K CUCTEMHBLIM AUPEK-
TOPUSIM, OTKIIIOHAT XXYpPHAT. '

Yucrka KypHama — 3TO OCHOBA, KOTOpas MO3BOJSIET XaKepy OCTaThCsl Hesame-
yeHHbIM. Kak Obl 31oyMblliLIeHHUK He npatan coit IP-aapec, ero emMoryt HaifTi
(i xotst 661 GyAyT UCKATH), €CIM CTAHET M3BECTHO, YTO B CUCTEMY KTO-TO MpO-
HUK. Ecnn anMUHUCTpATOP HE 3aMETHUT, YTO €ro CepBep BINOMAIM, TO HUKTO U He
Oymer 3aHMMAaThbCsl MOMCKAMMU 3/IOYMBILIUIEHHHKA. A eCid 3aMEeTUT, TO HauHeTCs
PO3BICK, HO MPHU OYUILEHHOM XYPHalle BepPOSITHOCTD MOJIOXUTEILHOIO pe3yibTaTa
nagaer o 0, MOTOMY YTO TJIABHBIN MCTOUYHUK ONpENe/ieHnsl aKTHBHOCTHM Xakepa
yHUUYTOXEeH. UMEHHO Mo3TOMY 3JIOYMBIILUIEHHHKH CTAPAIOTCs 3aTepPeTh BCE Clejbl
CBOEro ITPUCYTCTBUSA B CHCTEME.

M3 ucropuu ¢ HCUEIHOBEHHMEM XypHalla f CAENaN elle oAuH BeiBod. Kak
BOBINMHCTBY AAMWHHMCTPATOPOB, MHE CKYYHO NpOCMATPUBATHL 3TOT HOKYMEHT.
CrieuManTu3upoBAHHbBIX CHCTEM MOHHUTOPHHTA 51 HE YCTAHABIWBAJ, a4 CTAHIAPTHBIE
cpejicTBd He ucronb3oBal. Ha Moem cepBepe LMPKYIUPYET CIMLIKOM Goibliloi
norok uMHdopmauuu, 3anpocos i T. 1. Cpean sToro Mycopa yBUAETH OBpalLeHM s
B3JIOMIIIMKA He TaK-TO MPOCTO, MO3TOMY $ BOOOIe He 3ariaabiBal B KypHaIbI
fOe3onacHoCTH,

Xakep, KOTOpbIit B3/OMal KOMMNbIOTepP, Gbil CAMLIKOM OCTOPOXHBIM, HO TpH
3TOM HE CJIMIIKOM OTNBITHBIM, MOTOMY 4TO Jy4iie ObUIO OBl OUMCTUTHL TONBKO
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CBOM 3aIlUCH, @ HE OTKIIOYATh MOJHOCTBIO XypHal. Ho ero mpomax mnosBomui
MHE YBUIETH NMPUCYTCTBUE 3JIOYMBILULIEHHWKA.

KpaTkoBpeMeHHbIE BTOPXEHUS MAJIO KTO 3aMeTHT, MO3TOMY He CTOWT 3abuBaTh
cebe rojIoBy JMUIUHUMHK MpobremMamu, a Jyvile nmo3aboTUThCs O CKPBITHU CBOEro
IP-anpeca. Be3 atoro mapamerpa >XypHaJl TpaH3aKUMH HEe CHIbHO MOMOXET aj-
MUHUCTpAaTOpy M creucayxbaM, a B ciyyae peiKknX W HeNnpodO/DKHTE/bHbIX
BTOPXKEHHU 3TO CHAeNaTh OUYeHb CIOXHO.

5.9.2. KopoTKo 1 icHO

Ecnm ueneio xakepa 6uU10 KpaTKOBPEMEHHOE BTOPXKEHHE [UIsl BBITIOJIHEHHS OIpe-
IeJeHHbIX AeHCTBUI (Hampumep, yIaleHHe WM BOPOBCTBO (haityios), TO, BHINOJ-
HUB HY)XHBIE OEpaliu, OH MO BO3MOXHOCTH YHUUTOXAET BCE CHE/lbl CBOETO
npeObIBaHUA (YUCTUT KYpHaIbl 630MACHOCTH) U HABCErAa BBIXOAWUT M3 CHCTEMEL.
Takue xakepbi Haubosiee OMacHbl, MOTOMY YTO €CM UM HE YAAeTCH 3aMECTH cJie-
Abl, TO OHH MOTYT OYMCTUTEL UIH OT(OPMATUPOBATE BECh IUCK.

Ha muorux cepsepax cTosiT cMCTeMBl 3epKaiupoBaHus xypHanos. Torga uxdop-
Mauus o6 akTMBHOCTH cepBepa M [OJIb30BATEsAX MMONAAAET He TOAbKO B CHCTEM-
HbII, HO W PE3EpPBHEII XYPHAI, KOTOPhIA MOXET ObITh Xopolluo cnpsitad. B Takux
cllydasx XaKepsl B MaHUKE MOTYT MCIOPTHUTHL BECh IUCK, HO 310 BecrionesHo. Pe-
3epBHAas KONUWH XypHajia 4alle BCero 3alllMileHa, M €c/IM He YHHUUTOXHUTh €€, TO
MOILIEHHHMKA CMOIYT HAMTH 110 3anUCcAM B 3ToM XypHaue. [lepBbiM A€IOM HYXHO
OYMCTUTh MMEHHO PE3EPBHYIO KOMUIO, a ITOTOM YK€ OCHOBHOM XKypHAI.

HexoTopeie B3nOMILMKHM, KOTOPBIE MPECAEAYIOT TOIBKO BapBapCKUe LieH, He 06-
PallaT BHUMAHMUS Ha CUCTEMBI XYPHAIMPOBAHNUS, @ NEPE/ BbIXOAOM M3 CHCTEMBbI
MPOCTO YHUYTOXAWT uHbopMauuio. biaro, 4to Takux Xakepos He MHoOro. bojb-
LWKWHCTBO MOHMMAET, YTO XOPOMIMIl AIMHWHUCTPATOP CHOENAeT BCE HeoOXomumoe,
4yToOBl HAHTH VTOYMBILUIEHHHKA, M JIYYIIE OCTATbCHA He3aMEeYeHHBIM, YeM Mpo-
SABUTH ce0sl HEOCMOTPHTEJILHBIMU JACHCTBUSIMH.

Yem meHblue XaKep HaXoIUTCSl B CUCTEME, TeM CIIOXKHEee €ro NMoToM HaiTH. an
IUTUTENTbHOM HpeﬁbIBaHHH JNOYMBILUIEHHUK BOJBHO HW/JIH HEBOJIBHO OCTABIACT
MHOI0O CJEI0B, JaXKE €CJIM MPOCTO NMPOCMATPHUBAET COIAEPXKMMOE CEPBEPA H HHYEIO
HE U3MCHSIECT.

5.9.3. CkpbiBaTtbca 6ecnonesHo

Ecnut Bbl cheid B MarasuHe KOH(ETKY, TO Bac ckopeil Bcero He OyayT pasbiCKM-
BaTh. Tpame JAEHLBI'M HAJOrorJIaTEJbIIMKOB Ha MOHCK MEJIKOIo }Kynnxa NnpocTo
cymaciiecrse. Ho eci Bbl YKpAJIM UYEpPTEXKM CEKPETHOH BOEHHON YCTAHOBKHM,
TO, NMOBEPLTE MHE, NPABHUTEIALBCTBO sa.neﬁcmye'r BCE BO3MOXHbBIE pecypchbl Ha TO,
4yTOOBI HAWTH Bac.

TouHo Tak *e u co BajomoM. ITpocTyio 3ameHy [JIaBHOM CTPAHMIIBI CepBepa ma-
JIeHbKOM KoMnaHuu octassat 6e3 BHUMaHusA. Ho ecian ato GbLI0 BOPOBCTBO JEHET
13 DaHKa WJIH BTOPXKEHWE B BOGHHBIE CETH, TO Bac 00s3aTe/IbHO HAWIYT.
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Hekoropble xakepsl CYHTAIOT, 4TO, 3alindpoBaB XeCTKUil MUcK, OHU obesonacsT
cebsl M MPaBOOXpaHHTEIbHBIE OPraHbl He CMOTYT HAaHTH [JOKA3aTENbCTB. DTO 3a-
onyxnenue. JdomycTum, YTO BBl 3aKpBUTM YKpaleHHbIE BEeLUlM B KBAPTHpE 3a Ce-
MbIO 3aMKaMH. MoOXHO cyMTarth, YTo Bbl B GezonacHocTu? Koneuno xe Her. [lo-
JIYYUB paspeleHue Ha oOBICK, COTPYAHMKH MUIMIMHM MOIYT moTpeboBars KIOYH
WK B370MAlOT 3aMKH. JIio0Gble ycWinsl BOCHIpensTCTBOBATE OYAYT paclieHeHkl Kak
TIOMBITKHA MOMEIATh CIEACTBHIO U CHENAIOT TONBKO XYXKe.

Komnbiotep ToXKe MOXeT ObITh MOABeprHYT OOBICKY, M MellaTk 3ToMy Gecriones-
HO. [laxe ecnu 3JOyMBILIIEHHUK OyneT yTBep:KaaTh, YTO KIIOY K windpy yrepsiH,
NpaBUTeILCTBO MOXET 3ajelicTBoBaTh OosiblliMe pecypchl juisi nonbopa mapo-
nsi. Xakep ycyryoMT CBOIO BMHY M MOJYYMT HOMOJHUTENBHOE HaKa3aHWe, eciu
B KOMITBIOTEPE OKAXYTCS HYXKHBIE H0Ka3aTE/IbCTBA. Beem H3BECTHO, 4YTO IMOMOIlb
CJIE/ICTBUIO YMEHBLUIAET CpoOK, a mobbie MOMEXH, KAK MHHHMMYM, OCTaBJIAIOT €ro
HEH3IMEHHBIM, & B XyALIEM — YBCJIHYHBAIOT,

5.10. Npousowno BTopXxXeHue

Camoe crpaiHoe uist Jii060oro anIMHMHUCTPATOPA WK M0Jb30BATENSI KOMITbIOTEPA —
YBUJIETb, YTO B CUCTEMY MPOHUK 37I0yMBILUIEHHUK. YTO Aenarh B 3TOM ciyyae?

PykoBoIMTeNn KPYMHBIX KOMMAAHWIL, MPOMH(POPMUPOBAHHBIE TEXHUYECKUMHU
CMEUMATHCTAMH O BTOPXKEHWH, TMbITAIOTCS CKPBITh 3Ty HHMOPMALMIO U HE [pe/l-
MPHHUMAIOT HUKAKMX YCHIWI C UENbIO BBISIBIEHNS 3A0YMBILIEHHUKA, 4 aIMu-
HUCTPATOPBI MIPOCTO CTAPAIOTCS M3GABHTHCS OT HEMPOLIEHOTO FOCT.

Mmuorue AIMHHHUCTPATOPBI MEPBBIM AEJIOM OTKIIOYAIOT CEeaHC 3JIOYMBILLIEHHHKA
M TOJBKO TOTOM BBISICHSIIOT, KAK OH IIPOHUK B CHCTEMY. DTO HE MpPaBUIBLHO, MO-
TOMY YTO 10 MCTEYEHUH BpPEMEHH Bbl HE y3HAETe MyTh NPOHHMKHOBeHUs. Beposar-
Hee BCEero, YIAcTCsl ONPeHeNuTb YYETHYIO 3aMicCh, KOTOPYIO OH HCIOIb30BAI,
¥ MaKkCHUMYM, YTO MOXHO C/IeNaTh, — MOMEHSTh €€ NapoJib.

A 49TOo eciIM Xakep MOJYYMJI JOCTYI K YYeTHOil 3amucu uepes ownbky B ckpunre?
B srom ciydae eMmy [HOCTAaTOMHO MOBTOPUTH Te XK€ HeicTBUS, MOJYYNTH HOBBIN
napojie 1 MCMOJMb30BaTh €ro, NokKa aftMMHHCTPATOP CHOBA HE YBUIWT BTOPXKEHHE.

Cawmslii XopolIMif BAPUAHT, €ClU cepBep BBITOIHSET TOJALKO ONHO OfpeaeeHHOoe
aeicreue. Hanpumep, WEB-cepBep ycTaHOBIEH HA OTAENLHONM MalMHe, 4 Mou-
TOBBIIt — Ha npyro. B asToM ciyuae Jierko NOKanM30BaTh "4yBCTBUTEIBHOE"
MECTO:

O yassumocts B OC wiM cepBlce — MPOBEPETE BCE TMOCJEAHUE OTYETHI 0O
owmwnbxax BugTraq u ybeauTech, YTO y BaC YCTAHOBJIEHBI Bee OGHOBICHMA,

O naposib MoNb30BaTeIA — ONpENeTUTe HAIMYHE HEe3alIUIIeHHOTO Napos Mol b-
30BaTelisl, KOTOPhIl MOr nmoxobparh Xakep;

O npociywnBaHne — MOMILATE NporpaMMy-cHuEp, eciu BIIOM IPOM30LIET
JIOKaJIbHO, BO3MOXHO, NMapoib (51551 MOJIYYEH C €€ IMOMOIILIO;
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O ysA3BUMOCTb B KOHGUIypaUWu — BBl HENPaBUJIBHO HACTPOWIM CHCTEMY HIIU
CEPBHC, 6naronapﬂ YeMY OKa3aJlMChb JOCTYITHBIMM 3alpeli€HHbIE PECYPChl, WIH
MOJIb30BATE/b CMOT MOBLICHTE CBOM [pasa.

Dro Hanbosee pacrnpocTpaHeHHBIE OLIMOKN, XOTSI MBI YK€ 3HAeM, YTO CyLIEeCTBY-
10T u Gojiee M3OLIPEHHBIE W CIOXKHBIE METOABl B310OMA, HO OHU TPOH3BOAATCH
TOJILKO MpodeccHOHANaMNI, @ TAKMX BO BCEM MHUPE He TaK yX W MHOro.

Cawmplit npocToi BapuaHT — JOKANbHBIN B3oM (BHYTpH cetu). [docrarouHo ao-
JIOXKHUTH 00 WHIHKAEHTE HaA4YaJibCTBY, H TMOC/I€ HAaKa3aHWUsI BUHOBHOIO ‘HOIIDGHB[C
ciyyan He mosropstesi. Jlionu Bcerna cTpanaior JOGOMBITCTBOM, MO3TOMY 3TOT
[OPOK HANO KAK-TO CAEpXUBATh.

Ecnu BanoMm 6bU1 mpou3BeneH W3BHE, TO Bbl oﬁaaa’n:nbno JIOJKHBI CHAYyana y3Hath
IP-anpec obumunka, a 3areM OrpaHHYNUTh ero npasa B cucreme. Ecin on pabGoraer
yepe3 MPOCTOM akKayHT (y4eTHasl 3anuch He MPUHALIEKUT aIMUHUCTpATopy), Mo-
BBICUB MPUBUIETUH, TO Bbl JO/DKHBI YCTAHOBUTH YPOBEHL JIOCTYNA B HYXKHOE CO-
cTostHue, YToOkl XaKep He HarBopui Gea. Tenepb MOXHO W MOUTPATh ¢ HUM.

Ecnu xakep He MChyraics TOro, 4To ero rmpasa ObUIH TIOHUXEHBI, U TONBITAETCS
BEpHYTh cebe yTpaueHHOe, TO Bbl CMOXETe YBUIEThb, KaK 3TO MPoucXoauTt. [ns
3TOro OTC/IeXuBaiiTe 06bIe AeifcTBUs Xakepa no ero IP-aapecy u 3ameyeHHON
BAMM Y4YeTHOi 3anmucu. Baura 3agaya — onpenesiuTh Jaseiky, Mo KOTopoH OH
MPOHMKAET B CUCTEMY, U 3aKPBITh K Hell J0CTYIIL.

Ecnn BBl yBMIENH, YTO HA CcepBep Hayanach araka OTKasza oT obCTy:KHMBaHMS
C MOMOIIBIO TEPenoJHEeHUs! PEeCcypcoB, Bbl JOMKHBEI 3alpPeTUTh MPHEM JIAaBUHBI
MAKETOB C Y3JIOB, C KOTOPBIX 3aMe4e€H MHTEHCUBHLIH Tpacuk. bnaro, cereBsie K-
paHbl ceityac ecrs B mioboit OC. B Unix-cucremax (takux, kak Linux wim
FreeBSD) cereBble 3KpaHbl JOCTATOYHO MOIIHBLIE W [MO3BOJISIIOT 3aLIMTUTBECS OT
Koro yrogHo. B Windows sra yruanTa nosisuiach HeAaBHO M TOJBKO PAcIUIUpPSET
CBOH (DYHKLHOHATBHEIE BO3MOXHOCTH.

Ecnu cereBoro akpaHa Bce Xe HEeT, TO NPHIETCS TOJMBKO CMHUPEHHO HabIIOaaTh,
KaK cepsep IepesapuBaerT BCIO Bxomsyio uHdopmauuio. Ecim Harpyska npu-
omusutcst K 90 %, To 51 Gbl TpepBan Ha HECKOJBKO MHHYT COEIWHEHWEe, YTOObI
nepexnaars ataky. Eciin cepsep 3aBUCHET, TO HA MEpe3arpys3kKy M BOCCTAHOBJIEHUE
paboTbl MOXeT moHanobuTeesi HaMHoro Gonbilte BpemeHu, Ecnu xe orkimoueHue
OT CETH HEBO3MOXHO H3-3a HCOSXO,D.HMOCTH MOCTOSTHHOM CBfAI3H, TO B 3TOM ClIy-
yae MOXHO TOJNIBKO ITOCOYYBCTBOBAThb, MOTOMY 4TO IPH TAakKOW Harpyske pabora
KaHaia He Moxer ObiTh crabwibHoil. HykHo Obulo ycTaHaBauBath ceTeBOif K-
paH, 2 B MOMEHT aTakM 3TO JeNaTh yXKe MO3IHO.

Ot npociaywiMBaHus TpaduKa MOXET MOMOYb TONMBKO HIHppoBaHue. Ech BalllK
CEPBEPHBIC MPOLPaMMBbI MO3BOJAIOT €ro HCNOJb30BATb, TO 3TOT PEXHUM Heobxo-
JMMO HacTPOMTH 3apaHee.

Ot arak tina nojcrasHoit DNS-cepsep uan ARP-3anpoc agMuHucTparop Boob-
lIe HUYEro ciaenarb He cMoXxeT. TYT yXe NMoMoXeT TONbKO paspaboTdMK LUTYp-
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MyeMoil MporpamMMbl U OOHOBJIEHUE CHCTEMBI WM MOJHOE OTKIIOYEHHE YS3BH-
MBIX CEPBUCOB.

Hexoropbie arakd MOrYT NMpPOM3BOLUTHCS YEpe3 OTAENbHBIE NPOCYEThl B Mpo-
rpamme, Hanpumep, yepe3 cKpunthbl JavaScript, KOTopble B 3TOM cllyyae cleayer
HEMEJUIeHHO OTKJIIOYNTh ¥ OOHOBUTH Opaysep. He noxumaiitech, Korma xakep
BOCITONIb3yeTcsl OLIMOKON MpOrpaMMHUCTOB U MPOHUKHET B Balll KOMILIOTED.

Ho camoe crpauiHoe Wis aIMMHUCTPATOpa — 3TO aTaka ¢ LEABI0 YHUYTOXEH!S
(npu orcyTcTBUMM Konuit). S Ha cBoeM AOMAllHEM KOMIbIOTEPE €XKEeMECAYHO je-
Nal0 pe3epBHLIE KOIMMU OCHOBHBIX IMPEKTOPUN, [IIE XpaHATCS MOM MCXOIHBIE KO-
Obl, DOKYMEHTBI, TouTa U T. 2. Takum obpasom, eclld CIOMAeTCs XKECTKUIl AuCK
WX BCE YIANT BUPYC/XaKep, TO MAKCUMYM, UTO 5l MOTePSI0, 3TO MecsL paboThl.

Hekoropble aiMHHHCTPATOPBI BoODILE HE 3alyMbIBAIOTCA O TAKOW mpobreme. S pa-
fotan B onHOI MPOM3BOACTBEHHON (UpPMe, TaK TaM PEryJIsipHO CO3aapBalach pe-
3epBHAd KOIUS TOJIBKO KOHTpOJUIepa noMeHa, a Ha ¢aiiopoM, nourosom, WEB-
cepBepe W cepsepe 0asbl IAHHBIX AENANN PE3EPBHYIO KOIHMIO, KOIa BCIIOMUHAMM,
A 3TO TIPOMCXOAMIIO pa3 B Mecsll Win aaxe pexe. C TAKUM OTHOIIEHUEM aIMM-
HMCTPAaTOpbl MOIJIM JIMIUWTHCH BCel HMHGoOpMalLWM, HAKOIUIEHHOW B TedeHHe
MHOTMX JIET, M npuHecTH OI0/LKeTy cBoeit UpPMbl MHOTOMMIUIMOHHBIE YOBITKIA.
A Benb notepst 6a3bl JAHHBIX MOXET MPUBECTU Jaxe K HaHKPOTCTBY NpenpHsITHs.

3auMTa OT HanaueHuss — 3TO BOHMHA ¢ XakepaMu, u nobexaer Tor, Kto OsicTpee
pearupyer Ha M3MeHeHWe cHTyauud. Bpar He cnuT i), MO3TOMY BCerga HYXHO
CIEAUTh 32 6e30MacHOCTBIO CBOEH CHCTEMbl. ATAKW XAKEPOB Hallle BCEro MpoBO-
IATCSA MAcCOBO B MOMEHT MOSABNEHHS HOBOH YSI3BUMOCTH. DTO MOATBEPKIAET TOT
dakr, uto 90 % xakepoB — Monobie pebsaTa, KOTOPhIE MCIMOMB3YIOT YYXKie METO-
nel. Kak To/mpKo KTO-TO Haiiner HOBBLH cnocod, Gosbllias apMusl Xakepos GexuT
ero ucnbiThbiBarh. HekoTOpbie A€7aI0T 3TO CO 37IBIM YMBICIOM, HO BONBIIMHCTBO
BCE K€ MPOCTO OrpaHHM4YHMBaeTCA MIATOCTHIO. Ho nu 030pCTBO MOKET OKA34ATbCH
CMEPTEJIBbHBIM JUISi KOMITAHWH, €ciii OyleT yKpajleHa MM YHUUYTOXEHA OYEeHb
BaXXHag MHhopMaLusl.

Ecau Bbl aiMUHWCTPUPYETE CEPBEP, TO B BallleM apceHase A0/KHBI ObITh BCE He-
00X0AMMbIE NPOTPAMMBI TS BBISIBICHNS YAAIEHHBIX artak. [is JoMalllHero Kom-
NbloTEPa TaKoil NMporpaMMoOi MOXET CIAYXWThb CETeBOM 3KpaH, HO Ul cepsepa
HYXKHO NPUHATE NOMOTHUTE/ILHBIE MEPbI [0 MOHHUTOPHHIY cucTeMbl. YeM paHb-
L€ BBl 3aMETUTE BTOPXKEHHWE, TEM MeHblie Oyler HeXelaTe/lbHbIX MOCHeACTBHH
OT B3JIOMa KOMITbIOTEpPA.

5.10.1. PesepBupoBaHue u BocCcTaHOBNIeHNE

Hukto He 3acTpaxoBaH OT BTOpXeHMs. Bbl 10JKHBI 6bITh FOTOBBI ‘KO BCEMY U
YETKO CIIaHMpPOBATH BallH IleﬁCTBHﬂ, MOTOMY 4YTO TOJIBKO TAK MOXHO MAKCH-
MajibHO OBICTPO OTpearMpoBaTh B KPUTHYECKOil cutyauuu. [dasi 3TOro Bhi
JOXKHEBEI 3apaHee Ha TECTOBOM cucTeMe OT[JH.GOTE!TB PA3TUYHBIE BapUaHTbI
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BTOpXeHus. Bam HeoGXxomumo Ha MpakTHKE (M B COBEPUIEHCTBE) OBNANETH Cle-
MYIOUIMMY HaBBIKAMMU!

0 BoccraHoBieHue pabortocriocobHocT OC, BKIIOYas BOCCO3/IaHWE BCEX KOH-
durypaumontsix daitios. Eciin xakep ocrasuii notaitHolt Xoi, To, BEPHYB Bce
KOoHpUrypaunoHHsle ¢aiabl, MOXHO BOCCTAHOBUTL CHCTEMY Ha MOMEHT
B3JIOMA, M TOIAA MOTAiHAA ABEPb 3aKpoeTcs cama mo cebe;

O BoccraHoBiieHUe 6a3 gaHHbIX M BceX pabouux ailyoB. ATaKH XaKepoB He-
PelKO HamnpaBleHBl Ha YHMYTOXEHHWE WMEeHHO Takod uHdopmauuu. Ecau
yTpaueHHble (hailibl 1OCTATOYHO CKOMMPOBaTh U3 PE3epBHON KOMHMU HA HC-
XOIIHOE MECTO, TO IUISi BOCCTAHOBACHUs 0a3bl NaHHBIX HYXHBI AOMOJHUTE b~
HbIE€ 3HAHHS.

Ut peanusaumMMu 3THX ABYX NMYHKTOB HY)XKHO YETKO CJEN0BATb TaKOH MOAUTHKE
pe3epBHOr0 KOMUPOBAHMs, KOTOpast rMo3sosisia Obi 6BICTPO MPOM3BOAMTH BOCCTA-
HOBJIEHWE ¢ MUHHUMaJIbHBIMK noTepsiMit. CyllecTByeT TPH OCHOBHBIE CTPATETAH:

1. Ecimn Kakue-to (haitbl U3MEHSIOTCS PENKO M HEe3HAYMTENbHO, TO MOXHO Je-
JaTh pe3epBHbIE Konuu ¢ GonbliMMKU NpoMexyTkamu sBpemeHu. Ecim nocnen-
HHE M3MEHEHUA W OyayT yTepsiHbl, TO 3a cyeT HebonblLoro ux ofrema pydyHoe
BOCCTAHOB/IEHHWE HE MOTpebyeT MHOIO BPEMEHH.

2. Ecnm paHHble MOAHGUIIMPYIOTCS YACTO, HO HE3HAYMTENBHO, TOIMIA MOXHO CO-
XpaHATh TOJNBKO 3TM M3MEHeHMs! (Hanpumep, XypHaJl TpaH3akuuil juis 6a3
HNAHHBIX).

3. EcaM naHHble M3MEHSIOTCS YacTo W CYUIECTBEHHO, TO BBITOIHEE COXPAHATH
MOJHYIO UX KOIHIO. :

KDOME 3TOro, pe3epBHLIC KOIMWH HCOGXO,[[HMO JEJatbh M Mocjieé Kaxloro aHauyu-
TEJILHOTO/BAXHOTO U3MEHEHMs JAHHBIX MIH KOH(GUIYpaLuU CUCTEMBI.

PesepsHoe KonupoBaHue paboumnx ¢aitioB HO/DKHO MPOM3BOAMTHCH EXEIHEBHO
M HE Ha JIOKQIbHBINH AMCK KOMIbIOTEPa, a Ha cheMHble Hocurenn tHna CD-R/RW,
DVD, cMeHHble OUCKH, MATHHTOOIITHKY.

Ecnu Bbl jesiaete exelHEBHbIE KOTIMKM Ha Tepe3anichiBaeMble HOCHTENH, TO CO-
XpaHsiiTe X B TedeHue mecsua. TojlbKo Mocie 3TOro MOXHO CTHPaTh AaHHbBIE W
3anuCkIBaTG HA MX MecTo HOBble. ExXeMecsyHble KOMMH JIydile Aenath WIS [Mo-
CTOSIHHOTO XpaHeHusi. B 3TOM ciyuae Bbl BCEria CMOXETE MOCMOTPETh KOH(Ury-
paunoHHble (aitibl, KOTopsie ObUIM B CHCTEME HA OTNpPENEJSeHHbIH MEepHol Bpe-
MEHH, ¥ OTKATUTh CHCTEMY B cllyyae HeyaauHOH HACTPOMKH.

PeaeppHoe KOMUpOBaHME MMO3BOJISIET 3ALUTUTLECS HE TOJIBKO OT BTOPXKEHMsl, HO U
OT HapyuieHuil B pabore cucTeMbl, MOJOMOK HOCHTENEH MH(popMalLunA (KecTKue
nucku) U T. 1. He meHee yacTo BeTpevalonascsi CUTYalusi — HeBepHbIe IeicTBUS
ONnepaTopoB WK OWMOKK B NporpaMmax, KOTOpbIe TaKXKe MOTYT MPHUBECTH K IO-
Tepe WHopmaurn. Korna BOCCTAHOBHTDL YHATEHHYIO (MCKaXKEHHYIO) MHpopMma-
LUMIO He yaaeTrcsi, MMONoXeHWe MOXET CIACTH TOJBKO pe3epBHasl KOMMsl.
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PesepBupoBaHue MOXHO aBTOMATH3WPOBATE, YTOOLI OHO MPOMCXOAWIO B onpene-
JeHHoe Bpemsi. OTo ynobHO, HO HE [aeT rapaHTHU LeJIOCTHOCTH JaHHBIX. OnHaX-
[Ibl MEHS MOMPOCHJIM BOCCTAHOBUTHL cucremy nocie cbosa. Ha cepsepe B KoHue
KaxJoro paboyero AHs 3arnycKaloch aBTOMATUYECKOE pe3epBHOE KOMUpOBaHHE
B OIWMH M TOT Xe Gaiin B cereBoii namnke. DTo 3HAYUT, YTO B 000K MOMEHT
MOXHO OBUIO OTKaTUTbCs Ha cyTKM Haszan. Ommubka, KoTopasi npuBeaa K yrepe
HJaHHBIX, Mpousolia 3a 12 MUHYT A0 aBTOMATHYECKOH MpOLEeayphl, a 3aMeTHd
ee ToJNbKO yepe3 15 MUHYT. B 3T0T MOMEHT yXXe Haualioch O4YepefHOe pe3epBHpO-
BaHWe, U crapasl KONusl YHHUTOXWIACh, 3 HOBAs — YXe CTajlla ColepXarh HCrnop-
YyeHHBle AaHHble. Takum obpa3oMm, HEMPaBUILHO HACTPOEHHAsl ABTOMAaTHKA Cpa-
Gortana Bo Bpell.

Ecnu BbI siBisieTech aIMMHMCTPATOPOM cepBepa, To oTpaboraiiTe Bce BO3MOXHBIE
MEXaHW3Mbl BOCCTAHOBJIEHMS [AHHBEIX 3apaHee. Y Bac JO/KHA ObITh TeCTOBAs
cUCTeMa Ul M3YYeHHUsl BceX HIOAHCOB BOCCTAHOBJIEHMWSI AAHHBIX [OC/Ee aBapuii-
HBIX CUTYALM pasfiMyHOro Maciurtaba u cTeneHu ClIoXHOCTH.

Mozenu pesepBUpPOBaHUS M BOCCTAHOBJIEHWS MOryT GBITh Pa3spasIUYHBIMKU B 3a-
BHCUMOCTH OT MCMONB3YeMBIX NporpaMMm Wiau cepsepa 6a3 pauubeiX. Cremyer
BHMMATENIBHO O3HAKOMMTBCH C BO3MOXHOCTSMM NPOrpaMMHOro obecrneyeHus,
 TIOC/Ie 3TOTO BHIOPATh ONTUMAIBHYIO [UISL BAC CXEMY.
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<style resid=framess>
element
{
background: argb(0,0,0,0);
}
element [id=atom{contentcontainer)]
{
background: rcbmp(100,6,#FFO0FF,0,0,1,0);
}
button
{
background: rchmp(112,6,#FFO00FF,0,0,1,0);
borderthickness: rect(8,8,0,8);
)
</style>

<style resid=toppanelss>

element

{
background: argb(0,0,0,0);
fontface: restr(l);

}

element [id=atom(toppanel)]

{
background: argb(0,0,0,0);

11 3ax. 923
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element [id=atom(divider)]
{
background: argb(0,0,0,0);
}
element [id=atom(product)]
{
animation: alpha | s | mediumslow;
)
element [id=atom(toppanel)]
{
foreground: rgb(239,247,255);
}
element [id=atom(welcome)]

{
fontgtyle: italic;
fontsize: rcint(44) pt;
fontweight: bold;
padding: rect(0rp,0rp,22rp,0);
contentalign: topright;

}

element [id=atom(welcomeshadow)]

{
foreground: rgb(49,81,181);
fontstyle: italic;
fontsize: rcint(44) pt;
fontweight: bold;
padding: rect(2rp,3rp,20xp,0);
contentalign: topright;

}

element [id=atom(help) ]

{
fontsize: recint(45) pt;
padding: rect(140rp,141rp,0,0);
contentalign: wrapright;

}

</style>

<style resid=bottompanelss>
element
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(

background: argb(0,0,0,0);
}
element [id=atom(bottompanel)]
{

background: argb(0,0,0,0);//gradient(argb(0,57,52,173),
argb(0,0,48,156), 0); !

fontface: rostr(2);

}

element [id=atom(divider)]

{
/ /background: rclmp(126,6,#FF00FF,0,0,1,0);
background: argb(0,0,0,0);

}

element [id=atom(options)]

{
padding: rect(25rp, 20rp, 25rp, 20xp);:

}

button

{
fontsize: rcint(42) pt;
foreground: black;//white;
cursor: hand;

}

button [mousefocused]

{
fontstyle: underline;

)

button [keyfocused]

{
fontstyle: underline;

}

element [id=atom(instruct)]

¢ .
contentalign: wrapleft;
padding: rect(18rp,0,0,0);
fontsize: rcint(43) pt;
foreground: white;
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</style>

<style resid=leftpanelss>
element
{
background: argb(0,0,0,0);
fontface: restr(l);
}
</style>

<style resid=rightpanelss>
element
{
background: argb(0,0,0,0);
) :

</style>
<style resid=hotaccountlistss>
element
{
background: argb(0,0,0,0);
fontface: restr(3);
}
logonaccount
{
cursor: hand;
animation: alpha | log | fast;

}
logonaccount [logonstate=1)
{
animation: rectangle | s | mediumfast;
cursor: arrow;
alpha:255;
}
logonaccount [mousewithin]
{
cursor: hand;
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background: rcbmp(119,6,#FFO0FF,0,0,1,0);
borderthickness: rect(5,5,5,5);
margin: rect(0,0,7rp,0);
alpha: 255;
)
element [id=atom(username))
(
foreground: rgb(0,0,0);//xgb(101,121,173);
contentalign: endellipsis;
}
element [id=atom(username)] [mousefocused]
(
foreground: rgb(0,0,0);
contentalign: endellipsis;
}
element [id=atom(username)] [selected]
{
foreground: rgb(0,0,0);
contentalign: endellipsis;
}
button [class="status"]
{ .
background: argb(0,0,0,0);
foreground: xgb(0,0,0);//rgb(255,255,255);
fontsize: rcint(46) pt;
fontweight: bold;
}
button [class="status"] [mousefocused]
{
fontstyle: underline;
}
button [class="status"] [keyfocused]
{
fontstyle: underline;
}
button [class="status"] [selected]
{
foreground: rgb(239,247,255) ;
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fontsize: rcint(46) pt;
fontweight: bold;

</style>

<style resid=accountlistss>

element

(
background: argb(0,0,0,0);
fontface: restr(3);

}

logonaccount

(
cursor: hand;
animation: alpha | log | fast;
background: argb(0,0,0,0);

}

1og\:ma:ccomt [logonstate=1]

{
animation: rectangle | s | mediumfast;
Cursor: arrow;

}

element [id=atom(userpane)]

{
padding: rect (2rp,2rp,1l4rp,2rp);
borderthickness: rect(0,0,0,0):
bordercolor: rgb(0,0,0);//rgb(43,102,159);
fontsize: rcint(45) pt;

}

element [id=atom(userpane)] [selected]

{
background: rcbmp(112,6, #FF00FF,0,0,1,0);

}

element [id=atom(pictureframe)]

{
background: rcbmp(113,6,#FF00FF,0,0,1,0);
borderthickness: rect(5,5,5,5);
margin: rect(0,0,7rp,0);



}

element [id=atom(username) )

{
foreground: rgb(239,247,255);
contentalign: endellipsis;

}

button [class="status"]

{
background: argb(0,0,0,0);
foreground: rgb(255,255,255);
fontsize: rcint(46) pt;
fontweight: bold;
contentalign: wrapleft;

) 1

button [class="status"] [mousefocused]

{
fontstyle: underline;

}

button [class="status") [keyfocused)

(
fontstyle: underline;

}

button [class="status"] [selected]

{ .
foreground: rgb(0,0,0);//rgb(239,247,255);
fontsize: rcint(46) pt;
fontweight: bold;

</style> -

<style resid=passwordpaness>
element
{
background: argb(0,0,0,0);
}
element [id=atom(passwordpanelayer)]
(
padding: rect(71rp,0,0,0);
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}

element [id=atom(instruct)]

{

}

fontface: rcstr(48);
fontsize: reint(47) pt;
foreground: black;//white;
padding: rect(3rp,0,0,3rp);

edit [id=atom(password) ]

{

}

background: rchmp(102,6,#FF00FF,0,0,1,0);
borderthickness: rect(3,3,5,5);
passwordcharacter: 9679;

fontface: “arial";

fontsize: 16pt;

button [id=atom(go)]

{

}

margin: rect(5rp,0,0,0);
content: rchmp(103,3,-1,26xp,26xrp,0,0);
pa&ling: mt{um:m;o:lm}f

button [id=atom(go)] [keyfocused)

{

}

content: m(lo‘: 3: -1r 26!'9;261‘9. 0: 0} i

button [id=atem(info)]

{

}.

margin: rect(5rp,0,0,0);
content: rchmp(105,3,-1,28rp,28rp,0,0);

button [id=atom(info)] [keyfocused]

{

}

content: rchmp(106,3,-1,28rp,28xp,0,0);

element [id=atom(keyboard) ]

{

cursor: arrow;
mrqi.n: mt{srpa 04 01 o] i
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}
</style>

<style resid=scroller>

scrollbar
(
layoutpos: ninebottom;

scrollbar [verticall]
{
layoutpos: nineright;

viewer
{
layoutpos: nineclient;

thumb
{
' background: dtb(handlemap(l), 3, 1):
content: dtb(handlemap(l), 9, 1);
contentalign: middlecenter;

thumb [mousefocused]

{
background: dtb(handlemap(1), 3, 2);
content: dtb(handlemap(l), 9, 2);

thumb [captured]

(
background: dtb(handlemap(1l), 3, 3);:
content: dtb(handlemap(l), 9, 3);

repeatbutton [id=atom(lineup)]
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{
background: -dtb(handlemap (1), 1, 1);
width: sysmetric(2); '
height: sysmetric(20);

}

repeatbutton [id=atom(lineup)] (mousefocused]
{
background: dtb(handlemap(l), 1, 2);

}
|

repeatbutton [id=atom(lineup)] [pressed)
{
background: dtb(handlemap(l), 1, 3);

repeatbutton [id=atom(linedown)]

{
background: dtb(handlemap(l), 1, 5);
width: sysmetric(2);
height: sysmetric(20);

}

repeatbutton '[id=atom(linedown) ] [mousefocused]
{

background: dtb(handlemap(1), 1, 6);
}

repeatbutton [id=atom(linedown)] [pressed]
{

. background: dtb(handlemap(l), 1, 7);
}

' repeatbutton [id=atom(pageup)]
{

background:  dtb(handlemap(l), 7, 1);
}

repeatbutton [id=atom(pageup) ] [mousefocused]



background: dtb(handlemap(l), 7, 2);

repeatbutton [id=atom(pageup)] [pressed]
{
background: dtb(handlemap(1), 7, 3);

repeatbutton [id=atom(pagedown) ]
{
background: dtb(handlemap(l), 6, 1);

repeatbutton [id=atom(pagedown) ] [mousefocused]
( . .

background: dtb(handlemap(l), 6, 2);
; i

repeatbutton [id=atom(pagedown)] [pressed]
) \
background: dtb(handlemap(1l), 6, 3);

</style>

<logonframe resid=main id=atom(frame) sheet=styleref(framess) layout=
borderlayout () layoutpos=client>

<element id=atom(contentcontainer) layout=borderlayout() layoutpos=client>

<element id=atom(toppanel) sheet=styleref (toppanelss) layout=
borderlayout () layoutpos=top height=80rp>

<element id=atom(logoarea) layout=
verticalflowlayout(0,3,3,2)>

<element id=atom(product) contentalign=tcpright paddiné:
rect (10xp, Orp, 20xp, 20xp) /> :

<element id=atom(help) contentalign=wrapright width=
1lrp padding=rect (0rp, Orp, 40rp, Orp) />

</element>
<element id=atom(msgarea) layout=verticalflowlayout(0,0,0,2) >
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<element layout=filllayout() width=384rp>
<element id-atom(welcomeshadow) content=recstr(7)/>
<element id=atom(welcome) content=rcstr(7)/>
</element>
</element> E
<element id=atom({divider) lajroutpos=bottom height=2rp/>
' </element>

<element id=atom(bottompanel) sheet=styleref (bottompanelss) layout=
borderlayout() layoutpos=bottom>

<element id=atom(divider) layoutpos=top height=2rp/>
<element id=atom(options) layout=borderlayout() layoutpos=client>
<element layout=borderlayout() layoutpos=left>

<button id=atom(power) layout=borderlayout() layoutpos=
top accessible=true accRole=43 accName=rcstr(ll)>

<element layoutpos=left content=rchmp(107,3,-
1,26rp,26rp;0,0) />

<element id=atom(label) layoutpos=client margin=
rect(2rp,0,0,0) />

</button>

<button id=atom(undock) layout=borderlayout() layoutpos=
top margin=rect(0,2rp,0,0) accessible=true accRole=43 accName=rcstr(1l4)>

<element layoutpos=left contents
rchmp (108,3, -1, 26rp, 26xp,0,0) />

<element id=atom(label) layoutpos=
client margin=rect(2rp,0,0,0)/>

</button>
</element>

<element id=atom(instruct) layoutpos=right content=rcstr(25)
width=325xp/>

</element>
</element>

<element id=atom(contentcontainer(0) layout= :
flowlayout(1,3,2,3) layoutpos=client content=argb(0,0,0,0)>

<element id=atom(leftpanel) sheet=
styleref (leftpanelss) layoutpos=left>

</element>

<element id=atom(rightpanel) sheet=
styleref (rightpanelss) layout=borderlayout() layoutpos=left width=3920rp>

<element id=atom{divider) layoutpos=left width=1lrp/>
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<scrollviewer id=atom(scroller) sheet=
styleref (scroller) layoutpos=client xscrollable=
false margin=rect (0xrp, 0rp, Orp, Orp)>

<selector id=atom(accountlist)
sheet=styleref (accountlistss) layout=verticalflowlayout(0,3,3,2)/>

</scrollviewer>
</element>

</element>

</element>
</logonframe>

<logonaccount resid=accountitem id=satom(accountitem) layout=filllayout()
accessible=true accRole=43>

<element id=atom(userpanelayer) layoutnboxderlaybut{-) height=80rp>
<element id=atom(userpane) layout=borderlayout() layoutpos=top>

<element id=atom(pictureframe) layout=flowlayout(0,2,2) lay-
outpos=left width=58rp height=58rp>

<element id=atom(picture) />

</element>

<element id=atom{username) layoutpos=top/>

<button id=atom(status0) class="status" layoutpos=none/>
<button id=atom(statusl) class="status” layoutpos=none/>

</element>
</element>
</logonaccount>

<element resid=passwordpanel id=atom(passwordpanelayer) sheet=
styleref (passwordpaness) layout=borderlayout() height=80rp>

<element layout=borderlayout() layoutpos=bottom>
<edit id=atom(password) layoutpos=left width=163rp/>
<element id=atom(keyboard) layoutpos=left/>

<button id=atom(go) layoutpos=left accessible=true accRole=
43 accName= restr (100) />

<button id=atom(info) layoutpos=left accessible=true accRole=
43 accName= rcstr(l3)/>

</element>
<element id=atom(instruct) layoutpos=bottom content=rcstr(6)/>
</element>
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NonesHble nporpamMmbi

CyD Careful Observer (www.cydsoft.com) — nporpamMma clIeluT 3a COeANHEHHUEM
C YKa3aHHbIMM KOMITbIOTEpaMM, U €C/IH COeMHEHUE Pa30pBaAIOCh, TO MOSIBISAETCS
COOTBeTCTBYIOlIee coobieHne, 3ByK, ornpaska E-mail, BeimonHeHne nporpammb
WY nepesarpy3ka KoMIbsloTepa.

CyD NET Utils (www.cydsoft.com) — oTinuHblif, 6bICTPBIi M yno6GHBII HaGop
ceTeBbIX YTWJIMT sl moboro xakepa u aaMuuuctparopa. [Tossonsier nposepsTh
CBSI3b C yHaIeHHBIMH KoMmsiotepamu (Ping), ckaHMpoOBaTh OTKPHITHIE MOPTHI (3a-
NYILEHHBIE CEPBHCHI), CKAHMPOBATH OTKPHITHIE PECYPCHI U T. 1.

John the Ripper (http://www.openwall.com/john/) — nporpamma noabopa napo-
neit s Unix-cucrem.

Internet Scanner (www.iss.net) — OAMH M3 JIYYIIWX CKaHepoB 6e3onmacHOCTH.
Bxomut B Komruiekt yruanut SAFEsuite, xoTopelit BKIloYaer B cebs MHOXECTBO
TIpOrpamMM To TECTHPOBAHHUIO BE30MACHOCTH U BHISBIEHUIO BTOPXKEHMUS.

Password Pro (http://www.insidepro.com/) — nporpamma nonbopa maponeit wis
Unix-cucrem.

Postman (www.cydsoft.com) — nporpamma Uisi paccbUIKH cOooOLIEHUI cO BCTpO-
eHHbIM SMTP-cepBepoM, 4YTO MO3BOJISET OTMPABIATH MUCHBMA C TOMIEIBHBIM
3NEKTPOHHBIM AIPECOM.

PWLinside (http://www.insidepro.com/) — nporpamma noabopa mnaponeit s
Windows 9x-cuctem.

SAMinside (http://www.insidepro.com/) — mnporpamMa nonbopa mnaposiei s
Windows NT-cucrem.

SockChain (http://www.ufasoft.com/socks/) — 1o3BojisieT CTPOUTh LENMOYKW M3
Proxy- u Socks-cepsepos, obecneynpas aHOHUMHOCTb MpH paboTre B CETH.

Shadow Scan (http://www.rsh.kiev.ua/) — ornuuHas rporpamma ¢ GONBLIMM KO-
JIUYECTBOM BO3MOXHOCTEl Ul TECTHMpOBaHMSl CUCTeMbI Ha ysa3sumocTH. Ilpo-
rpaMma ynobHa Ha srane cbopa uHboOpMAUMK O cucTeMe M i nonbopa raposs
Mo cJioBaplo. 1
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NT Crack (http://archivedaru.hypermart.net/winnt_hacking/Nterack.zip) — or-
MeHHasi nporpamma nposepku NT Ha swmBoctb. Eciu Bol xorute BajoMath
Windows-cepsep, T0 OHa IOMXHA ObITh B BalleM apceHase, Hy a eciu 3almn-
THUTh, — TO TeM DBoiee.

NT Bugs (hhttp://archivedaru.hypermart.net/winnt_hacking/Ntbugs.zip) — no-
BOJILHO NMpWIMYHOro pasmepa onucaHue ysssumoctedt Windows-cepsepa. Eciu
BBl BIaneere OypXYHCKMM A3BLIKOM, TO TIPOCTO 06S3aHbI O3HAKOMUTLCH C HUMM.

LC3 (http://www.l0pht.com/I0phtcrack/dist/lc252install.zip) — cambrit 3HaMeHu-
ThIi ¥ OMH M3 JYYIIHX NOAGOPIINK naposiei s NT-cucrem.

Restorator (http://www.bome.com/Restorator/) — Haubosnee nonyaspHas M yaod-
Hasl YTWIMTA JUIS PeAaKTHPOBaHMS PECYPCOB MPOrpamMMm.

Retina Network Security Scanner (http://www.eeye.com/) — Xxopoiunit cKaHep
Ge3onacHoCTH.
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NMonesHble CCbINKKN

www.cert.org — CTOALLUMII cepBep, HA KOTOPOM €cTh pasjie/l ¢ ONHCAHUEM YA3BH-
mocteit. Mudopmauusi HHOMIA MOCTYNALT ¢ 3a[epKKON, HO OYEHb XOPOUIO OfH-
caHa.

www.securityfocus.com — eie oIMH caiiT ¢ ONMCaHUEM YA3IBUMOCTE.
www.2600.com — camblii 3HAMEHUTBIH XYPHA JUIS XaKepoB.
http://www.defcon.org/ — camas moGnmas TYCOBKA Xakepos.
www.opensource.org/for-hackers.html — oTKpbIThIE NPOEKTHI JUIA XaKEPOB.

www.kaspersky.com — caiit naGoparopun Kacnepckoro, rje MOXHO y3HaTh Bce
O BHpycax.
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TepMuHbI

ASP — g3pIk cueHapues oT Kopnopauuu Microsoft, koTopsiii paboraer Ha mnart-
dopme Windows.

CGI (Common Getaway Interface) — unTepdeiic, ¢ MOMOLIBIO KOTOPOro paspa-
GareiBaloTcA nporpamMmel ans WEB-cepBepoB Ha Takux ssbikax, kak Perl, C,
Delphi u ap.

Cookies — TtexHonorust, Koropas nosponser WEB-caiitaM coxpaHsTh Kakyio-
au6o nHGOPMALMIO HA JKECTKOM IUCKE MOIb30BaTeIs.

DNS — uepapxuueckas pacripeneieHHas 6asza JaHHBIX, COIEPXKallas cOMOCTaB-
nenus IP-anpeca KomnbloTepa ¢ ero J0MEHHBIM UMEHEM.

Firewall — cereBoil 5KkpaH, KOTOpPBI MO3BOJAET 3alUMILATH KOMIIBIOTEP WM 1e-
Ny10 ceTh OT BTopxXeHus. OCHOBOI 3Toit 3alIUTEI ABNsETCA (PUABTPALMA NAKETOB
HA OCHOBE OMpee/IeHHBIX MPABIII.

FTP — nporokosn nepenauu caitios no certu.

Hub (xoHueHTpaTop) — ycTpPOHCTBO, ¢ NMOMOLILBI0 KOTOPOTO KOMIBLIOTEPLL 00be-
OHHAIOTCS B ceTh KabemeM Butas napa. Ilpu 3ToM Bce mMaxetbl, MpUXOAsSLIMEe HA
OIWH MOPT KOHUEHTPATOPA, THPAKUPYIOTCA HA BCE OCTAIbHBIE, T. €. Mepechbuia-
I0TCSl BCEM KOMIIBIOTEPAM, TIOMKIIIOYEHHBIM K YCTPOICTBY.

IP-anpec — ampec yana (ycrpoiicTBa WIM KOMIBIOTEPA) B CETH PasMEpPOM
B 32 outa. B Gmmkaifliee BpemMs HameuyaeTcs Mepexol Ha HOBylo Bepcuio IP-
MpPOTOKOAA, KOTOPBIH UMeeT GoNbUIYIO [UTHHY aapeca, ¥ MOXHO MCIOJb30BaTh B
ceTH HaMHoro OoJblle YCTPOoiCTB.

MAC-address (Media Access Control address) — yHHKanbHBIH 48-pa3pamHblil
UIEHTU(UKATOP, KOTOPLI NpHCBauBaeTcsl KaXKIOMY CETeBOMY afanTepy IMpous-
BOIHTENEM.

PHP — s3bik cuenapues wis WEB-crpannu. D1oT A3bIK B NocieIHEe BpeMs Ha-
Gupaer Bce. GOMBLIYIO MOMYIAPHOCTb, MOTOMY YTO €ro peanu3alus CYLlecTBYeT
WIS BCEX OCHOBHBIX MIaT(opM, ¥ MpH 3TOM [JOCTATOYHO MPOCT U YA006eH.
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RFC (Request For Comments) — cGopHUK MaTepuanoB (TEXHHYECKUX OTYETOB,
MPOEKTOB MPOTOKOJIOB M OITMCAHWIl CTAHAAPTOB IMPOTOKOJIOB), HCMOJb3YeMbIX
paspaboryukamu u nojgbzopatenamMu MurepHera. Hanpumep, B RFC onucana
peanmu3auus nporokona SMTP, u npu Ucnonb30BaHHM TaHHOTO MPOTOKONA B CBO-
MX MporpaMMax enaTeJbHO CJIef0BaTh 3TUM PEKOMEHIALIMSM.

Switch (koMMyTaTop) — yCTpOMCTBO, C MOMOLIBI KOTOPOTO KOMITBIOTEPBI 00Be-
OWHSIIOTCSl B CeTh yepe3 Kabenb TMna BUTas napa. [Ipu 3TOM makersl, MPUXOAs-
lMe Ha OOMH MOPT, OTNPAB/IAIOTCSA TOJNBKO HA MOPT, K KOTOPOMY MOIKIIOYEH
KOMITbIOTEp-TIONy4daTe/ib. TakuM 00pa3oM YCIOXKHSIETCS MPOCTyLIMBAHUE HYKOTO
Tpaduka.

AHOHHMHBIH JOCTYN — JOCTYNl K CepBepy, KOTopblii He Tpebyer aBTOpU3aLIMH.
B cayuae ¢ FTP Hano ykasats B KayectBe MMeHHM "Anonymous”, a BMECTO Mapo-
na — csoit E-mail. TIpu takoM JiorgHe maposb He MPOBEPSETCs, MO3TOMY MOXHO
yKa3bIBaTh J11060I nmouToBbIi anpec, miaBHoe, YTOOB (opMmar Oas MpaBMJILHBIN.
C TakuM DOCTYMOM 4allle BCero Ipapa OrpaHUYeHBbl, U Bhl CMOXeTe TOJBKO Mpo-
cMaTpUBaTh OTKPBITYI0O MHpopMauuio. U3MeHaTh M ymansith, B OCHOBHOM, 3a-
MpeLieHo, 1 HUKAKNUX BAXHBIX JAHHBIX BBl HE YBUIMTE.

Jararpamma — nakeT AaHHBIX, Ul OTIPAaBKU KOTOPOTrO B ceTh He Tpebyercs: yc-
TAHABJIMBATh COEIMHEHHWE, U OTMPABUTENb HE ITONYYaeT MMOATBEPXKACHUS 06 yaay-
HOM JOCTABKE JAHHBIX.

Jlemon — cepBepHas nmporpamma, Kotopas pabotaer B (POHOBOM peXHUME U npes-
Ha3HAYeHa Ul BBIMOJIHEHHUS KaKuX-nubo aeicTBHit. DTOT TepMHUH MpPUMEHSIETCS
B unix-cpemax. B KoHlle HasBaHUS TAKMUX MpOrpamMm, KakK MpaBWJIo, CTOMT Oyk-
Ba "d".

Hnss WEB-cepBepa sro no/kHa ObITh MporpaMma, KoTopas sarpyXeHa B MamsiTu
U Xuer noakioueHus Ha 80 nopr (3TO MO YMONYAHMIO, HO MOPT MOXET ObITh
u3aMeHeH). Kaxk TOAbKO KJIMEHT MOACOeAMHMICS, AEMOH HAYMHAET MPHHUMATh
3aripockl ¥ oTBevyath Ha HUX. Ho nemMoHB! GBIBAIOT He TOJIBKO CETEBbie, MOTOMY
YTO K 3TON KAaTeropuy HEBO3MOXHO OTHECTH, HAMpUMep, AeMOH TeyaTH.

KouTpoashas cymMma — 4McCIio, KOTOPOE PACCYMTHIBAETCS O ONpeneNeHHOMY aj-
FOPUTMY, 1O HEMY MOXHO OMPEIeIHTh UEJOCTHOCTh HaHHBIX,

ITopr ceresoii — MHTErpMpoBaHHAA KOMIUIEKCHAas MHGPACTpyKTYpa Wi obMeHa
JNAHHBIMH C KIMEHTCKHMH KOMITBIOTEPAMU M ApPYrUMH cepBepaMu. Kaxnaa cere-
Basl MporpaMma Mpu crapTe oTKphiBaet juis cebs goboit cBoboaHblit mopt. Ectb U
aapesepsuposanHeie: FTP — 21 nopr, HTTP — 80 u 1. n. Teneps npeacraBum
CUTYaLMIO, KOoraa Ha cepsepe samyuieHsl asa cepsuca (FTP u WEB). D1o 3Hayur,
YTO Ha cepBepe paboraer JlBe NMpPOrpaMMBbl, K KOTOPBIM MOXHO MOZKIIOYATLCH MO
cer. Ecnm BBl XotHTe nmpucoenuHuTbess K FTP-cepBepy, To mockuiaeTe 3anpoc
o agpecy XXX XXX XXX.XXX n Ha nopr 21. Cepsep 1o HoMmepy nopra ornpe-
JIeJIUT, YTO 3anpoc oTHocuTcs uMeHHO K FIP-cepsepy, a He WEB.
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Tak 4To cereBble MOPTHI — 3TO YTO-TO BUPTYAIBHOE, YTO YBHIETb HEBO3MOXHO.
Wx Hannume ro3BoAET KOMMBIOTEPY ONPENENUTb, UII KOr0O UMEHHO MpHILeN
CETEBOM 3ampoc.

Cepsucsl — nporpammbl s Windows, aHamornutsie gemonam B Unix.

Cnnour — mnporpamma, KOTOpasi | YMEET MOJb30BaThesi KaKo-HUOYAb yA3BHMO-
crbio. Ecniu oH Hamucao Moz “nix, TO MOXKET IMOCTABJAATECH B MCXOIHBIX KOIax.
B stoMm cityyae nepen 3amyckKoM MoTpebyeTcst KOMMTHISLIMS.

TposHckast nporpaMma — TpOrpamMMa, KOTOpasi HE3aMeTHO CHIMT B CHCTeMe
KEpTBBl M IO3BONSET YIPABIATh €ro KOMIbIOTepoMm. Takue MporpamMmbl Haiie
BCEI0 COCTOAT M3 IIBYX YacTeil — KIMEHT u cepsep. Cepsep 3abpachiBaeTcsi Ha
KOMITBIOTEP XEepTBbl M 3anmyckaercs. 3aTeM ¢ MOMOILBI0 KIMEHTCKON YacTH MOXHO
MOAKIIOYATHCA K CEpBEPY M 3aCTABMSATH €ro BBITIONHATH ONpelefeHHbIE IeHCTBHS .

BEIBAIOT TPOSTHCKME MpOrpaMMbl, COCTOSALINE TONLKO U3 cepBepHoit yactu. Korna
KepTBa 3amyckaer Takoul daitn, TPOsSIH BBIMONHAET cBOM GBYHKUUKM (Hampumep,
NepechilaeT Bee HaiiieHHble napoau B MHTepHeT), a nocie 3Toro Moxer camo-
YHUYTOXKHTBCH.
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Mporpammbl  StyleBuilderinstall.exe u StyleXPinstallFemale exe, Haxogswmecs
8 nanke Chapter1, paboratoT Tonsko 8 Windows XP.

I BHyumaHue “

3anyckatk exe-thainel U3 nanku Chapter2\Login BpyyHyl0 HE peKOMeHAyeTcsi, Tak
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®neHos M.
MporpammupoBanue Ha C++ rnasamm xakepa
' (+CD-ROM)

MarasuH "HoBas TexHuyeckas KHura"
Cn6., Namaitnosckuia np., 4. 29, ten. (812) 251-41-10

Otaen onToBbIX NOCTaBOK
e-mail: opt@bhv.spb.su

NN AETOD  paccMaTpUBAaET MHOXKECTBO  HECTAHJAPTHBIX

fall 1PHEMOB NPOrpaMMHpPOBaHHS M [PHMEphl HCIONb30Ba-

: + + HUA HEIOKYMEHTHPOBAHHLIX BO3MOXKHOCTEH s3bika C4++

nipy pa3paboTke UIYTOYHBIX MPOrpaMM M CETEBbIX MpH-

NOXKEHUI, PACKPbLIBAET HEKOTOPbIE CEKPeThl, KOTOpbie

MOFYT MOMO4Yb TMPH CO3JaHHH TIPOTPaAMM JHArHOCTHKH

ceTel, ynpasJieH!s pa3/IMuHbIMH CETEBBIMH YCTPOHCTBAMH

M TMPOCTO NPH MOBCEAHEBHOM HCIO/b30BAHHH HHTEPHET-
MIPUII0XKEHUIA.

rMasamu

3HAKOMCTBO C MPHEMAMH H ANrOPUTMaMH, KOTOPbIE MC-
MONL3YIOT XaKepbl VIS HATUCAHWA CBOMX YTHIIMT, MO3BOJIMT Bam CO3/aTh cobcT-
BEHHYIO HaJIEIKHYIO cHCTeMy 060POHBI.

Jnst a¢hpexTHBHOrO OCBOCHMS MaTepHaia BaM NoHano064TCA MUHUMAbHBIE 3HAHHSA
C++ ¥ HauanbHBIC HAaBbIKK OOIIEHHA C KOMMBIOTEPOM M MbILIBIO, @ KHHra NoMO-
JKET MO3HaTh XHTPOCTH XaKEPOB M CEKPEThI MPOeCCHOHANBHBIX NPOrPAMMHCTOB.

KomnakT-aucKk cOAep)KHT MCXOAHbIE KOJABI NMPHMEPOB M OTKOMITHJIMPOBaHHbIE
NporpamMMel, a Takxke nomnynspHeie npunokenus komnaduu CyD Softwere Labs.

®aenos Muxan, npodeccronansubiii nporpammuct. Paboran B xypuane "Xa-
Kep', B KOTOpOM Heckosbko JieT Ben pyopuku "Hack FAQ" u "Koauur ans npo-
rpaMmucToB", nedarajics B skypHanax "Hrpomanusa" u "Chip-Poceus". Artop
6ectrcenepoB "bubnus Delphi”, "IlporpammupoBanue 8 Delphi rnazamu xakepa",
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®nexHos M.
Mporpammuposanue B Delphi rnasammu xakepa
(+CD-ROM)

MarasuH "HoBasa TexHu4yeckan KHura"
CNe6., Namaitnosckuid np., A. 29, Ten. (812) 251-41-10

Otaen onToBbIX NOCTaBOK
e-mail: opt@bhv.spb.su

Bo3MOKHO, 9Ta KHHra W3MEHHT Ballleé MHEHHME O XaKepax
Kak 00 OllapeHHBIX BIIOMUIMKAX, HE MMEIOILMX HHUKAKUX
3anpeToB ¥ NPOHHKAIOUIMX B N00BIE CETH H KOMITBIOTEPHI.
Ha camom nene, nepus Hactosuux Xakepor "He Haspe-
K", XOTs OHH BOBCE HE MPOTHB MOWYTHTL H "NMPHKONOTH-
ca" He coBceM 00blYHbIMH criocoGamMH. ABTOp npejcTas-
ASET MHOXKECTBO NPUMEPOB LIYTOYHBIX NPOrpaMM H ceTe-
BBIX MPWIOKEHHH, 3HAKOMHT C HECTAHJAPTHBIMH MpHe-
MaMmH nporpaMmmHpoBaHus Ha asbike Delphi, packpeisaer
HEKOTOpPbIE CEKPEThI, KOTOPbIE MOrYT MOMOYb NPH CO3/1a-
HUM MPOrpaMM IMarHOCTHKH CeTel, ynpaBfieHHs pasiny-

HbIMHW CETEBbIMH YCTPOHCTBAMH H MPOCTO MPH NOBCEAHEBHOM HCMONL30BAHHU HH-
TepHeT-npuaoKeHHd. KHHra nomMoxer BaM nNpoiTH MyTh OT HAYMHAIOLIErO Mpo-
rpaMMHCTa JI0 NIPOABHHYTOrO MOJIb30BATENA H NO3HATH XHTPOCTH XaKepPOB M CEK-
peTsl NpO(eCCHOHANLHBIX MPOrPaAMMHCTOB.

KomnakT-amek cofepkuT Mcxoausie koawl nporpamm, Kuury "buGaws Delphi®,
KOITHIO caifTa aBTopa.

Daenos Muxaun, npodeccHoHanbHeiii nporpammuct. Paboran B xxyphane "Xa-
Kep", B KOTOPOM Heckosbko set sen pybpuku "Hack FAQ" u "Koauur mans npo-
rpammucToB”, nevaranca B kypHanax "Hrpomanus" u "Chip-Pocens"”. Asrop
Gecreennepos "Bubaua Delphi”, "lMporpamMmuposanue na C++ rnazamu xakepa'.
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